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Abstract

The Amazon Simple Storage Service (S3) is 20 years old,
hosts more than 500 trillion objects, and averages over 200
million requests per second. Its API must continuously evolve
and adapt to new workloads and use cases, sometimes result-
ing in full re-implementations like the S3 Express One Zone
storage class. This highlights two conflicting requirements:
ensuring that every change preserves backward compatibil-
ity and maintaining a high-paced development environment.
We report on our experience combining the use of reference
models, in a model-based testing (MBT) style, with abstrac-
tion to systematically explore all behaviors of the S3 APIL.
Our approach is grounded in the abstraction of API requests
and state elements, enabling systematic validation of all ab-
stract inputs and system states. Through rigorous validation,
we produce models that are sufficiently accurate to be used
as de facto specifications of S3. Our tool continuously runs
in the S3 development and deployment (CI/CD) cycle, val-
idating changes, preventing regressions, and supporting the
development of new features.

1 Introduction

Over the past couple of decades, cloud services have evolved
from simple web-based APIs to elaborate services with
dozens of features, configurations, and input and output pa-
rameters. In this work we focus on the Amazon Simple Stor-
age Service (S3), which supports a wide variety of customer
use cases and workloads that have co-evolved with S3 over
its 20 years of existence. This evolution requires new code
to be added and existing code to be refactored by hundreds
of developers continuously. To provide for different perfor-
mance, price, and availability trade-offs, the S3 API has been
re-implemented multiple times, sometimes using entirely dif-
ferent code bases, programming languages, and hardware.
Yet, to the customers, the API behavior must remain the same.
We refer to the challenge of preserving the API behavior un-
der continuous change as the API sameness or conformance

checking problem. This challenge is the main focus of our
work. We aim at validating the functional input-output be-
havior of the S3 API under normal sequential behavior. We
focus on the sequential behavior thanks to the consistency
guarantees of S3', which are validated through dedicated
mechanisms (e.g. [BJA"21]) and are beyond the scope of this
paper. In this work we execute each operation “in isolation”
and focus exclusively on validating the correctness of the
sequential behavior of the API.

There are two key aspects to API sameness: (i) defining
what constitutes correct API behavior, and (ii) ensuring that
the service implements the correct behavior. We address the
first challenge by building an executable reference model for
each API. Then, we propose a systematic model-based testing
(MBT) approach to address the second challenge. In order to
get sufficient confidence in the correctness of the service, we
require the tests to achieve sufficient and measurable coverage
of the behaviors of the system. For this reason we design a
systematic test generation strategy to provide the inputs on
which we check conformance between the model and the
API implementation. While the techniques we present are
widely applicable to other stateful services, for the rest of the
paper we will focus on S3. Our model and input generation
techniques are now used in the continuous integration and
deployment (CI/CD) pipelines of S3, preventing unexpected
behaviors from reaching production. We run this validation
after the execution of traditional unit and integration tests, and
it has so far prevented more than 300 potential regressions
from being deployed.

Amazon S3. Amazon S3 is a highly available and durable
cloud storage service that provides a REST (Representational
State Transfer) APL. It supports 96 API operations [S3D24c].
Beyond the PutObject and GetObject operations, over its
evolution S3 has added support for conditional read and write
operations, multiple checksum algorithms, object versioning,
tagging, replication configurations, several server-side encryp-

Thttps://aws.amazon.com/s3/consistency/
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tion configurations, and many more features. To illustrate the
complexity of S3 APIs and the types of edge-cases involved,
consider GetObject [S3D24b]. GetObject appears to be
simple: it takes a bucket name and a key name, and returns
the object stored in the bucket for that key name. Consider
the following GetObject request:

GetObject ( bucket="bucket", key="abc",
range="bytes=0-5242880",
checksumMode="ENABLED")

range is a standard HTTP header described in RFC-
9110 [RFC22], while bucket, key and checksumMode are
specific to the S3 APIL. The RFC states that an HTTP server
may support a sequence of ranges on GET requests. S3 supports
a single byte range and implements the behavior described
in the RFC. Depending on the state, S3 returns 206 for suc-
cessful cases, 404 status code if the object does not exist, or
416 if the object is empty. Successful responses will contain
the requested range of bytes of the object. In S3, the headers
in the success response depend on the target object. In our
example: a) if the object has 5242881 bytes or less, the re-
sponse will contain the full object and its checksum, b) if the
object has more than 5242881 bytes, only the first 5242881
bytes will be returned with no checksum, except, c) if the
object was created with a multi-part upload API, and the first
part is exactly 5242881 bytes, the response will include the
checksum of the part.

We now consider a different GetObject request to high-
light how client code often depends on specific S3 error re-
sponses, not just success responses.

GetObject ( bucket="bucket", key="abc",
If-Unmodified-Since="2026-02-02")

The If-Unmodified-Since header is another standard
HTTP header. In GetObject, clients use this header to re-
trieve the object only if it has not been modified since the
specified date. S3 will reply with 200 0k and the object data if
the content has not been modified since 2026-02-02, and with
412 Precondition Failed otherwise. A client will likely han-
dle these two responses differently. Client code typically uses
this header as a safety mechanism to detect changes in the
object content. In this case, the error response clearly signals
that the assumption has been violated. Preserving the exact
behavior of both success and error responses is critical to
the correctness of S3’s client code. More generally, clients
often rely on all observable behaviors of the API; from the
service provider’s viewpoint, this means every behavior must
be preserved across changes to the service.

These two examples use only five distinct parameters and
already highlight the many details that affect the full be-
havior of each API and their importance to customers. And
yet, GetObject has 21 input parameters and GetObject re-
sponses have 36 output parameters plus the content payload.
In addition, there are many configurations [S3D24a] of the
underlying target bucket which affect the behavior of each
request, such as bucket encryption, versioning, and access

policies. As we shall see in Sec. 6, there are at least 10%
qualitatively distinct combinations of input parameters and
states for GetObject. Covering all these combinations is not
possible without novel reductions and automation.

Our approach to conformance. This paper addresses the
conformance checking problem by combining model-based
testing (MBT) [UPL12, BJAT21] with predicate abstrac-
tion [GS97]. We incrementally build an executable reference
model to be the de-facto specification of the underlying API.
This is motivated by the need to: a) make the model accessible
to developers and tools with minimal effort, b) run confor-
mance tests between the model and API implementation in
CI/CD pipelines, and c) have reproducible diagnostics for
issues identified in development.

Building a reference model takes effort and one might con-
sider using an alternative/previous version of the service as
the reference model. However, this is impractical and error
prone. In response to a request, an API can allow multiple
valid responses (e.g. different pagination of results, errors
being reported in different order). An implementation may
pick one of these possibilities, and another implementation
might pick a different one. As a result, two versions of the
service driven by the same test inputs can diverge while both
being correct. A reference model that encapsulates all allowed
behaviors of the service allows us to keep independence be-
tween the implementation under test and the reference model.
In fact, for S3 Express One Zone, having access to the model
was instrumental in the design and development of the imple-
mentation. The majority of S3 Express One Zone APIs match
the behavior of regional S3, but getting a comprehensive spec-
ification of the APIs’ behavior was not easy using only the
existing regional S3 implementation. S3 Express One Zone
developers used our model and test generation to validate
conformance with regional S3. In specific cases where S3
Express One Zone intentionally deviates from regional S3 we
extended our model with the new behavior.

Ensuring conformance is practically challenging due to
the complexity of the S3 APIs with their large number of
parameters and dependencies on the service state. In order
to ensure API conformance for all behaviors, we need com-
prehensive coverage of these combinations of parameters and
states. We use predicate abstraction to lift the universe of con-
crete requests and states to abstract requests and states, and
to explore this much-reduced abstract space in a systematic
way. Developers use this approach to comprehensively vali-
date code changes over a well-defined (sub-)space of requests
and states at development and pre-deployment time. The ap-
proach identifies regressions even in subtle edge cases, within
a reasonable time budget. As a result, the approach improves
development velocity and gives developers confidence that
all behaviors will be tested before deployment.

To summarize, we use our validation approach for:
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Preventing Regressions. A difficult challenge in maintaining
a large decoupled code base is ensuring that changes to
one component (e.g. a bug fix) do not introduce unin-
tended changes to the behavior of the API. We use our
executable specification as an oracle to drive input gen-
eration strategies aimed at maximally covering the set
of behaviors that may be affected by changes. We then
employ differential testing [McK98] between model and
implementation to detect unintended changes.

Conformance Checking. A given API might have multiple
implementations, such as the S3 Express One Zone stor-
age class launched in 2023. With S3 Express One Zone,
data is stored in a different bucket type called direc-
tory buckets. Directory buckets support the core APIs
of regular S3 buckets, but with some intentional differ-
ences (e.g., entries in ListObjectsV2 responses are not
sorted). We used our model to guide and inform the de-
velopment of S3 Express One Zone for the APIs that
match regular S3. Similarly, we use it in other imple-
mentations and refactors, reducing the synchronization
overhead across teams.

Model-based validation. Another challenging aspect in a
large stateful application is generating tests that drive
server-side behaviors to deep and non-obvious paths. We
build a custom input generation strategy, which inten-
tionally drives the model into the necessary pre-states
(and since the model is accurate, also the system state).
We use knowledge about the model state to generate in-
puts exercising a combination of service paths that target
specific behaviors.

Validation Coverage. In order to achieve these goals, we
need a cost-effective way of exploring the possible in-
puts of the system. Generating new inputs is only help-
ful if they drive the service to unexplored behaviors. In
the GetObject example, the number of combinations of
21 input parameters and numerous state configurations
makes exhaustive exploration intractable. Therefore, it is
critical to carefully identify the key features and scenar-
ios that need to be validated. We address this challenge
using abstraction at the level of individual request and
state features.” An important consequence of this ap-
proach is that we can quantify the portion of the request
space that a particular input generation campaign covers.

2 Overview

Unit and integration testing are widespread mechanisms used
to validate software [LW90, AO17]. Unfortunately, unit tests
are only as good as the quality of the scenarios and assertions
that developers consider [ZHM97]. In a highly decentralized

2Roughly, we consider a feature to be any of the request arguments,
configurations of the bucket, or state pre-conditions that can influence the
behavior of the operation.

Response
Validator

Request
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Figure 1: Model-based testing flow.

development environment, it becomes hard to establish quality
metrics from individual tests in each of the components. For
web services, the overall end-to-end behavior of the service
API represents yet another top-level testing target, commonly
known as integration-testing [MLSRC21]. In general, assess-
ing the quality of an integration test suite is hard, and it is
seldom a subject of precise and actionable metrics.

In our approach, we argue that the starting point of any
effective validation technique (formal or semi-formal) is a
specification of the system. Alas, when working with legacy
systems, the correct level of abstraction or language for a
specification is not always clear. Therefore, we make the prag-
matic choice of defining a reference model as a specification,
which we then use to validate the evolution or even different
implementations of the system. Following the model-based
testing (MBT) [UPL12] literature, we refer to the system im-
plementation under consideration as the System Under Test
(SUT), and use the model as an oracle in the SUT validation
campaigns. Each validation campaign compares the SUT’s
behavior against the model on a set of inputs and highlights
any discrepancies. To assess the quality of our model, and
to later validate the SUT against it, we need automatic input
generators that cover measurable portions of the API’s input
and state space. We develop a systematic input generation
approach based on the model (Sec. 5). This helps us bootstrap
the model when starting with a legacy system and, once the
model is deemed accurate, validate evolutions of the system.

The systematic input generation is designed around three
key properties:

No assertion left behind. Unlike unit testing, we do not need
to write assertions. We compare every element of the
responses generated by the SUT and the model. This
is the strongest possible assertion on the input-output
relation: equality between service and model responses.

No scenario left behind. We pair the model with automated
test generation to solve the problem of test coverage and
quality of integration testing. We employ input-output
conformance [Tre08] validation to compare the SUT and
the model (see Sec. 3).

No redundant scenario. Given the massive space of possible
input requests to the API, we need to avoid redundancy.
Since execution time is of the essence, our methodology
avoids redundant inputs.
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while not metric.is_covered():
test = metric.next_test (model) ()
s_resp = service.run(test) ()
m_resp = model.run(test, s_resp) C)
valid = validator (test,s_resp,m_resp) ()
report (valid) ()
metric.update (model, test, m_resp)

Listing 1: Coverage-driven testing (pseudo).

Fig. 1 depicts the MBT strategy. There are three main com-
ponents to our validation besides the implementation of the
service itself. Firstly, the executable model (Sec. 3) is a sim-
ple implementation of the APL It preserves all the functional
aspects of the service and ignores all the non-functional ones.
This is shown in the blue box in Fig. 1. Secondly, the green
box represents the response validator. This component imple-
ments the logic to assert whether the response of the SUT is
consistent with the response generated by the model. It also
allows us to select between the multiple behaviors allowed by
the reference model and keep its state in sync with the SUT.
Finally, the gray box corresponds to the request generator.
The generator implements the algorithms that aim at maxi-
mizing our coverage metric (Sec. 5). This component ensures
that all scenarios are exercised, and it is the cornerstone of
our coverage-driven validation architecture.

To understand the execution flow of our tool, consider the
pseudo-code in Listing 1. In the first step, the request gen-
erator queries the current state of the model and the desired
coverage metric to generate the next request to execute. This
is marked with bullet (1) in the picture and the pseudo code.
Next, in step @, the request is sent for execution to the SUT
and its response is recorded in s_resp. Because of the possi-
ble non-determinism in the server, the server response is sent
to the model alongside with the request in step @ To un-
derstand this, consider a simple PutObject interaction in the
request/response excerpts shown in Listing 2. At the top we
have the request issued, in this case a pPUT request. While all
fields of the requests are calculable at request generation time,
that is not true for all the response fields at model execution
time. In fact, the model state doesn’t have the necessary in-
formation to compute the values marked in red: x-amz-1d-2,
x-amz-request-id, Date and ETag. The model considers
these values to be non-deterministic and treats them as opaque
values. While some of these values are not important to the
model (for example x-amz-id-2 and x-amz-request-id
are used only for logging on the server side), some of them
are critical for the functionality of the service, and need to
be captured into the model. An example is the Etag value
returned for stored objects. The object Etag is created when
the object is uploaded, and can later be used in conditional op-
erations via headers like If-Match and If-None-Match. In
other cases, like the response Date, the model cannot compute
the exact value (e.g. predict the exact time at which the server
will process the request), but expects the value to conform to

PUT /main.pdf HTTP/1.1

Host: bucket-for-paper.s3.us-east-1.amazonaws.com
Accept -Encoding: identity

User-Agent: aws-cli/2.17.34 ...

Content -MD5: /JcyfUI6ZR8eKZufb6t5MBw==

X-Amz-Date: 20250108T111733%
X-Amz-Security-Token: (redacted)

X-Amz-Content -SHA256: UNSIGNED-PAYLOAD
Authorization: (redacted)

Content -Length: 621629

...payload...
$%EOF

HTTP/1.1 200 OK

x-amz-id-2: 7Ze3etUJjG02zh3Moft+Iv5MgyDSrFQjzhEyorQ...=
x-amz-request-id: XNSHVNKEYT6WTEZB

Date: Wed, 08 Jan 2025 11:17:35 GMT
x-amz-server-side-encryption: AES256

ETag: "fc97327d423a651f1e299p9feadedct3"

Content -Length: 0

Server: AmazonS3

Listing 2: Request/Response example. Prophecy values are in

red, blue values are edited for readability.

a specific format. To simplify the response comparison, we
propagate these opaque values into the model, and we take
them as input for model evaluation. This is shown at step @
where the observed response is sent as an input to the model
evaluation. Care must be taken when identifying which of
these values should be used in the model. For that reason,
we distinguish them as prophecies, and prophecy values are
treated specially in our model. Moving on with our execution
flow, in step @ both the model and service response are sent
to the validator for checking. Finally, in step @ the result
of the validation is reported to the user of our tool before
restarting with the next request if any. There are two possible
outcomes: either the responses agree and we continue, or they
don’t agree, and we report them as a deviation to the user. The
rest of the paper uses the term deviation to refer to discrepan-
cies between model and SUT. A deviation represents an error
in the model, in the SUT or in both.

2.1 Technical Choices and Assumptions

Black-box Modeling. We take a black-box approach to
modeling and validation. We cannot afford to make assump-
tions about the implementation which may change in the
future, or may be invalid w.r.t. other implementations of the
same API. Thus, our model is agnostic to the internal imple-
mentation choices of a specific SUT, and all of our modeling
is based on input/output behaviors of the service. One caveat
of this approach is that the model is not able to differentiate
between different internal service states leading to identi-
cal input/output behavior, for example those resulting from
components such as caches.

1702 20th USENIX Symposium on Operating Systems Design and Implementation
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Stateful REST API. We consider services that provide a
REST API where the result of an operation can be influ-
enced by preceding operations. For instance, the result of a
GetObject is affected by a successful prior PutObject on
the same key. Therefore, the model of the service must also be
stateful and retain sufficient information about the previous
operations to be able to correctly compute the response for the
next request. However, in the interest of simplicity, our model
is: 1. in-memory, meaning that the state is not durable across
instantiations, 2. single-threaded, meaning that API calls are
executed one at a time in the order that they are received by
the model, and 3. performance agnostic, meaning it does not
reflect performance requirements of the implementation, such
as latency or throughput.

Non-determinism. Our target systems are mostly determin-
istic: given the same state, if we issue the same API call, we
observe the same behavior, and the same resulting updated
state. Some exceptions to this rule are: service-generated
identifiers, which depend on internal state we cannot observe;
timestamps, which depend on when the request is received
and how long processing takes; and transient errors, such as
500 InternalServerError responses triggered by hardware
failures. A second form of non-determinism arises across
implementations. Each implementation is free to choose the
order in which to process independent request attributes, and
this order affects which error is returned. The model must
accommodate this variation: for each request, it returns the set
of valid error responses, and a correct implementation must
return one of them. We additionally require each SUT to con-
sistently return the same error. Therefore, we learn the choices
made by each SUT and then the validation steps for the SUT
fail if a different choice is observed. Sec. 3 exemplifies this.

2.2 End to End Simplified Example

We illustrate our approach end-to-end through a simplified ver-
sion of the S3 GetObject API with only three request fields:
bucket, key, and checksumMode. We use the simplest form
of bucket: a key-value store mapping keys to object blobs.
Each object has an associated checksum, which can be re-
trieved via GetObject by setting checksumMode to ENABLED.
To validate that an implementation of GetObject behaves
correctly for every distinguishable combination of request and
state, we decompose the validation task into four subgoals:

(a) enumerate the set of scenarios (abstract state-request
pairs) necessary to cover all API behaviors,

and for each of these scenarios:

(b) bring both SUT and model into the state required by the
scenario,

(c) issue a concrete request representing the scenario against
SUT and model, and

Condition
syntactically invalid bucket
syntactically invalid key
valid bucket but it does
not exist in account
valid bucket and key, but
key does not exist in bucket
checksumMode is a string
other than ENABLED
otherwise

Response
400 InvalidBucketName
400 InvalidKey

404 NoSuchBucket

404 NoSuchKey

400 InvalidArgument

200 OK + payload

Table 1: Simplified GetObject behaviors

(d) compare the response received from the SUT with the
responses admitted by the model.

We describe subgoal (d) first, since it defines what correct
means, and then revisit (a)—(c) in turn.

Expected outcome and comparison (d). For our simplified
GetObject, the model’s behaviors are described in Tab. 1. To
illustrate the non-determinism of error responses, notice that
the conditions can overlap on some requests. For example, a
request with an invalid bucket and an invalid key admits both
400 InvalidBucketName and 400 InvalidKey as valid model
responses. The validator declares success whenever the SUT
response is among those allowed by the model, and reports a
deviation otherwise.

Input scenarios enumeration (a). Enumerating all con-
crete request/state pairs is intractable: bucket and key names
alone range over all possible strings. The main insight of our
input generation strategy is that we only need to consider in-
puts that lead to distinct behaviors. For instance, S3 rejects all
bucket names longer than 63 characters and a few such names
suffice to validate the SUT on this behavior. To formalize
this, we partition the values of each API request and state
feature into equivalence classes, which we call categories.
Each category is defined via predicates over the request fields
and S3 state (see Sec. 4).

To make the explanation concrete, let us denote by Vg, the
model state, and let b, k and ¢ represent the values for the
bucket, key, and checksumMode fields respectively. In this
example, we define the abstraction function via six Boolean
predicates: (i) valid_bucket_name(b) holds iff b is a syntacti-
cally valid bucket name; (ii) bucket_exists(Vg, b) holds iff Vo
contains a bucket named b; (iii) valid_key_name(k) holds iff
k is a syntactically valid key name; (iv) key_exists(Vg, b, k)
holds iff Vo contains an object with key k in bucket
b; (v) checksum_mode_present(c) holds iff the request
contains the checksumMode field (i.e. ¢ # None); and
(vi) valid_checksum_mode(c) holds iff ¢ is a valid value for
the checksumMode (i.e. ¢ € {None,ENABLED}).

The predicates (i), (iii), (v) and (vi) are request predicates
and do not depend on the state; the remaining state-dependent
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predicates relate the request with the model state. An input
scenario is a truth assignment over the six predicates, and
there are 2° = 64 such assignments. However, most of these
are spurious: existing objects cannot have an invalid bucket
name or an invalid key name, a key cannot exist in an un-
known bucket, and if the checksumMode is not present, it
must be valid. We capture these constraints as a conjunction
of four implications, which we call the model invariant invg
(Sec. 5.1):

bucket_exists(Vq, b
key_exists(Va, b,k
key_exists(Va, b, k

—checksum_mode_present(c

— valid_bucket_name(d)
— valid_key_name(k)
— bucket_exists(Vq, b)

NESENA NN

— valid_checksum_mode(c)

We enumerate non-spurious scenarios by computing all sat-
isfying assignments of invg. For our example, this reduces
the 64 scenarios to 21: 2 success scenarios with an existing
bucket, key, and checksum mode either None or ENABLED; 1
error scenario with an existing bucket, key, and invalid check-
sum mode; 3 error scenarios with an existing bucket and valid
but non-existent key; 3 error scenarios with an existing bucket
and invalid key; 6 error scenarios with a valid but non-existent
bucket; 6 error scenarios with an invalid bucket.

Most input scenarios lead to error responses, and many will
produce the same error on the SUT. In practice, deterministic
implementations check arguments in some order and short-
circuit on the first error. Suppose our SUT first performs the
syntactic checks on bucket, key, and checksumMode in this
order, and then looks for the object with the given bucket and
key names in the state. Under this evaluation order, several of
the 21 scenarios map to the same SUT behavior. For example,
the 6 input scenarios with an invalid bucket name all produce
the same response (400 InvalidBucketName) regardless of
the state or the other field values. We call this the first-error
hypothesis and use it to reduce the number of scenarios further
(Sec. 5.2).

State setup (b). Given a non-spurious scenario, we have
to bring both the SUT and model into a state that satisfies
all state-dependent predicates of the scenario. For instance,
every scenario where bucket_exists holds requires the state
to contain at least one bucket. We address this problem with
a component called API-planner (Sec. 5.3). Given the state-
dependent predicates of a scenario, the API-planner returns
a sequence of requests that lead from the current state to a
state that satisfies the input predicates.’ Consider a success
scenario with both predicates bucket_exists and key_exists
set to true. The scenario requires Vg to contain a bucket
with a valid name, and in it an object with a valid key. As-
suming the current state (V) is empty, the API-planner pro-
duces two preparatory requests: 1. CreateBucket(b) with a

3Since we only exercise non-spurious scenarios, we only ever call the
API-planner with non-contradictory predicates.

freshly synthesized valid bucket name b, and 2. PutObject(b,
k, payload) to write an object with freshly synthesized valid
key k and some content payload into bucket b. Each prepara-
tory request is itself a test and it is processed end-to-end
through our validation pipeline as described in Fig. 1. Once
the planner reports that the target state is reached, we proceed
to test the GetObject input scenario request of interest.

Request concretization (c). With the state in place, the last
step is to pick concrete values for the request features that
are consistent with the input scenario. For request predicates
we sample from the category dictated by the scenario: e.g. if
valid_bucket_name must be false, we sample from a pool of
syntactically invalid names (too short, too long, illegal char-
acters, .. .). Instead, for state-dependent predicates we query
the model state for values that satisfy them. For example,
if both bucket_exists and key_exists must hold, we ask the
model for an existing (bucket, key) pair, and reuse the names
synthesized during state setup. Finally, the checksumMode
is: 1. omitted from the request if checksum_mode_present is
false, 2. set to ENABLED if both checksum_mode_present and
valid_checksum_mode hold, and 3. sampled from a pool of
invalid values (e.g. empty string, DISABLED, or some other in-
valid string) if valid_checksum_mode is false. The resulting
GetObject request is then executed according to our descrip-
tion of step (d) above.

3 The Model

Our model is intended to serve as the de facto specification
of the S3 API. As a result, service owners need to be famil-
iar with the model code base and extend it in anticipation of
changes in the service. Practically, the choice of programming
language and development methodology for the model fol-
lows the same standards as the majority of our service code
bases. Consequently, we implement our model in Java, and
we use the standard builder tools available to engineers.

Our model implements a key-value store with additional
metadata to represent details about the stored objects. For
simplicity, we only store information in the model if it can be
observed by subsequent API calls. For example, the model
records the object’s ETag. The ETag is computed when the
object is created, and later GetOb ject operations for the ob-
ject will return the same ETag. However, the model does not
store the operation’s request identifier (x-amz-request-id)
since there is no way of retrieving it via API calls. Some
examples of common metadata that we store in the model
alongside the object key and payload are: object creation time,
object tags, server-side encryption mode, encryption key for
the object (if any). Each of these can affect the behavior of
subsequent operations, and hence the model must have access
to this information. As a concrete example, the encryption
key in a GetObject request needs to match the one used at
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creation time for the request to succeed; otherwise a 403
Access Denied error code is returned.

We strive to reuse model code and functionality when im-
plementing similar features for different APIs. As an exam-
ple, consider the conditional operation features present in the
GetObject, PutObject, CopyObject and DeleteObject
APIs. These features validate the same syntactic and semantic
conditions on the arguments and state of the system. There-
fore, our model encapsulates the behavior of each feature
in a single trait. This reduces the size and complexity of
our model, and it makes reasoning about each individual fea-
ture uniform across all APIs that use them. As we shall see
in Sec. 5, this also enables us to abstract the input generation
strategy for each individual feature, which then generalizes
for all the APIs that use the feature.

Non-determinism and Prophecy Variables. The model ex-
hibits non-determinism in two ways: incorporating prophecy
values from the SUT response and allowing different in-
put validation orders. For example, consider the following
GetObject request:

GetObject (bucket="non-existing", PartNumber="abc")

This request leads to an error response since: 1. the bucket
name, while syntactically valid, does not correspond to an
existing bucket and 2. the part number is not a positive integer.
Different implementations can perform these checks in differ-
ent orders. For instance, Amazon S3 performs the syntactic
checks on the part number before checking whether the bucket
exists, and replies with the error 400 InvalidPartNumber.
However, a different implementation of GetObject could
choose to report 404 NoSuchBucket instead. Our model gener-
ates all the acceptable error responses and the SUT response
is correct if it is among the ones generated by the model. This
raises the question of checking a mostly-deterministic ser-
vice with a non-deterministic model. A specific SUT must be
consistent in its responses and always pick the same answer
among the ones allowed by the model. This property is im-
portant for customers who may have error handling routines
for errors they observed during testing. If the SUT suddenly
reports a different error for the same request, customers’ code
may break in production. We validate that each SUT keeps
returning the same error by learning a partial order for each
SUT. The partial order describes which error the SUT returns
among the ones allowed by the model. We then use the prece-
dence order to specialize the model for the specific SUT. This
enables our tool to validate that the SUT retains the same
ordering without having to build a separate model.

4 Request and State Abstraction

The effectiveness of our model-based validation rests on its
ability to exercise tests that show whether the model and
implementation coincide (step @ in Fig. 1). Our goal is

to explore all SUT behaviors that are distinguishable from
a black-box viewpoint. As anticipated in Sec. 2.2, we use
predicate abstraction [GS97] to focus our validation efforts
on meaningful input scenarios and, consequently, on tests that
exercise distinct behaviors.

Terminology and definitions. Tab. 2 reports some terms
that we use throughout the section. We use feature generically
to refer to either an input parameter (request feature), or a
configuration of a logical component of the state of the system
(state feature). For example, in GetObject the bucket name
of the request is a request feature. In contrast, state features
correspond to elements of the state that influence the behavior
of the API in an observable way. For example, whether a
bucket name is in-use (i.e. a bucket that has been successfully
created and has not been deleted yet) is a state feature.

We group together values of a feature that result in simi-
lar behavior when considering specifically that feature.* We
define categories (equivalence classes) of values for a fea-
ture, with the expectation that values in the same category
behave similarly. Considering bucket name as an example, a
bucket name can fall into one of three equivalence classes:
1. syntactically invalid names, 2. syntactically valid names for
non-existent buckets, or 3. valid names for existing buckets.
Each class triggers distinct service behaviors and outputs. The
equivalence classes partition the possible values of a feature.
Therefore, we can exercise the relevant behaviors by selecting
one value from each category instead of trying all possible
values. An input scenario maps each feature to a correspond-
ing category. Each input scenario is a truth assignment for
a set of predicates over the request and state features of the
API. Input scenarios reduce the set of all possible requests
that need to be exercised to a much smaller finite set that
still exercises all meaningful behaviors. This transforms an
intractable exploration problem (exploring all possible val-
ues) into one amenable to algorithmic automation. We apply
the abstraction across all API features and dramatically re-
duce the universe of scenarios to exercise while preserving
comprehensive behavioral coverage. Consider the categories
for bucket names as shown in Fig. 2. The left diagram in
the figure shows how the space of all possible bucket names
is partitioned according to the three categories. Whether a
bucket name is well-formed is strictly a property of the bucket
name string. Therefore, it is a request feature and no informa-
tion about the state is needed to decide it. On the other hand,
the existence of a bucket depends on the state and it is a state
feature. We assume that for each feature, we can categorize
its values such that if two values are in the same category,
they drive the same SUT behavior.

For each category we introduce a corresponding predicate
that holds iff the value is in the particular category. We use

“It is sometimes useful to think of a feature as a type, limiting the kind of
values that it can accept.
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Request / concrete request

Request readily executable against the service.

State / concrete state Current state of the model / SUT.

Deviation Request and state where the model and SUT do not agree on the response.
Feature Request Argument or contextual parameter that affects strictly the request. E.g. the bucket name.
State Contextual parameter or condition on the state that affects the request. E.g. if a bucket with a specific name exists.
. Input Set of boolean functions / formulae over model state and action. E.g. “is_valid_bucket_name” or “bucket_exists”.
Predicates . - — -
Output Set of boolean functions / formulae over response / output. E.g. “status_code_200" or “no_such_bucket”.
Input scenario Total truth assignment over the input predicates. Denotes set of states and requests that are equivalent with respect to the
predicates.
L. Abstraction Maps a concrete request and state to the corresponding input scenario. E.g. the bucket name “ab” maps to the category of
Projections . .
invalid buckets.
Concretization | Function that maps an input scenario to concrete request and states in its denotation. E.g. the category of invalid bucket
names maps to the concrete bucket name “bc” and others.
Categor Request Set of values for a request feature that are equivalent w.r.t. the input predicates.
gory State Set of values for a state feature that are equivalent w.r.t. the input predicates.

Table 2: Terminology

GetObject( @, A ,.)

Buckets Categories

Key Categories

Concrete Bucket
Name Space

existing
Buckets

Abstraction
Concretization

GetObject(my-bucket, do-not-create—key, ..)
Figure 2: Request abstraction

predicates on inputs, outputs, and state elements to character-
ize the space of behaviors of the system. A predicate may de-
pend on more than one request feature. S3 buckets contain ob-
jects identified by a key. Therefore, the predicate key_exists,
holding only when an object with the given key exists, de-
pends on the state of the system, as well as the request’s
bucket and key names.

The abstraction function evaluates the predicates on a par-
ticular request and state pair. The concretization function does
the inverse: given an input scenario, it generates concrete re-
quest and state pairs, producing an executable test case. Fig. 2
depicts the process of mapping a concrete request to an in-
put scenario and vice versa. Notice that sampling concrete
requests from input scenarios is a critical building block to
obtain a concrete test suite that achieves our coverage goals.
We generate a set of input scenarios that achieves our cov-
erage goal; concretization then turns each scenario into a
concrete request executable on both SUT and model, thereby
producing a test suite that realizes the coverage goal.

More formally, let P; be the set of input and state predi-
cates and PP be the set of predicates on the output / responses.
Then, 2"/ is the set of all the possible assignments to the input
predicates, hence the set of all input scenarios. We say the ab-
straction is adequate iff every concretization of a given input
scenario leads to outputs that correspond to the same assign-
ment to the predicates in Pp. In this case we say that the set of
predicates P; UPy is fine. Therefore, the input predicates are
sufficiently precise to distinguish request-state pairs leading to

distinct replies (w.r.t. Pp). The abstraction is adequate if two
request-state pairs that lead to responses that correspond to
different evaluations of the output predicates Pp are mapped
into distinct assignments to the input predicates [P;.

To add structure to our abstract scenario space we take
into account the kind of response (success or error) that the
scenario will lead to on the SUT. This is simplified because
web services reply to every request with either a success re-
sponse or an error response.5 For instance, —bucket_exists es-
tablishes a priori that the GetObject request cannot succeed,
and moreover, if no other error-inducing predicates are true of
the input scenario, it defines the exact error case that we will
observe (in this case 404 NoSuchBucket). This addition allows
us to 1. use the model to predict whether the requests should
succeed or not, and therefore focus our input generation for
requests that should succeed first, and 2. define metrics on
error-inducing requests, based on their proximity to a success-
ful request. We define the distance between an error-inducing
request and a success request as the number of parameters
whose evaluation leads to error. We refer to this distance func-
tion as num_errors. For instance, GetObject (bucket="1b",
key="", PartNumber="abc") induces at least three errors: the
bucket name is too short, the key name is empty, and the
PartNumber is not a number. num_errors counts the total
number of error preconditions of an input scenario. We in-
clude it in our abstraction to distinguish between requests that
are expected to succeed (num_errors = 0), requests that hit
exactly one error condition (num_errors = 1), requests that
can trigger two distinct error preconditions (num_errors = 2),
and so on. Sec. 5.2 describes how this enables us to reduce the
number of inputs that need to be validated to achieve coverage
of the input scenarios via the first-error hypothesis.

4.1 Predicate Definition

Consider the example in Fig. 3. The picture shows three
HTTP requests for key “key” in bucket “bucket”. The re-
quests specify different If-Unmodified-Since dates and

SFor simplicity, we assume that 2XX HTTP responses [RFC22] are suc-
cessful, and other responses (errors or informational) are considered errors.
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If-Unmodified-Since:

Invalid Date String

>> GET /bucket/key HTTP/1.1
>> [f-Unmodified-Since: Sat, 31 Mar 2035 16:56:32 GMT

>> GET /bucket/key HTTP/1.1

>> |f-Unmodified-Since: Wed, 29 Oct 1980 13:15:34 GMT
>> x-amz- expected -bucket-owner: 123456789012

>> GET /bucket/key HTTP/1.1
>> |f-Unmodified-Since: Wed, 29 Oct 1980 13:15:34 GMT
>> x-amz-f expected bucket owner: 546987236532

Figure 3: Abstraction example.

x-amz-expected-bucket-owner values. The response re-
ceived for each request is shown below the request in green.
The semantics of If-Unmodified-Since is such that: 1. if
the date is in the future the header is ignored; 2. if the date
is before the creation date of the object we will receive a
412 Precondition Failed; 3. otherwise the request can suc-
ceed with a 200 0K response if no error happens elsewhere.
The x-amz-expected-bucket-owner header is used to en-
sure we only operate against a bucket owned by the specified
account. If the account does not own the bucket a 403 Access
Denied error is returned. This example illustrates the impor-
tance of the abstraction: the exact choice of future date or
exactly which “wrong” owner we specify does not matter. We
only need to test one future date for this scenario, not all possi-
ble ones. Similarly, for the x-amz-expected-bucket-owner
field we only need to test the actual owner, any other account
as owner, and at least one other value for each of the remaining
categories shown at the bottom of the figure. Importantly, the
choice of category for a feature can drive different outcomes
for the request, while different concrete values in the same
category will produce the same responses.

Identifying Meaningful Categories. A natural question is
how to determine the appropriate set of categories of each fea-
ture. For instance, should we refine the “invalid bucket names”
category further? The choice of categories is driven by the
following observations. 1. Whether all the values in the cate-
gory result in the same behavior for the feature in question.
2. Whether a category represents values that are potentially
difficult to handle, even if it may not change the observable
behavior. Typical examples are control characters in strings,
empty or null values, boundary conditions, etc. 3. Whether the
category contains values that are relevant for the specific opti-
mizations and design choices of the SUT. While in this case,
the category may not change the observable behavior, devel-
opers with information about the SUT can provide knowledge
about inputs that trigger a different SUT path.

While some of these categories are immediately derivable
from observations of the system and documentation, others
need expert knowledge of the system. Over time, engineers
add more information to our abstraction that relates to server
paths that are not distinguishable by the model, but nonethe-
less deserve to be validated separately. For example, the object
size of a request may affect the path, while the observable

behavior is unaffected. Crucially, this has no effect on the
model, but in the validation strategy we may be explicitly
interested in covering such cases.

5 Automated Input Scenario Generation

Our test generation strategy uses the request and state abstrac-
tion introduced in Sec. 4 to exercise a configurable set of input
scenarios. A test configuration defines the predicates that we
are interested in and bounds the minimum and maximum
num_errors of the input scenarios. The configuration is a
boolean formula over [P; and num_errors. The test generation
procedure explores all input scenarios in the configuration by
enumerating the truth assignments that satisfy the formula.
When the configuration includes all the features of the API
type (the formula is valid), the test generation strategy will
cover all the input scenarios for that API. Since input scenar-
ios are equivalence classes of the observable behavior of the
system, executing one request for each input scenario gives
us the best black-box approximation of the service execution
paths according to our abstraction predicates P; and Py.

While this goal is intuitively simple, in many cases cover-
ing the entire space of input scenarios makes the procedure
exercise scenarios that are redundant or spurious as discussed
in Sec. 2.2. An input scenario is redundant if it covers be-
haviors of the SUT that have been already exercised by other
scenarios. An input scenario is spurious if there are no con-
crete tests that can satisfy the category combination required
by the input scenario. For example, the set of input scenarios
21 contains inputs that combine invalid buckets with values
in all categories for key names: including the category of
existing keys! In S3, there cannot exist keys in a bucket with
an invalid bucket name, hence the input scenario cannot be
concretized. There exists no state and request pair that meets
the requirements of the scenario.

Recall the goals introduced in Sec. 2.2. We want to exercise
all non-spurious input scenarios in a configurable portion of
the space. To that end, we first need to enumerate the relevant
(non-spurious) input scenarios. Then, for each scenario, we
must reach a state and generate a request that exercises it on
the SUT. Therefore, for every input scenario we execute a
sequence of requests. The prefix of the sequence contains
the requests necessary to reach the necessary state. The last
request of the sequence is the one that actually exercises the
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input scenario we are interested in. We send every request
to the SUT first and then we check whether the responses
are admissible by sending the same requests to the model
(Fig. 1). We call the process of computing the sequence of
requests to exercise an input scenario concretization.

5.1 Removing Spurious Input Scenarios

As exemplified in Sec. 2.2, we introduce a propositional for-
mula invg (for state invariant) to distinguish spurious and
non-spurious input scenarios. We first show what invg looks
like in the case of Amazon S3 and then give a more general
description of its shape and how it is employed in the scenario
enumeration procedure.

For this example, consider the bucket, key and version
id features of the GetObject API. In this setting we define
invg as the conjunction of seven implications. Implications
| and 2 express the fact that in S3 keys exist only inside
buckets, and a key can have multiple versions. Implication 3
states that every key has the null version. Then, implications
4, 5 and 6 state that only buckets, keys and version ids that
are syntactically correct can exist in the state. Finally, im-
plication 7 encodes the fact that a version id cannot be both
named and null at the same time. More formally, let Vg be
the model state and let b, k, v represent the values of bucket,
key, and version id respectively. Consider the predicates
valid_bucket_name, valid_key_name, valid_named_version,
null_version, bucket_exists, key_exists, version_exists € P;.
Then, invg is the conjunction of the following formulae:

key_exists(Vq,b,k) — bucket_exists(Vg,b) (1)

version_exists(Vq, b, k,v) — key_exists(Vq,b,k) (2)
key_exists(Vq,b,k) Anull_version(v) —

version_exists(Vo, b, k,v) (3)

bucket_exists(Vq,b) — valid_bucket_name(b) (4)

key_exists(Vq, b, k) — valid_key_name(k) (5)

version_exists(Vo, b, k,v) —
valid_named_version(v) V null_version(v) (6)

valid_named_version(v) — —null_version(v) (7)

More generally, we require the atoms of invg to be the
abstraction predicates [P; and we require invg, to denote the set
of non-spurious input scenarios. An input scenario is a truth
assignment over the atoms of invg, hence it makes the formula
either true or false. In other words, invg, is satisfied by an input
scenario iff the scenario is non-spurious. Therefore, we can
generate the non-spurious input scenarios by enumerating
the satisfying assignments of invq. In fact, the core of the
input scenario generation procedure is an all-sat engine that
enumerates the truth assignments to the predicates P;. The all-
sat procedure can be implemented using any off-the-shelf SAT
solver [CKHM25]. The input scenario generation procedure
takes as input the invariant invg and the test configuration. It

explores all non-spurious scenarios in the given configuration
by enumerating all satisfying assignments (all-sat) of the
formula obtained by the conjunction of invp and the test
configuration. The conjunction of the test configuration with
invg prevents the procedure from generating scenarios that
are spurious and cannot be concretized.

5.2 Removing Input Scenario Redundancy

APIs often involve many, sometimes optional, input param-
eters. Unfortunately, the number of input scenarios is expo-
nential in the number of features of an API. This implies that
in several cases it may be neither practical nor cost-effective
to explore all input scenarios. Instead, we are interested in
exploring specific aspects or features of the API. Generally,
the time available for validation is bounded (e.g. in a CI/CD
approval step). Therefore, we need to limit our search to fit
the time budget of the development cycles. We must focus our
validation on features and scenarios that are more likely to
exhibit new behaviors, potentially deviating from the model.
For example, consider the GetObject API with its 21 input
parameters. For simplicity, assume we define only 2 inde-
pendent predicates for each feature (i.e. 4 categories), then
we have 42! input scenarios for GetObject. Since our tool
executes around 1.5 x 10° requests per hour, it would take
about 2.9 x 107h to execute all GetObject scenarios. This
simple computation shows that the predicates Py alone do not
sufficiently focus our exploration for all APIs. For this reason,
we exploit num_errors to reduce, in a safe manner, the cases
that need to be covered to identify deviations.

As exemplified in Sec. 2.2, covering all input scenarios
would exercise the same behavior multiple times. This is es-
pecially true in the case of requests leading to error responses.
Consider again the GetObject request from Sec. 3:

GetObject (bucket="non-existing", PartNumber="abc")

In Amazon S3, this request will result in a 400
InvalidPartNumber error, indicating that the part number
check took precedence over the bucket existence check. The
SUT stops processing the request and immediately returns
once the first error is found. The values of all other fields
are ignored and don’t affect the SUT behavior. We assume
that error responses short-circuit the service execution, and
dub this property the SUT first-error hypothesis. We use the
hypothesis to focus our exploration policy further.
num_errors, defined in Sec. 4, helps us exploit the short-
circuiting mechanism. We use it to reduce the number of
requests we generate, while still exploring all SUT behaviors
under the first-error hypothesis. For instance, input scenarios
where more than one input would lead to error induce redun-
dancy: one of the two inputs will get evaluated first and the
other will be ignored. However, our goal is to ensure confor-
mance between model and SUT. Therefore, we cannot just
stop after exercising all requests with up to 1 error. We need to
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Universe of all feature requests combinations

Requests with two features leading to error

Requests with one feature leading to error

Requests leading to success responses

Figure 4: Space of requests by errors.

exercise requests with 2 errors to ensure the ordering in which
the features are evaluated by the SUT is compatible with the
model expectation. For example, all authentication and autho-
rization checks must occur before all state-dependent checks
(e.g. existence of the key). We use this strategy to organize
our space exploration as illustrated in Fig. 4, where each set
contains all the scenarios with up to n errors.

0-errors campaigns. These include all input scenarios lead-
ing to success responses.

1-error campaigns. These are all input scenarios that contain
exactly one feature leading to error. These campaigns
validate that our error reporting is accurate, and in com-
bination with the 0-errors campaigns above, if the first-
error hypothesis holds, evaluate all SUT paths for the
APL

2-errors campaigns. These cover all input scenarios with ex-
actly 2 features that should lead to an error. They validate
that our model predicts the parameter evaluation prece-
dence when more than one parameter leads to error.

Under the first-error hypothesis, any campaign with at least
3 errors exercises the exact same behaviors observed in the
1-error campaigns, and contributes nothing to the validation of
the error ordering already achieved by the 2-errors campaigns.

In some instances, accurately calculating the exact
num_errors for an input scenario is quite expensive. Intu-
itively, this requires identifying the closest input scenario
leading to success, which implies considering all alterations
for all predicates. While we generally keep the num_errors
definition precise, for larger numbers n of num_errors we ac-
cept some requests with m < n errors, if that speeds up the
search. Notice that this is a safe overapproximation of the
space of requests with n errors, since it only adds cases which
may have less than n errors. The set will contain all scenarios
with n errors.

5.3 Input Scenario Concretization

The previous sections described how we enumerate the input
scenarios that achieve the desired behavior coverage. Unfor-
tunately, we cannot directly execute an input scenario on the
SUT. We must first set up the state required by the scenario
and then create a corresponding request. For example, con-
sider a GetObject input scenario where both bucket_exists
and key_exists hold. To exercise the scenario, we first need a

state with an existing bucket b and an object in b with some
key k. Then, we can exercise the scenario by executing the
request GetObject (bucket="b", key="k", ...).

Listing 3 details the process of exercising an input sce-
nario on the SUT and performs four main steps. First, we
analyze the input scenario and extract the description of the
required target state (make_target_state). Second, we exe-
cute the (possibly empty) sequence of operations necessary
to reach the target from the current state (the while loop in
execute). Third, we inspect the state and generate the request
we need to execute (concretize_request). Finally, we exe-
cute this request on both model and SUT, exercising the input
scenario (the last call to test in execute).

We now describe how the steps are implemented. The state
required by an input scenario depends on the assignment
prescribed by the scenario to the input predicates that depend
on the model state. Therefore, given an input scenario we
analyze its truth assignment to all predicates in [P; that depend
on the model state and compile it into a structure we call
target state. The target state is an abstract description of the
state necessary to execute the input scenario. In the case of
S3, the target state defines the number of buckets needed and,
for each bucket it specifies the required configuration, keys
and objects it must contain.

Given the target state, we must compute the sequence of
operations necessary to set it up. As we mentioned in Sec. 2.2,
that is the task of the API-planner component. Given the
target state, the API-planner produces the sequence of actions
necessary to reach the target from the current state. API-
planner is a function that, given the current state of the model
and the target state, generates the next action we need to
perform or None if the current state meets the target. Recall
the example from Sec. 2.2. Starting from an empty state,
we want to exercise a GetObject input scenario where both
bucket_exists and key_exists hold. The API-planner will first
synthesize a valid bucket name and create a bucket with such
name via the CreateBucket APIL After successful execution
of the CreateBucket request, the API-planner synthesizes
a key name and object payload. These values are used to
generate a PutOb ject request to write an object in the bucket
we just created. Upon successful execution of the PutOb ject,
the state has both a bucket and a key. We’ve now reached our
desired state and the API-planner returns None. In order to
exercise the scenario, we need to synthesize the corresponding
request. In our example, we need to generate a GetObject
request that uses the bucket and key names that we just created.
We achieve this by querying the current model state for an
existing bucket and key.

Importantly, the API-planner assumes the SUT and the
model agree on the behavior of all write APIs (CreateBucket
and PutObject in our example). We validate this by compar-
ing the model and SUT responses for all requests generated
by the API-planner and by running test campaigns specific
for PutObject and the other APIs. In general, if the SUT and
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def test (request: Request, model: Model) -> bool:
sut_response = execute_sut (request)
prophecies = make_prophecies (sut_response)
model_response = model.execute (request, prophecies)
return sut_response == model_response

def execute (model: Model, scenario: Scenario) -> bool:

target: TargetState = make_target_state (scenario)
request: Request = api_planner (model, target)
while request is not None:

if not test (request):

raise StateSetupFailure ()

request = api_planner (model, target)
request = concretize_request (model, scenario)
return test (request)

Listing 3: Scenario concretization and execution (pseudo).

model do not agree, our validation campaigns will highlight
defects either during the state-setup sequence, if SUT and
model reply differently to a request generated by the API-
planner, or when validating the response to the final request
that exercises the desired scenario.

Listing 3 decomposes the scenario concretization process
in two methods: test and execute. The test method sim-
ply executes the given request on both the model and SUT,
and it returns true iff they generate the same response. As
described in Sec. 3, the prophecies structure is used to enable
the model to replicate the decisions made by the implementa-
tion (e.g. set the Date in the response correctly). The execute
method sets up the state required to exercise the input sce-
nario, generates the request corresponding to the scenario,
and executes the request. The method returns true iff both
SUT and model agree on the response to such request. The
execute method first extracts the state requirements from the
scenario into the corresponding target state. Then, it keeps
calling api_planner to retrieve the next request to be executed
in order to set up the state. It relies on the test method to
execute the request on both model and SUT. If model and
SuT reply differently, it notifies the caller that there has been
a failure during the state setup. Once the desired state has
been reached, concretize_request generates a request that
exercises the given scenario in the current model state. Finally,
it calls test one last time to run the request on both model
and SUT and returns false iff a deviation was found.

5.4 Configuring Validation Campaigns

The input scenario generator takes as input a configuration
that defines the testing campaign. The configuration defines
the input scenarios of interest, explicitly defining the fea-
tures and predicates that must be completely explored. We
strategically define test campaigns and the corresponding
configurations with the help of engineers. We define config-
urations that exploit knowledge about un/correlated features
in the SUT. The configurations limit the combinatorial com-
plexity of the validation campaigns and make them fit in
the computational budget. For example, conditional features
(If-Modified-Since, If-Unmodified-Since, If-Match,

If-None-Match) are related to each other, and are also re-
lated to the freshness of the object. However, conditionals are
mostly independent from other features, such as bucket con-
figurations, and fields like x-amz-expected-bucket-owner.
For this reason, for time budgeted campaigns, we restrict the
features to be tested according to their correlation.

6 Results

Our model-based validation infrastructure is currently em-
ployed in CI/CD pipelines of S3. Tab. 3 reports the number of
findings of our tool on three major initiatives within S3. Each
of these findings resulted in proactive fixes and prevented the
deployment of model-breaking code changes. Each finding
has been manually analyzed and assigned a severity score. For
each initiative the table reports the total number of findings
and the number of findings with high severity.

The S3 Express One Zone storage class launched in 2023.
Prior to launch, we applied our approach to all the S3 APIs
that require strict compatibility with the original regional S3
implementation. For the APIs with intentional changes, we
adapted our model to reflect the expected behavior on direc-
tory buckets. Using our methodology we prevented 171 devi-
ations. Of these, 12 were of high severity. All these defects
were fixed before the service launch in 2023.

Our tool is used in an ongoing multi-year rewrite of S3’s
frontend API service. As part of this effort, developers run it
locally in their development environments, and it is also inte-
grated into the CI/CD pipeline. Local runs typically exercise
a small, specifically defined, subset of the overall tests that
are run in the CI/CD steps. Over the course of the rewrite, the
CI/CD steps identified 92 issues that were missed by other
unit and integration tests. This enabled developers to address
all of them before deploying to production.

Finally, as part of the CI/CD process in S3 we continuously
check for errors and prevent them from releasing into pro-
duction. To date, we identified 109 deviations, of which 24
have high severity. In the past two years, our tool helped in
validating several major new feature launches such as: en-
abling server-side encryption by default, support for full ob-
ject checksums, and conditional write operations (e.g. the
If-Match field for PutObject requests).

6.1 Validation Reductions

Tab. 5 reports an overapproximation of the number of input
scenarios for the GetObject API obtained from the number
of features and categories in Tab. 4. The number of scenarios
is still too large to be executed in the CI/CD pipeline. Each
approval step in the CI/CD pipeline must provide feedback
within a reasonable amount of time. As a starting point, we
allocate a budget of three hours per validation campaign and
run multiple campaigns in parallel. For this reason, in our
testing setup each campaign can execute up to approximately
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FEATURE TYPE
IMPLEMENTATION # ISSUES | HIGH SEV
Request
S3 109 24 State
S3 Express One Zone 171 12 Total
S3 Refactor 92 10

# ERRORS SCENARIOS (APPROX)
FEATURES | CATEGORIES 0 Errors 107
21 102 1 Errors 1014
16 33 2 Errors 1013
37 135 Any 105

Table 3: Issues prevented to date.

Table 4: Number of features and cate-
gories for the S3 GetObject APL

Table 5: Approximate number of
input scenarios for GetObject
by number of errors.

GROUPS FEATURES 0 ERRORS 1 ERRORS 2 ERRORS
Bucket (C), K C), Vi ionId(C),
Ranges ucket (C), Key (€}, Versionld (C) 27000 92700 92700
Size, PartNumber, Range, ChecksumMode
.. Bucket (C), Key (C), VersionId(C), If-Match,
1 4 4 4
Conditionals | ¢y o Match, T£-Modi Fied-Since, T£-Unmodified-Since 640 707 398
. Bucket (C), Key (C), VersionId(C), Size
Encryption 86400 527040 1270080
yp SSECustomerKey, SSECustomerAlgorithm, SSECustomerKeyMD5
Response* Bucket (C), Key (C), VersionId(C), ResponseExpires, 279936 0 0
ResponseCacheControl, ResponseContent*

Table 6: Sample grouping of correlated features for validation and approximation of number of input scenarios.

432000 requests. For the features of the GetObject API, we
defined an average of 2.4 equivalence classes that can be
used in successful requests. Therefore, in an approval step we
can cover the success-case combinations of about 15 features
(=~ log, 4(432000)). Developers define the combination of
features to consider based on their knowledge of the SUT and
the changes they are interested in validating. We then rely on
asynchronous long-running validation tasks to explore a rotat-
ing subset of the features with the goal of highlighting defects
resulting from unexpected interactions between features.

We also have predefined validation campaigns, built along-
side senior developers, that couple together highly correlated
features. Tab. 6 reports a sample of common groupings of
interest. For each group it reports the number of input sce-
narios containing 0, 1, and 2 errors that cover the feature
combinations. Consider the first group (Ranges) in Tab. 6.
We have, as in most validation configurations: Bucket (C),
Key (C), VersionId(C), where the (C) stands for correct
categories for the group since we are interested in the object
structure in this case, not bucket and key names, which are
validated elsewhere. We also have features related to the size
and structure of the stored object: Size, PartNumber, Range,
and ChecksumMode. This results in 212400 requests, which
we can execute in about 1.5 hours.

While we still don’t cover all the input scenarios on every
change, we highlight that the number of cases being covered is
well beyond what can be achieved with manually defined tests.
In addition, our approach is flexible and the scenarios being
exercised can be changed via simple configuration updates.

6.2 Comparison to Property Based Testing

We compared our test generation approach to property-based
testing (PBT). In the PBT setup the input generator sam-

ples each parameter from a weighted distribution and runs
GetObject requests against randomly generated objects in
an S3 bucket. We then apply our abstraction function to each
request’s input and output parameters and count the unique in-
put scenarios covered. In a run of 28457 GetOb ject requests,
the PBT tests exercise only 9040 unique scenarios, meaning
that 19417 requests were scenarios already covered.

We obtain a similar result when targeting a specific scenario
of interest. In this case we selected 3 features of GetObject:
bucket, key, and range, and we allowed 2 categories for
each, totaling 8 non-spurious input scenarios. The PBT gen-
erator eventually covers all 8 scenarios. However, across 10
different runs it required 3200 requests on average to do so. In-
stead, our scenario generation procedure directly enumerates
the distinct input scenarios and deterministically generates
the 8 required requests.

These simple experiments highlight the additional cost
incurred to achieve the same coverage goals without a sys-
tematic way of exploring the input space.

7 Related Work

The literature more closely related to our work is on the topic
of automated test generation and model-based testing. Tab. 7
organizes tools in this large research field along 4 orthogonal
dimensions. 1. The festing approach is white-box if the tool
leverages the source code of the system, and black-box other-
wise. 2. The test-generation policy is the algorithm used to
select the next test scenario. 3. The input generation repre-
sents the logic used to select the input value for each scenario.
4. An approach is stateful if the test generation considers the
current state of the SUT, stateless otherwise. 5. The oracle
is the component that performs the assertions to validate the
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TooL TESTING APPROACH TEST GENERATION POLICY INPUT GENERATION STATEFULNESS ORACLE
APIFUZZER [api] Black-Box Random Mutation Stateless Status Code
EVOMASTER [Arc19] (BB) Black-Box Random Random Stateful Status Code
EVOMASTER [Arc19] (WB) White-Box Al Evolutionary Mutation, Dynamic Stateful Status Code
Fuzz4ALL [XPT24] Black-Box Al Al Stateless Status Code
GRAMMARINATOR [HKGI18] Black-Box Grammar-based Random Stateless Status Code
RESTTESTGEN [VDC20]  Black-Box Heuristic Dependency-based o tation- Example. Stateful Status Code
Random, Dynamic
SCHEMATHESIS [HD22] Black-Box Property-based Random, Example Stateful Response validation
SIBYLFS [RST'15] Black-Box Model-based Combinatorial, Manual Stateful Full Response
TCASES [tca] Black-Box Combinatorial Only Scenario Generation ~ Only Scenario Generation  Only Scenario Generation
VIVAS [FFP 23] Black-Box Model-based Symbolic Stateful Abstract Response

Table 7: Classification of API testing tools

correctness of the observed behavior.

Grammar-based approaches, such as GRAMMARINA-
TOR [BCD23, HKG18], exploit an explicit grammar to de-
fine the set of inputs. The space of all possible scenarios is
defined by the possible combinations of derivation rules in
the grammar, and the tools use randomization to explore the
productions of the grammar. Unfortunately, grammar-based
input generation is not well suited for stateful systems.

There is extensive literature on automated test gen-
eration for REST APIs [GZA24, KXSO022, CZPC21,
MASR21, HD22]. Tools such as APIFUZZER [api], EVO-
MASTER [Arcl19], RESTTESTGEN [VDC20, CZPC22],
SCHEMATHESIS [HD22], and Fuzz4ALL [XPT"24] aim
at testing an arbitrary REST API. Therefore, they often use
comparatively weak oracles that don’t enforce any specific
behavior and perform only shallow checks on the response.
Moreover, most of them rely on randomization or best-effort
GenAlI approaches for test generation, and do not provide con-
clusive coverage metrics on the covered space of requests.

The VIVAS framework [GGT25, FFP™23] relies on the
definition of an abstraction of the system and the coverage
goal is defined via (temporal) properties in the abstract space.
The oracle is defined by runtime monitors [CTT19] synthe-
sized from a set of desirable properties of the system on the
abstract space. VIVAS focuses on ensuring that all traces
of the system satisfy a set of properties. Instead, we focus
on a simpler setting and consider the validation of a single
action at a time executed in different SUT states. Our oracle is
the full system model, defined directly on the concrete space,
while in VIVAS the oracle is given by abstract properties.

Combinatorial Interaction Testing (CIT) [CDS08, NMT12,
HWKK?20, DMDS24] and tools like TCASES [tca] also or-
ganize the input space in features and categories. The tool
TCASES simply generates the input scenarios. How to incor-
porate the scenarios into a practical testing campaign for a
SUT is left to the user. TCASES employs a generate-and-filter
logic to enumerate the non-spurious input scenarios. This ap-
proach does not scale to the number of features and conditions
of the APIs we are interested in. Works on CIT focus on how
to select a “minimal”, fixed set of input scenarios to cover as
many feature interactions as possible. Some of these works
(e.g. [CDSO08]) also account for constraints between features

to eliminate spurious scenarios. Their goal is to maximize the
likelihood of exercising interesting behaviors of an arbitrary
system, while minimizing the size of the test suite. Instead,
we target a specific system and API and ask the developers to
select which feature combinations need to be validated. The
combinations to cover are chosen dynamically based on the
portion of the system that is under active development.

Ridge et al. propose SIBYLFS [RST " 15] for the verifica-
tion of file systems. File system operations have only a few
input arguments, while we deal with tens of input request pa-
rameters. In fact, 21k tests are sufficient for SIBYLFS, while
the simplest of our individual APIs requires upwards of 100k
tests to explore its behaviors. They also identify equivalence
classes to obtain a finite set of scenarios to be tested. The test
generator explores the combinations of all commands where
the combinatorial testing is feasible and covers all “static
real-world behaviors”. The generated test scripts are then sup-
plemented by manually defined ones to cover remaining cases.
Instead, we are interested in conclusive configurable testing
campaigns that can quantify which portion of the space of
input scenarios has been covered.

8 Conclusions and Future Work

We described the approach we adopted to define a high-
fidelity model for the S3 API. The same approach is used to
increase the confidence in the correctness of both the model
and the implementation itself. The tool is under active devel-
opment to support new features and implementations. It has
been instrumental in preventing deployment of over 300 re-
gressions. The tool validates code deployments in the CI/CD
pipelines of S3, S3 Express One Zone, and internal rewrites.

Our approach relies on manually defined predicates that
abstract the set of requests and states into abstract scenarios.
We are currently working on learning/mining these predicates
from service interactions and from the source code to reduce
the effort required to build and maintain the model.
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