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Abstract
FPGAs are widely adopted in cloud environments to meet
the growing demand for high-performance, energy-efficient
computing, thanks to their unique reconfigurability and pro-
grammability. However, the state-of-the-art design of FPGA
shells isbuilt formonolithicapplications,creatinga fundamen-
tal architectural mismatch with real-world applications that
arehighlymodularandcomposable.Modern applications con-
sist of diverse, independent tasks that are often instantiated as
standalone hardware modules on FPGAs. The current FPGA
shell design statically connects these modules to compose an
application-specific,monolithic accelerator on a single virtual
FPGA (vFPGA), leading to fundamental challenges such as
limited flexibility, poor scalability, resource inefficiency, high
scheduling overheads, and programmability issues.
To bridge this research gap, we introduce 𝜇Shell, a new

hardware-OS co-design that addresses these challenges by
applyingmicrokernel principles to FPGA acceleration. 𝜇Shell
treats accelerators as a collection of shareable, composable
hardware modules, deploying them into distinct vFPGAs and
dynamically linking themwith a novel inter-process commu-
nication (IPC)mechanism. This approach is further supported
by capability-enforced isolation and a component-aware task
scheduler. Our implementation of a 𝜇Shell prototype and its
evaluation against a state-of-the-art monolithic shell demon-
strate that it effectively deploys real-world applications with
improved performance, flexibility, and resource efficiency.

1 Introduction

In cloud environments, hardware accelerators such as
GPUs [32,34],ASICs [23],andFPGAs [8,31,90] arenowwidely
used for high-performance computing. In particular, FPGAs
have emerged as a promising computing platform because of
their unique characteristics, e.g., programmability and energy
efficiency, allowing us to reconfigure custom hardware logic
specialized for compute-intensive tasks. Their versatility has
driven FPGA-based acceleration in domains including video
and image processing [58, 63], data compression [26, 48],
databases [22, 82], security [42, 52], and AI/ML [6, 114, 134].

Modern FPGA systems typically pair a static shell, manag-
ing I/O and common services, with a dynamic, reconfigurable
region for custom user logic [2, 7, 55]. While state-of-the-art
shells [27, 64, 71, 76, 103] leverage partial reconfiguration (PR)

to divide this dynamic region into multiple virtual FPGAs (vF-
PGAs), theyareprimarilydesigned formonolithicapplications—
single, independent accelerators that occupy an entire vFPGA.

This paradigm clashes with the modular, composable nature
of modern applications (§ 2.2). More specifically, real-world
applications aremodularandcomposable. Theyare composed
of diverse, independent tasks, and exhibit a high degree of
correlation (up to 93%) due to the use of shared functions. To
maximize throughput, they use direct data paths between
hardware modules, avoiding CPU-driven synchronization
and improving performance by up to 2.63×. Existing shells
enable such communication only by statically wiring all
modules into a single monolithic accelerator on a single
vFPGA, at the cost of their modularity and composability.

This architecturalmismatch imposes significant challenges
on modern FPGA platforms. First, the monolithic approach
leads to limited flexibility, as any change to a single module
requires a costly redevelopment of the entire accelerator.
Second, it severely restricts scalability by limiting the logic size
to the capacity of a single vFPGA. Third, it results in resource
inefficiency because the monolithic design instantiates all
hardware modules for every application, even if they are
shareable. Fourth,monolithic accelerators incur substantial
scheduling overheads due to the need to fully reconfigure the
entire logic when switching between applications. Lastly,
existing FPGAAPIs offer limited support for dynamic I/O config-
urations needed to compose modular applications effectively.
To address these research gaps, we aim to answer the

following question: Can we design a new FPGA platform
that enables deploying and executing modern applications on
FPGAs in a modular and composable manner?

Tobuild this onmodern FPGAarchitectures,we need a new
FPGAmanagement principle that (i) enables partial updates
and reuses of user logic designs, (ii) fully utilizes PR regions
(vFPGAs), (iii) allows applications to share overlapped mod-
ules, (iv) avoids unnecessary reconfigurations, and (v) facil-
itates FPGA application development and deployment with
high-levelAPIs. As an end-to-end solution,microkernels [4,68,
72,81,89] inspireus toadapt theirprinciples to theFPGAworld.
Similar to microkernels that manage applications as a group
of processes connected through inter-process communication
(IPC), we propose to manage FPGA accelerators as a combina-
tion of composable and shareable hardware modules and con-
nect themwith hardware-level IPC, while enforcing isolation.
To this end, this paper introduces 𝜇Shell, a hardware-OS
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Figure 1: Modularity analysis for real-world applications: big data analysis [43–45], networking [79], extended real-
ity [53,115], autonomous vehicles [54,115],wearable devices [20,108,117], cross-domainworkloads [67], security [59,105,112],
and audio intelligence [111, 138]. Classification of their tasks is detailed in Table 1.

Classification Description &Representative Tasks
Compute (LA) Linear algebra: GEMM, GEMV, LU decomposition.
Compute (DSP) Digital signal processing: FFT/IFFT, rotate order, FIR.
Compute (Basic) Basic computations: Fused Multiply-Add (FMA), etc.
Data (DB) Database: SQL query, hash/sort aggregation/join, etc.
Data (Transform) Data transformation: parsing, filtering, compaction.
Data (I/O) I/O tasks: memory reads/writes, sensing, etc.
Compression Data compression/encoding: GZIP, RLE, Huffman

decoding, MPEG encoding/decoding.
Cryptography Encryption/decryption: RSA, AES-GCM, AES-CTR.
Network (Com.) Network communication: TCP/IP, packet switching,

connection tracking.
Network (Sec.) Network security: SHA256, IP packet filtering, packet

classifier, data descrambling.
ML/AI ML and predictive ops: SVM, Viterbi sensing/decod-

ing, logistic regression, dynamic time warping.

Table 1: Task classifications in Figure 1.

co-design for modular accelerator deployment and execution.
Inspired by themicrokernel principle,𝜇Shell enables dynamic
accelerator composition, deploying individual hardware
modules into distinct vFPGAs and dynamically chaining
them together to compose the entire accelerator. To achieve
this, 𝜇Shell adapts microkernel features: capability-enforced
isolation for secure resource sharing, component-aware task
scheduling for minimizing reconfiguration overheads, and
IPC for peer-to-peer data transfers between vFPGAs. 𝜇Shell
provides these features through a high-level API, enabling
FPGA accelerator composition and deployment in a flexible
and dynamic manner. The 𝜇Shell ecosystem is constructed
with three key system components:
(1) 𝜇Shellhardware (§4.1).Wedesign𝜇Shell,amicrokernel-

based shell architecture for dynamic accelerator composi-
tion. 𝜇Shell providesCapability Enforcement Units (CEUs)
for each vFPGA, which bridges distinct vFPGAs through
the IPC mechanism while enforcing capability-based iso-
lation, enabling secure, dynamic accelerator composition.

(2) 𝜇Shell OS (§4.2). We design the 𝜇Shell OS, privileged
software responsible for managing the 𝜇Shell hardware
upon user requests. It provides microkernel features
essential for FPGA accelerator composition: capability,
address space management, task scheduling, and IPC.

(3) 𝜇ShellprogrammingAPI (§4.3).Wedesignahigh-level
API that allows guest applications to compose and deploy
FPGA accelerators in a hardware-agnostic manner. The

user-space API library transparently communicates with
the 𝜇Shell OS and abstracts complex capability details
and hardware architectures from developers.

We implement a 𝜇Shell prototype on AMD Alveo U280
cards [126]. We build the entire 𝜇Shell hardware by ex-
tending Coyote v2 [103], the state-of-the-art FPGA shell
for monolithic accelerators. We also port five real-world
applications [59, 105, 111, 112, 138] with our 𝜇Shell prototype.
To compose these applications, we leverage pre-built IP cores
from FPGA vendors [129] and open-source projects [27, 71].
We comprehensively evaluate 𝜇Shell’s performance,

scheduling effectiveness, programmability, and FPGA
resource overheads using five real-world applications. We
highlight that 𝜇Shell’s modular accelerator deployment
incurs only 3.3% throughput degradation compared to Coyote
v2, the monolithic approach’s baseline that achieves optimal
performance. In addition, 𝜇Shell’s task scheduler reduces
vFPGA reconfigurations by up to 79% compared to Coyote
v2, by sharing hardware components across applications.

2 Background andMotivation

2.1 FPGA Shell Architectures
Commercial FPGA products adopted in the cloud [8, 31, 90]
serve as PCIe-connected devices [18, 19, 126–128], which con-
sist of an FPGA chip and off-chip peripherals for external I/Os
such as memory and network ports. The FPGA chip is split
into two regions: a static region or shell, which is statically
configured at system boot and contains I/O modules (e.g.,
DMA and memory controllers) and common features (e.g.,
interrupts), and a dynamic region, where custom user logic
can be dynamically reconfigured. While vendor-provided
shells [2,7,55] often provide a single dynamic region, the state-
of-the-art shells in academic studies [27,64,71,76,87,103] use
partial reconfiguration (PR) to split it into multiple, isolated
virtual FPGAs (vFPGAs), enabling spatial sharing of the FPGA.

Although these state-of-the-art shells promise an efficient
use of limited FPGA resources, they assume that applications
aremonolithic, where user logic is designed as an indepen-
dent, single accelerator dedicated to its target application
and instantiated on a single vFPGA.While this design choice
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Figure 2:Composability analysis of Vitis Vision Library
applications [130] based on overlap in library function
usage (parentheses indicate call counts).

simplifies an isolation mechanism across vFPGAs, in reality,
applications aremodular (§2.2); deploying them on these
existing shells poses several challenges (§2.3).

2.2 FPGAApplication Requirements

In contrast to the state-of-the-art shells designed for mono-
lithic applications, real-world applications aremodular and
composable, highlighted by our two empirical studies. First,
Figure 1 illustrates themodularity of real-world applications
from prior studies spanning across multiple domains. Each
section of bars represents an independent task deployed and
executed on any compute device, such as a CPU core, ASIC
accelerator, or custom logic on the FPGA. As seen here, mod-
ern workloads are not monolithic but composed of diverse,
modular tasks. Second, Figure 2 shows the composability
study of HLS applications developed with the Vitis Vision
library [130], where we analyze the library functions called
by each application code and visualize matches of the same
function calls between two applications as the correlation
strength. We observe that up to 93% of application pairs have
shared functions andmore than20%of themhavehighcorrela-
tion (more than 0.5), indicating that applications are deployed
as a combination of sharable and composable functions.
These applications are typically designed and built on

FPGAs as a combination of multiple hardware modules, each
dedicated to a specific task. To maximize acceleration effec-
tiveness, establishing data paths betweenmodules is essential
for enabling direct communication, thereby significantly
increasing throughput [43,67,115,121]. Figure 3 demonstrates
the effectiveness of direct communications, compared to a
CPU-driven synchronization, where a host CPU sequentially
invokes FPGA accelerators that comprise each application.
The results highlight that direct communication achieves up
to 3.7× by avoiding unnecessaryCPU-FPGA communications.
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Figure 3:Direct communication effectiveness for our
target applications [59, 105, 111, 112, 138] (§6).

I/O features HLS tools FPGAAPIs FPGA shells 𝜇Shell
[29, 125] [41, 46, 66] [64, 71, 103] (Proposal)

Direct I/O ✔ ✔ ✔ ✔

I/O switching - ✔ - ✔

Inter-vFPGA - - ✔ ✔

Table 2: I/O features offered by FPGA systems/APIs.

2.3 State-of-the-art FPGA Shells

Due to the fundamental mismatch between state-of-the-art
shells and real-world applications, existing FPGA platforms
deploy applications asmonolithic accelerators that combine
all submodules into a single static accelerator on a single
vFPGA, imposing five fundamental challenges. We have a
detailed comparison with the state-of-the-art FPGA shells
and platforms in §7.
(1) Limited flexibility. First, the monolithic design loses
the flexibility of FPGA applications. Real-world applications
are composed of multiple tasks, as shown in Figure 1, while
they are developed as a single-purpose, static accelerator on
the FPGA. Although this design fully optimizes performance,
it increases the logic’s size and complexity, making it
error-prone and hard to debug. Hardware bugs are mostly
caused at certain execution stages and intersections between
submodules [75]. Moreover, minor changes to a specific
submodule (e.g., applying different ML algorithms for speech
recognition [111]) affect the entire accelerator design, forcing
users to recompile and resynthesize the entire design. It
substantially increases development efforts.
(2) Limited scalability. Second, existing shells leveraging
partial reconfiguration (PR) limit the scalability of FPGA
accelerators. Although multiple vFPGAs can increase the
concurrency of FPGA applications, more vFPGAs reduce the
available resources. Existing shells, which allow user logic to
be deployed to a single vFPGA, limit the deployable logic size
to the capacity of that vFPGA. Figure 4 analyzes available
FPGA resources per vFPGA on Coyote v2 [103] deployed on
the U280 FPGAwith different numbers of vFPGAs, highlight-
ing that available resources are severely restricted, i.e., only
10.8% to 12.5% of the U280 capacity when we have 8 vFPGAs.
(3) Resource inefficiency. Third, the monolithic accelerator
deployment leads to resource inefficiency. As demonstrated
in Figure 2, FPGA applications likely contain the same
modules, which can be shared. In a monolithic design, these
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shareable components are unnecessarily duplicated because
each application is deployed as an independent module,
leading to wasted FPGA resources. Figure 5 visualizes FPGA
resource usage of non-shared and sharedmodules of four rep-
resentative applications from the Vitis Vision Library [130]
(share-X indicates modules shared by X applications from the
library). It highlights that shared components can account
for up to 80% of the application’s total resource usage.
(4) Scheduling overheads. Fourth, monolithic accelerators
induce significant scheduling overheads when switching
tasks deployed on the same vFPGA (temporal sharing). This
process invokes reconfigurationof the entire accelerator logic,
leading to substantial (ms-order) performance penalties [71].
While some shells support accelerator reuse to avoid recon-
figuration [71], this feature is only available when the acceler-
ators used by two applications are identical. Figure 6 demon-
strates expected task switching (reconfiguration) overheads,
comparing two cases: the baseline that reconfigures the entire
vFPGA, and the ideal case that only reconfigures non-shared
components. The result indicates that we can potentially mit-
igate the switching overheads if the FPGA platform allows us
to reconfigure only an independent portion of the logic.
(5) Limited programmability. Fifth, existing shells and
programming APIs are primarily designed for monolithic ac-
celerators and offer limited programmability for dynamic I/O
configurations between hardwaremodules. Table 2 compares
existing FPGA systems in terms of I/O functions and their
programmability. HLS compiler-based approaches [29, 125]
ease the description of inter-module communication, but
are limited to a single accelerator design. FPGA APIs [41, 46]
support dynamic I/O switching between modules but not
direct communication across vFPGAs. Some shells, such as
Coyote [71], enable inter-vFPGA communication, while they
are statically configured as a function of the shell.

2.4 Our Proposal and Design Goals

To overcome these challenges, we propose 𝜇Shell, a
microkernel-based FPGA shell architecture. Inspired by the
microkernel concept [4,68,81,89], 𝜇Shell enables the modular
deployment and execution of FPGA accelerators. Unlike the
monolithic approach, 𝜇Shell deploys an application across

separate vFPGAs as hardware modules and dynamically
chains them to compose the entire application. 𝜇Shell
realizes this by offering microkernels’ core system properties:
capability management, address space isolation, task
management/scheduling, and IPC. We design our 𝜇Shell
architecture to meet the following design goals:
(1) Capability-enforced isolation. 𝜇Shell leverages

capabilities [16, 37, 74, 78] to ensure robust isolation
across shared and non-shared accelerator modules and
memory buffers in a multi-tenant environment.

(2) Inter-process communication (IPC). 𝜇Shell allows ap-
plications to establish peer-to-peer communication chan-
nels between accelerators deployed on vFPGAs, enabling
fast I/O communications while improving flexibility.

(3) Component-aware task scheduling. 𝜇Shell schedules
tasks deployed on FPGAs while accounting for hardware
modules shared across multiple applications and
minimizing the number of reconfigurations.

(4) API fordynamic accelerator composition.𝜇Shell pro-
vides a high-level API that allows developers to describe
application dataflowacross components anddynamically
deploy them in a modular and flexible manner.

The 𝜇Shell design comprehensively addresses the chal-
lenges outlined above. First, it ensures flexibility, because
applications can be updated without involving unchanged
components. Second, it ensures scalability because 𝜇Shell
can chain any number of vFPGAs to construct applications,
thereby fully utilizing all available FPGA resources. Third,
it improves resource efficiency by allowing multiple appli-
cations to share components deployed on the same FPGA.
Fourth, 𝜇Shell induces less task switching overhead because
only non-shared components need to be reconfigured. Fifth,
𝜇Shell provides an easy-to-use API that enables developers
to design and deploy their modular, composable applications
within the 𝜇Shell ecosystem.

3 Overview

3.1 SystemOverview

Figure 7 shows the overview of 𝜇Shell, comprised of guest
applications using the 𝜇Shell API, privileged 𝜇Shell OS, and
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the 𝜇Shell substrate offering multiple vFPGAs. At the core
of each vFPGA is a Capability Enforcement Unit (CEU), which
acts as a hardware gatekeeper, regulating data transfers,
connection setup, access control, and memory allocation for
the associated accelerator module.
Hardware components. 𝜇Shell (§4.1) is deployed as a priv-
ileged component at system boot and provides multiple vFP-
GAs. Besides common shell components such as a PCIe bridge
IP,itoffersdedicatedCEUs thatconnecteachvFPGAtostream-
ing data paths via the data interconnect. Each CEU enforces
capabilities, allowing only authorized data transfers between
vFPGAs,while the 𝜇Shell OS restricts guest application access
to prevent tampering with shell components and capabilities.
Software components. 𝜇Shell OS (§4.2) and 𝜇Shell API li-
brary (§4.3) are two key software components. The privileged
𝜇Shell OS offers four microkernel-based features for secure
accelerator composition: (1) capabilities [50, 123] to restrict
access to accelerator components like user logic on vFPGAs
and memory buffers; (2) address space management to ensure
that a group of accelerator components sees the same virtual
address space; (3) task scheduling to enable temporal and
spatial sharing of vFPGAs between applications; (4) IPC
to enable communication between the components. The
𝜇Shell API library provides a hardware-agnostic interface
for applications to interact with the OS and to deploy
and execute accelerators. Since many real-world FPGA
applications [51, 57, 93, 97, 107] are composed of modular
hardware components and designed as pipelined streaming
dataflows, the 𝜇Shell API aligns with this programming
model and does not limit the generality of applications.
Systemworkflow.During initialization, guest applications
use 𝜇Shell APIs to construct dataflow graphs (DFGs) by
defining computational tasks, memory buffers, and their data
dependencies. These are sent to the 𝜇Shell OS, which verifies
DFG correctness and consistency with capability constraints.
Based on programmed logic on vFPGAs and other running
tasks, the 𝜇Shell OS performs task scheduling, task mapping
to vFPGA, reconfiguration,memory allocation, and capability
initialization. At runtime, the 𝜇Shell OS enforces capability-
based access control and orchestrates data transfers. The
system ensures secure resource cleanup through automatic
capability reclamation, eliminating manual resource manage-
ment overhead while maintaining strict security boundaries.

3.2 Technical Challenges and Key Ideas

While themicrokernelconcept is thekeytodeployandexecute
modular, composable FPGA applications (§2.4), the nature of
FPGAs and their toolchains pose several challenges to adapt-
ingmicrokernelprinciples [37,68,81].We tackle this challenge
withahardware-OSco-designapproach. Specifically,webuild
the 𝜇Shell ecosystem to address four key design challenges:
#1: Isolation and sharing for accelerator components.
In contrast to existing shells for monolithic applica-

FPGA
µShell

App A

CEU (Capability
Enforcement Unit) CEU CEU

µShell API

CPU-FPGA boundary

guest-host boundary

vFPGAvFPGA vFPGA
Logic T2 Logic T3 ...

PCIe bridge IP (DMA, MMIO)

µShell OS
Bitstream
registry

...

IPCCapability Scheduling

Offline process

data path
control path

App B

µShell API

T1 T2 T1 T3in outin out

Logic T1

upload

Partial
bitstreams

deploy

design

Developers
Kernel
code

FPGA IDE

program

Figure 7: Overview of the 𝜇Shell system.

tions [64, 71, 76, 103], which dedicate each vFPGA to a
single application and ensure per-vFPGA isolation, 𝜇Shell
deploys applications as a set of accelerator components
(hardware tasks) distributed across vFPGAs, similar to
microkernel applications comprising multiple services [25].
This design introduces two unique challenges. First, existing
shells, including Coyote [71, 104], enforce isolation at the
vFPGA granularity, assuming that each vFPGA runs a single
monolithic application (detailed in Table 7). As a result, they
lack mechanisms to safely compose or share independently
deployed hardware components across vFPGAs, since there is
nofine-grainedcontrolover inter-componentcommunication
or memory access. Second, the non-preemptive nature of FP-
GAs [69] complicates the management of internal state when
hardware components are reused across applications,making
secure sharing difficult without explicit isolation support.
Key idea.We design a unique capability-based, hardware-
enforced isolation mechanism that restricts IPC channel
establishment and memory accesses, achieved by 𝜇Shell
CEUs (§4.1) and OS (§4.2). 𝜇Shell ensures that internal states
of shared hardware components are clearly flushed before
switching applications.
#2: Secure IPC establishment across vFPGAs. Construct-
ing secure chains of user logic and memory buffers requires
robust resource isolation. 𝜇Shell adapts the microkernel’s
IPC mechanism to dynamically establish data paths between
accelerator components. To achieve this, we require a
reconfigurable I/O switching mechanism that establishes
streaming channels between vFPGAs and memory buffers
on demand, while maintaining isolation. Such cross-vFPGA
communications are restricted in existing shells; they either
do not provide any interconnects and rely on static data
paths in monolithic designs [5, 64, 80, 113, 119, 135] or require
recompiling the entire shell to bridge vFPGAs [71,79,104]. As
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a result, they cannot dynamically establish communication
channels between independently deployed components.
Other designs [65, 91] support flexible data movement but
lack fine-grained access control,making it difficult to securely
connect components across application boundaries.
Key idea.We introduce a fast, flexible IPC mechanism using
CEUs and a centralized interconnect (§4.1). 𝜇Shell OS’s IPC
module (§4.2) dynamically and securely configures IPC
channels by enforcing capabilities with minimal overhead.
𝜇Shell is the first FPGA shell that functions IPC between
components with secure isolation properties.
#3: Hardware task scheduling and deployment. Schedul-
ing and deploying a set of hardware tasks across a limited
number of vFPGAs is challenging. While this approach
enables component sharing across applications, current PR
technologies on FPGAs [12, 56] limit deployment flexibility
because PR regions (vFPGAs) are not interchangeable;
each vFPGA requires a dedicated bitstream. Moreover,
although component sharing potentially improves utilization
and reduces reconfiguration overhead (§2.3), it may lower
throughput compared to the exclusive use of the entire FPGA,
especially when reconfiguration occurs frequently. Prior
hardware schedulers either overlook this trade-off [71, 91]
or disable PR at the cost of flexibility [64].
Key idea. 𝜇Shell OS’s component-aware task scheduler (§4.2)
allows applications to share accelerator components while
retaining isolation and throughput. 𝜇Shell OS also enables
flexible hardware task deployment on any system-provided
vFPGAs by managing multiple bitstreams.
#4: Programming APIs for dynamic accelerator com-
position. The lack of FPGA shells that support dynamic
accelerator chaining limits software libraries from providing
easy ways to pipeline multiple applications. As a result,
existing frameworks [41, 46, 76, 131] do not natively support
connecting and orchestratingmultiple pipelined applications.
Key idea. We present a user-space API library (§4.3) that
enables composing dataflows and deploying them without
manual communication or resource management.

4 Design

We introduce design details of the core system components:
𝜇Shell, 𝜇Shell OS, and 𝜇Shell API library.

4.1 𝜇Shell Hardware
We first introduce the 𝜇Shell hardware architecture, illus-
trated in Figure 8. 𝜇Shell comprises components for common
shell functionalities, i.e., a PCIe bridge IP, a PR controller, and
a DMA request scheduler, and 𝜇Shell-specific components
for capability enforcement and IPC, i.e., a data interconnect
and per-vFPGA CEUs. The PCIe bridge IP provides two
host-FPGA communication interfaces: a memory-mapped
interface for control paths (e.g., AXI4-Lite [13]) and a
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Figure 8: 𝜇Shell hardware architecture.

streaming interface for data paths (e.g., AXI4-Stream [14]).
The PR controller reconfigures a selected vFPGA through
the ICAP interface [1] without interrupting other hardware
components. The data interconnect provides a configurable
peer-to-peer link between vFPGAs and host memory.
Through the interconnect, the CEUs establish capability-
enforced channels by configuring endpoints depending on
I/O types (send, receive, or memory). For memory accesses
from vFPGAs, the CEUs issue DMA requests, which are
handled by the DMA scheduler in a round-robin fashion.
For vFPGAs, 𝜇Shell provides an I/O wrapper module that
abstracts multiple input and output ports of user logic.
Capabilities. The 𝜇Shell framework employs capability-
based isolation as its fundamental access control mechanism
for accelerator composition on the FPGA. Capabilities are
unforgeable tokens that grant specific permissions to access
system resources, providing both authentication and autho-
rization in a single primitive [16,49,68,123]. This approach en-
sures that user logic can only access resources for which they
hold valid capabilities, enabling fine-grained access control.

𝜇Shell uses capability-based isolation to protect IPC
between vFPGAs and memory access. Object capabilities
authorize access to specific user logic instances and com-
munication endpoints, and memory capabilities constrain
accesses to approved address ranges and include permissions
(read/write). Capabilities are created and managed per
application by the 𝜇Shell OS and enforced at runtime by the
CEUs, preventing cross-application interference.
Capability Enforcement Unit (CEU). The CEU enables
IPC and capability enforcement and is designed to offer three
key functions: handling multiple connections for user logic,
safely invalidating unauthorized accesses, and enabling
time-sharing of user logic. To achieve this, the CEU includes
configurable gateways for each communication channel,
which act as verification checkpoints for IPC. There are three
gateways for different I/O types: send gateway to manage
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data transfers from the hosted vFPGA, a receive gateway to
validate incoming data streams, and a memory gateway to
validate memory accesses and issue DMA requests.

Figure 9 illustrates the CEU architecture. Each gateway
consists of endpoints and validators. Endpoints are registers
that store capabilities granted to the associated user logic.
Send/receive, and memory endpoints are created from object
andmemory capabilities, respectively. Creating memory end-
points also involves the MMU registering a page table entry.
The gateway establishes communication channels only with
authorized vFPGAs or memory spaces whose capabilities are
configured as endpoints, and rejects unauthorized requests.
Endpoints of these gateways are initialized or updated only
once per application execution at the deployment phase.
During execution, incoming/outgoing data is seamlessly
validated by its gateways without capability updates.

Given that user logic can have multiple input/output
ports, a single gateway can configure multiple endpoints to
establish multiple channels. The send and receive endpoints
use port IDs to identify specific ports of user logic. The
port IDs are transferred as part of execution requests from
applications via the 𝜇Shell API (§4.3) and enable gateways to
internally manage port mappings across different channels.
Validation. The validators detect unauthorized requests and
stop them.When sending requests, the send gateway’s valida-
tor receives a port ID from the user logic and checks whether
the associated send endpoint has been created. The gateway
then generates a route ID containing the port ID, the sender’s,
and receiver’s vFPGA IDs. The route ID is propagated to the
data interconnect and the receiver, along with data streams,
to guide routing and enable the receiver’s capability checks.
When receiving requests, the receiver’s validator uses the
route ID to identify the sender’s vFPGAandverifywhetherthe
receiverhas the associated capability. It then extracts a port ID
from the route ID and transfers the data to the associated user-
logic port. Formemory requests, the validator checkswhether
the memory capability covers the specified address range.
On failure, the validator drops the request and interrupts

𝜇Shell OS. It safely suspends the execution without affecting
other components: incoming streams are drained to avoid
hangs or data leakage, and invalid memory requests are re-
jected without issuing DMA, ensuring no transaction occurs.
Component sharing. The CEU enables temporal sharing of
user logic between applications.While custom IPs can deliver
higher performance, standardized reusable modules (e.g.,
AFI [9]) reduce development cost and improve composability.
𝜇Shell currently supports sharing of stateless accelerators
across applications, as reliably resetting internal hardware
state is challenging. For non-shared stateful applications,
on-chip memories (e.g., LUTRAMs and BRAMs) can be used
to maintain their internal states. 𝜇Shell also supports off-chip
memory such asHBMandDRAM,which are treated similarly
to the host memory. These off-chip memory regions are used
as data buffers for communication between the host and accel-
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Figure 9: Capability Enforcement Unit (CEU).

erators, e.g., input/output buffers for data transfer, rather than
as persistent, application-private state tied to a specific accel-
erator instance across invocations. The shell maintains only
two types of application-specific contexts: CEU endpoints
and MMU page tables, which are cleared upon application
switches. Since FPGAs are non-preemptive, 𝜇Shell waits for
the current execution to finish before updating capability
mappings of the associated CEUs. It then applies new routing
capabilities before switching applications, without saving
or restoring the accelerator state. 𝜇Shell additionally resets
the residual state in the accelerators to mitigate potential
data leakage. While a full hardware reset of all components is
non-trivial, as states can be distributed across many elements
(BRAMs, flip-flops, etc.), 𝜇Shell relies on the fact that HLS
provides easy-to-use reset mechanisms to clear internal
states (e.g., reset pragma, dedicated reset port [11]).

Data interconnect. The data interconnect acts as a central
switch, routing data streams between vFPGAs and host
memory. It maintains static connections to all sources and
destinations, while actual routing is dynamically configured
via route IDs attached to incoming data streams. The inter-
connect uses the route ID to identify the correct destination
and forwards data and accompanying signals that mark the
start and the end of data streams. It provides independent
data paths between source and destination pairs and supports
multiple concurrent streams without interference. The
interconnect uses a round-robin scheduling algorithm for
streams that go to or come from the same vFPGA.

I/O wrapper module. The I/O wrapper module abstracts
𝜇Shell’s unified data stream interfaces from user logic. It
contains a multiplexer (MUX) and a demultiplexer (DEMUX)
to route I/O streams from and to a single shell-side data chan-
nel. It includes a width converter to reconcile mismatches
between the data widths of the user logic ports and the 𝜇Shell
interface. As a result, user logic can be deployed on 𝜇Shell
without requiring any modification.
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4.2 𝜇Shell OS

We propose 𝜇Shell OS, a privileged software designed to
adapt the microkernel principle to resource management for
modular, composable FPGA applications. Unlike traditional
microkernels for CPU programs [4, 39, 68, 81], 𝜇Shell
repurposes microkernel features for FPGA applications,
accounting for the fundamental limitations of modern FPGA
architectures and toolchains.
Figure 10 shows the architecture of the software com-

ponents. 𝜇Shell OS consists of three key components: the
capability control module (CCM) for managing capabilities,
the dataflow task scheduler for schedulinghardware tasks, and
the IPC module for deploying and invoking tasks on vFPGAs
and enabling IPC. 𝜇Shell OS provides the microkernel’s
fundamental features: capability management, address space
management, task (thread) management, and IPC.
Capability management. The CCM is responsible for
maintaining a lifecycle of application capabilities with
fine-grained control. Similar to seL4 [68] and M3 [16], the
𝜇Shell OSmanages all application objects (tasks andmemory)
using capabilities for robust isolation, while it is tuned for
building and executing accelerator chains on the FPGA.
The CCM creates capability spaces for individual applica-

tions to guarantee multi-tenant isolation. The CCM ensures
that capabilities remain unforgeable, as guest applications can
only access theirowncapability spaces via𝜇ShellAPIs. Unlike
existing microkernels that manage capabilities for CPU pro-
cesses [4, 37, 68], the CCM adapts capabilities to define strict
data flows between hardware tasks and memory buffers for
secure accelerator composition. The CCM treats a guest CPU
application as a parent and allows it tomanage capabilities for
these accelerator components as children or dataflow nodes
through three primary operations: create, delegate, and revoke.

An application begins by creating object/memory capabili-
ties fordataflownodes,whichallows theapplication topossess

a parent capability with delegation rights and request a new,
subordinate capability for nodes through the delegation. Cre-
ated/delegated capabilities are securely maintained through
a tree structure: child capabilities never have more privileges
than their parent, preventing privilege escalation. The revo-
cation process verifies every access to capabilities and safely
retires capabilitieswith zero usage count. Once an application
is complete, its capabilities are immediately removed.
Delegated capabilities enable nodes to communicate via

IPC or memory accesses. For example, as shown in Figure 10,
when a task (𝑇1) sends data to another (𝑇2), 𝑇1 must have
𝑇2’s capability with a write permission, while 𝑇2 owns 𝑇1’s
capability with a read permission.
Address spaces. 𝜇Shell OS maintains and exposes virtual
memory address spaces not for CPU programs but hardware
tasks running on the FPGA. It allows applications to allocate
FPGA-accessiblememorybufferswhile enforcing isolation. In
𝜇Shell, applications do not share page tables; each application
maintains its own address space within a dedicated MMU
with its TLB, managed by the CCM. The CCM is responsible
for memory allocation and mapping, ensuring that all access
permissions aremaintained per-application and that isolation
is enforced across vFPGAs. Since 𝜇Shell guarantees that
each application has exclusive access to its assigned vFPGAs
during execution, TLB operations (e.g., flushing) remain
localized and do not impact other applications.
Tasks and threads. Instead of CPU tasks and threads, 𝜇Shell
manages hardware tasks that execute on specific user logic.
Unlike task execution on CPUs, hardware task deployment
and execution require FPGA reconfiguration by loading a
bitstream into a PR region (vFPGA) to initialize user logic,
posing two challenges. First, vFPGAs are not interchangeable
and their capacity cannot be changed dynamically due
to limitations of existing FPGA toolchains. Current PR
technologies [12, 56] require bitstreams dedicated to each
vFPGA, which complicates the deployment and switching
of user logic across vFPGAs. Second, FPGA reconfiguration
is known to be a time-consuming process, which induces
performance overheads of hundreds of milliseconds [71].
We address these limitations with two approaches. First,

the 𝜇Shell ecosystem requires developers to provide multiple
bitstreams for each pair of user logic and vFPGA, so that the
𝜇Shell OS can seamlessly select the bitstream associated with
the target vFPGA. This constraint follows state-of-the-art
PR-enabled FPGA shells [64,71,103] (§8). 𝜇Shell OSmaintains
multiple bitstreams per user logic in the bitstream registry.
Specifically, it classifies bitstreams by assigning unique IDs
to user logic and vFPGAs. These IDs are attached to each
bitstream depending on its associated logic and vFPGA.
Second, we propose the dataflow task scheduler, which

mitigates the reconfiguration overhead by promoting com-
ponent reuse, i.e., deploying tasks using user logic that has
already been programmed on vFPGAs. Algorithm 1 details
our scheduling algorithm. The scheduler employs a non-
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Algorithm 1: The component-aware scheduler.
1 schedule_app(𝑝𝑟𝑖𝑜𝑟𝑖𝑡𝑦_𝑎𝑟𝑟𝑎𝑦, 𝑣𝐹𝑃𝐺𝐴𝑠)
2 begin

/* Select apps with highest priority */
3 foreach priority in priority_array do
4 if priority_array[priority] != 𝑛𝑢𝑙𝑙 then
5 candidate_array← priority_array[priority];
6 break;
7 priority← priority - 1;
8 end

/* Select app with the highest overlap with free vFPGAs */
9 foreach app in candidate_array do
10 app.overlap← overlap_with_free_vFPGAs(app, vFPGAs);
11 end
12 candidate_app←max_overlap(candidate_array);

/* Check if there are enough vFPGAs to schedule the app */
13 if candidate_app.size > free_vFPGAs.size() then
14 return null;
15 foreach priority in priority_array do
16 foreach app in priority_array[priority] do
17 app.time← app.time + 1;
18 end

/* Promote long-waited app priority */
19 if app.time > threshhold then
20 app.priority← app.priority + 1;
21 app.time← 0;
22 priority← priority - 1;
23 end
24 return candidate_app
25 end

preemptive policy to avoid expensive context switches on FP-
GAs [17]. It continuously monitors all vFPGAs, tracking pro-
grammed user logic and execution status. Any system event
(e.g., a request arrival or completion) triggers the scheduling
of a new task. The scheduler first considers applications with
the highest priority (L3-8). For those with the same priority, it
selects an application with the greatest overlap between the
requested user logic and the logic programmed on vFPGAs
(L9-11). To prevent starvation, an application that has waited
longer than a threshold has its priority promoted (L19-22).
Once the application is selected, the scheduler forwards the
execution request to the IPC module, which is responsible
for the 𝜇Shell configuration and execution invocation. When
componentshave imbalancedexecution times thatmayleadto
pipeline stalls, this reflects a common challenge in streaming
and pipeline-based accelerator design. It is the developer’s re-
sponsibility to partition the application such that the process-
ing latency of each stage is balanced tomaximize throughput.
Inter-Process Communication (IPC). IPC in a hard-
ware context differs fundamentally from that for CPU
processes [68, 81]. CPU-based IPC relies on blocking remote
procedure calls (RPC), which require context switches to the
OS kernel. In contrast, IPC between hardware tasks is imple-
mented as non-blocking, direct data transfers via streaming
protocols (e.g., AXI4-Stream [14]) across multiple hardware
modules, i.e., sender/receiver logic and 𝜇Shell. This hardware-
level IPC is faster and more efficient than CPU-based IPC
becauseallcomponents run inparallelandalloperationsoccur
without interruption. However, due to the lack of context-
switch mechanisms in FPGAs [86, 109, 120], IPC initialization
on FPGAs is less flexible than on CPUs. Before launching the

High-level API Description
create_task(name) Create a task node.
create_buffer(data) Create a host data buffer.
dataflow() Instantiate a dataflow graph.
dataflow::connect(src, dst) Connect two tasks.
dataflow::execute() Execute the dataflow.

Table 3: 𝜇Shell API for building host-side control logic.

1 // Create tasks and data buffers as DFG nodes
2 sha = ushell::create_task("sha");
3 rsa = ushell::create_task("rsa");
4 in = ushell::create_buffer(host_in);
5 out = ushell::create_buffer(host_out);
6 // Describe a dataflow
7 df = ushell::dataflow();
8 df.connect(in, sha.in);
9 df.connect(sha.out, rsa.in);
10 df.connect(rsa.out, out);
11 // Validate and execute the dataflow
12 df.execute();

Listing 1: An example written by 𝜇Shell API.

entire execution, all hardware components must be instanti-
ated on vFPGAs and IPC channels established between them.
The IPC module of 𝜇Shell OS is responsible for IPC

management and for invoking hardware tasks. The module
handles low-level hardwaremanagement to trigger the entire
dataflow execution on the FPGA, such as vFPGA reconfigu-
ration, CEU andMMU configuration, and DMA invocation. It
receives execution requests from the scheduler and reconfig-
ures vFPGAs if necessary. It then refers to the corresponding
capability space maintained by the CCM and configures
endpoints on the associated CEUs and MMU page tables to
establish IPC channels, ensuring all communication between
hardware tasks occurs without involving the 𝜇Shell OS.

4.3 𝜇Shell API and ProgrammingModel

The 𝜇Shell programming API and library are designed to
improve programmability, illustrated in Figure 10. The API
lets developers describe only an accelerator’s DFG, and the
library transparently handles 𝜇Shell’s low-levelmanagement,
e.g., capability enforcement, via the primitive OS API.
ProgrammingAPI. Table 3 shows 𝜇Shell APIs. Applications
initialize a dataflow graph (DFG) via the dataflow() function.
The DFG consists of three components: tasks, representing
computational nodes on vFPGAs and created with cre-
ate_task(); buffers, representing input/outputmemoryandcre-
ated with create_buffer(); and edges, representing data depen-
dencies between tasks and buffers and created with connect().
Once the complete DFG is constructed, it can be validated
and executed using execute(). These APIs abstract low-level
FPGA management from developers, while the underlying
𝜇Shell OS transparently orchestrates end-to-end execution.
Example code. Listing 1 presents a code example of a digital
signature accelerator composed of two logics: SHA and RSA.
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First, the application creates tasks and buffers as dataflow
nodes (L2-5). Upon creating these nodes, the 𝜇Shell library
transparently communicates with the CCM and creates
their capabilities. Next, the application instantiates a DFG
and describes edges between the nodes (L8-11). These edge
creations invoke capability delegation, e.g., the input buffer
in connects to the SHA logic sha, delegating the in’s memory
capability to SHA with a read permission, granting read
access. Lastly, it submits the DFG as an execution request
(L14). The 𝜇Shell library then validates the completeness and
correctness of the DFG and forwards it to the task scheduler.

5 Implementation

We implement 𝜇Shell by redesigning and extending Coyote
v2 [35] in both hardware and software. We choose Coyote
v2 as the base for our implementation because it provides
a mature, open-source FPGA shell with a well-defined
hardware-software stack on the Xilinx Alveo U280. This
allows us to focus on designing and evaluating our proposed
mechanisms without requiring significant engineering effort.
Our extensions include the AXI4-Stream Switch as the data
interconnect (supporting up to 15 vFPGAs), per-vFPGA
CEUs, the 𝜇Shell OS, and the 𝜇Shell API library.

5.1 𝜇Shell Hardware Shell
To support IPC and capability-based isolation, we extend
Coyote’s hardware shell with two components.
Data interconnect. We use Xilinx’s AXI Stream Switch
IP [10] to route data between vFPGAs and the host. Since
the AXI Stream Switch supports up to 16 master-slave
interface pairs, 𝜇Shell can support up to 15 vFPGAs, with
one pair reserved for communication with host memory. The
interconnect supports custom-length destination (TDEST)
signals for flexible routing configurations and is configured
to accommodate varying numbers of vFPGAs in the shell.
Capability Enforcement Unit. We implement one CEU
per vFPGA in the static shell region. Each CEU augments
Coyote’s per-vFPGAMMUwith: (1) a memory gateway that
stores capabilities as registers (base/bound addresses, access
permissions, validity flags) and performs bounds checks on
all DMA requests, and (2) send/receive gateways that manage
object capabilities using vFPGA IDs for destination lookup
andverification. Placing these components in the static region
prevents tampering via partial reconfiguration. The CEU also
generates signals tonotify thehostOSofcapabilityviolations.

5.2 𝜇Shell OS
To support communication between the host application and
FPGA driver, we extend Coyote’s userspace system software
service with 𝜇Shell OS features for capability management.
We implement the dataflow scheduler within this service.

Capability Control Manager (CCM). The CCMmanages
capabilities through three core operations: allocation, delega-
tion, and revocation. In software, the CCM is implemented as
a kernel module that maintains a capability table indexed by
capability IDs. When allocating a new capability, it creates an
entry with memory bounds and permissions, then programs
the corresponding CEU registers via MMIO. For delegation, it
creates a new derived capability with restricted permissions
andupdates both its internal table and theCEUhardware state.
Revocation traverses the capability tree to invalidate all de-
rived capabilities before clearing the hardware registers. The
CCM tracks process ownership to automatically revoke capa-
bilities when processes terminate, preventing resource leaks.
Task scheduler.We implement 𝜇Shell’s component-aware
policy in its dataflow scheduler. The scheduler receives
execution requests from host applications and deploys the
application logic through the FPGA driver. This design
overcomes a limitation inCoyote’s server-clientmodel,where
per-vFPGA reconfiguration servers have their own local run
queues, preventing global visibility intowaiting applications.

5.3 𝜇Shell API Library
We implement a two-tier C++ library that provides both
high-level APIs for FPGA-accelerator composition and
low-level APIs for 𝜇Shell OS control. The high-level API
allows users to construct dataflow graphs through node
creation and edge connection calls. When users invoke these
APIs, the library builds an internal graph representation and
automatically determines the required capabilities for each
connection. Upon graph execution, the runtime evaluates
the dataflow topology and issues corresponding requests to
the kernel driver: node creation triggers vFPGA allocation
and configuration, while edge creation establishes data paths
between componentswith appropriate capabilities. The prim-
itive OS API provides direct access to these kernel operations
for advanceduserswhoneedfine-grained control. The library
ensures each component receives only theminimum required
capabilities based on its connections in the dataflow graph.

6 Evaluation

We evaluate 𝜇Shell from the following dimensions: perfor-
mance (§6.1), scheduling (§6.2), deployment overheads (§6.3),
programmability (§6.4), and resource overheads (§6.5).
Experimental setup. We perform the experiments on a
server equipped with an AMDU280 FPGA [126]. The server
has an AMD EPYC 7413 processor operating at 2.65 GHz
and running NixOS 23.0 with Linux kernel 6.9. We configure
𝜇Shell with up to eight vFPGAs, which is equivalent to state-
of-the-art shells [64, 103]. We do not support inter-vFPGA
communication through HBM [91], but applications can use
it as a scratchpad memory to store data for execution. Since
other open-source FPGA systems [64, 76] do not support our
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Figure 11: 𝜇Shell’s end-to-end performance against Coyote v2 (Coyote) and the monolithic implementation (𝜇Shell_mono).

Application Components
Audio Processing [138] FFT Quantize RLE
Digital Signature [112] SHA256 RSA
Secure Storage [105] RLE AES-CTR
Signed Compression [59] RLE RSA
Speech Recognition [111] FFT SVM

Table 4: Applications and their components used in the
evaluation: signal processing (FFT, quantization), cryptog-
raphy (AES-CTR, SHA256, RSA), compression (RLE).

target hardware platform, and porting them would require
substantial engineering effort beyond the scope of this work,
we use Coyote v2 as the primary baseline for comparison.
We note that 𝜇Shell is not tied to this platform and can be
ported to smaller FPGAs that support partial reconfiguration.
Application benchmarks.Our evaluation uses five applica-
tions (Table 4) that comprise realistic kernel-level workloads
from open-source libraries [129]. While we do not include
full end-to-end applications, these benchmarks consist of
representative dataflow components commonly found in
real-world FPGA workloads (e.g., streaming pipelines and
multi-stage processing). This design allows us to effectively
demonstrate 𝜇Shell’s capabilities in real-world scenarios.

6.1 Performance

First, we evaluate the end-to-end performance of applications
to show the overheads introduced by 𝜇Shell. We measure the
I/O throughput of the five applications listed in Table 4 and
run them on Coyote v2 and 𝜇Shell by varying data sizes (8
KiB, 256 KiB, and 1MiB), reporting the average across 10 runs.
For 𝜇Shell, we evaluate two variants: 𝜇Shell, which

allocates vFPGAs per component and composes accelerators
from multiple vFPGAs, and 𝜇Shell_mono, which deploys
monolithic accelerators on a single vFPGA, as Coyote v2
does. For all setups, we use host DRAM as data storage and
transfer data directly between the memory and the FPGA.
Results. Figure 11 shows the I/O throughput across different
data sizes. 𝜇Shell delivers performance comparable to Coyote
v2 for all applications, averaging 3.3% lower throughput. Au-
dio processing and speech recognition applications incur 2.9%
and3.9%overhead,respectively,whiledigital signature,secure
storage, and signed compression incur 2.9%, 4.2%, and 2.8%
overhead, respectively.We observe standard deviations below
10.2 MB/s across all experiments, and most measurements
exhibit standard deviations under 3.4 MB/s. Results from

𝜇Shell_mono indicate that monolithic applications perform
almost identically to the baseline (within ±1.4%), confirm-
ing that the memory gateway adds negligible overhead. The
𝜇Shell’s throughputoverheads occurdue to additional latency
introduced by the CEU’s endpoint validation and dynamic
routing between vFPGAs. In summary, 𝜇Shell achieves near-
identical throughput to Coyote v2 with minimal overhead.

6.2 Scheduling Improvements

Next, we evaluate 𝜇Shell’s component-aware scheduling
policy with Coyote v2’s FIFO policy.Wemeasure fivemetrics:
end-to-end latency, reconfiguration count, average response
time, tail (95%) response time, and deadline miss rate, using
three component-shared applications: digital signature
(SHA256, RSA), signed compression (RLE, RSA), and audio
processing (FFT, RLE). These metrics are chosen to capture
system throughput, reconfiguration overhead, and quality
of service for the two scheduling algorithms.
In each experiment, we periodically deploy 8, 12, or 16

application instances every 20ms, which is shorter than the
execution time, forcing applications to induce queuing in
the scheduler. Each instance is randomly assigned one of
three priority levels. Both policies enable component sharing,
i.e., if an idle vFPGA has a matching component for a new
application, 𝜇Shell reuses it to avoid reconfiguration.
While Coyote advertises PR support, we encountered

technical issues that prevent its activation across multiple
vFPGAs, stemming from the complexity of interrupt handling.
Instead, we emulate the PR behavior by provisioning all appli-
cation components in advance. Specifically, we emulate four
PR-enabled vFPGAs to ensure that at least two applications
can run simultaneously. To do this,we configure two copies of
each application component (SHA256, RSA, RLE, and FFT) on
the FPGA and use only four of them as ‘active’ components,
while the others remain ‘idle’. When an idle component is
selected to deploy a new instance, we inject the pre-measured
reconfiguration delay, preserving PR’s functional behavior.
End-to-end latency. This metric captures the total time to
complete all applications, from the arrival of the first instance
to the completion of the last. As shown in Figure 12 (a), 𝜇Shell
reduces end-to-end latency by approximately 24-35% across
all scenarios, consistently outperforming Coyote v2’s FIFO
policy. These results highlight 𝜇Shell’s component-aware
scheduling’s ability to improve overall efficiency.
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Figure 12: 𝜇Shell’s component-aware scheduling comparing against Coyote’s FIFO scheduling algorithm using five metrics:
(a) end-to-end latency; (b) reconfiguration count; (c) average response time; (d) tail response time (95%); (e) deadline misses.

56000

60000

Object cap
Mem cap

Buffer alloc
Reconfig

Coyote
μShell

Lower is better ↓

250
350

Ti
m

e 
(μ

s)

1 UL 2 ULs 3 ULs 4 ULs
0

20
40

Figure 13: 𝜇Shell’s application deployment overheads.

Reconfiguration count. To explain 𝜇Shell’s performance
gains, we analyze the number of partial reconfiguration
operations for both schedulers. Figure 12(b) shows 𝜇Shell
keeps reconfiguration counts stable (5-7), even as application
instances grow. In contrast, Coyote v2 requires approxi-
mately 3-5×more reconfigurations for the sameworkload. To
conclude, 𝜇Shell’s component-aware scheduling effectively
eliminates unnecessary reconfigurations and improves the
throughput, especially under heavy queueing.
Average response time. We measure response time, the
interval from application instance deployment to completion.
Figure 12(c) shows its geometric mean across all instances.
As shown here, 𝜇Shell reduces the response time by 21–33%
compared to Coyote, led by fewer vFPGA reconfigurations.
Tail response time. We measure the 95th percentile tail
response time to assess the impact on the slowest applications.
In Figure 12(d), 𝜇Shell improves tail response time by 28–39%
over Coyote. This gain stems from priority promotion
in 𝜇Shell’s component-aware scheduling, which favors
long-waiting instances. Thus, 𝜇Shell improves response time
without sacrificing tail latencies.
Deadlinemiss rate.Wemeasure deadline misses that occur
when a component’s response time exceeds its deadline
under both scheduling policies. Deadlines are assigned per
component rather than per application, so a two-component
application incurs two deadline misses if both components
exceed their individual deadlines due to queuing delays.
To ensure that higher-priority applications have shorter
deadlines compared to lower-priority applications that can
tolerate longer wait times, deadlines are assigned using
the formula: (100% + 𝑥) ∗ (1 + 𝑝𝑟𝑖𝑜𝑟𝑖𝑡𝑦) of its average
response time, where 𝑥 is a random number between 40
and 80. Figure 12(e) shows the results, highlighting that
𝜇Shell reduces deadline misses by 46–64% against Coyote
v2. The number of missed deadlines increases with more

Applications SLoC CC
Coyote 𝜇Shell Coyote 𝜇Shell

Audio Processing 254 270 (+6.3) 26 14 (-46.2)
Digital Signature 247 251 (+1.6) 24 14 (-41.7)
Secure Storage 302 296 (-2.0) 43 21 (-51.2)
Signed Compression 328 323 (-1.5) 44 32 (-27.3)
Speech Recognition 244 301 (+23.4) 24 18 (-25.0)

Table 5: 𝜇Shell’s programmability, showing Source Lines of
Code (SLoC) and Cyclomatic Complexity (CC) of CPU ap-
plication code. Parentheses show changes from Coyote v2.

applications because some misses are inevitable when
applications arrive at a rate exceeding the vFPGA’s execution
capability. In summary, 𝜇Shell’s component sharing and
priority promotion are effective to mitigate deadline misses.

6.3 Application Deployment Overheads

We next compare the overheads for deploying multi-
component applications on 𝜇Shell and Coyote v2. For 𝜇Shell,
we measure the latency of host-initiated capability updates
and memory buffer allocation, assuming an ideal case where
all application components are already deployed on the
vFPGAs, thus avoiding PR. For Coyote, all user logic (UL) is
packaged into a single bitstream, and amonolithic accelerator
containing all components is deployedwithin a single vFPGA,
requiring PR and memory buffer allocation. We evaluate
four accelerator configurations, each consisting of 1, 2, 3, and
4 ULs, respectively, along with a pair of input/output buffers.
Results. Figure 13 compares deployment overhead between
𝜇Shell and Coyote v2. For Coyote, the PR time (Reconfig)
dominates the overhead, at around 58 ms. Since Coyote v2
does not support component sharing, application deployment
always involves a single PR regardless of the number of
modules. Consequently, the overhead remains constant for
applications with 1–4 ULs. In contrast, 𝜇Shell avoids PR in
this scenario, where all required components already exist
on vFPGAs; PR is performed only for missing components.
To reuse the shared components, 𝜇Shell only needs to update
memory buffer allocation and capability configuration, with
the latter scaling with the number of components. These
capability updates (2-3 us per object/memory update) are
orders of magnitude faster than PR. Consequently, 𝜇Shell
achieves significantly lower deployment overhead when
application components are shareable.
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Entity LUT (%) Register (%) BRAM (%) URAM (%)
U280 FPGA 1,303,680 (100) 2,607,360 (100) 2,016 (100) 960 (100)
𝜇Shell 214,579 (16.5) 330,407 (12.7) 334 (16.6) 0 (0.0)
Coyote 184,074 (14.1) 293,812 (11.3) 280 (13.9) 0 (0.0)
PCIe DMA 70,364 (5.4) 64,758 (2.5) 96 (4.8) 0 (0.0)
Inter 3 10,666 (0.8) 6,628 (0.3) 0 (0.0) 0 (0.0)
Inter 4 13,518 (1.0) 8,986 (0.3) 0 (0.0) 0 (0.0)
Inter 6 35,982 (2.8) 14,273 (0.5) 0 (0.0) 0 (0.0)
Inter 8 65,546 (5.0) 20,001 (0.8) 0 (0.0) 0 (0.0)
MMU 13,004 (1.0) 22,258 (0.8) 48 (2.4) 0 (0.0)
CEU 2,660 (0.2) 4,033 (0.2) 7.5 (0.4) 0 (0.0)
SHA256 1,413 (0.1) 2,982 (0.1) 0 (0.0) 0 (0.0)
RSA 8,365 (0.6) 10,450 (0.4) 0 (0.0) 0 (0.0)
Comp. 1,563 (0.1) 3,239 (0.1) 0 (0.0) 0 (0.0)
AES-CTR 9,355 (0.6) 16,720 (0.7) 129.5 (6.2) 208 (21.7)
FFT 2,082 (0.1) 4,567 (0.1) 4 (0.2) 0 (0.0)
SVM 18,961 (1.5) 16,576 (0.6) 3 (0.1) 0 (0.0)
QUANT 654 (0.0) 917 (0.0) 0 (0.0) 0 (0.0)
Table 6: 𝜇Shell’s resource usage on U280 FPGA. The
components in bold are unique to 𝜇Shell.

6.4 Programmability
Next,weassess theprogrammabilitybenefitsof𝜇Shell forhost
(CPU) code managing FPGA user logic. We compare equiva-
lent host applications usingCoyote v2’s customAPI formono-
lithic designs versus 𝜇Shell’s programming API. To quantify
development effort and complexity, we measure source lines
of code (SLOC) and cyclomatic complexity (CC)with scc [110].
Results. Table 5 compares SLOC and CC metrics for both
approaches. 𝜇Shell consistently reduces CC by 25.0-51.2%
while SLOC changes modestly (-2.0% to +23.4%). The slight
SLOC changes result from 𝜇Shell’s API, which adds calls
for dynamic accelerator composition, unlike Coyote’s static
model that manages a single vFPGAwith a monolithic accel-
erator. The CC reduction results from eliminating complex
control flow, improvingmaintainability. In summary, 𝜇Shell’s
modular, declarative API enables dynamic composition of
FPGA accelerators at a small cost in code size.

6.5 Resource Overheads
Lastly, we measure the resource overhead of 𝜇Shell using the
Vivado IDE, recording the required LUTs, registers, BRAM,
and URAM. We configure 𝜇Shell and Coyote v2 with three
vFPGAs and report both total and per-component resource
usage. Since the number of vFPGAs affects resource usage,we
alsomeasure the resource usage of the data interconnect with
3, 4, 6, and 8 vFPGAs, respectively (Inter 3, 4, 6, 8 in Table 6).
Results. Table 6 shows the resource usage of two shells
(𝜇Shell and Coyote v2) along with their key components and
each accelerator logic for applications. The MMU and CEU
rows show resource usage of a single module for one vFPGA,
which scales linearly with the number of vFPGAs.We high-
light that𝜇Shell components (theCEUsand interconnect) con-
sumeonly 1.4%of LUTs and0.9%of registers for three vFPGAs.
For scalability, each additional vFPGA requires dedicated

CEU andMMU instances, as well as expanded interconnect.
While the CEU and MMU’s usage scales linearly with the

number of vFPGAs, the interconnect’s usage scales approxi-
mately quadratically, since 𝜇Shell requires amesh connection
to all vFPGAs so that any vFPGA can establish IPC with any
other. Nevertheless, even with eight vFPGAs, the CEUs and
interconnect account for 6.6% of the total FPGA resources.

7 RelatedWork

We first compare 𝜇Shell with the state-of-the-art shells
and FPGA frameworks (Table 7), highlighting our unique
contributions across four key dimensions: (1) modularity, (2)
composability, (3) communication, and (4) isolation.
FPGA platforms and comparison with 𝜇Shell. For (1)
modularity, ReconOS [83] and Hthreads [98] treat hardware
logic as OS threads, yet they target monolithic applications.
FOS [119], DrawerPipe [79], Harmonia [80], and Coy-
ote [71, 104] apply modularity to their shells with reusable
building blocks. However, application designs remain
monolithic, limiting fine-grained reuse and independent
updates of hardware modules for FPGA applications.
For (2) composability, most systems support PR to enable

spatial or temporal multiplexing, but they do not allow user
logic to be flexibly shared or composed across applications.
DrawerPipe [79] enables component sharing but is con-
strained by its static pipeline architecture, which requires the
entire shell to be reconfigured. As a result, general-purpose,
dynamic composition remains unsupported.

For (3) communication, cross-component communication
is constrained by static interconnects (e.g., Coyote’s FIFOs
andDrawerPipe’s linked-list connections) or indirect off-chip
paths (e.g., Nyx’s [91] memory FIFOs). Rosebud [65] provides
dynamically configurable direct I/Os but is specialized for
network-processing pipelines.
Lastly, for (4) isolation, existing systems provide either

coarse-grained per-application isolation [79], memory isola-
tionviaMMUs [113],orboth [64,71,91,104,119,135].However,
there are no systems that enforce fine-grained control over
inter-component communication distributed across vFPGAs.
In summary, 𝜇Shell is the first framework to provide

the full system properties required for modular FPGA
application deployment. By integrating cross-vFPGA IPC
control, capability-based isolation, and component sharing
support, it enables secure, controlled interaction between
independently deployed and shared components on FPGAs.
FPGAOSes. FPGAOSes adopt OS abstractions for custom
logic, spanning spatial/temporal sharing, memory manage-
ment, and scheduling [40, 62, 76, 83, 84, 98, 100, 113, 135].
𝜇Shell is the first work to adapt microkernel principles to
enable modular, composable FPGA application deployment.
Accelerator chaining and data movement. Prior work
has optimized data movement between heterogeneous
accelerators [61, 92, 94, 99, 101, 136, 137], often through costly
host-mediated point-to-point transfers. Recent efforts enable
host-free, composable chains of single-purpose accelerators
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Platform (1) Modularity (2) Composability (3) Communication (4) Isolation

Shell Application PR Comp. Sharing Inter-vFPGA Direct I/O App Component Memory

ReconOS [5] Monolithic Monolithic ✓ ✗ ✗ ✗ ✓ ✗ ✓
BORPH [113] Monolithic Monolithic ✓ ✗ ✗ ✗ ✗ ✗ ✓
Feniks [135] Monolithic Monolithic ✓ ✗ ✗ ✗ ✓ ✗ ✓
FOS [119] Modular Monolithic ✗ ✗ ✗ ✗ ✓ ✗ ✓
AmorphOS [64] Monolithic Monolithic ✓ ✗ ✗ ✗ ✓ ✗ ✓
DrawerPipe [79] Modular Monolithic ✗ ✓ Static ✓ ✓ ✗ ✗
Rosebud [65] Modular Modular ✓ ✗ Dynamic ✓ ✗ ✗ ✗
Harmonia [80] Modular Monolithic ✓ ✗ ✗ ✗ ✗ ✗ ✗
Nyx [91] Modular Modular ✓ ✗ Dynamic ✗ ✓ ✗ ✓
Coyote [71, 104] Modular Monolithic ✓ ✗ Static ✓ ✓ ✗ ✓

𝜇Shell Modular Modular ✓ ✓ Dynamic ✓ ✓ ✓ ✓

Table 7: Comprehensive analysis of PR–based and component-based FPGA shells.

(e.g., ASIC) via data restructuring and interconnect-based
isolation [15, 16, 43, 121]. 𝜇Shell’s CEUs provide functionality
similar to M3’s DTUs [16], but differ fundamentally: CEUs
are designed for FPGA streaming architectures, whereas M3

targets NoC-based many-core processors.
FPGA virtualization and isolation. FPGA virtualization
supports spatial sharing [21, 24, 95], temporal sharing [73,
106, 122], memory virtualization [30, 47, 83, 124], and context
switching [60, 77]. Cloud virtualization systems such as Opti-
mus [84], AvA [132], and others [85,118] extend guest OSes or
hypervisors to isolate FPGA resources across VMs. However,
they expose vFPGAs as individual resources, limiting acceler-
ator composition. In contrast, 𝜇Shell presents all vFPGAs as
a unified workspace while preserving multi-tenant isolation.
FPGA programming model. Dataflow programming
models describe inter-/intra-accelerator communica-
tions [28,29,70,116,125]. Compiler-based approaches such as
HeteroFlow[125],TAPA[29],andSODA[28] are actively stud-
ied, while they build static, monolithic accelerators. Runtime
libraries support kernel chaining via OpenCL pipes [46] and
XRTnativeAPI [66],but are also limited tomonolithic designs.
In contrast, the 𝜇Shell API enables dynamically chaining
accelerators across vFPGAs without compromising isolation.
FPGA task scheduling. FPGA task scheduling balances re-
sourceutilization,performance,and isolation [33,36,38,88,91].
Nimblock [88] provides fine-grained sharing through overlay
virtualization, while Nyx [91] virtualizes dataflow execution
using virtual FIFOs. However, existing schedulers lack aware-
ness of cross-application component reuse, leading to fre-
quent reconfiguration overhead. 𝜇Shell’s component-aware
schedulingprioritizes applicationsbasedonuser logicoverlap,
maximizing reuse while minimizing reconfiguration costs.

8 Conclusion and Discussion

We present 𝜇Shell, a hardware-OS co-design for modular ac-
celerator deployment on FPGAs, delivering three key contri-
butions: (1) a shell architecture for building secure, direct com-
munications between distinct vFPGAs, (2) an OS providing

microkernel features to manage FPGA tasks, and (3) a high-
level dataflow API for dynamic accelerator composition. We
implement and evaluate the 𝜇Shell prototype on Alveo U280
FPGA, highlighting 𝜇Shell’s performance, flexibility, schedul-
ing effectiveness, programmability, and resource efficiency.
Interchangeability among PR regions. Consistent with
modern FPGA shells (e.g., Coyote [71, 103], AmorphOS [64]),
𝜇Shell generates a separate partial bitstream for each
logic-vFPGA pair. For instance, deploying two distinct logic
kernels across two vFPGAs requires four unique bitstreams.
This limitation arises from current toolchains, which require
each kernel to be synthesized for every target vFPGA. Recent
studies [96, 133] mitigate these constraints by decoupling
compilation from physical placement and flexibly sizing
PR regions. 𝜇Shell can leverage these advances to further
enhance deployment flexibility and interchangeability.
vFPGA resource usage. 𝜇Shell supports variable-size
vFPGA partitions through PR. However, due to limitations in
current PR toolchains, vFPGA sizesmust bemanually defined,
and bitstreams must be generated for predefined vFPGAs. In
the current prototype, we adopt uniform vFPGA partitioning
to simplify bitstreammanagement and deployment.
Multi-FPGA deployments. Exploring multi-FPGA de-
ployments (e.g., Catapult [102]) is beyond our current scope
and planned as future work. This paper demonstrates the
benefits of intra-FPGA chaining for realistic, kernel-level
workloads, showing how 𝜇Shell components efficiently share
and compose resources within a single FPGA. For these use
cases, efficient chaining of user logic is crucial, as it improves
resource utilization and reduces deployment costs, making
cloud FPGAs more accessible and economically viable.
Artifact.We release 𝜇Shell as an open-source project [3].
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A Artifact Appendix

A.1 Abstract

This artifact contains the implementation and evaluation
framework used in the USENIX OSDI 2026 paper, "𝜇Shell: A
Microkernel-based FPGA Shell Architecture" by J. Chen, A.
Panda, H. Unnibhavi, A. Koshiba, and P. Bhatotia. 𝜇Shell is a
hardware-OS co-design for modular accelerator deployment
and execution. It provides capability-enforced isolation for
secure resource sharing, component-aware task scheduling
to reduce FPGA reconfiguration overheads, and inter-process
communication (IPC) for peer-to-peer data transfers between
vFPGAs.

A.2 Scope

The artifact reproduces all experimental results presented in
the paper. It includes the hardware and software source code
required to build the FPGA shell and host applications, as well
as scripts for running the evaluation. To simplify deployment
and reduce build times, we also provide precompiled FPGA
bitstreams for both the shell and benchmark applications.

A.3 Contents

The artifact is published in our GitHub repository and
contains the following items:

• bitstreams/: Precompiled FPGA bitstreams.
• driver/: Source code for the Linux kernel driver.
• hw/: Source code for the 𝜇Shell shell.
• examples_hw/: Source code for benchmark application
accelerators.

• sw/: Source code for the host-side runtime and
infrastructure.

• examples_sw/: Source code for benchmark host
applications.

• evaluation/: Scripts and supporting files for
reproducing the evaluation results.

The repository root also contains scripts and configuration
files required for FPGA programming and system setup.

A.4 Hosting

All the project source code, including the instructions for eval-
uating and building the software, is available in the following
git repository: https://github.com/TUM-DSE/microShell.
Please follow the instructions on the master branch to
reproduce the results.

A.5 Requirements

We require the following software and hardware configura-
tions to reproduce our experimental results.
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A.5.1 Hardware Dependencies

• MachinewithAMDEPYC 7413 CPU connected to public
network.

• Xilinx (AMD) Alveo U280 FPGA cards.

A.5.2 Software Dependencies

• Operating system: NixOS 25.11 with Linux kernel
6.9.0-rc7.

• Nix: we use the Nix package manager to download all
build dependencies for reproducibility. We use nix-shell
to provide a consistent runtime environment.

• Python 3.10 or newer for the script that reproduces the
evaluation.

• Vivado v2022.1 to compile the FPGA bitstreams and
program the FPGA.

A.6 Methodology

• Figure 11 (§ 6.1): Throughput comparison across
three deployment setups and varying data sizes,
demonstrating the performance overhead of 𝜇Shell.

• Figure 12 (§ 6.2): Comparison of scheduling metrics
between 𝜇Shell and Coyote, highlighting the benefits
of the proposed scheduling algorithm.

• Figure 13 (§ 6.3): Reconfiguration latency com-
parison between 𝜇Shell and Coyote for deploying
multi-component applications.

• Table 5 (§ 6.4): Comparison of Source Lines of Code
(SLoC) and Cyclomatic Complexity (CC) for host appli-
cations and user logic, illustrating the programmability
improvements of 𝜇Shell over Coyote.

• Table 6 (§ 6.5): FPGA resource utilization of 𝜇Shell.

A.6.1 End-to-end performance (§ 6.1)

First, run the following commands tomeasure the benchmark
throughput for different setups:

$ cd evaluation/scripts/
$ bash e2e_6.1/run_e2e.sh

~/microShell_base ~/microShell↪

To generate Figure 11, run the following command:

$ python3 e2e_6.1/plot_e2e.py

A.6.2 Scheduling improvements (§ 6.2)

First program the FPGAwith the provided bitstream:

$ bash ./program_fpga.sh 6_2_sched

Build the software application:

$ cd ~/microShell
$ nix-shell shell.nix # this can be

skipped if you are already in the nix-shell↪

$ mkdir build_sched_sw && cd build_sched_sw
$ cmake

../examples_sw/ -DEXAMPLE=scheduler_client↪

$ make

Copy some bash scripts that help to run the application
from evaluation/scripts, then run the following commands
to perform the experiments:

$ cp ../evaluation/scripts/scheduling_6.2/*.sh
.↪

$ bash ./init_csv.sh
$ bash ./run_coyote.sh
$ bash ./run_ushell.sh

Copy the generated data back to the evaluation folder and
create the plots:

$ cp *.csv ../evaluation/data/scheduling_6.2/
$ cd ~/microShell/evaluation/scripts
$ python3 scheduling_6.2/plot_sched.py

A.6.3 Application-deployment overheads (§ 6.3)

Open two terminals connected to our machine, in one for the
server terminal:

$ cd ~\microShell
$ bash ./program_fpga.sh 6_3_pr
$ mkdir build_perf_server_sw/

&& cd build_perf_server_sw/↪

$
cp
../bitstreams/cyt_top_pr_time_3_0807/config_*/*
.

↪

↪

↪

$ cmake ../examples_sw/ -DEXAMPLE=perf_server
$ make
$ sudo ./bin/test

In the second terminal for the client:

$ cd ~\microShell
$ nix-shell shell.nix # this can be

skipped if you are already in the nix-shell↪

$ mkdir build_perf_client_sw/
&& cd build_perf_client_sw/↪

$ cmake ../examples_sw/ -DEXAMPLE=perf_client
$ make
$ sudo ./bin/test -1 true

Save the log into a file and copy it into the data folder, kill
the server thread, and generate the plots:

USENIX Association 20th USENIX Symposium on Operating Systems Design and Implementation    2125



$ journalctl -n 200 > reconfig_pr.log
$ cp reconfig_pr.log

../evaluation/data/deployment_6.3/↪

$ ps -aux | grep test
$ sudo kill -9 pid_of_test
$ cd ../evaluation/scripts
$ python3 deployment_6.3/extract_reconfig.py
$ python3

deployment_6.3/plot_reconfig_overhead.py↪

A.6.4 Programmability (§ 6.4)

First, install the tools and run the measurements:

$ cd ~/microShell
$ nix-shell -p scc jq
$ cd evaluation/scripts/
$

bash
complexity_6.4/measure_complexity_baseline.sh
~/microShell_base

↪

↪

↪

$
bash
complexity_6.4/measure_complexity_ushell.sh
~/microShell

↪

↪

↪

The two CSV files are located at the path
𝑒𝑣𝑎𝑙𝑢𝑎𝑡𝑖𝑜𝑛/𝑑𝑎𝑡𝑎/𝑐𝑜𝑚𝑝𝑙𝑒𝑥𝑖𝑡𝑦_6.4. To generate the
data for the table, run the following commands:

$ python3
complexity_6.4/extract_complexity.py \↪

--baseline-csv
path_to/complexity_baseline_results.csv
\

↪

↪

↪

--ushell-csv
path_to/complexity_ushell_results.csv↪

A.6.5 Resource Overheads (§ 6.5)

Run the following commands to extract the resource
utilization of each component:

$ cd ~/microShell
$ nix-shell shell.nix # this can be

skipped if you are already in the nix-shell↪

$ cd evaluation/scripts
$ python3 resource_usage_6.5/extract_util.py
$ python3

resource_usage_6.5/extract_modules.py↪

$ python3
resource_usage_6.5/plot_resource_usage.py↪

$ python3 scalability_2/plot_scalability.py
--baseline ~/microShell_base↪
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