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Archived copies are not always good

No carousel



Web archives capture and serve snapshots of webpages
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Need to rewrite crawled resources before serving them
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Resources

Challenging

Need to rewrite crawled resources before serving them
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Incorrect JS rewrites lead to missing page content
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Live web page

Incorrect JS rewrites break page functionality
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Live web page Archived copy

No dropdown on hover

Incorrect JS rewrites break page functionality
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Runtime errors ⇏ Fidelity violations
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Syntax errors for unused libraries Thrown exceptions on analytical scripts



Fidelity violations ⇏ Runtime errors
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Fail to load

Semantic errors, no error messages
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Screenshots can differ across multiple loads of a page
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Critical rendering path in web browsers
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Screenshot captures (constantly changing) visual output
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Layout and JS writes better represent a page
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Fidelity violation detection - match layout tree
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video

div.links

div.header

div.news

div.news

img

Layout tree unchanged



Fidelity violation detection - match JS writes
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<span> 
{text} 

</span>

Associated {JS writes} unchanged



Evaluation
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● 80K pages
○ Sample from top 1 million sites, 5 pages per site

● Detection baselines
○ Match screenshot (Browsertrix’s QA)

○ If archive has extra errors (More Errors)

● Diagnosis baseline
○  Pinpoint extra errors in archived copy



FidEx improves accuracy of detecting fidelity violations
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58%
%archived 
pages

% archived 
pages detected 
with low fidelity

15%



Long-tail exists, but common errors dominate
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Cumulative 
fraction 

of pages

Number of groups of pages with the same error
2 error groups 

~50% of pages



Long-tail exists, but common errors dominate
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Cumulative 
fraction 

of pages Fixing most common 4 errors 
resolves >60% of the pages

Long tail for the errors

Number of groups of pages with the same error



Research → Impact
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● Developed fixes in pywb for 4 most common errors

○ ~64% of target pages fully fixed

○ No new page is broken

● Reduced %fidelity violations from 15% to 9%



Summary
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● Replay on archived copies needs to rewrite JS

● Erroneous rewrites lead to fidelity violations

● We design and implement FidEx

○ Automatically detects fidelity violations accurately

○ Pinpoints erroneous rewrites for developers to fix



Thank you!

https://github.com/USC-NSL/FidEx


