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BGP is important yet vulnerable

• Border Gateway Protocol (BGP) is one of the key building blocks of the global Internet.

• However, BGP lacks built-in security protection and thus is vulnerable to prefix hijacks.



RPKI: Trusted Database for BGP

• Resource Certificate (RC)

• Cryptographically delegates IP resources.

• Route Origin Authorization (ROA)

• Cryptographically binds an AS with the prefix(es) it is authorized to advertise in BGP.

• Route Origin Validation (ROV) 

• Validates BGP routes using Validated ROA Payloads (VRPs).

[1]: https://blog.apnic.net/2024/11/18/war-story-rpki-is-working-as-intended/

Fastly avoided prefix 
hijack through RPKI 

ROV

[2]: https://blog.cloudflare.com/cloudflare-1111-

incident-on-june-27-2024/

[3]: https://internet2.edu/what-the-research-education-community-

learned-from-three-impactful-routing-security-incidents-in-2024/

RPKI has proved its effectiveness in preventing major real-world attacks 



RPKI ROA

VRP (Prefix, maxLength, ASN)

e.g. <192.0.2.64/26, 27,AS V>
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• ROA/VRP binds an AS with the prefix(es) it is authorized to advertise in BGP.

ASV can announce

these Prefixes

legitimately

ROA (Route Origin Authorization) ➔ [ Cryptographic Validation ] ➔ VRP (Validated ROA Payload)



RPKI ROV

ROV VALID

Validation State:
VRP (Prefix, 

MaxLength, ASN)

notFound Valid Invalid

BGP Route

VRP

If VRP covers Prefix?

If VRP matches Prefix

and ASN?

Y

• Validates BGP routes by verifying the origin of route prefixes using VRPs.

BGP Route 

(Prefix, ASN)
INVALID

NOTFOUND

Typical action:

Accept Route

Accept Route with

Higher Priority

Discard Route



RPKI Data Supply Chain

• ROAs are delivered to routers via RPKI data supply chain

• The efficiency of RPKI data supply chain affects the freshness of ROV side

RPKI data.

Certification

Authority

Issue ROA

BGP Router

Apply ROV (using 

Validated ROA 

Payload)

Relying Party (RP)

Synchronization, 

Validation and 

Distribution

…

Publication Points (PPs)

Store ROA



Concerns about RPKI Data Supply Chain Efficiency

As RPKI adoption grows, the data volume and the number of publication 

points will increase, making this issue more severe.

Problem: high latency of RPKI data supply chain affects the data freshness, 

thus undermining RPKI’s security guarantees and impeding network operations. 

RPKI data supply chain latency: over 

15 minutes in median

BGP convergence latency: 

less than 1 minute

vs 

Over 15x operational latency
Relying Party(RP) is the bottleneck

[1]: Fontugne, Romain, et al. "Rpki time-of-flight: Tracking delays in the management, control, and data planes." International 

Conference on Passive and Active Network Measurement. Cham: Springer Nature Switzerland, 2023.

[1] [2] 

[2]: https://blog.apnic.net/2026/01/09/bgp-updates-in-2025/



Relying Party Working Paradigm

sync.

val.

Distribution (VRP

Cache Update)

Parallel sequence
• Pros: good consistency

• prevents intermediate changes to a route’s validation 

state that lead to unsafe routing or traffic loss.

• Cons: high latency
• straggler effect causes high blocking latency (the 

duration that ready-to-use data is unnecessarily 

delayed before cache update)

RP periodically performs validation run to synchronize data from all PPs and

validate all data, then update its cache and distribute data to BGP router

RP’s monolithic paradigm: “wait-for-all” 

sequential order (mandated by IETF RFC)

validation run start VRP ready-to-use VRP Distributed

Computational Latency(𝑳𝑪) Blocking Latency (𝑳𝑩)

Blocking latency dominates the validation run

latency (averagely 50%-84% for different RPs)



Prior works: Reduce RP Workload

• Data compression [INFOCOM22]

• New Publication Point Architecture [NDSS24]

• Lighter encoding scheme [NDSS26]

• On demand Validation Algorithm[IETF draft]

• Pruning RPKI data [NDSS26]

Limitation: Accept the validation run’s monolithic paradigm; their performance 

remains constrained by the inherent "wait-for-all" constraint

Reduce Synchronization Workload Reduce Validation Workload

[INFOCOM22] Li Y, Zou H, Chen Y, et al. The hanging ROA: A secure and scalable encoding scheme for route origin authorization 

[NDSS24] Su Y, Li D, Chen L, et al. dRR: A Decentralized, Scalable, and Auditable Architecture for RPKI Repository 

[NDSS26] Schulmann, Haya, and Niklas Vogel. Pruning the Tree: Rethinking RPKI Architecture from the Ground up

[IETF draft] https://datatracker.ietf.org/doc/draft-madi-sidrops-partial-validation/



Strawman Solution: Naïve Pipeline

VRP A (192.0.0.0/21,22,AS65536) Route R (192.0.2.0/23,AS65537)VRP B (192.0.2.0/23,24,AS65537)

Valid

• A Natural Idea: Distribute VRP updates to routers immediately as soon as 

individual RPKI objects are validated, bypassing the global "wait-for-all" barrier.

• The Fatal Flaw: Ignoring dependencies between updates leads to Inconsistent 

ROV state, leading to unsafe routing or traffic loss.

InvalidnotFound

Route Discard, lead to traffic loss



Our Approach

• The Bottleneck: The "wait-for-all" barrier is the root cause of severe RP 

processing latency. 

• The Dilemma: A naïve pipeline accelerates processing but trade consistency,

lead to unsafe routing or traffic loss. 

• Our Approach: Break the barrier with a Concurrent and Conflict-Free 

Pipeline (cc-pipe) that guarantees routing consistency.



Roadmap: Achieving Concurrent & Conflict-Free

1. how to incrementally calculate VRP updates?

By calculating “local view” VRP updates per Resource Certificate and maintain the “global view” .



Incremental VRP Maintenance

• Calculates the VRP update between 

current and previous VRP sets at 

the Resource Certificate level.

• Maintains global correctness when 

multiple RCs have same VRP.

• Current VRP Snapshot is all VRP that

count larger than 0

• Compare different version’s VRP 

Snapshot to get VRP delta

VRP Global Count

192.0.0.0/21,22, AS65536 0

192.0.0.0/21,22, AS65536 1

… …

Local View Update Generation (per RC)

VRPprev ▵ VRPcurr → Local View Update

Global State Management



Roadmap: Achieving Concurrent & Conflict-Free

1. how to incrementally calculate VRP updates?

By calculating “local view” VRP updates per Resource Certificate and maintain the “global view” .

2. how to distribute VRP updates in a conflict-free manner?

By utilizing the Resource Containment Invariant: the resources allocated to a child RC and the 

IP prefixes issued in a ROA are subsets of the resources held by the parent RC.



Principle: Atomic Commitment

• Definition of Conflict: Two VRP updates 𝑣𝑖 , 𝑣𝑗 conflict if their prefixes overlap, 

which means they can affect the same route.

• The Theoretical Constraint: To maintain consistency, conflicting updates must 

follow strict ordering rules (detailed in paper). And distributing conflicting

updates simultaneously always meets ordering rules.

• Our Design Choice: Instead of implementing a complex, fine-grained scheduler, 

cc-pipe opts for Atomic Commitment—grouping conflicting updates to 

distribute them simultaneously.

Measurement Results: The vast majority of updates are conflict-free (68.6%), and 

most conflicts (98.4%) are localized within the same Resource Certificate (RC).



Key Idea: Predictive Conflict Resolution

Identify Acquired Conflicts (VRP-VRP)

• Prefix Overlap Detection: Identify conflicts between already obtained VRP 

updates if their IP prefixes overlap.



Key Idea: Predictive Conflict Resolution

• The Challenge: How to detect conflicts with VRP update that hasn't been 

obtained yet?

• The Solution: Leverage the Resource Containment Invariant.

• Predictive Locking: Use the root resource certificate of a unprocessed 

certificate subtree as a maximum scope to lock potential future VRP updates.

RIR

RC1 RC2ROA1

ROA2 …

new

new

No matter how ROAs change in the 

unprocessed certificate subtree, their IP 

prefixes are strictly bounded by the 

subtree’s root RC's resources.

Detect Future Conflicts (RC-VRP)

Resource Containment Invariant



Conflict Graph: Basic Component

• Nodes:

• VRP Update Node
• A local view VRP update 

• RC Node:
• Predictive lock for a 

unprocessed subtree.

• Edges:

• RC-VRP Edge:
• Connects a predictive lock 

to a VRP update. 

• VRP-VRP Edge
• Connects two VRP update

nodes. 

VRP Update NodeRC Node

VRP-VRP Edge, built

for Resolving Acquired 

Conflicts.

VRPs within a connect

component should be

committed atomically.

RC-VRP Edge, built for

Predicting Future 

Conflicts, acts as a

lock. If there exists an

RC-VRP edge, a 

potential future conflict

may happen



Conflict Graph: Building and Usage

Initial

An RPKI Certificate Tree Example

Conflict Graph

RIR

1. Initialization

• Initialize with root RC nodes (Trust Anchors)



Conflict Graph: Building and Usage

An RPKI Certificate Tree Example

Conflict Graph

①

VRP 

Update 1

RIR

1. Initialization

2. Graph Expansion

• Initialize with root RC nodes (Trust Anchors)

• Insert new VRP/RC nodes and build conflict 

edges as data arrives.



Conflict Graph: Building and Usage

An RPKI Certificate Tree Example

Conflict Graph

②

RC1
VRP 

Update 1

RIR

1. Initialization

2. Graph Expansion

• Initialize with root RC nodes (Trust Anchors)

• Insert new VRP/RC nodes and build conflict 

edges as data arrives.



Conflict Graph: Building and Usage

An RPKI Certificate Tree Example

Conflict Graph

③

RC1
VRP 

Update 1

RC2

1. Initialization

2. Graph Expansion

3. Graph Contraction

• Initialize with root RC nodes (Trust Anchors)

• Insert new VRP/RC nodes and build conflict 

edges as data arrives.

• Remove an RC node only after it is fully explored

(all its direct descendant objects have been

validated and the generated nodes are inserted).



Conflict Graph: Building and Usage

1. Initialization

2. Graph Expansion

3. Graph Contraction

• Initialize with root RC nodes (Trust Anchors)

• Insert new VRP/RC nodes and build conflict 

edges as data arrives.

• Remove an RC node only after it is fully explored

(all its direct descendant objects have been

validated and the generated nodes are inserted).

4. Conflict-free Clustering

• When a connected component of conflict

graph only contain VRP update nodes, they

can be distributed simultaneously.

An RPKI Certificate Tree Example

Conflict Graph

④

VRP 

Update 2

VRP 

Update 1

RC2

Ready to commit



Roadmap: Achieving Concurrent & Conflict-Free

1. how to incrementally calculate VRP updates?

By calculating “local view” VRP updates per Resource Certificate and maintain the “global view” .

2. how to distribute VRP updates in a conflict-free manner?

By utilizing the Resource Containment Invariant: the resources allocated to a child RC and the 

IP prefixes issued in a ROA are subsets of the resources held by the parent RC.

3. how to reduce router overhead?

By introducing aggregation interval and Validation-Run Centric VRP Cache.



RP-Router Communication

Relying Party BGP Routers

1. Notify PDU(New data available)

3. Cache Response (Deltas)

2. Serial Query (My current serial is x)
Typical 

Serial Query

3. Cache Reset (Delta x discarded)

4. Reset Query (Query for all data)

5. Cache Response (Entire Snapshot)

Serial Query 

fails, fall back 

to Reset Query

RP Side:
• RP Notification: RP notifies router 

when new data is available.

Router Side:
• Serial Query: only downloads what 

changed since its last update and 

validates affected routes. (Low 

Overhead)

• Reset Query: download the entire 

routing snapshot and validate all 

route. (Massive CPU/Network 

Overhead)



Control Router Overhead

Overhead from Frequent Notification Overhead from from Serial Query Failures

Problem: Pipelining creates high-

frequency new data notifications.

Solution: Aggregation Interval

Problem: VRP cache maintains the latest 

𝑛 deltas; rapidly generating deltas leads to 

a fallback to Heavy Reset Queries.

Pipelining splits one delta per validation run into many fine-grained deltas. 

Solution: Validation-Run Centric Cache

• Shift from "Delta-counting" to "Run-

tracking".

• Maintain all deltas from the latest 𝑛 

Validation Runs

Updates in 𝑻 𝑻 + 𝑰𝒏𝒕𝒆𝒓𝒗𝒂𝒍 → Single Notify

Consistent History Depth

Balances VRP freshness with routing plane 

CPU load via tunable rate-limiting.



System Implementation

Validated 
RPKI objects

cc-pipe Thread

Sync.

Module

Local Storage

Val.

Module

VRP Cache

RPKI objects RPKI objects
VRP

Snapshot

cc-pipe module

Update

Aggregator

cc-pipe Modified

Traversal Strategy

Routers

Conflict Graph 

Manager

replace

Incremental  

Cache Updater

VRP Cache 

Updater

Publication

Points

Worker Threads

Relying Party

VRP
Component

Monolithic 
Data Commit

Rate-limited
VRP Updates

Incremental
Data Commit

Reusable Library

cc-pipe’s core logic is 

implemented as a reuseable

library. 

Multi-RP Integration

integrated into Routinator(Rust) 

and FORT(C via FFI).

Other Optimization

Modified FORT’s certificate tree

traversal strategy to a more

pipeline friendly one



Evaluation Methodology

Evaluation Scenarios

• Real-World Deployment:

• Latency/Overhead during live trial.

• Future Deployment: 

• Scalability test for future growth 

(100% deployment ratio and

10,000 Publication Points).

• Slow PPs: 

• Robustness against misbehaving 

(slow) Publication Points.

Data Sources

• Real-World Deployment:

• One-month live trial (Aug 17 - Sep 

17,2025) across global RPKl ecosystem.

• Future Deployment and Slow PPs: 

• Generated data

Compared Schemes

• Stock Version RPs versus cc-pipe 

Integrated Version RPs



Real-World deployment Scenario 

On average 73.3% (41.9%) latency 

reduction for Routinator (FORT-Validator) 

Modest RP resource usage increase, easily 

absorbed by modern server hardware.

No statistical change in CPU load for BGP routers (BIRD/FRRouting)



Future deployment scenario

Massive performance gains are achieved by 

erasing structural blocking latency.

At most over 2.1 hours latency

reduction for the future workload

Total latency Blocking latency



Slow Publication Points scenario

Latency remains low and stable, while stock 

validators degrade by up to 6x.

Safely delays updates to enforce strict routing 

consistency, yet still outperforms stock baselines.

2 different sub scenarios: slow non-RIR PP and slow RIR PP (RIR PPs are maintained

by RIRs and contains ‘root’ Resource Cert of RIRs)

Slow Non-RIR PPs Slow RIR PPs



Conclusion: cc-pipe

• Paradigm Shift

• Breaks the inefficient "Wait-for-all" barrier by introducing concurrent & conflict-free 

pipelines.

• Higher Performance

• up to 73.3% average latency reduction, superior scalability and robustness.

• Immediate Deployment

•  fully compatible with the current RPKI infrastructure, could be deployed by a

software upgrade.



Thank you!

For more details, please read our paper: 

cc-pipe: Breaking Systemic Bottlenecks in RPKI Data Supply Chain with Concurrent and 

Conflict-Free Pipelines

Contact: lybmath@cnic.cn

Code: https://github.com/FIRLab-CNIC/cc-pipe

Q&A

mailto:lybmath@cnic.cn
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