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loud network services in Azure

Hyper-scale clouds deliver infrastructure as a service (IaaS)

Examples of general cloud network services:

Stateful firewalls

Stateful load balancers

Azure Private Link

Azure virtual networks ...

4> Virtual Network ()

Create your own private network
infrastructure in the cloud

Add to estimate

&> Application Gateway (D

Build secure, scalable, highly available web
front ends in Azure

Add to estimate ]

4 Content Delivery Network (1)

Fast, reliable content delivery network with
global reach

Add to estimate ]

/), Azure ExpressRoute ©)

Experience a fast, reliable, and private
connection to Azure

Add to estimate

/6, Azure Virtual Network
Manager (D

Centrally manage virtual networks in Azure
from a single pane of glass

Add to estimate ]

L) VPN Gateway (D)

Establish secure, cross-premises
connectivity

Add to estimate ]

ﬁ Azure DDoS Protection ()

Protect your Azure resources from
distributed denial-of-service (DDoS)
attacks

Add to estimate

&b Azure Private 5G Core ()

Rapidly deploy and manage private 5G
networks at the enterprise edge

Add to estimate

@ Load Balancer (i)

Deliver high availability and network
performance to your apps

Add to estimate

Azure DNS ()

Host your Domain Name System (DNS)
domain in Azure

Add to estimate

(&) Traffic Manager D

Route incoming traffic for high
performance and availability

Add to estimate

,@ Network Watcher ()

Network performance monitoring and
diagnostics solution

Add to estimate




loud network services in Azure

Hyper-scale clouds deliver infrastructure as a service (IaaS)

Examples of general cloud network services:

Connection-oriented (a.k.a, stateful)

Stateful firewalls

Stateful load balancers

Azure Private Link

Azure virtual networks ...

4> Virtual Network ()

Create your own private network
infrastructure in the cloud

Add to estimate

&> Application Gateway (D

Build secure, scalable, highly available web
front ends in Azure

Add to estimate ]

4 Content Delivery Network D

Fast, reliable content delivery network with
global reach

Add to estimate ]

/), Azure ExpressRoute ©)

Experience a fast, reliable, and private
connection to Azure

Add to estimate

/6, Azure Virtual Network
Manager (D

Centrally manage virtual networks in Azure
from a single pane of glass

Add to estimate ]

L) VPN Gateway (D)

Establish secure, cross-premises
connectivity

Add to estimate ]

ﬁ Azure DDoS Protection ()

Protect your Azure resources from
distributed denial-of-service (DDoS)
attacks

Add to estimate

&b Azure Private 5G Core ()

Rapidly deploy and manage private 5G
networks at the enterprise edge

Add to estimate

& Load Balancer (i)

Deliver high availability and network
performance to your apps

Add to estimate

Azure DNS ()

Host your Domain Name System (DNS)
domain in Azure

Add to estimate

(&) Traffic Manager D

Route incoming traffic for high
performance and availability

Add to estimate

,@ Network Watcher ()

Network performance monitoring and
diagnostics solution

Add to estimate
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Cloud network services as the
performance and cost bottleneck

Performance CPU is inefficient for cloud network services, especially for heavy middleboxes
< 300K CPS with a single-rule stateful firewall™

Cost VM revenue = customer price — hosting cost!2l, pack more VMs per server ->
higher revenue

[1] Deepak Bansal, et al. Disaggregating stateful network functions. InProc. USENIX NSDI, 2023.
[2] Daniel Firestone, et al.. Azure Accelerated Networking: SmartNICs in the public cloud. In Proc. USENIX NSDI, 2018.
[3] Pricing Calculator | Microsoft Azure, 2025.



https://azure.microsoft.com/en-us/pricing/calculator/

Evolution of Cloud Network Service Oftload
1In Azure

The part that actually
processes the traffic.

ServerSwitch VFP
(NSDI'I'l) (NSDI'17)
Server
Server VM
I PCle
VFP software
ASIC switching chip switch
[
Throughput <40Gbps/core
CPS O(1QOK) /core,
expensive to scale-up
: N/A
# Connections >100M
Cost High, consumes
server cores




Evolution of Cloud Network Service Oftload
1In Azure

The part that actually
processes the traffic.

ServerSwitch VFP AccelNet Bluebird (NPU-centric)
(NSDI'I'I) (NSDI'l7) (NSDI'I8) (NSDI'22)
Server Server Server

Server VM VM VM

I PCle | PCle | QSFP
VFP software _

ASIC switching chip switch FPGA TOR switch (P4-

programmable)

Throughput <40Gbps/core Up to 200Gbps 6.4-12.8Tbps
CPS O(100K)/core, expensive to scale-up O(1M), hird to scale-
, N/A b
# Connections >100M O(10M) O(1M)
High, consumes High, per server and
Cost Server cores high CAPEX Low




Evolution of Cloud Network Service Offload
1In Azure

The part that actually
processes the traffic.

ServerSwitch VFP AccelNet Bluebird (NPU-centric) Sirius (DPU-centric)
(NSDI'I'l) (NSDI'17) (NSDI'18) (NSDI'22) (NSDI'23)
S S S Server
erver erver erver - SPUS H
Server VM VM VM |
I QSFP | I
I PCle I PCle I QSFP TOR switches TOR switches
VFP software _ | I
ASIC switching chip switch FPGA TOR switch (P4- 11 swhes
programmable)
| >
Throughput <40Gbps/core Up to 200Gbps 6.4-12.8Tbps O(1Tbps)
CPS O(100K)/core, expensive to scale-up OGM), hird to scale- O(10M)
, N/A b
# Connections >100M O(10M) O(1M) O(100M)
Cost High, consumes High, per server and Low

SErver Cores

high CAPEX




Evolution of Cloud Network Service Oftload
1In Azure

The part that actually
processes the traffic.

ServerSwitch VFP AccelNet Bluebird (NPU-centric) Sirius (DPU-centric)
NSDI'| | NSDI' 17 NSDI' |8 NSDI'22 NSDI'23

PCle PCle QSFP TOR switches TOR switches
VFP software [ I

TOR switch (P4-
programmable)

| >

ASIC switching chip switch FPGA T1 switches

Throughput <40Gbps/core Up to 200Gbps 6.4-12.8Tbps
CPS O(100K)/core, expensive to scale-up O(1M), hard to scale-
: N/A up
# Connections >100M O(1o0M) O(1M)
Cost High, consumes High,.per server and
Server cores high CAPEX
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Lesson beyond prototyped pert.
Software development model 1s important

We (and all clouds) follow a non cloud-centric development model for service offload

High-level
Design

~N

Vendor Roll-outs

—>» Development —» Testing —>» Deployment

Key limitations
» Feature-requirement divergence
« Slow roll-outs (6—12 months/release)
« Vendor lock-in & supply chain riskl-2!
« Black-boxed behavior

[1] Manikandan Arumugam, Deepak Bansal, Navdeep Bha-tia, James Boerner, Simon Capper, Changhoon Kim,Sarah McClure, Neeraj Motwani, Ranga Narasimhan,Urvish Panchal, Tommaso Pimpo, Ariff Premji, Pran-jal
Shrivastava, and Rishabh Tewari. Bluebird: High-performance SDN for bare-metal cloud services. In Proc. USENIX NSDI, 2022.
[2] Intel® Tofino Products, PCN 827577-00, Product Discontinuance, Tofino End of Life, 2024.



https://www.intel.com/content/www/us/en/content-details/827577/intel-tofino-products-pcn-827577-00-product-discontinuance-tofino-end-of-life.html

Lesson beyond prototyped pert.
How we model services affects performance



Lesson beyond prototyped pert.
How we model services affects performance

Trade-off between flexibility & performance

Flexibility

Performance



Lesson beyond prototyped pert.
How we model services affects performance

Software

Trade-off between flexibility & performance
Software-based: VFP, ...
flexible service model, software-native performance

Flexibility

Performance



Lesson beyond prototyped pert.
How we model services affects performance

Software

Trade-off between flexibility & performance
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flexible service model, software-native performance

Vendor SDKs
proprietary model, hardware-native performance

Flexibility

SDK

Performance



Lesson beyond prototyped pert.
How we model services affects performance

\
N\  Software

Trade-off between flexibility & performance
Software-based: VFP, ...
flexible service model, software-native performance

Vendor SDKs
proprietary model, hardware-native performance

Flexibility

Performance
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Simple question: Do things fit?
A bigger problem of efficiency, deployability & scalability

[ Datacenter Core ]

Switch Switch

yd N

PUs | Sever Sever

Excessive redundant equipment, deployed as
a 48U purpose-built appliance chassis



Lesson beyond prototyped pert.
Physical footprint matters

Simple question: Do things fit?
A bigger problem of efficiency, deployability & scalability

Rack 2k-1 Rack 2k-1 Rack 2k- | Rack 2k-|

[ Datacenter Core ]

Rack k Rack k Rack k Rack k

Switch Switch

MoR (T1) 1 MoR (T1) . | Spine (T2) = MoR (T) - MoR (T1) 3

Rack k-1 Rack k-1 Rack k-1 Rack k-1 M

Rack 0
(Servers & ToR)

— Rack O Rack 0 Rack O

Compute Row

Datacenter Layout

Excessive redundant equipment, deployed as Forcefully surpassing pre-designed floor space and cooling cap
a 48U purpose-built appliance chassis Negative impact on circulation, safety, maintenance, decommission, ...

Loss: ~$100M/annum ?
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Design goals from the lessons

Vendor-neutrality

Service modelling

Deployability

Performance

Leveraging multi-sourced hardware solution for
same services

Specific enough for performance optimizations,
general enough for cloud network services in
production

Highly scalable in real data centers, reduced
footprints, high efficiency

Performant stateful packet processing and CPS
(same as or higher than previous gen under the
above contexts, enabling heavy workloads)

10



Changing the methodology of development

CNS

A

API

A

Hardware

Non cloud-centric



Changing the methodology of development

Key idea: cloud requirements should determine/guide hardware features

CNS CNS
A \/
API API
A \/
Hardware Hardware
Non cloud-centric Ideal: Service-oriented &

community-driven



SON1C-DASH Initiative

Extending Switch Abstraction Interface (SAI) for SDN use
cases with Disaggregated APIs for SONiC Hosts (DASH)
* Vendor-neutral
« Re-use mature code SONIC
« Compatible with SONiC deployments and ecosystem W

<

CNS
SAI DASH ‘
v |

API ‘ Hardware Provider ASIC SDK

¢ ASIC Driver
Hardware
Hardware
Ideal: Service-oriented & (Switch, DPU, ...)

community-driven



SON1C-DASH Initiative

Extending Switch Abstraction Interface (SAI) for SDN use
cases with Disaggregated APIs for SONiC Hosts (DASH)
* Vendor-neutral
« Re-use mature code SONIC
« Compatible with SONiC deployments and ecosystem

Result: state-of-the-art performance delivered at
higher density & with vendor-neutrality

L2/L3 Cloud network services

| <
CNS \ 4 ‘,'
SA DASH
: |

v

\ 4
AP ‘ Hardware Provider ASIC SDK
v L
ASIC Driver
Hardware :
\ 4
Hardware |Flow Table
Ideal: Service-oriented & (Switch, DPU, ...)

community-driven



Modeling services with DASH pipeline

A universal template MAT pipeline to model L4 cloud network service cases
* Cloud network services share the same set of “functionality modules”

DASH packet

Underlay | | Underlay 0 | Overlay
Packet Direction Pipeline Packet
Parsing Lookup Lookup Decap

IR ConnTrack  flow hit

DASH pipeline |

DASH pipeline 0
SH pipeline ——— [Matching Stages ——
flow miss| Pre-pipeline Post-pipeline
ACL 2 LPM \’E fange-* ACL
Xac

ConnTrack

Update v

Appl
EeCiR Metadata Bus PPYY

Routing

Action | | Underlay Meter
> > >

Update

Packet
Out

|

No Pipeline Match

13



Modeling services with DASH pipeline

A universal template MAT pipeline to model L4 cloud network service cases
* Cloud network services share the same set of “functionality modules”
» Reflect the exact set of features required by major public clouds
» A clear goal for different hardware to target at and optimize against

Basic unit: stages

« Alogical configurable block with certain SDN functionality
* Programming a service = applying specific configurations on the template pipeline

DASH packet

DASH pipeline |
Underlay | | Underlay 0 | Overlay DASH pipeline 0 |
—— Matching Stages ——
flow miss| Pre-pipeline (P 1| Post-pipeline | | ConnTrack
ACL \— e ACL Update v
Packet Direction Pipeline Packet ConnTrack  flow hit Action
—>> —> —> > >
Parsing Lookup Lookup Decap Lookup Apply

Metadata Bus

Underlay Meter
> Ed

Routing

Update

Packet
Out

|

No Pipeline Match

13



Programming services

DASH packet
DASH pipeline |

Underlay | | Underlay O | Overlay DASH pipeline 0

e : 2
Matching St \
flow miss| Pre-pipeline : ok S Post-pipeline ConnTrack
ACL : ACL Update | ¥
onnTrackW flow hit \ J Action Underlay Meter Packet

Packet Direction Pipeline Packet C N
Parsing Lookup Lookup Decap Lookup J Metadata Bus _ Apply Routing Update Out

No Pipeline Match



Outbound direction

(vnil,sipl,dipl,sportl,dportl,protol)

Programming services

Flow Table

(encap_u0, args)

(vni2, sip2,dip2,sport2,dport2,proto?) | (encap_u0, args)

VNET-to-VNET: VXLAN encap.

DASH packet

Underlay |

Underlay O

Overlay

DASH pipeline |
DASH pipeline 0

Packet Direction
Parsing Lookup

Pipeline
Lookup

Packet
Decap

Hc

Private Link: NvGRE encap. +

IPv4-to-IPv6

Lookup J

VxLAN

Outbound Packet
SRC, DST = ...

SRC=2.2.2.1,DST=3.3.3.1,
VNI=<VNET VNI>

SRC=<DASH ENI MAC>

SRC=10.0.0.1
DST=10.0.0.2

N . ™\
Matching St \
fow miss | Pre-pipeline : e S Post-pipeline ConnTracI(
ACL : ACL Update | ¥

on nTrackW flow hit N Y,

Action
>

Metadata Bus

(vnil,sipl,dipl,sportl,dportl,protol)
(vni2, sip2,dip2,sport2,dport2,proto?2)

_ Apply

Underlay Meter Packet
Routing | | Update Out

No Pipeline Match

Flow Table
(nat46, encap _u0, args)
(nat46, encap_u0, args)

NvGRE

Outbound Packet
SRC, DST = ...

SRC=2.2.2.1,DST=3.3.3.1,
Key=<Private Link Key>

SRC=<DASH ENI MAC>

SRC=9988::a00:1
DST=1122:3344:5566:7788::303:301
14



DASH packet

Underlay | | Underlay O

Overlay

Programming services

Packet Direction Pipeline
Parsing Lookup Lookup

Packet
Decap

DASH pipeline |
ASH pipeli
DASH pipeline 0 —— T"Iatching Stages\ — .
flow miss | Pre-pipeline : & Post-pipeline ConnTracI(
ACL : ACL Update
onnTrackW flow hit N Y, N Actlon Meter

Hc

ENI Table

(dst vip, inner smacl)

(dst vip, inner smac?2)

Lookup J

Metadata Bus

(set_eni, args)

(set_eni, args)

Multi-tenancy/instance

No Pipeline Match

_ Apply

Underlay
Routing

i

Update

I

Pac ket
Out

|




Programming services

Service scenarios

VNET-to-VNET, VNET peering, private link, express route, stateful
load balancer, NAT gateway, stateful ACL, metering, ...

DASH packet
DASH pipeline |

Underlay | | Underlay O | Overlay DASH pipeline 0

A : D
Matching St \
flow miss | Pre-pipeline : e S Post-pipeline ConnTrack
ACL : ACL Update | ¥
on nTrack) flow hit \ Y, N

Packet Direction Pipeline Packet C
Parsing Lookup Lookup Decap Lookup J

Metadata Bus

ENI Table

dst vip, i | t_eni, i '
(dst vip, inner smacl) | (set_eni, args) Multi-tenancy/instance

(dst vip, inner smac2?) | (set_eni, args)

Action
_ Apply

Underlay
Routing

i

Meter
Update

I

Pac ket
Out

|

No Pipeline Match
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Making DASH pipeline a Behavior Model
@upstream

©
o SAI head
eaders .
__) __ Cl & review o rdware
— 0= Providers
=5
Docs/spec
Vendor-neutrality Achieve with unified SAI interfaces
Ambiguity Specs written in English are inheritably ambiguous

Automated integration APIs details handcrafted by developer



Making DASH pipeline a Behavior Model

Py SA
@ DASH Tests @ upstream
upstream . \

Packets AP| calls
hew PR \l(

P4 Behavior
P4 spec. | Model

——1 ‘

. —@’—) ﬁqz 3 libsai Jr—
P4 templat ! .
* compller Info D] Cl & review o rdware
BLC, ' —

| Cl & review Providers
SAl headers

Key idea: using P4 to model the behavior of services



P4 as the Behavior Model

conntrack lookup.p4

control conntrack lookup stage(inout headers t hdr, inout metadata t meta)({
action set flow table attr(dash_flow enabled key t dash flow _enabled key, ...){
meta.flow table.flow enabled key = dash flow enabled key;

}
@SaiTable[name="flow_table", api="dash_flow", order=0, isobject= "true"]
table flow table{

key = {meta.flow table.id:exact;}

actions = {set_flow table_attr;}

¥

action set flow _entry attr(...){...}

@SaiTable[name="flow", api="dash_flow", order=1, enable bulk get api="true", \
enable bulk get server="true"]

table flow entr

.flow key.eni mac:exact;
.flow_key.vnet id:exact;
.flow key.src ip:exact;

©

I CI & review .flow_key.dst_ip:exact;

.flow _key.src _port:exact;

.flow_key.dst port:exact;
.flow key.ip proto:exact;

Modelling service behaviour in P4 B

 verifiable, testable & unambiguous ground truth , Coereuttonty o mes:
 realistic for most hardware platforms | const defautoaction = flow miss;
» executable & automating downstream tasks apply{

flow table.apply();
if (meta.flow_table.flow enabled key & dash flow enabled key t.ENI MAC != 0)

{
}

hdr.flow_key.eni_mac = meta.eni_addr;

flow_entry.apply();



Community-Driven Development
A

DASH

Tests
upstream I saiexperimentaldashflow.h
Packets API calls typedef struct sai flow entry t
{
new PR w sai _object id t switch_id;

M ’ sai mac_t eni _mac;
P4 Behawor e sai uintl6_t vnet id;
P4 spec. Model e sai uint8 t ip proto;

:“ {:} — // sal ip address t src_ip;
J— I — " . . = 7
ibp _I§Z}+ —s ig ||bsa_| sal_1p address_t dst ip;

sal uintlée _t src _port;

. P4 templat — sai uintl6 t dst port;
. Comp”er |nf0 — } sai flow _entry t;
Cl & review C: /¥
I S;/ﬁ\l t] (j * @brief Create flow entry
eaders - @param/in] flow entry Entry
* @param/[in] attr _count Number of attributes
* @param/[in] attr List Array of attributes
_ * @return #SAI STATUS SUCCESS on success Failure
DASH BM -> SAI headers . e ———
*/
. . typedef sai status t (*sai create flow entry fn)(
* Leveraglng mature tOOlChalIl Of P4 _In_ const sai_flow_entry_t *flow_entry,
» Auto-generating DASH headers conforming to SAI oL G 8 S @elisy .
standards with templates // Other APIs for flow entry... -

typedef sai status t (*sai _create flow table fn)(
_Out_ sai object id t *flow table id,
_In_ sai object id t switch_id,
_In_uint32_t attr_count,
~In_ const sai attribute t *attr list);
// Other APIs for flow table... 18



saidashflow.py

COmmunlty—Drlven DevelOpmen'lsal thrift_create_flow_table()

sai_thrift create flow _entry()

send ~packet()
verify packet()

DASH
Tests
U PStream [ saiexperimentaldashflow.h
Packets API calls typedef struct sai flow entry t
{
new PR W sai_object _id t switch_id;
i ’ sai mac_t eni _mac;
P4 Behawor e sal uintl6 t vnet id;
P4 Model .7 sai uint8 t ip proto;
_ P sal ip address t src_ip;
= | —@’-> mm —[B S libsai ST
P4 templat — Serl UERER T st e
. Comp”er Info — } sai flow _entry t;
Cl & review C: /¥
I SAI h d * @brief Create flow entry
eaders - @param/in] flow entry Entry
* @param/[in] attr count Number of attributes
* @param/[in] attr List Array of attributes
DASH BM =S SAI headers * @return #SAI STATUS SUCCESS on success Failure
* status code on error
-> shift-left testing /
. . typedef sai status t (*sai create flow entry fn)(
° Leveraglng mature tOOlChaIIl Of P4 _In_ const sai_flow entry t *flow_entry,
» Auto-generating DASH headers conforming to SAI e .
standards with templates // Other APIs for flow entry... )
. IE t 1)1 f ft -t 11 typedef sai status t (*sai _create flow table fn)(
xecutable on reference software switc Out sai object id t *flow table id,

_In_ sai object id t switch_id,
_In_uint32_t attr_count,
~In_ const sai attribute t *attr list);
// Other APIs for flow table... 18



Community-Driven Development

Py SA
@ DASH Tests @ upstream
upstream . \

Packets AP| calls
hew PR ‘l’

P4 Behavior
P4 spec. | Model

] —@—) ﬁq:) 3 libsai
P4 templat .
® compller Info Gl & review Hardware

| Cl & review @ Providers

SAIl headers

Hardware technology providers implement and optimize DASH data plane & APIs on
their products
 DASH BM as the ground truth

« Shift-left test cases can be directly used for testing real devices

19



Community-Driven Development

Py SA
@ DASH Tests @ upstream
upstream : \

Packets AP| calls

P4 Behavior
I Model

new PR

P4 s @
:5/;1 —@’—) — & libsai —
R | P4 templat — Cl & review
. . ComPI er Info £</> Hardware
| Cl & review @ Providers
SAl headers

Hardware technology providers implement and optimize DASH data plane & APIs on
their products
 DASH BM as the ground truth

« Shift-left test cases can be directly used for testing real devices

Multi-sourced, best-of-the-class options are available with
« conformance guarantees on any DASH-capable device
» vendor-specific competitive edge
* cloud-oriented features 19



Community-Driven Development

oA SA
DASH Tests @ upstream
@upstream |
Packets  AP| calls
new PR \l/
P4 Behavior
P4 spec. Model é
B s g
“R P4 temD;Iat o —
review Providers
| SAl headers

Hardware technology providers implement and optimize DASH data plane & APIs on
their products
 DASH BM as the ground truth

« Shift-left test cases can be directly used for testing real devices

Multi-sourced, best-of-the-class options are available with e
» conformance guarantees on any DASH-capable device e
« vendor-specific competitive edge DASH-capable SmartSwitch
» cloud-oriented features 19



Key motivation for a SmartSwitch architecture

T1 switch

oR switch

NIC

NIC

Switch

Sever

Sever

OO O WMs

BPY

Sirius

High performance, flexible scale-up, resource pooling,
high availability.

High rack space usage and power footprint
Customized build-out, onboarding, and deployment
Detours

20



Key motivation for a SmartSwitch architecture

Converging the role of switches and DPU appliance.

T1 switch | L

High performance, flexible scale-up, resource pooling,

oR switch high availability.

Sever

| Switch

NIC DPUs
Sirius High rack space usage and power footprint
OO O VMs Customized build-out, onboarding, and deployment
Sever Detours

20



Key motivation for a SmartSwitch architecture

SmartSwitch T Converging the role of switches and DPU appliance.

nect

ASIC

C
.
o

— —

Uni-box SmartSwitch
Performance scalability (similar to DPU-centric model)
High performance, flexible scale-up, resource pooling,

oR switch high availability.
1 |
NI NIC
— High rack space usage and power footprint
OO O VMs Customized build-out, onboarding, and deployment
e Detours




Key motivation for a SmartSwitch architecture

SmartSwitch T Converging the role of switches and DPU appliance.

nect

ASIC CPU

C
.
o

— —

Uni-box SmartSwitch
Performance scalability (similar to DPU-centric model)
High performance, flexible scale-up, resource pooling,

oR switch high availability
ﬁt NI| - Physical deployability (similar to NPU-centric model)
OO O VMs tstomized-butld-out-eonboarding,and-deploy
Sever Petours




SmartSwitch Offload Datapath

VM|
(CA: 10.0.0.1)

Node

Host Networking
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SmartSwitch Offload Datapath

VM|
I (CA: 10.0.0.1)
Initial Packet (Customer View) '8
Eth | SRC=<VM| MAC>, DST=<VM2 MAC> | — L@ — - - e e ¢ Reachability Host-SS tunnel
P |PREZ1000.1 DoT=EVM2 CAZ Host Networking « Stateless encap with reserved VNI and SS VIP
Initial Packet (Before DPUI) _ ° Mlnlmal Overhead for hOStS
Eth  SRC=<VMI MAC (Initial)> i
SRC=<VMI PA>, DST=2.2.2.1, -7
Vxlan y\ = <vMTunnel VNIS -

FP-PortX
Eth SRC=<VMI| MAC>, DST=<VM2 MAC>
IP | SRC=10.0.0.1, DST=<VM2 CA>

NPU |
(lo:1.1.1.1)
DPU-Portl | - DPU-PortN

Smart Switch |

DPUI ASIC Pipeline

DPU Card |

DPUI| CPU

DPUI (VIP:2.2.2.1)



SmartSwitch Offload Datapath

VM|
(CA: 10.0.0.1)

IP | SRC=10.0.0.1, DST=<VM2 CA> :
Host Networking

Initial Packet (Before DPUI)
Eth  SRC=<VMI MAC (Initial)> .-

SRC=<VMI| PA> DST=2.2.2.1,

VxLlan N 1=<vM Tunnel VNI>
FP-PortX
Eth SRC=<VMI| MAC>, DST=<VM2 MAC>
IP | SRC=10.0.0.1, DST=<VM2 CA> J
NPU |
(|0:|.|.|.|)
DPU-Port| | - DPU-PortN

Smart Switch |

DPUI ASIC Pipeline

DPU Card |

DPUI| CPU

DPUI (VIP:2.2.2.1)

Reachability Host-SS tunnel

 Stateless encap with reserved VNI and SS VIP
e Minimal overhead for hosts

Front-panel NPU
« VIP announced via BGP and shared per SS/per row
« ENI-based forwarding (ACL rules <VIP, ENI MAC>)
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IP

Eth

VxLan

Eth

IP

SmartSwitch Offload Datapath

VMI
= (CA: 10.0.0.1)
Initial Packet (Customer View) '8
SRC=<VMI MAC>, DST=<VM2 MAC> | _ L&l - oo oo i, Reachability Host-SS tunnel
SRC=10.00.1,DST=<VM2 CA> Host Networking  Stateless encap with reserved VNI and SS VIP
Initial Packet (Before DPUI) _ ° Mlnlma‘l Overhead for hOStS

SRC=<VMI| MAC (Initial)> =T ]
sttt o W | Front-panel NPU

EP-PortX « VIP announced via BGP and shared per SS/per row
SRC=<VM| MAC>, DST=<VM2 MAC> .

J '\  ENI-based forwarding (ACL rules <VIP, ENI MAC>)
SRC=10.0.0.1, DST=<VM2 CA>

NPU | DPU for performant stateful packet processing
(lo:l.1.1.1) \ « Including heavy use cases (middleboxes)
DPU-Port| | - DPU-PortN

Smart Switch |

>~ 7

DPUI ASIC Pipeline

\5PUI CP/

DPUI (VIP:2.2.2.1)

DPU Card |
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Other aspects

« High availability & state consistency algorithms
» https://github.com/sonic-net/SONiC/blob/master/doc/smart-switch/high-availability/smart-

switch-ha-hld.md

e SONIC integrations for DASH & SmartSwitch
» https://github.com/sonic-net/SONiC/blob/master/doc/dash/dash-sonic-hld.md
» https://github.com/sonic-net/SONiC/tree/master/doc/smart-switch

» Performance optimizations on specific SmartSwitch architecture
 NPU-DPU co-processing
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https://github.com/sonic-net/SONiC/blob/master/doc/smart-switch/high-availability/smart-switch-ha-hld.md
https://github.com/sonic-net/SONiC/blob/master/doc/dash/dash-sonic-hld.md
https://github.com/sonic-net/SONiC/tree/master/doc/smart-switch

Operating the development model in Azure
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Operating the development model in Azure

(intel)  aight

NVIDIA.

FUNGIBLE

ANV KEYSIGHT BE Microsoft D&LL ©BROADCOM

0

y lvalne e Accton
ARISTA S )Dr‘eam Clsco "o] Making Partnership Work

a|s

PLVISION

DASH driven by community contributions
* Collective efforts by hundreds of community members
« Supported on >10 platforms and is organically growing
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Operating the development model in Azure

FUNGIBLE

AN KEYSIGHT

ARISTA

PENSANDO

| .
2" Microsoft

C[)Dream

NVIDIA.

I
CISCO.

(intel)  aight

D&LL ©BROADCOM

= Accton

\®  Making Partnership Work

'C‘)]Voo

PLVISION

DASH Behavior HWV Ready
Kick-off Model Shipment
72ww l

24ww ®

-

2 lww TGWW. 6WWT
HW Ready

Desig
Tape Out Shipment

System
Power On

DASH driven by community contributions
Collective efforts by hundreds of community members

Supported on >10 platforms and is organically growing

SmartSwitches in Azure
Implemented by two vendors and deployed at scale

100s of work-weeks saved
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Evaluation
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n o 1.6T
. O Backplane Ethernet
O O

28x400Gbps Ports (11.2Tbps)
UDP/TCP client/server
(iXIA UHD)




Evaluation

©-64B - 128B - 256B -+ 512B #- 1024B - 1500B

S 300- ST g
< 200- o o
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U _g===""
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O O | | | | |
— I 2 4 6 8
Number of DPUs
* 32 ENIs + 32 VNETSs

» Tput: scaling to 391.02Mpps (for small packets ) &
1.53Tbps (for large packets) at 256M connections
* CPS: scaling to 19.22M CPS
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Evaluation
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* 32 ENIs + 32 VNETSs

— Throughput —— Active Sessions
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&
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» Tput: scaling to 391.02Mpps (for small packets ) & Serving traffic with different patterns (including heavy use cases)

1.53Tbps (for large packets) at 256M connections

* CPS: scaling to 19.22M CPS

in production, with reasonable capacity for organic growth

Active Conn. (M)
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Footprint & efficiency benefits

Metric Sirius SmartSwitch
Power (W) 1406.65 1040.83
Space (RU) 4 2

Power Efficiency (Mpps/kW) 207.11 374.76
Space Efficiency (Mpps/RU) 72.83 195.03

Cost Efficiency! (Mpps/K$) 2.80 3.73
Savings (# cores) 530 709

1. Calculated with list price. Product models may not exactly match the ones used by Sirius and SmartSwitch, but we use same model to fairly calculate and
compare their cost efficiency.

2RU SmartSwitch
* +1RU, +0 wiring, +449W over T1 switch
* 1.81x,2.68x, and 1.33 x power-, space- and cost-efficiency (calculated with list price)
compared to DPU-centric Sirius

State-of-the-art performance delivered at higher density & w/ less $.



Operational Experiences

« Reduce hard downtime with rolling updates.

« Use To for bulky flow synchronization.
« FHALUI bulky flow state sync for high availability on T1 SmartSwitches

* Fine-grained debugging needed for stateful workloads.

[1] Ying Chu, Ziyuan Liu, Riff Jiang, Ze Gan, Junhua Zhai, Guohan Lu, Zhixiong Niu, and Yongqiang Xiong. FHA: Flow-level High Availability on Programmable Network Hardware for Cloud Provider. . In Proc. ACM APsys, 2024.
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Summary

Operational lessons from evolutions of Azure’s CNS oftload solutions

Novel techniques & paradigms
* Vendor-neutral DASH
* Pipeline programming model
* Uni-box SmartSwitch architecture
* Community-driven development

State-of-the-art performance delivered at higher density and with less $

Saved work-weeks & multi-sourcing

SONiC DASH SmartSwitch under testing & deployment at scale in Azure
» Lessons on firmware updates, state sync, and debugging

|
" https://github.com/sonic-net/dash

b SONi[ https://sonicfoundation.dev
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Thank you.
Q&A

|
" https://github.com/sonic-net/dash

b SONi[ https://sonicfoundation.dev
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