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Network reliability has become a key concern

Cloud Network Reliability

High growth in “Cloud Shift” Inevitable network failures

Gartner reports: IT spending on public cloud services is expected 
to exceed $1 trillion by 2017.



Detection vs. Recovery Gap 

We need fast, deterministic failure bypass!

We can detect failures quickly, but cannot ensure 
timely recovery with existing telemetry solutions.

• Average recovery time is 3-10x detection time
• Only 14% failures resolved promptly
• ~20% failures have recovery time 16x detection time �� �� �	 �
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Statistical results of 150+ network failures in Alibaba Cloud from 
2022-01-01 to 2023-03-31 shows: 



Existing Solutions & Limitations

• Extra CapEx and OpEx; 
• Uncoordinated with CSP’s infra, 

may amplify failures.

Active/standby structure

Multi-path protocols

Application layer

Global reconvergence 
takes 10+ min; 

High underlay impact.

Limited capacity; 
Cannot handle 

unexpected failures

Opportunistic; 
Requires IPv6 

FlowLabel hashing

Fast 
Reroute

Traffic 
engineering

Protective 
Reroute

Physical layer



ZooRoute Design Goal



Manipulate VXLAN outer source port at overlay 
layer to influence ECMP hashing

ZooRoute InsightZooRoute Insight



ZooRoute Insight: Source Port-Based Path Switching

Step 1: Path Probing
Probe paths with varying source 

ports between VTEPs

Step 2: Path Recording
Maintain healthy candidate paths 

in compressed path table

Step 3: Path Switching
Switch to a pre-validated healthy 

path upon failure



ZooRoute Architecture



Challenges in Large-scale Deployments

C1: VTEP CPU Overhead of Path Probing
Full-mesh probing at cloud scale is prohibitively expensive. Alibaba Cloud regions can 
have 200k+ servers. Need to maximize network visibility within a strict cost budget.

C2: Path Recording on Tofino Gateways
Tofino has limited on-chip SRAM (~10MB). Gateways must track source port status for 
50k+ VTEPs. PCIe updates are too slow (10k TPS) for massive failure scenarios.

C3: Path Switching at Stateful Middleboxes

C3: Path Switching at Stateful Middleboxes
Changing source ports may rehash flows to different middlebox instances (e.g., SLB, NAT), 
breaking session affinity and triggering connection resets.



Path Probing: On-Demand & Frequency Adjustment

On-Demand Probing

•Active VTEP probing: Probe only when tenant 
traffic exists (99% VTEPs talk to <25% peers)

•Active source port probing: Full-probe (Np=32) vs. 
Partial-probe (active ports only)

•Source port learning: Stateful middleboxes learn 
ports from session tables passively

Over 95% probing cost reduction 

• Monitor CPU utilization per VTEP
• Exponential backoff when CPU > 80%
• Destination-side token bucket rate limiting
• CTL field for backpressure signaling

Dynamic Frequency Adjustment

10.0.0.1

Session Table
Outer srcIP Outer srcPort Inner dstIP Inner dstport …

10.0.0.1 124 192.0.0.3 8001 …
10.0.0.2 20 192.0.0.1 8080 …

SLB 1

srcPort:124 srcPort:124



Path Recording: Table Compression

Priority-Based Bitmap Matching 
For cross-region G-G scenarios on Tofino gateways

• Bitmap per destination IP: "1" = available
• Priority groups with circular-shift masks
• Inner 5-tuple hash selects group

 ~15x memory compression

• Group every M source ports into one entry
• Empty entry: all ports OK, randomly pick one
• Filled entry: use recorded working port

Hierarchical Indexing
For intra-region H-G scenarios (50k+ VTEPs)

dstIP i

Probed srcPorts
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~25x memory compression



Path Recording: Packet-Triggered Updates

Problem: PCIe Bottleneck In-Network Updates

• PCIe max throughput: ~10k Tps
• For 1.6M updates (50k VTEPs × 32 ports):
~ 3 minutes

• CPU sends negotiation packets with PKT markers. 
• Tofino extracts fields & updates registers at line rate.
• Batched updates via loopback re-injection until EndFlag.

~1000x Faster than PCIe



Path Switching: Middlebox Sensing

Problem: Connection resets Middlebox Sensing

～All requests succeed on 1st try (vs. 25% failure without sensing)

Changing source port may rehash flows to other 
middlebox instances, causing session loss and resets.

•  Add BackendID field in probe packets
•  Middlebox fills BackendID with MAC address
•  Source VTEP groups ports by BackendID
•  On failure: prefer ports in the same group



Resource Overhead
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x86 Servers Tofino Gateways



Online Performance：26 Months in Production
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Case Study: Top3 failure types mitigate by ZooRoute

Scene: inter-region 
Avg Reduce 7.47s (84.67%) 

Case1
• 12s fluctuation 78.3% peak loss
•  Rerouted in <1s
• Transient loss <10%

Long-Haul Link Jitter

Scene: intra-region 
Avg Reduce 139.52s (93.12%) 

Case2
• 2min failure
• 67% inter-AZ traffic affected 
• VM w ZooRoute: short spike only

Switch Card Failure

Scene: inter-region 
Avg Reduce 295.33s (98.60%) 

Case3
• 2 of 4 routers failed. 
• Reduced loss but full recovery 
limited by capacity.

Border Routers Down
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Experiences




