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Why Protocol Testing Matters?

5. Application

4. Transport .@

3. Network

2 Data Link e Protocols are the backbone of internet

e Implementations can be buggy

1. Physical e Consequences: Outages, security vulnerabilities
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YouTube outage underscores big Internet problem

BGP data intended to block access to YouTube within Pakistan was accidentally
broadcast to other service providers, causing a widespread YouTube outage




Model-based Testing

e Small behavioral model created from spec/RFCs

e Explore the model to derive test cases

Effective in capturing behavioral

discrepancies and critical semantic bugs

Formal specification and testing of QUIC [SIGCOMM’ 19]

1l

SCALE: Automatically Finding RFC Compliance Bugs in DNS
Nameservers [NSDI’ 22]

MESSI: Behavioral Testing of BGP Implementations [NSDI’ 24]




Worth the effort?

Months of effort per protocol—one protocol, one research paper.
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e Models must be written by hand
e Difficult to maintain for protocol updates
e Challenging for complex protocols like BGP




Our Goal

Remove the manual model building bottleneck in model-based testing

Eywa: The first approach that allows users to build network protocol
models and generate test cases quickly and efficiently




Key Results

Model building takes minutes—with minimal user effort.

e 3 network protocols tested - DNS, BGP and SMTP

e Models for previously unexplored components of BGP -
Confederations and Route Reflection

e 110K+ test cases generated

e 33 unique bugs detected across 16 different implementations




A first idea...
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Executable model Test cases

Simple abstract English
prompt specifying which
protocol to test



Not that simple ...

Complex Protocol Modeling
Hard to capture multi-component behavior;

monolithic models non-reusable; poor support
1 for partial testing

Key LLM Unreliability
Modeling - Hallucinations and imperfect models
Challenges reduce correctness

Stateful Testin
Behavior depends on state and input; hard
Not LLM-specific to reach the right state

!l




Challenge 1: Modeling complex protocols

Represent protocol components as function modules

Input/Output Types
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Model Description




Challenge 1: Modeling complex protocols

route = eywa.Struct(“Route”,
ipAddr = eywa.Int(32),
prefixMask = eywa.Int(32),
localPref = eywa.Int(32))
rmap = eywa.Struct(“RMapStanza”,
localPref = eywa.Int(32),
permit = eywa.Bool())
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Model Description
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Challenge 1: Modeling complex protocols

Input/Output Types
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E A function that matches a BGP route
advertisement against a route-map stanza and

decides whether to permit it




Challenge 1: Modeling complex protocols

Input/Output Types
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Model Description



Challenge 1: Modeling complex protocols

Input/Output Types
@ -0
o @<-o0___
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//;Qpedef struct Route {...} 4\\\

typedef struct RMapStanza {...}

// A function that matches a BGP route

// advertisement against a route-map and decides
// whether to permit it ..

bool isMatchRmap (Route route, RMapStanza stanza) {
// implement me
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Model Description




Challenge 1: Modeling complex protocols

ool isMatchRmap (Route route, RMapStanza
stanza) {

bool result = False;
Input/output Tvpes if(route.loca_lPref == stan.za..localPref)
result = stanza.permit;
@- -0 return result;
o @ o____ 1
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Model Description



Challenge 1: Modeling complex protocols

Compose multiple modules using dependency graphs

Behavioral model
for BGP imports

Route map
model

BGP decision
process model

Model for filtering BGP
route advertisements

Models joint behavior of route
filtering and decision process

-

e Separate LLM invocations for
each module

e User provided dependency
graph — composes into a
complete model

)

Models BGP best path
selection algorithm




Challenge 2: Dealing with imperfect models

Model output unreliable
due to hallucinations
Test cases
| | |

Implementation 1 Implementation 2 Implementation 3 Implementation 4 Implementation n
Differential Testing

)4

Eliminates reliance on model

y
correctness - validation comes from 0 6
cross-implementation agreement




Challenge 2: Dealing with imperfect models

Increase test case diversity by invoking the LLM multiple times
to generate different versions of the same model
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Implementation 1 Implementation 2 Implementation 3 Implementation 4 Implementation n
Differential Testing
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Challenge 3: Handling stateful protocols

r D
2 B r e
Target State Input
Test case =< S + | == X >
The state of the The input applied
protocol in that state
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We need to to drive the protocol to the desired state before testing its behavior




Challenge 3: Handling stateful protocols

Leverage the LLM-generated model to obtain the state graph!

charx smtp_server_response(State state, charx input) {
char response = malloc(512 * sizeof(char));

e urcmCinpat, “WeLors = 0 ¢ HELO EHLO

strepy(response, "250 Hello™);

state = HELO_SENT;

) else if(strcmp(input, "EHLO™) == 0) (
strepy(response,
"250-Hello\n250-SIZE 512\n250-8BITMIME\n25@ OK")
state = EHLO_SENT;

) else ¢
strcpy(response, "503 Bad sequence of commands™)

3

} else if(state == HELO_SENT || state EHLO_SENT) {

if(strncmp(input, "MAIL FROM:", 10) == @) { MAlL FROM =

strcpy(response, "250 OK™); =

state = MAIL_FROM_RECEIVED;
) else {
strcpy(response, "503 Bad sequence of commands™)

4
)} else if(state == MAIL_FROM_RECEIVED) {
if(strncmp(input, "RCPT TO:", 8) == @) {
strcpy(response, "250 OK'
state = RCPT_TO_RECEIVED;
) else {
strcpy(response, "503 Bad sequence of commands") L L M
)
} else if(state == RCPT_TO_RECEIVED) {
if(stremp(input, "DATA™) == @) {
strcpy(response,
354 End data with <CR><LF>.<CR><LF>");

RCPT_TO_RECEIVED

<
strcpy(response, "503 Bad sequence of commands™)

MAIL_FROM_RECEIVED
RCPT TO:

)
) else if(state == DATA_RECEIVED) {
if(stremp(input, ".") == @) {
strcpy(response, "250 OK");
/7 Reset state to initial after receiving data
state = INITIAL;
3 else ¢

// No specific response for data content,
// return empty string

strcpy(response, "");

|
} else if(state == QUITTED) {
strcpy(response, “221 Bye™);

Model for
SMTP server




Challenge 3: Handling stateful protocols

INITIAL
HELO EHLO

Test Case (RCPT TO RECEIVED| “DATA")
I MAIL FROM: I

MAIL_FROM_RECEIVED
RCPT TO:

RCPT_TO_RECEIVED
DATA:
i;QUW




Challenge 3: Handling stateful protocols

INITIAL
HELO EHLO

Test Case |(RCPT_TO RECEIVED| “DATA")
I MAIL FROM: I @

MAIL_FROM_RECEIVED IHD.Ut Sequence to
achieve target state
RCPT TO:

from initial state
RCPT_TO_RECEIVED

DATA:
DATA_RECEIVED
- Complete Test Case:

*QUIT [“HELO”, “MAIL FROM”, “RCPT TO”, “DATA”]

[“HELO”, “MAIL FROM”, “RCPT TO”]




Bug #1 (COREDNS Out-of-zone Response)

Zone File
Domain Name | Type Data
: < . . >
Query: <bar.test., A tost SO
Response: NXDOMAIN test NS nsl.outside.edu
Authority Section: ; N 111
test.test. SOA 00 Led

Out-of-zone record

e Violates DNS trust boundaries

e Can cause cache poisoning or
performance degradation due to

repeated queries




Bug #2 (BGP Confederations)

Route installed in R2
Sub-AS 65535
No route was installed in R3

@ Confed-AS 512 e

Sub-AS 256 AS 65535




Bug #2 (BGP Confederations)

Attempts an iBGP connection with R3

Sub-AS essv
R3 would have a seemingly

correct configuration but would

be unable to communicate with

R2 because it does not know the

internal organization of AS 512

Sub-AS 256 AS 65535

Confed-AS 512

Attempts an eBGP connection with R2




Results

e 3 network protocols tested - DNS, BGP and SMTP

e Models for previously unexplored components of BGP -
Confederations and Route Reflection

e 110K+ test cases generated

e 33 unique bugs detected across 16 different implementations




Limitations

e Lacks coverage guarantees: models generated by LLM

e Works best for well-known protocols (LLM prior knowledge)

e User still need some preliminary knowledge of the protocol




Future Work

e Support new protocols by allowing user to provide additional
documentation as input

e Address other testing bottlenecks:

o Setting up test environment
o Triaging and writing bug reports




Contributions

The first Python library that allows users to efficiently combine
LLMs with model-based testing and differential testing

Modularized code synthesis for selective testing of protocol
components and their compositions

State graph generation and traversal to generate test cases for
stateful protocols

Github link: https://github.com/microsoft/Model Based Testing Using LLMs
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