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PlanetServe: Core Vision

PLANETLAB

An open platform for developing, deploying, and accessing planetary-scale services

Overlay Network
Cl ﬁ Organization

overlay allowing researchers to
deploy Internet applications across
distributed nodes

Inspired by PlanetLab — a P2P . @
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Node Roles & Architecture
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The S-IDA Protocol: How It Works

Secure Information Dispersal Algorithm (5-IDA) — enables anonymity,

confidentiality, and fault tolerance simultaneously
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The S-IDA Protocol: How It Works

Secure Information Dispersal Algorithm (S-IDA) — enables anonymity,
confidentiality, and fault tolgsesncecivarlicnaaiclis
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Anonymous Routing
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Anonymous Routing
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Hash-Radix Tree (HR-Tree): Design

no central router

Radix tree



Hash-Radix Tree (HR-Tree): Design

Req 1 The weather is nice today. Let us go surfing!

0x0A 0x8B 0x00  0x71

Req 2 The weather is bad today. The ceiling is leaking.

0x0A 0x5C 0x89 0x21

Req 3 The weather is nice today. Hope we can have a nice trip!

0x0A 0x8B 0x54 0x77
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Forwarding Logic & Load Balancing

Cache hitb NO
@ Load-Balance
]
e Factor
(IO TIT gy
, Forward to the
\ 4 v .
xist cache-hit Forward to the ‘\‘\ ‘ NO d ew |t h .
_ model node with ode v iihtlon est Synchronize
putation<threshold LB factor HR-Tree and # V4 l.OW l a te N Cy

" of requests
(I

Bl By

Model nodes serving
the same LLM

v short queue
v enough capacity
v good reputation

l YES

find the one with lowest Forward to the
load-balance factor target model node
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Session Affinity to the same node, maximizing KV cache reuse within a conversation.



Model Verification

Key insight: Model nodes cannot distinguish verification probes from
reqgularuser requests (all routed through anonymous overlay)

Challenge E Collect Response

H Compute Credit ge Sﬁ?:ri\?rr\‘e%?date
N
/

born  43% playwright 37%
a 32% / poet 28%
baptized 15% writer 20%]| ......
married 7% dramatist 12%
buried 3% gentleman 3%

William Shakespeare

William Shakespeare- a playwright ...... atch reference > M It .
iverge repeatedly »> ¥ credit



Model Verification

Key insight: Model nodes cannot distinguish verification probes from
reqgular user requests (all routed through anonymous overlay)

Challenge E Collect Response

H Compute Credit n ge Sﬁ?:lil?‘f]\el%?date

Untrusted if R < threshold

Node marked untrusted
Match > Trust 1 and removed from routing

Mismatch = Trust ¥
Repeated mismatch >penalty




Security Analysis & Performance Evaluation

Entropy-based Anonymity and Message confidentiality
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Security Analysis & Performance Evaluation

Anonymous message (clove) processing introduce negligible overhead
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Security Analysis & Performance Evaluation

Dishonest Model Nodes
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Honest nodes keep high reputation, while dishonest nodes
are quickly suppressed.



Security Analysis & Performance Evaluation

Overlay Forwarding

N U
Ul O

Avg (s)
8 x Nodes
w. A100

P99 (s)
8 x Nodes
w. A100

N O d
o U

\
I}

8 x Nodes
w. A100
[

o
U~ U

\
i

TTFT (s)
DS-R1 Qwen 14B DS-R1 Qwen 14B DS-R1 Qwen 14B

—e— Centralized w/o HR-tree

—=— PlanetServe

Tool Use

L=

25 50

N
Ul
Ul
o

25 50
Rate (req/s)

100
50

100
50

2.5

Coding

25 50

-

0

30

25 5
25 5

Rate (req/s)

0

Long-Doc QA

150 1
100
50 -

25

It

15

400 A
200 -

25

15

20 1
10 1

10

5 10 15
Rate (reqg/s)

Mixed

50 -

75
50 1

|
A

25 50

25 50
-?///E‘

25 50

Rate (reqg/s)



ﬁ PlanetServe: a Decentralized, Scalable, and Privacy-
Preserving Overlay for Democratizing LLM Serving

Novel anonymous routing achieves anonymity with
minimal overheac

= HR-Tree enables decentralized KV cache reuse + load

@D balancing - >50% latency reduction

0 Model verification reliably detects dishonest nodes




Thank You

github.com/fffeifang/PlanetServe.git

‘Q PlanetServe

Artifacts JAvailable § Artifacts Functional j Artifacts Reproduced

Welcome to PlanetServe, an Open LLM serving overlay that harnesses computing resources from decentralized contributors.
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