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Why is AFC Critical for 6 GHz?
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Legacy 2.4 GHz and 5 GHz Wi-Fi systems are 
already congested

This new 6 GHz spectrum is already used by 
mission-critical incumbent systems

The Automated Frequency Coordination (AFC) system manages
spectrum access and prevents interference 
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Fixed Service Links

 Point-to-point wireless links
 Operate in same the 6 GHz bands 
 Incumbents protected by AFC 
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Automated Frequency Coordination System

AFC system coordinates the spectrum for Wi-Fi APs
to avoid interference with incumbents. 
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Simplifying Spectrum Sharing
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• REQ1. Mutual Authentication between the AP and server. 

• REQ2. Integrity of internal AFC databases

• REQ3. Accurate Interference Protection on AFC server

General Security Requirements of AFC System
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Are these requirements enough to keep the 
AFC system function as intended? 

7



Threat Model

Can an attacker still attack the system, controlling 
allocated frequency & power (to over/under allocate), even 

without physical access to the AP?
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AFC Interactions and Attack Surface
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DNS and NTP Attacks
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Location Spoofing Attacks against AFC Systems
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Overview of GPS Spoofing
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Wi-Fi Positioning Spoofing
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Summary of Attacks
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6 attacks on AP, 1 attack on AFC server



Experiment Setup

 Transmitter: 
• USRP B210

 Software: 
• GPS-SDR-SIM (GPS) 
• gr-802-11 (Wi-Fi)
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Demo: Wi-Fi Location Spoofing on U7 Pro Outdoor
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Interference Attack (A1)

 Generate the spoofing signal to a rural area 
 The AP send the request with the spoofed coordinate to the AFC server 
 The server reply with all channels available with maximum allowed power 
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Denial-of-Service Attacks (A2-A5)
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A2: Spoof AP to an invalid 
location, e.g., a foreign country

Impact: No allowed channels in response,
the AP cannot transmit in 6 GHz bands.

A3: Send the GPS signal using 
invalid time

A4, A5: DoS by NTP and 
DNS Spoofing 



Force Location Update Attack (A6)
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Force Location Update Attack (A6)
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Potential Resource Exhaustion on AFC Servers

 AFC server may also be affected from the 
manipulated location 

 The API response time is correlated with 
the number of incumbent devices 

• Tested on OpenAFC and 2 commercial AFC 
servers (Qualcomm, Wi-Fi Alliance)
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Defenses against Location Spoofing Attacks

 Geofencing: 
• Pre-define a small possible operation area and stop transmission if 

outside
• Recommended by HPE Aruba 

 Fusion of Multiple Location Sources 
• Use multiple location sources including network-based location, GNSS 

and WLAN localization services 

 Implementation of Detection Mechanisms 
• Physical-level spoof signal detection and software-level location tracking 
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Conclusion and Key Takeaways

 The security of the AFC system is critically dependent on the 
integrity of its inputs, especially its geographic location

 This trust is misplaced, as demonstrated by practical, low-cost 
spoofing attacks that can cause interference or denial-of-service

 Defenses against location spoofing should be considered to 
mitigate these attacks 
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Thank you! 

Yilu Dong
Ph.D. Candidate at Penn State University
Email: yiludong@psu.edu
Website: yilud.me
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