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Abstract

Machine learning (ML) is increasingly being deployed in
programmable data planes (switches and SmartNICs) to en-
able real-time traffic analysis, security monitoring, and in-
network decision-making. Decision trees (DTs) are particu-
larly well-suited for these tasks due to their interpretability
and compatibility with data-plane architectures, i.e., match-
action tables (MATs). However, existing in-network DT im-
plementations are constrained by the need to compute all input
features upfront, forcing models to rely on a small, fixed set
of features per flow. This significantly limits model accuracy
and scalability under stringent hardware resource constraints.

We present SPLIDT, a system that rethinks DT deployment
in the data plane by enabling partitioned inference over sliding
windows of packets. SPLIDT introduces two key innovations:
(1) it groups individual subtrees of a DT into partitions and
allows each subtree to have its own feature set, and (2) it lever-
ages an in-band control channel (via recirculation) to reuse
data-plane resources (both stateful registers and match keys)
across partitions at line rate. These insights allow SPLIDT to
scale the number of stateful features a model can use with-
out exceeding hardware limits. To support this architecture,
SPLIDT incorporates a custom training and design-space
exploration (DSE) framework that jointly optimizes feature
allocation, tree partitioning, and DT model depth. Evalua-
tion across multiple real-world datasets shows that SPLIDT
achieves higher accuracy while supporting up to 5x more
stateful features than prior approaches (e.g., NetBeacon and
Leo). It maintains the same low time-to-detection (TTD) as
these systems, while scaling to millions of flows with minimal
recirculation overhead (<0.05%).

1 Introduction

Machine Learning (ML) is rapidly becoming a corner-
stone of modern networking, driving increasingly sophisti-
cated applications such as DDoS detection (LUCID [25],
Flowlens [5]), intrusion detection [14,15,75], encrypted traffic
analysis [4, 74, 80], malware classification [2,29], IoT botnet
detection [24] as well as congestion control [23,39,52,77,86],
and variable bitrate (VBR) video streaming [55, 85]. These
use cases demand real-time, high-throughput inference [71]
to keep up with the ever-growing scale and complexity of
network traffic [6, 14—18,65].

*Both authors contributed equally to this work.
TWork done while at NIKSUN, Inc.
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Figure 1: Comparison of in-network decision tree (DT)
classification approaches. State-of-the-art methods (top)
perform one-shot inference by collecting features over
the entire flow duration. In contrast, SPLIDT (bottom)
collects features and performs inference incrementally
across partitions using windows of packets—significantly
scaling the number of stateful features, while achieving
higher F1 scores at line rate.

Programmable data planes—including modern switches
(e.g., Broadcom Trident [12], Xsight X2 [84], Intel Tofino [45,
46], and NVIDIA Spectrum-X [61]) and emerging SmartNICs
(e.g., Intel IPU [50], AMD Pensando DPU [1], and NVIDIA
BlueField-3 DPU [60])—with their ability to process packets
at line rate, have emerged as a powerful platform for deploying
ML models directly in the network [47,71,72,79, 83, 88,89].
By offloading inference tasks to network hardware, these
data planes eliminate the need for control-plane interven-
tion, enabling low-latency and high-performance decision-
making [47,66,71,89]. Increasingly, such programmable data
planes are deployed beyond traditional datacenters, including
edge environments and wide-area networks (WANSs) [8,30].

A major focus of recent work has been on mapping deci-
sion tree (DT) models to programmable data planes [13,47,
79,83, 89], mainly because of these models’ interpretability
and natural alignment with the (reconfigurable) match-action
table (MAT) architecture [10-12,45,46, 60,81, 82, 84]. While
systems such as IIsy [83], NetBeacon [89], and Leo [47] have
demonstrated the feasibility of deploying DTs in the data
plane—to be able to operate within the stringent resource
constraints of these programmable switches and SmartNICs—
they have mainly addressed the challenge of rule explosion
and concentrated on optimizing model representations (e.g.,
pruning DTs [47] and compressing MAT rules [83, 89]).

However, despite these advancements, the critical aspect of
feature collection and engineering, i.e., selecting and comput-
ing complex (stateful) input features, remains largely unex-
plored in this context, primarily due to the resource limitations
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of underlying network hardware. Existing approaches either
constrain the number of stateful features to a small, fixed set
(e.g., the top-k most important features, as in NetBeacon [89]
and Leo [47]) or avoid using the stateful features altogether
(as in IIsy [83] and Mousika [79]). As we show in §2, these
strategies result in poor model performance (e.g., reduced
F1 scores) and prevent deployed DT models from capturing
complex, real-world traffic patterns effectively [47,83,89].

This limited focus on feature engineering in prior work
has its roots in two commonly made assumptions. The first
assumption is that all selected features must be computed
upfront before DT traversal can begin Figure 1 (top). Second,
programmable data planes are assumed to be limited to exe-
cuting DT models in a single, one-shot manner, prohibiting
resource reuse across different portions of the DT. As a result,
existing approaches view reducing the number of stateful fea-
tures as the only viable solution to satisfy the given resource
constraints, thus making it necessary to sacrifice model perfor-
mance for scalability (i.e., supporting more concurrent flows)
or vice versa [47, 89].

In this paper, we challenge these assumptions and present
SPLIDT, a system that enables scalable and resource-efficient
deployment of DTs in the data plane by rethinking how fea-
tures are computed and reused. SPLIDT is built on two
key insights. First, feature computation can be deferred:
DTs do not require all features to be computed upfront. In-
stead, SPLIDT divides the DT into partitions, where each
partition—a group of consecutive layers containing one or
more subtrees—computes only the features relevant to its
specific subtree. This way, feature sets can vary (in size and
membership) from subtree to subtree and features can be com-
puted incrementally as the DT traversal progresses, Figure |
(bottom). Second, resources can be reused across subtrees:
by leveraging packet recirculation as an in-band control chan-
nel, SPLIDT reuses data-plane resources (i.e., registers and
match keys) between subtrees, enabling more efficient use of
constrained hardware without sacrificing line rate.

SPLIDT leverages these insights in an intuitive way to sig-
nificantly scale the total number of stateful features that a DT
can utilize. Instead of applying the same top-k features across
the entire DT, SPLIDT assigns each subtree—resulting from
tree partitioning—its own set of relevant features, allowing
feature selection to vary across subtrees. These subtrees are
then triggered sequentially, via recirculated control packets in
the data plane, reusing the stateful registers and match keys at
each stage of DT traversal for the currently active subtree, Fig-
ure | (bottom). We demonstrate in §5 that SPLIDT supports
up to five times more stateful features (i.e., the total number
of unique features across all subtrees) than state-of-the-art ap-
proaches [47, 89], all while achieving higher model accuracy
and scaling to millions of concurrent flows at line rate.

In enabling these benefits, SPLIDT must overcome two
key challenges: (1) determining how to select and compute
the appropriate features at runtime for each subtree during

inference, and (2) designing an effective partitioning strategy
at training time that balances model accuracy and hardware
resource efficiency to maximize the number of supported
concurrent flows in the data plane.

To address the first challenge, SPLIDT processes each flow
in windows of packets, specific to each subtree of a parti-
tion. Ideally, every subtree should have access to the entire
flow during inference; however, since the data plane operates
(and monitors traffic) at line rate without buffering, this is
not feasible in practice [10, 12,45, 46, 81, 82, 84]. Instead,
SPLIDT splits each flow into uniform windows,' allowing
each subtree to observe a portion of the flow during inference,
Figure 1 (bottom). Modern datacenter transport protocols
(e.g., Homa [56] and NDP [40]) embed flow size information
in packet headers, which can be parsed in the hardware to de-
termine window boundaries. This information allows the data
plane to halt feature collection at the designated boundary,
trigger the selection of active subtrees, and transition to the
next partition via recirculation.

To tackle the second challenge, SPLIDT employs an iter-
ative design search methodology integrated with a custom
training framework to fine-tune DT configurations, including
partitioning strategies and resource allocation policies, for
specific use cases (and datasets). The goal is to optimize the
trade-off between model accuracy and the number of flows
that can be supported, identifying configurations that lie on
the Pareto frontier. Leveraging Bayesian Optimization (BO),
such as HyperMapper [57], SPLIDT systematically explores
the design space to identify the most effective hyperparame-
ters, including the maximum number of features (k) per sub-
tree, the number and size of partitions, and the overall tree
depth. Intuitively, smaller values of k enable support for more
flows,” while deeper subtrees generally improve model accu-
racy. Similarly, increasing the number of subtrees expands the
total set of unique features across the DT model, but reduces
the number of packets each subtree can observe, limiting
the temporal window for feature computation. SPLIDT nav-
igates this trade-off space to derive Pareto-optimal models
that balance inference accuracy and flow scalability within
the constraints of the underlying hardware.

Our results (§5) demonstrate that SPLIDT sets a new state-
of-the-art for deploying DT models in the data plane. It con-
sistently outperforms NetBeacon [89] and Leo [47], achiev-
ing a superior accuracy-to-flow count Pareto frontier across
all levels of supported flows (Table 2). SPLIDT supports
5x more stateful features, enabling richer in-network infer-
ence, all while maintaining a low recirculation overhead—just
50 Mbps (0.05%) in the worst case—and matching the low
time-to-detection (TTD) performance of current systems. To

'Window sizes are uniform within flows and vary across flows (§3.2, §6).

2In Tofinol switch [45], k = 4 supports up to 100,000 flows, which
decreases to 65,000 with k = 6, and so on [47,89]. SmartNICs (e.g., AMD
Pensando DPU) exhibit similar behavior, with flow capacity dropping from
about 64,000 (k = 4) to 40,000 (k = 6) [1,60].
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facilitate reproducibility and further research in this area, we
have publicly released the complete artifact, including train-
ing scripts, models, and evaluation datasets [33].

2 Background & Motivation

We first review prior work on in-network classification sys-
tems that use decision tree (DT) models and highlight the
need for more stateful features for DT-based inference (§2.1).
We then revisit the anatomy of DTs to derive domain-specific
insights (§2.2) that guide us in addressing the challenges of
scaling DTs on modern programmable switches (§2.3).

2.1 The Need for More Stateful Features

As network traffic scales to multi-Tbps rates, existing ap-
proaches, such as IIsy [83] and Planter [88], aim to support
real-time inference by mapping DTs onto match-action tables
(MATSs) while relying solely on stateless, per-packet features.
These methods optimize DT representation to fit within the
constraints of available switch resources (i.e., MATS) but lack
flow-level context, limiting their classification accuracy and
adaptability [79, 83, 88, 89]. While they efficiently handle
large flow volumes in the data plane, their reliance on per-
packet features significantly reduces accuracy, yielding F1
scores nearly 2x lower than models with full features access
(Figure 2).

More recent work, such as NetBeacon [89] and Leo [47],
improves classification accuracy by incorporating stateful fea-
tures (i.e., top-k), allowing DT models to leverage flow-level
context, which provides richer insights than per-packet fea-
tures alone. While this approach enhances accuracy, it places
substantial pressure on the limited memory resources of prog-
rammable data planes [10, 12,45,46, 81, 82, 84], ultimately
limiting the number of flows that can be supported concur-
rently.

First, stateful features must be stored in registers, which
share limited space with match-action tables (MATSs) within
each stage of the data-plane pipeline. This creates a trade-off
between feature storage and model complexity. For example,
in Tofino [45], allocating just four registers per flow exhausts
an entire switch stage at 65K flows (or about 40K flows on a
Pensando DPU-based SmartNIC [1]), preventing that stage
from being used for model execution. Increasing the number
of registers or supporting more flows further reduces avail-
able MAT stages, limiting DT depth and restricting feature
selection. Second, adding more stateful features increases
match key sizes, which inflates the size of table entries and
exacerbates TCAM memory usage—making it harder to map
DTs efficiently onto MATs in the data plane [45,47, 89].

As a result, prior work has been limited to a maximum of
200K flow rules and a handful of stateful features (top-k < 6)—
bounds imposed by hardware memory constraints and the
need to balance register usage with model depth—yielding
only moderate accuracy gains [47,89]. Beyond this threshold,
performance degrades: DT depth becomes restricted, lowering
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Figure 2: SPLIDT and top-k < 7 model versus the ideal
scenario with unlimited resources. SPLIDT, with access
to all features, achieves higher F1 score than top-k for the
datasets, D1-3 (details in §5). The per-packet models peak
at 0.41, 0.56, and 0.59, respectively (not shown).

classification accuracy, while larger match key sizes increase
TCAM overhead, reducing scalability (§5). These trade-offs
highlight the core challenge of integrating stateful features
into DT-based inference without sacrificing scalability on
resource-constrained programmable data planes.

Observation: The constraints of prior DT-based systems are
often perceived as intrinsic to programmable data-plane ar-
chitectures, but are they truly fundamental? We argue that
these limitations do not stem from hardware constraints but
from ingrained assumptions about how DTs should be pro-
cessed. Conventional approaches assume that all stateful fea-
tures must be collected before inference begins, necessitating
upfront register allocation. Furthermore, these approaches
treat DT execution as a single-pass, feed-forward process,
confining computation to the spatially available pipeline re-
sources.

This paper challenges the prevailing belief that feature rich-
ness and scalability must always be in conflict. We demon-
strate that by decoupling stateful feature selection from DT
execution, both can scale independently. Unlike prior work
(e.g., NetBeacon [89] and Leo [47]), which sacrifices fea-
ture expressiveness for flow scalability, SPLIDT dynamically
selects and reuses stateful features across inference steps,
efficiently managing available hardware resources without
restricting model complexity. Compared to traditional top-k
systems, SPLIDT achieves a significantly improved Pareto
frontier, simultaneously enhancing F1 scores and number
of flows (Figure 2). These results challenge the notion that
hardware-imposed constraints inherently limit DT scalabil-
ity, showing instead that the primary bottleneck arises from
rigid execution models that preallocate features and enforce
single-pass processing.

2.2 Domain-Specific Properties of DTs

DT inference begins at the root node, where a decision is
made based on selected features to determine the next node
to visit. This process continues at each level, using differ-
ent combinations of features at each step until a leaf node is
reached. Instead of processing the tree level by level, we can
group consecutive levels into partitions (Figure 3) and focus
on the subtrees in each partition. With this approach, infer-
ence progresses one partition at a time, where the decisions
resulting from traversing the active subtree in one partition
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Figure 3: Domain-specific properties of DTs: Partitions
(P;) comprising multiple subtrees, each with its subset of
features (k). During traversal, active subtrees are selected
within each partition.

determine which subtree to traverse in the next partition. This
allows for more efficient traversal, selecting only the next
subtree based on relevant features and their conditions rather
than evaluating entire levels sequentially.

This subtree-by-subtree execution enables features to be
collected incrementally and on demand for the active sub-
tree in each partition (Figure 1, bottom). Unlike traditional
approaches that require gathering all features upfront, this
method loads only the features needed for the current sub-
tree. With just k available feature slots, we can dynamically
allocate and process only the relevant features at each step,
avoiding the restrictive top-k selection enforced by existing
systems [47,89]. This approach maximizes feature utilization
without discarding valuable contextual information across the
entire DT.

However, two key conditions must hold for this approach to
be effective: (a) feature density across subtrees: each subtree
within a partition must use at most k features out of the total
N available features. Unlike traditional top-k approaches that
select a fixed set of k features for the entire tree, here k repre-
sents the number of feature slots available at any given step
(subtree), which can be dynamically reassigned to different
features as the inference progresses. If even a single subtree
requires more than k features, the benefits of incremental fea-
ture computation are lost, as more than k features would need
to be allocated upfront; (b) incremental computation archi-
tecture: the system must support subtree-by-subtree traversal,
dynamically collecting and computing features while reusing
the same k feature slots at each step. This ensures efficient
execution without requiring all features to be preloaded simul-
taneously, overcoming the limitations of prior top-k selection
methods that discard all but the most globally important fea-
tures across the entire DT.

To examine the feasibility of the first condition, we studied
feature usage across subtrees in multiple datasets (Table 1).
In the considered datasets (D1-3),> we found that at most
only 10% of features were required in any given subtree.
For instance, in dataset D1, where N = 41 features, subtrees
required on average only 3.73 features. Note that this 11x

3This trend extends beyond D1-3; similar feature sparsity holds for D4—7
(§5) and is commonly observed in real-world DT classification tasks [2, 38].

Data Feature Density (%) Recirc. Bandwidth (Mbps)
/ Partition | /Subtree E1 E2

D1 471543844 | 6.15+£2.95 | 293+2.44 5.99+3.51

D2 53.49+44.19 | 7.28+2.72 | 6.01 £4.01 12.32+5.76

D3 53.95+43.42 | 6.08+3.37 | 3.58+3.21 7.33+4.62

Table 1: Feature density (%) across partitions and sub-
trees in a DT, and max. recirculation bandwidth (Mbps)
when processing datasets (D1-3) for two datacenter envi-
ronments, Webserver (E1) and Hadoop (E2), §5.

reduction in storage requirement makes it possible to execute
the entire DT using only k registers (e.g., 4 for D1) and avoids
the need to impose a strict limit of k on the overall features.

For the second condition, we demonstrate in the next sec-
tion (§2.3) how modern programmable architectures, with
support for packet recirculation [12,45,46, 81, 82, 84], can be
reimagined as time-shared machines, enabling efficient reuse
of resources (e.g., registers and match keys) across partitions
within the data plane.

2.3 Switch as a Time-Shared Machine

Programmable data planes are traditionally viewed as spa-
tial architectures with fixed resource constraints, where ex-
ceeding available resources leads to failures during program
compilation [9, 10,45]. However, we argue that because this
perspective focuses mainly on the static aspects of both prog-
rammable data planes and spatial architectures, it is overly
restrictive and in need of being revisited.

For example, modern data planes (switches [45,46] and
SmartNICs [81, 82]) support packet recirculation, with band-
widths reaching 100 Gbps (e.g., Tofino [45], X2 [84], and
Trident [12]), without impacting line rate. This capability
adds an important dynamic element to the traditional view.
In effect, it enables temporal execution, allowing different
stages of a program (e.g., in P4 [9] or NPL [31]) to activate
across multiple recirculations in a time-shared manner. By
leveraging this mechanism, the state can be distributed over
time, facilitating the reuse of limited resources (e.g., registers
and match keys in MATs).*

By carefully restructuring DTs (e.g., expressed in P4 [9]
or NPL [31]), we can exploit this dynamic capability to scale
DT-based inference beyond the physical limits of available
resources—akin to how CPUs abstract resource constraints by
reusing registers over time. Table | shows that for the evalu-
ated datasets (D1-3),> the maximum recirculation path usage
is within 20 Mbps for the two datacenter environments E1-2
(§5), significantly lower than the total available bandwidth of
100 Gbps.

In the next section, we show how SPLIDT leverages the
domain-specific properties of DTs and reuse of switch re-
sources (via recirculation) to optimize the Pareto frontier (F1
score vs. number of flow rules) while supporting all stateful
features at line rate.

4Recirculation in SPLIDT is used as a fast, in-band control channel—not
for forwarding data traffic—avoiding the software control plane overhead.
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Figure 4: SPLIDT’s partitioned inference architecture, processing flow windows in two phases: (1) Feature Collection and
Engineering (left) and (2) Subtree Model Prediction (right)—leveraging resource reuse (i.e., registers and match keys) via
recirculation, for efficient execution within each DT partition.

3 Design of SPLIDT

We now present the SPLIDT design; its partitioned inference
architecture for efficient DT execution in the data plane (§3.1)
and the custom training framework, for effective model con-
figuration through design search (§3.2). We then bring these
components together to show how SPLIDT enables scalable
and resource-efficient inference in practice (§3.3).

3.1 Partitioned Inference Architecture

As illustrated in Figure 4, SPLIDT’s partitioned inference
architecture operates in two phases: (1) Feature Collection
and Engineering (§3.1.1) and (2) Subtree Model Prediction
(§3.1.2). For each flow, it iteratively processes windows of
packets using the active subtree within each DT partition,
leveraging resource reuse (i.e., registers and match keys) via
recirculation (§3.1.3). We consider a programmable RMT-
based data plane [45, 46, 50, 60] and assume flow sizes are
available in packet headers [40, 56].

3.1.1 Feature Collection and Engineering. In SPLIDT,
we maintain three distinct register-array sets to manage state-
ful feature collection and subtree selection for prediction,
as shown in Figure 4. These registers include: (1) reserved
state registers for tracking metadata such as the subtree ID
(SID) and per flow packet counters, (2) registers for comput-
ing intermediate and dependent states (e.g., timestamps for
inter-arrival time (IAT) calculations), and (3) k registers for
storing stateful features specific to the active subtree within
the current DT partition.

INFO: Reserved and dependency chain registers can significantly
limit the number of features per subtree (k) as they must scale
alongside the k features to support the same number of flows. This
contention for register space creates a tradeoff that must be care-
Sfully managed to balance feature capacity and flow scalability in
SPLIDT, §3.2.

Upon packet arrival, SPLIDT hashes its 5-tuple using
CRC32 [41] to determine the register index corresponding
to the flow. First, it retrieves the subtree ID (SID) from the

reserved register array and updates the packet count in the
second register array. Next, depending on the use case (and
dataset), some DT models require intermediate values to com-
pute stateful features before prediction. For instance, IAT
computation requires storing the previous packet’s timestamp
to calculate the inter-packet gap.

To support such computations, SPLIDT implements a de-
pendency chain, a sequence of register arrays distributed
across multiple pipeline stages to enable hierarchical compu-
tation. Since programmable data planes [10-12, 45,46, 60]
cannot process dependent data within a single stage, computa-
tion must be spread across multiple stages. In our evaluations,
the deepest observed dependency chain was 3 stages—a depth
well within the capabilities of modern data-plane devices.

Operator Selection. Since each subtree may require a different
operation to compute its stateful features, SPLIDT dynami-
cally updates the operation applied to each feature in every
flow window. To achieve this, SPLIDT utilizes match-action
tables (MATs) for each stateful feature, acting as selectors to
apply the appropriate operation on demand (Figure 4).

At compile time (§3.2.1), SPLIDT populates these tables
with rules that define which operator to apply for each sub-
tree. The MATs match on the subtree ID (SID) and select the
corresponding action to perform the necessary computation.
Modern data-plane architectures support the parallel execu-
tion of multiple MATSs within a stage. For instance, Tofinol
supports up to 16 MATSs with 750 entries each, which is well
within the requirements of our design—SPLIDT utilizes only
six MATs to support k = 6 stateful features in our evaluations
(§5), with each table containing at most 200 entries.

Lastly, to select the appropriate features to populate in the
feature registers, prevent continuous feature updates on every
arriving packet, and identify window boundaries, SPLIDT in-
corporates additional match fields in the MATs. For instance,
to update a stateful feature only on SYN packets (such as
SYN packet count), the MATs can include TCP flags as a
match condition, ensuring the feature update is triggered only
when a SYN is received.
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Figure 5: Workflow of SPLIDT’s Model Design Search.

3.1.2 Subtree Model Prediction. The prediction phase
(Figure 4) executes the decision tree (DT) model using the
Range Marking Algorithm [89], which maps the partitioned
DT into a sequence of MATSs. The first group of MATS, the &
match key generators, constructs the match keys required
for the DT model. As with the operator selection tables,
SPLIDT maintains a separate MAT for each feature, using pre-
computed rules to determine which stateful feature (register)
serves as the key. Current feature values—accumulated over
the most recent flow window—are stored in dedicated meta-
data headers. These metadata values are then used as match
keys in the generator tables. Each table’s action produces a
range mark, a unique bit string written to a corresponding
metadata field. These per-feature range marks, combined with
the subtree ID (SID), form the match keys for a final MAT
that implements the Range Marking Algorithm, encoding the
DT model rules and performing classification.

If the current subtree is in an intermediate partition, clas-
sification yields the next SID; if it is in the final partition or
an early-exit node, it outputs the flow’s final class label. In
the latter case, the label is sent to the controller as a digest.
Otherwise, the next SID is recirculated via the resubmission
channel (§3.1.3), updating the SID register and resetting the
dependency chain and k stateful feature registers in prepara-
tion for the next flow window.

3.1.3 Resource Reuse via In-Band Control Channel (Re-
circulation). At the end of inference for each subtree, the
next subtree ID (SID) is propagated to the stateful registers
in the feature collection and engineering stages via resub-
mission, which serves as an in-band control channel [45]. A
single packet—triggered after processing the corresponding
flow window—is resubmitted with the updated SID encoded
in a metadata header field. This resubmission imposes min-
imal bandwidth overhead (see Table 1), as only one control
packet is required per flow window. This mechanism allows
SPLIDT to perform partitioned DT inference incrementally,

reusing the same pipeline resources across subtrees without
introducing resource conflicts or execution overhead.

3.2 Custom Search/Training Framework

We now describe SPLIDT’s design search framework for
generating optimal DTs (§3.2.1) and partitioning them into
subtrees using a custom training algorithm (§3.2.2).

3.2.1 SPLIDT Design Search. Figure 5 illustrates the over-
all workflow of the SPLIDT framework. The goal is to gener-
ate a Pareto frontier of partitioned DT configurations. Given
a set of optimization objectives, input parameter ranges, and
hardware/performance constraints, a Bayesian Optimization
(BO) search phase begins, iteratively proposing model con-
figurations for evaluation. For each configuration, we query a
corresponding window-based training/test dataset based on
the suggested number of partitions,” and use SPLIDT’s cus-
tom partitioned DT training algorithm (§3.2.2) to train the
model and evaluate its F1 score. We then generate the corre-
sponding TCAM entries, compute hardware resource usage,
determine flow scalability, and assess whether the model can
be deployed at line rate on the target switch. The results—F1
score, supported flow count, and feasibility metrics—are fed
back into the BO loop to guide the next iteration; this process
continues for a predefined number of iterations.

In the following sections, we detail each stage of this work-
flow, beginning with the inputs to the BO search.

Parameter Space, Objectives, and Constraints. To initiate the
design search, the user specifies three key components that
define the configuration space and guide the optimization:

* Model Hyperparameters: These define the structure and
complexity of the partitioned DT. The search space includes:
the maximum tree depth (D), the number of features per sub-
tree (k), and a list of partition sizes [i1,i2,...,ip], where p is
the number of partitions and the sum of the partition sizes
equals the total tree depth, i.e., D = Y [i1,i2,...,ip|. This
enforces a uniform window size across partitions within a
flow, while allowing it to vary across flows.

* Hardware and Performance Constraints: These reflect the
capabilities of the target platform (switch or SmartNIC),
including available TCAM blocks, register space, pipeline
stages, and recirculation bandwidth. They ensure that can-
didate models are not only accurate but also deployable
within the hardware’s resource envelope, at line rate.

* Optimization Objectives: The design search jointly opti-
mizes model accuracy (e.g., F1 score) and flow scalability
(e.g., number of concurrent flows), producing a Pareto fron-
tier that captures the trade-offs between these objectives.

Together, these inputs, along with the dataset, are fed into
the Bayesian Optimization (BO) loop that drives the search for
feasible and high-performing DT configurations for SPLIDT.

SThese datasets are preprocessed offline and efficiently stored and queried
using commercial databases, e.g., PostgreSQL [36] or MongoDB [43].
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Bayesian Search. Given the input search space and objec-
tives, the framework performs a design-space exploration to
generate a Pareto frontier of SPLIDT DT configurations for
a target dataset. Bayesian Optimization (BO) is a black-box
optimization method [76] designed for optimizing expensive-
to-evaluate functions [27,53,57]. It constructs a probabilis-
tic surrogate model, typically a Gaussian Process (GP) or
Random Forest, to approximate the objective function, and
employs an acquisition function to guide the selection of
promising candidates. By balancing exploration (sampling
new regions) and exploitation (refining high-performing re-
gions), BO efficiently searches high-dimensional spaces with
minimal evaluations—ideal for costly tasks such as hyperpa-
rameter tuning or model training [69].

At each step, the BO search proposes several DT configura-
tions to evaluate in parallel. Each configuration is used to train
a partitioned DT using SPLIDT’s custom training algorithm
(8§3.2.2), which is then evaluated on a test dataset. Subsequent
stages assess the model’s hardware resource usage, deploy-
ment feasibility, and supported flow count; these metrics are
fed back to the BO loop to inform the next iteration. This
process continues for a predetermined number of iterations.

Subtree Rule Generation. Given a trained partitioned DT,
we generate the corresponding TCAM rules to represent the
model in the data plane. We adopt the Range Marking algo-
rithm [89], which efficiently encodes decision tree rules by
mapping feature value ranges to compact ternary bit strings. It
segments each feature’s domain into non-overlapping ranges
and assigns a unique range mark (bit string) to each, ensuring
that merged ranges retain distinct and unambiguous encodings.
For each feature, its thresholds from the trained partitioned
DT are translated into ternary matches, with the associated
range mark output actions (i.e., using P4). These TCAM en-
tries are installed in feature tables, producing range marks as
match keys for the subsequent model table (Figure 4).

A second set of TCAM rules is then generated to encode
the model logic: these rules match on feature range marks and
return either the next subtree ID (for intermediate partitions)
or the final prediction class (at the last partition). This encod-
ing maps each DT leaf to a single TCAM rule, effectively
avoiding rule explosion.

Both feature and model TCAM entries are generated for
each subtree in the partitioned DT and installed into the cor-
responding tables in the data-plane pipeline (Figure 4). Each
rule also includes an exact match on the subtree ID (SID) to
ensure the correct subtree is selected for each partition.

Resource Estimation and Feasibility Testing. To evaluate
each candidate configuration, we estimate the number of
TCAM blocks and pipeline stages required for the feature and
model tables using a target-specific analytical model (e.g., BF-
SDE [21], P4Insight [20], NetASM [67], and Nvidia DOCA
P4 Developer Toolkit [59]). We then determine the number
of remaining stages available for register allocation and book-

Algorithm 1 SPLIDT partitioned DT training algorithm.

1: procedure TRAINPARTITIONEDDT(dataset,depths, partition, k)

2 /* k is the number of features per subtree */

3 if partition > len(depths) then

4 return

5: depth < depths|partition]

6: /* train one subtree at this partition */

7 tree < TRAINSUBTREE(dataset|partition), depth, k)

8: /* get subset of data samples for each leaf node */

9: leaf_subsets < PARTITIONSAMPLESBYLEAVES(tree, dataset)

10: /* train subtrees for the next partition */

11: for all (leaf,subset) € leaf_subsets do

12: /* train only if subset is non-empty */

13: if len(subset) > 0 then

14: TRAINPARTITIONEDD T (subset, depths, partition+ 1, k)

keeping logic, which directly impacts the number of flows
the model can support concurrently. Recirculation overhead,
in terms of in-band control traffic, is estimated using: (1) the
number of partitions, which dictates the number of recircu-
lated packets per flow; (2) flow-size distribution observed in
real-world datacenter workloads (§5); and (3) the number of
active flows concurrently issuing recirculations. A design is
deemed feasible if it fits within the target’s TCAM, register,
and MAT stage budgets while keeping recirculation traffic
within available bandwidth limits.

The feasibility outcome (yes/no), along with the model’s F1
score and supported flow count, is fed back into the BO loop
to guide subsequent iterations. At each step, the BO search
proposes new parameters (and configurations), gradually con-
verging on models that jointly maximize accuracy and flow
scalability, while satisfying the target resource constraints.

3.2.2 SPLIDT Custom Training. Algorithm | outlines the
algorithm used to train SPLIDT’s partitioned decision trees.
Given the overall tree depth, partition sizes, and the number
of features per subtree, training begins by learning a single
subtree for the first partition using all samples from the corre-
sponding initial window. For each leaf node in this subtree,
we identify the subset of training samples that reach that node
and use only those samples—along with their associated win-
dow for the next partition—to train the corresponding subtree
in the following partition. Training starts with the full feature
set, after which the top-k features are selected by importance
and the subtree is retrained on this reduced set. Leaf nodes
that do not reach the maximum depth of a partition do not
spawn further subtrees, enabling SPLIDT to exit early during
data-plane inference (§3.1). This recursive approach allows
each subtree to specialize based on the subset of flow packets
it receives, enabling window-based inference matching the
data distribution observed during training.

3.3 Putting It All Together

To demonstrate how SPLIDT’s design search and partitioned
inference architecture operate in practice, we walk through a
complete end-to-end example.

The process begins with the user providing a labeled
dataset, model hyperparameters, resource constraints, and op-
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Dataset Description Classes
D1: CIC-loMT2024 A cybersecurity dataset [ 16] with Internet of Medical Things (IoMT) traffic for intrusion detection in healthcare. 19
D2: CIC-10T2023-a A simplified version of the CIC-I0T-2023 dataset [17], categorized into four primary classes of IoT traffic. 4
D3: ISCX-VPN2016 A dataset containing VPN and non-VPN traffic [18] for evaluating VPN detection and privacy-related analyses. 13
D4: CampusTraffic UCSB campus dataset [38] containing various application types, including web, cloud, social, and, streaming traffic. 11
D5: CIC-10T2023-b A comprehensive [oT dataset [17] containing multi-class network traffic data for evaluating IoT security threats. 32
D6: CIC-IDS2017 A network intrusion detection dataset [14] for various attack scenarios, including DoS, DDoS, and brute force. 10
D7: CIC-IDS2018 An anomaly detection dataset [15] capturing network traffic for diverse attacks and benign activities. 10

Table 2: Real-world network traffic datasets used for evaluating SPLIDT across diverse security scenarios.

timization objectives (§3.2.1). SPLIDT then invokes Bayesian
Optimization (BO) to explore the configuration space and
identify a Pareto-optimal model that jointly maximizes F1
score and flow scalability. For one such data point (Figure 3),
the selected model had a tree depth of D = 6, with 4 features
per subtree and partition sizes of [2,3, 1] across 3 partitions,
supporting up to 1M concurrent flows (§5).

Given this configuration (Figure 3), SPLIDT uses its cus-
tom training algorithm (§3.2.2) to train 6 subtrees: subtree
1 in the first partition, subtrees 2-3 in the second, and sub-
trees 4—6 in the third. Some subtrees are skipped due to early
exits. SPLIDT then generates TCAM rules for each subtree
using the Range Marking Algorithm [89], and compiles target-
specific code (e.g., P4) for feature extraction and inference
logic. These rules are installed into the data plane’s MATSs:
feature tables encode stateful features into range marks, while
model tables use them to either classify flows or select the
next subtree (Figure 4). All subtrees are present on the switch,
but only one is active per flow at a time, requiring just 4
feature registers per flow.

Referring to the example in Figure 3, at runtime, a new flow
begins with subtree ID, SID = 1, in partition P;. The switch
collects the features required by this subtree (e.g., f1, f2, f1)
over the first window of packets. Once the window concludes,
the subtree predicts SID = 3 in partition P,, prompting a
single recirculation that updates the flow’s SID and clears its
feature and dependency-chain registers. The second window
is processed using the features needed by subtree 3 (e.g.,
12, f6, f3, fo). Following this, the model selects subtree 5 in
partition P, and another recirculation updates the SID = 5.
The third window is then processed with the features required
by subtree 5 (e.g., f1, fi0), and the final prediction is emitted.
No further recirculations are needed.

This pipeline executes independently per flow, with register
state indexed via 5-tuple hashing to avoid conflicts. In this
example, SPLIDT supports 1 million concurrent flows, each
maintaining only 4 stateful feature registers and a single SID
register—demonstrating its scalability and efficiency under
practical resource constraints.

4 Implementation

We implement the SPLIDT framework in Python v3.8.10,
allowing seamless integration with widely used libraries such
as Pandas [62], Scikit-Learn [63], and TensorFlow [73]. At the
core of SPLIDT’s optimization process is HyperMapper [57]

(commit:3dfa8a7), which uses Bayesian Optimization (BO)
to efficiently search for the best model configurations. Unlike
other BO frameworks such as OpenTuner [3], HyperOpt [7],
and GPflow Opt [49], HyperMapper supports multi-objective
optimization, diverse parameter types (real, integer, categor-
ical), and feasibility testing [57]. These features allow us
to optimize SPLIDT models for multiple goals simultane-
ously, such as maximizing F1 score and flow capacity. The
feasibility testing feature also helps eliminate DT configu-
rations that exceed available switch resources (e.g., TCAM
limits) or introduce excessive resubmission traffic. The BO
experiments are configured via YAML, specifying datasets,
parameter space, objectives, and switch constraints.

To train and test SPLIDT’s partitioning strategy, we use
the DecisionTreeClassifier class from Scikit-Learn [63]
and recursively generate subtrees for all partitions. We em-
ploy the Range Marking Algorithm, as described in Net-
Beacon [89], to generate TCAM rules. We parallelize eval-
uations using Python’s ProcessPoolExecutor from the
concurrent . futures module to speed up the BO search.
For data-plane inference, we implement SPLIDT in P4 [9]
and compile it using BF-SDE v9.11.0 for the Tofinol [45]
switch. Finally, to install TCAM rules into the switch, we use
bfrt_grpc client API in Python.

In total, the SPLIDT framework consists of 4,700 lines
of Python code. The P4 implementation and controller re-
quired 1,600 and 240 lines, respectively. Each experiment,
corresponding to a dataset, was defined using 400 lines of
YAML, totaling 2,800 lines for all seven datasets (D1-7).

5 Evaluation

We evaluate SPLIDT DTs for their end-to-end classification
performance and resource utilization (§5.2) and perform mi-
crobenchmark experiments (§5.3).

5.1 Experiment Setup

Testbed Environment. Our testbed includes two servers, one
as a traffic generator and the other as a receiver, connected
through an Edgecore Wedge 100-32X Tofino1 switch [45] run-
ning Stratum OS [28].° Each server has a 64-core Intel Xeon
Platinum 8358P CPU @2.60 GHz, 512 GB RAM, and runs
Proxmox VE v8.0.4 [64]. They are equipped with dual-port

6SPLIDT can operate on any architecture that supports RMT-like pipe-
lines with stateful registers. We use Tofinol [45] in our evaluation, but the
design is not limited to it.
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Figure 6: Pareto frontier of SPLIDT vs. baselines, indicating the best F1 score for a given #flows in the data plane.

Data  #Flows F1 Score Depth / #Partitions #Features #TCAM Entries Register Size (bits)
NB Leo SpLIDT | NB Leo SpLIDT | NB Leo SPLIDT NB Leo SPLIDT | NB Leo SpPLIDT
100K 051  0.50 0.60 13 11 24/5 6 6 20 6,596 16,384 4,583 | 192 192 160
D1 500K 049 043 0.55 13 6 21/5 4 4 21 6,154 2,048 4,509 | 128 128 96
M 041 0.18 0.48 12 3 13/1 2 2 2 1,534 2,048 8,238 64 64 64
100K 0.79  0.79 0.86 12 11 45/3 6 6 30 8,479 16,384 17,083 | 192 192 160
D2 500K 0.78  0.74 0.80 12 6 27/3 2 4 30 | 11,996 2,048 12,002 64 128 64
IM 0.75 0.63 0.75 18 3 12/1 1 2 2 2,540 2,048 465 32 64 64
100K 0.78 0.73 0.85 13 11 21/2 6 5 23 5,056 16,384 2,562 | 192 160 160
D3 500K 056 057 0.77 12 6 16/5 4 4 28 1,566 2,048 2,931 | 128 128 64
IM 031 0.05 0.59 4 3 1874 2 1 15 170 2,048 928 64 32 32
100K 0.67 0.66 0.71 13 10 28/2 6 7 27 | 11,361 8,192 14,507 | 192 224 160
D4 500K 049  0.52 0.64 10 11 20/2 4 2 26 4,355 16,384 12,934 | 128 64 64
IM 039 0.20 0.51 9 3 2712 2 1 1 4,221 2,048 393 64 32 32
100K 036 0.40 0.43 10 10 49/5 6 7 20 7,755 8,192 27,302 | 192 224 96
D5 500K 034 0.30 0.36 12 6 33/4 2 4 21 | 30,891 2,048 21,433 64 128 64
IM 031 0.10 0.31 7 3 11/1 2 2 2 2,063 2,048 639 64 64 64
100K 059 0.85 0.96 5 10 15/5 4 4 28 308 8,192 587 | 128 128 160
D6 500K 059 0.64 0.94 5 7 23/3 3 3 16 354 2,048 578 96 96 96
M 051 0.34 0.73 8 3 10/4 2 2 9 403 2,048 174 64 64 32
100K 0.87 0.86 0.99 5 10 26/5 6 6 17 251 8,192 191 | 192 192 160
D7 500K 082 0.76 0.96 8 7 10/6 4 3 10 495 2,048 106 | 128 96 64
M 047 041 0.76 5 3 10/6 2 2 7 71 2,048 76 64 64 32

Table 3: Model performance vs. resource usage tested against Tofinol switch (6.4 Mbits TCAM budget, 12 stages) [45].
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Figure 7: Number of BO search iterations to reach peak
F1 score. All datasets converge within 150 iterations.

Intel X1L.710 [44] 10/40G NICs and Nvidia ConnectX-6 [58]
100G NICs, and use MoonGen [26] for traffic generation and
reception. The same servers run our Bayesian Optimization
(BO) experiments, with 500 iterations and 16 parallel evalua-
tions per iteration for each dataset.

Baselines, and Real-World Applications and Environments.
Our baselines include Leo [47] and NetBeacon [89], two
state-of-the-art data plane DT implementations. Both base-
lines support stateful (top-k) DTs and improve flow scalability
with respect to tree depth via efficient TCAM rule genera-
tion. To ensure fairness, we allocate the full switch pipeline
(all stages) to each baseline, including ours, and evaluate the
best-performing model each can support using all available
hardware resources. Table 2 summarizes the seven real-world
datasets (D1-7) used in our evaluation, spanning use cases

such as intrusion detection, traffic classification, and mod-
ern attack detection (e.g., DoS, botnets, infiltration). Together,
these datasets allow for a robust evaluation of the performance
of SPLIDT DTs against baselines across diverse network secu-
rity tasks. We also evaluate the volume of resubmitted traffic
under two representative data center workloads—E1: Web-
server [65], with many long-lived flows, and E2: Hadoop [65],
characterized by short, bursty mice flows.

Dataset Generation. To generate per-flow packet windows
for training SPLIDT DTs, we extended the widely-used CI-
CFlowMeter tool [32,34,51]. By default, CICFlowMeter iden-
tifies flows by 5-tuples, computes 78 flow-level features, and
emits statistics only at the FIN packet, discarding intermedi-
ate data. We modified it to output statistics at every window
boundary (e.g., each quarter of a flow for 4 partitions) and
reset flow state after each window. While NetBeacon’s phases
resemble SPLIDT’s windows, they differ in two key aspects:
(a) phase intervals grow exponentially (i.e., 2, 4, 8, 16, ...),
and (b) flow statistics are retained across phases, resulting
in the same top-k features being reused. For each dataset in
Table 2, we generate up to 7 partitions’ for SPLIDT. For
NetBeacon [89], we adopt the same phase intervals as their
public artifact.

7Classification accuracy significantly drops beyond 7 partitions.

USENIX Association

23rd USENIX Symposium on Networked Systems Design and Implementation

291



Stages D1 D2 D3 D4 D5 D6 D7
Fetch 0.9s 0.32s 0.0ls 0.07s 091s 0.24s 0.18s
Training 556s 228s 10s 84s 725s 163s 111s

Optimizer ~ 33s 45s 43s 43s 30s 32s 37s
Rulegen  0.8s 0.99s 091s 1.08s 0.71s 0.71s 091s
Backend  42us  45us  43us  42us  46us  4dus  4ATus

Time 589s 273s 54s 128s 756s 196s 148s

Table 4: Average time per iteration across different stages
of the SPLIDT framework.
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Figure 8: Maximum recirculation bandwidth (Mbps) of
SpPLIDT partitioned trees when processing datasets (D1-7)
for the two datacenter environments, E1: Webserver and
E2: Hadoop, with a varying number of flows. A model with
a single partition does not recirculate packets (0 Mbps).

5.2 End-to-End Analysis

Pareto Frontier. Across all datasets, SPLIDT DTSs consis-
tently outperform the baselines by achieving a superior
tradeoff—delivering higher accuracy at the same flow count.
This consistent ability to balance model performance (i.e., ac-
curacy) with scalability (i.e., number of flows) allows SPLIDT
to define the Pareto frontier across all evaluated datasets
(Figure 6). The resulting tradeoff curves are monotonically
decreasing: models yield higher accuracy when supporting
fewer flows and progressively trade off feature coverage and
model complexity to scale to larger flow counts.

Feature Scalability and Resource Utilization (TCAMs, Reg-
isters, and Recirculation Bandwidth). As shown in Table 3,
SpLIDT DTs consistently deliver the highest accuracy across
datasets, balancing tree depth and partitioning effectively.
They typically use less register space while maintaining com-
petitive accuracy, and optimize TCAM usage with manage-
able register overhead, well within the capabilities of modern
programmable switches [45,46] and SmartNICs [1, 50, 60].
For instance, in D6, SPLIDT supports more features® than
both baselines across all flow sizes (within 160-, 96-, and
32-bit budgets for 100K, 500K, and 1M flows, respectively),
while also deploying deeper trees. As shown in Figure 8 and
Figure 11, SPLIDT’s packet recirculation remains well within
the 100 Gbps resubmission buffer capacity and does not de-

8We describe the per-model features in Section A.

grade model responsiveness, matching NetBeacon [89] and
Leo [47] in per-flow time-to-detection (TTD). These results
underscore the efficiency of SPLIDT DTs in maximizing
accuracy under the same resource constraints as competing
baselines.

Offline Software Overhead. SPLIDT’s offline design search
reaches maximum accuracy for all datasets within 150 iter-
ations (Figure 7). As shown in Table 4, training dominates
the per-iteration cost (88% on average), followed by the BO
stage (12%), which leverages HyperMapper [57] to guide the
search toward high-performing models. Training is compu-
tationally intensive due to the recursive nature of SPLIDT
DTs, which involves deeper trees, more subtrees, and repeated
dataset partitioning. Despite this, the full search completes in
an average of 3.8 hours per dataset. Crucially, this process is
performed offline and only once per use case; as in large-scale
ML systems, training may be expensive but incurs no data-
plane packet-processing overhead, yielding fully optimized,
deployment-ready models [35,42].

5.3 Microbenchmarks

SPLIDT framework finds optimal model parameters for
partitioned decision trees. The SPLIDT DSE framework nav-
igates the parameter space for tree partitioning to identify
high-performing models for a given number of flows. Fig-
ure 9a shows the Pareto frontiers for fixed tree depths (10, 20,
30) as we vary the features per subtree and partition count. For
instance, in D2, a depth of 30 generally yields a better frontier
than depth 10—except at high flow counts (e.g., 1M flows),
where the simpler model performs comparably. Each dataset
benefits from a different tree depth depending on its feature
complexity and class distribution, and SPLIDT effectively
adapts to these differences. Figure 9b fixes the number of par-
titions (1, 3, 5), showing that fewer partitions often yield better
frontiers due to more packets per window, enhancing model
accuracy. Lastly, Figure 9c varies the number of features per
subtree (1, 2, 3): using more features improves accuracy but
reduces scalability; fewer features increase flow support at
the cost of classification performance.

SPLIDT DTs outperform baselines for any given TCAM
budget. Figure 10 shows that SPLIDT DTs consistently
achieve higher accuracy than the baselines across different
TCAM budgets. This improvement stems from reducing the
match key size by decreasing the number of features (k) used
in the model table for the active subtree.

SPLIDT DTs recirculate limited traffic without impact-
ing end-to-end flow-level time-to-detection (TTD). Figure 8
shows that in both environments: E1 and E2, packet recircula-
tion overhead of SPLIDT DTs stays well within the resubmis-
sion buffer capacity of 100 Gbps. Additionally, since packet
processing latency is fixed in RMT-based switches [45,46],
we evaluate the per-flow time-to-detection (TTD)—defined
as the time from the start of tree traversal to the final infer-
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Figure 9: Pareto frontiers for SPLIDT partitioned trees under varying constraints (top to bottom): (a) fixed tree depth,
(b) fixed number of partitions, and (c) fixed number of features per subtree.
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Figure 10: Comparison of #TCAM entries against F1 score for SPLIDT versus baselines.

ence decision—as shown in Figure 11 for D3 which closely
matches that of NetBeacon and Leo, while sustaining 9% and
16% higher F1 score, respectively. This indicates that recircu-
lation overhead in SPLIDT DTs does not negatively impact
model performance or responsiveness.

SPLIDT DTs scale feature count with constant register
space. SPLIDT DTs maintain a constant register footprint,
based solely on k features per subtree, regardless of the to-
tal number of unique features used across the entire tree
(Figure 12). As shown in Table 3, SPLIDT can store up to
30 distinct 32-bit features within a 128-bit register budget.
This demonstrates that by dynamically multiplexing features
across partitions and subtrees, SPLIDT minimizes register
overhead. This efficient use of stateful memory enables the
deployment of deeper, more complex DTs in the data plane.

SPLIDT DTs can accommodate a larger number of flows
with reduced feature bit precision while maintaining higher
F1 scores. We lower the bit precision of all features from 32
bits to 16 and 8 bits, respectively, and measure the resulting
impact on accuracy and flow scalability. Figure 13 shows
that this reduction affects all models similarly, as they are all
decision trees. On average, we observe a 7% (14%) drop in
accuracy with 16-bit (8-bit) precision, while the maximum
number of supported flows increases to 2M (4M). In both
cases, SPLIDT continues to yield a better Pareto frontier than

the baselines, due to its enhanced feature coverage.

6 Discussion & Limitations

Windowing Strategy and Extensions. Although SPLIDT
adopts a fixed partitioning strategy, the effective window size
varies across flows based on flow size, while remaining con-
sistent across partitions within a given flow. Our evaluation
shows that using equal-sized, per-flow windows across parti-
tions is sufficient to achieve robust performance (§5), while
avoiding the exponential expansion of the design search space
required to explore unequal window sizes within a flow (§3.2).

Deployment Assumptions and Threat Model. SPLIDT tar-
gets trusted data center environments in which programmable
switches are assumed to be secure, packet headers are not
adversarially spoofed, and attackers lack physical access to
networking hardware. Under these assumptions, flow-level
metadata maintained in registers and packet headers is treated
as trustworthy during inference, consistent with the threat
models adopted by prior in-network ML systems.

7 Related Work

Decision Tree (DT)-Based Inference in the Data Plane. De-
cision tree inference has been widely studied in programmable
data planes. Prior work has explored optimized match—action
table (MAT) representations and encodings (Leo [47], Net-
Beacon [89]), resource-efficient binary DTs via knowledge
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Figure 11: Time-to-detection (TTD) of D3 for environ-
ments: E1 and E2. Other datasets show a similar trend.

SpliDT:1 # SpliDT:2 + SpliDT:3 # SpliDT:4 + NB/Leo

1600-
» 1504~ /

0 ogg-
D 192-
o o96- He =
O_ 1 1 1 1 1 1 1 1
0 2 4 6 8 10 48 50
#Features

Figure 12: Register sizes (in bits) versus number of fea-
tures supported by each model. SPLIDT:k is a partitioned
tree with k features per subtree.

32 Bits 16 Bits 8 Bits
0.85- 0.85- 0.85-
9054—._‘._\"'\_.\ 0A64*'=¢E\\_. 054’%
S == —
& 0.42- \, 042 0.42- =
“NB - N N
T o021- Iée?DT 0.21- 0.21-
0.00- >PPT .~ 0.00-, ‘ "~ 0.00-, ‘ ‘
100K 500K 1M 100K 1M 2M 100K 2M aMm
#Flows #Flows #Flows

Figure 13: Pareto frontier of D3 versus bit precisions.

distillation (Mousika [79]), classification using packet-level
summaries (Planter [88]), and general DT-to-MAT mappings
(ITsy [83]). Extensions to ensemble models further support
random forests with dynamic, traffic-driven feature selection
(pForest [13]). However, these approaches typically rely on
static top-k feature constraints and single-pass DT execu-
tion. In contrast, SPLIDT enables dynamic feature allocation
across tree partitions and introduces incremental inference
via subtree transitions, optimizing stateful feature storage and
scaling to millions of flows with reduced TCAM overhead.

Neural Network (NN)-Based Inference in the Data Plane.
NN-based approaches offer high expressiveness but face
resource constraints in programmable data planes. Prior
work spans deployment frameworks (Taurus [71], Homuncu-
lus [72]), expressive sequential models (Brain-on-Switch
(BoS) [87]), and efficiency-oriented designs such as binary
or accelerator-assisted NNs (N3IC [70], ServeFlow [54], AC-
DC [48]). To support these workloads, recent platforms in-
tegrate dedicated inference hardware, including SmartNICs
(NVIDIA BlueField-3 [60]) and on-chip neural engines
(Broadcom Trident 5’s NetGNT [11]). While effective, these
approaches rely on specialized hardware, limiting model flex-
ibility, resource sharing, and online adaptation, and often re-
quire careful hardware—model co-design. In contrast, SPLIDT
targets resource-constrained, line-rate execution on existing
data planes, enabling scalable, high-accuracy inference with-
out external accelerators by partitioning decision trees and

reusing MAT stages and registers via recirculation.

Lookaside Accelerators for ML Inference. Modern ML in-
ference increasingly relies on high-performance accelerators
such as GPUs [22], FPGAs [81,82], TPUs [19], and Smart-
NICs [1, 60]. These platforms excel at offline or near-real-
time inference, motivating lookaside architectures that offload
packets or flow metadata to external co-processors for ML
inference [37,68, 78]. However, while effective for sampled
traffic and background analytics, lookaside inference is ill-
suited for high-speed networks requiring line-rate processing
with microsecond-level latency [11,47, 89]. External accel-
erators cannot consistently meet data-plane throughput and
latency demands, often forcing packet sampling and reducing
real-time detection coverage. In contrast, SPLIDT enables
scalable, line-rate DT inference entirely within the program-
mable data plane, eliminating lookaside offload and depen-
dence on external accelerators while ensuring low-latency
execution on the switch fast path.

8 Conclusion

SPLIDT recasts decision tree (DT) deployment in program-
mable data planes through partitioned, window-based infer-
ence. Unlike prior approaches that rely on static top-k feature
sets and one-shot execution, SPLIDT enables incremental
inference via subtree transitions and dynamic feature reuse.
Combined with a Bayesian optimization (BO)-based train-
ing pipeline, SPLIDT balances model accuracy and hardware
efficiency, scaling to millions of flows at line rate.

SPLIDT shows that complex and expressive in-network
ML inference is not only feasible but practical—without com-
promising model accuracy or performance. As network traffic
grows in volume and speed, SPLIDT offers a scalable and
efficient path to real-time, high-throughput inference under
tight hardware constraints. By enabling informed in-network
decision-making, SPLIDT contributes to ongoing efforts to-
ward a more responsible use of ML in networking.
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Candidate and Selected Switch Features For
Each Model Per Dataset.

Table 5 lists the set of candidate switch features that can be of-
floaded in programmable RMT-like data planes (e.g., packet
counts, aggregate sizes, and inter-arrival times). From this
space, SPLIDT’s custom training/search framework (§3.2)
automatically selects a subset of features to use in the mod-
els for each dataset (D1-7). The table reports these selected
features, with marked entries indicating which features were
chosen by each model.
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B Artifact Appendix
B.1 Artifact Overview

This artifact contains the full implementation of SPLIDT, in-
cluding the training framework, partitioned decision tree gen-
eration, HyperMapper-based design space exploration, and
evaluation pipelines used to produce all experimental results
in the paper. It is publicly available on our project website
at https://splidt-decision-trees.github.io/ and
on GitHub at https://github.com/SpliDT-Decision-
Trees/SpliDT-Artifact-NSDI26.

B.2 Contents

The artifact is provided as a self-contained reposi-
tory available at https://github.com/SpliDT-Decision-
Trees/SpliDT-Artifact-NSDI26.

e The dse-and-training-framework repository con-
tains the SPLIDT’s training framework, experimental
pipelines, and scripts necessary to reproduce Figures 6—
13 and Tables 3—-4.

* The README .md provides detailed instructions for run-
ning the training pipeline, executing the experiments,
and reproducing our microbenchmarks.

B.3 Requirements

The dse-and-training-framework is implemented in
Python v3.8.10. All required libraries and dependencies are
specified in environment . yml, which defines the complete
Conda environment used by the framework. This file ensures
that the same package versions and runtime environment can
be reproduced consistently across different systems. The envi-
ronment can be created by running conda env create -f
environment.yml, which installs all required dependencies
automatically.
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