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Abstract
Content Delivery Networks (CDNs) are known to be vul-
nerable to slow-and-low threats that exploit trusted proto-
cols while evading threshold-based defense at the edge. Our
work addresses three limitations at edge defense: constrained
resources, absence of a behavior monitor, and impractical
assumptions for online detection. To defeat slow-and-low
threats, we propose SketchVision, a vision-inspired detection
framework that redefines flow behavior monitoring and attack
detection under resource-constrained settings. We introduce a
vision-inspired sketch that encodes packet-level temporal pat-
terns of all flows into a compact image, a diffusion model tai-
lored for sketch denoising, and a generative inference pipeline
to forecast mature flow states from partial observations for
early detection. Implemented with eBPF-enabled data planes
and diffusion-based control, SketchVision achieves robust ac-
curacy across 19 types of slow-and-low attacks, reaching an
average AUC of 0.982 and F1 score of 0.913, improving de-
tection by up to 29% over the state-of-the-art methods, while
remaining efficient for large-scale CDN edge deployment.

1 Introduction

Modern production servers are positioned behind cloud-
hosted content delivery networks (CDNs) to mitigate vol-
umetric and application-layer attacks. However, studies have
revealed that CDN infrastructure is not immune to exploita-
tion [1, 2]. Recent attacks exploit the trusted protocol [3]
and operate below the volumetric detection threshold [4],
making CDN protection struggle to distinguish attacks from
legitimate traffic. The CDN-native detections are primarily
deployed at edge (entry-point) servers [5]. However, it encoun-
ters a dilemma triggered by the resource constraint nature.

On the one hand, edge servers are optimized for high
throughput and low latency to serve a large population of
clients. To monitor massive concurrent flows, the edge de-
fense function must keep a short measurement window for
flow monitoring (often just a few seconds) and finalize flow

investigation quickly to save scarce memory resources [6, 7].
On the other hand, such resource constraints enabled slow-
and-low attacks to operate at slow rates with low traffic vol-
ume, for evading current threshold-based detections [3, 4]. A
flow behavior monitor is crucial to defend against the slow-
and-low threats. However, the extensive resource consump-
tion prohibits the approach from being deployed at the edge.
Moreover, slow-and-low attacks exhibit a significantly higher
off-time-to-lifetime ratio than the burst-and-volumetric at-
tacks [8–13], meaning that these attacks are featured by much
lower flow activeness (refer to §2 for attack analyses). There-
fore, a much longer observation window is required to collect
enough flow data for informed detection, which unavoidably
adds extra burden to the edge servers. This phenomenon re-
flects the lack of robust behavior monitoring for slow-and-low
traffic in the current cloud-hosted CDN infrastructure.

Prior research efforts have introduced a range of attack
detection solutions tailored for different network attack
types [14–28]. However, these works focus on burst-and-
volumetric flow attacks only, by downplaying the impacts
of slow-and-low threats. State-of-the-art defense solutions
incorporate enriched features for finer-grained flow behavior
monitoring and attack detection [20, 21, 29, 30]. However,
their capacity for detection is insufficient to address effec-
tively slow-and-low threats in the edge-server environment.

In this work, we identify and address three research gaps.
First, current solutions fail to address the memory constraint
and scalability issues by adopting a hash table-based stateful
flow monitor for attack detection [20, 21]. These schemes
employ a selective flow monitor with an eviction policy, with
preference given to burst-and-volumetric flows, which caused
invisibility of slow-and-low threats to the detection module.
Second, we unveil that the behavioral features proposed in the
state-of-the-art schemes [29,30] ignore the temporal space be-
havior of flows to overcome the resource limitations. Lacking
of temporal behavior monitoring capability opens a chance for
adversaries to evade detection by mimicking a benign flow,
while behaving dramatically differently in temporal space.
Lastly, we shed light on a critical practicality issue of online
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detection [20, 21, 29, 30], as prior works generally assume
that network attack detection models are trained offline on
completed flow datasets. The pitfall is that online detection
must operate over continuous traffic streams, where flow com-
pletion (i.e., the availability of full data) is an uncertain event,
especially in the case of slow-and-low attacks. The partial
view of the attack flows triggers a critical logic flaw, that is,
offline-optimized models with fully observed inputs strug-
gle when supplied with partial or truncated flow observations
online (e.g., 20% of packets of flows), resulting in high uncer-
tainty and instability in detection. Our analysis indicates that
such a mismatch leads to false negatives when attack flows
are sparse, and to false positives when benign flows are at an
early stage (refer to §2 for point-to-point discussions).

In this paper, we propose a vision-based slow-and-low at-
tack monitoring and detection framework for edge servers,
namely SketchVision. At its core, we introduce a vision-
inspired sketch algorithm integrated with diffusion models
(supported by widespread edge GPU availability [31]) for
sketch denoising and generative inference. Our system aims
to (i) enable per-flow temporal behavior monitoring by re-
solving resource constraints and (ii) realize a practical online
detection to mitigate slow-and-low threats at an early stage.
The essential building blocks are summarized as follows:

(1) Vision-inspired Stream Data Sketch Algorithm. We first
overcome the edge resource constraint issue by advancing
the probabilistic stream data sketch algorithm [32–46]. In
particular, we propose a geometric encoding strategy that
transforms packet-wise temporal patterns of each flow into
a visual structure on an image, along with the per-packet
metadata rendered in the pixels. To boost memory efficiency,
we allow every single flow to be drawn into a shared image,
namely sketch universe, with memory randomization.

The vision-inspired sketch is crucial for addressing the mem-
ory bottleneck for fine-grained behavior monitoring of ALL
flows at edge servers, making slow-and-low attacks visible.

(2) Vision-based Sketch Denoising via Diffusion Model.
The vision-inspired sketch, however, introduces a more com-
plex noise issue, by inter-flow pixel overlaps in the image. We
tackle the issue by incorporating a diffusion model for flow
image (sketch) denoising. Since existing diffusion models de-
signed for vivid natural images [47] are incompatible with the
sparse network traffic pattern on sketch, we propose a flow-
aware learning, aiming to enable finer-grained recognition of
flow types based on visualized behaviors. Moreover, we feed
the diffusion model with clean and noisy flow sketches con-
currently for loss calculation. This design allows the model
to exploit their structural discrepancy and enables the reverse
diffusion process to act as a sketch-based denoiser [48–50].

The design trades GPU resources to maximize memory effi-
ciency for memory-constrained edge servers. The integra-
tion of the diffusion model for sketch denoising is key to

making vision-based slow-and-low attack detection viable.

(3) Generative Inference for Early Attack Detection. We
then tackle the impracticability of online detection derived
from the partial view issue by utilizing the diffusion model’s
generative capacity. We train the diffusion model to forecast
a flow’s final (or mature) state at its early stage via sketch in-
painting. This time, the forward process of a diffusion model
is fed by a partial flow sketch and its complete version con-
currently; thereby, the model can generate a completed flow
sketch based on a few packets and their temporal relations.

The diffusion model for generative inference enhances the
practicality of online detection under stream data, where
partial views of flows and slow-and-low attacks are norm.

We note that the denoiser and forecaster models do not
work alone, but serve as building blocks of SketchVision’s
attack detection pipeline, as sketch→ denoiser → forecaster
→ classifier. We refer to the process as generative inference.

We deployed SketchVision1 in an edge server environment.
With approximately 500 lines of code, we integrate the pro-
posed sketches into the eBPF-enabled data plane (kernel
space), deploy diffusion models into the control plane (user
space), and use direct memory mapping for sketch data com-
munication. Based on 19 types of slow-and-low attacks, we
verified the feasibility of vision-inspired sketch and diffusion
model-based denoiser by achieving an average AUC of 0.982
and an F1 score of 0.913, which is a 29% average improve-
ment compared to state-of-the-art schemes [20, 21, 29, 30]. In
the early detection, SketchVision achieves F1 score of 0.933
using only 20% of the flow’s packets, up to 73% improve-
ment compared to state-of-the-art schemes. Finally, our results
show that the diffusion model, on average, takes ↑113 ms for
sketch denoising and ↑11 ms for forecasting, which makes it
viable for slow-and-low attack detection.
Organization. We first motivate SketchVision in §2. Then,
we explain the threat model and system workflow in §3. Next,
we describe function designs in §4 and §5, followed by the
system implementation in §6. In §7, we give comprehensive
system and security evaluations. Lastly, we described related
works and concluded our work in §8 and §9, respectively.

2 Motivating SketchVision

In this section, we motivate SketchVision via attack analysis.
We then discuss three challenges for slow-and-low detection.

2.1 Analysis of Slow-and-Low Attacks
We analyzed a recent attack dataset [21], which consists of 80
types of malicious traces, categorized into slow-and-low and
burst-and-volumetric attacks based on the flow duration and

1The source code is at https://github.com/NIDS-LAB/SketchVision
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(a) Attack categories (b) Slow-and-low attacks

Figure 1: Comparison of attack types: slow-and-low vs. burst-
and-volumetric, with slow-and-low variations.

activeness. We stress that our categorization does not neces-
sarily imply attack duration, since it is an attacker’s choice.
Our perspective is the flow monitoring window required to
collect enough packets for detection, considering both flow
duration and activeness. We define activeness as the ratio of
active bins (10 ms each) over the flow lifetime, and observed
that burst-and-volumetric attacks last less than 5 seconds and
are active for over 50% of bins, whereas slow-and-low attacks
can last up to 40 seconds with much fewer active bins.

In Figure 1 (a), we compare slow-and-low (red) [51–56]
and burst-and-volumetric (blue) [19, 57–61] attacks, in terms
of activeness, duration, flow size, and inter-packet delay. As
shown, the burst-and-volumetric exhibit a bursty nature with
larger volume and higher activity throughout their lifetime.
Therefore, a short measurement window at the edge is suffi-
cient for threshold-based detection. In contrast, slow-and-low
attacks, characterized by much lower activity and volume,
can easily evade such detection. We further visualize slow-
and-low attacks in Figure 1 (b), categorized into Data Exfil-
tration [19, 59], C2 Communication [62], DDoS [8, 10, 11],
Botnet [63, 64], and Surveillance [59, 65]. As shown, slow-
and-low attacks exhibit similar behaviors in terms of duration
and activeness, but differ significantly in packet-level behav-
iors, such as packet size and inter-packet delay. Therefore, a
binary classifier that treats all attack types as a single class
is impractical given their substantial disparity. State-of-the-
art solutions [20, 21, 66] train multiple independent models
for binary classification of each attack type; however, this
adds extra burden to the packet processing pipeline. These
observations suggest that a scalable and packet-level flow be-
havior monitor with a unified multiclass recognition capacity
is crucial to mitigate slow-and-low threats at the edge.

2.2 Challenges

Lacking Scalable Flow Behavior Monitor. Edge servers, as
the entry point to CDNs and cloud infrastructures, sit close to
clients and offer first-line defenses, such as filtering, rate limit-
ing, and protocol sanitization before traffic reaches the central

cloud. These defenses, relying on the threshold- and signal-
based detections, are effective against burst-and-volumetric
attacks, but fall short against slow-and-low attacks [3, 4]. Par-
ticularly, given limited capacity at the edge, computing re-
sources are largely consumed by delivery, caching, and rout-
ing, leaving little capacity for deep inspection or feature ex-
traction [67]. These constraints further force downgrading of
granularity and duration for the flow observation (i.e., thresh-
old or signal-based detections), resulting in the edge servers
being ineligible for tracking slow-and-low attacks [68, 69].
Existing deep learning approaches, including LSTMs [70] and
VAEs [71], offer promising anomaly detection capabilities
but remain impractical for line-rate deployment. The require-
ment for sequential packet ingestion imposes an unsustainable
memory burden on edge devices due to the need for exten-
sive per-flow state preservation. State-of-the-art flow behav-
ior monitoring systems [21, 22] employ a memory-intensive
hash table to collect per-flow features at packet-level granu-
larity, creating a severe bottleneck due to the ever-increasing
edge flow rates, from 10 K flows/s in 2012 [72] to 50 K
flows/s in 2024 [73]. With resources prioritized for user appli-
cations [74], such unbounded memory overhead exposes the
defense itself to resource saturation attacks. The alternative
selective approaches [19,20,66] reduce overhead but sacrifice
flow coverage; thus, leaving loopholes for adversaries [29].

Evading Coarse Behavior-based Detection. The state-of-
the-art approaches to generalizable flow measurement mainly
rely on flow-level aggregated flow features, such as packet
size distribution [20, 75, 76] and inter-packet delay distribu-
tion [19, 29, 77], neglecting packet-level temporal dependen-
cies and metadata within flows. While this design circumvents
resource constraints, the highly aggregated feature allows an
attacker to forge attack flows to mimic benign patterns while
hiding malicious behavior. In Figure 2, we show that flow-
level distribution features cannot distinguish an attack flow
that mimics a benign flow’s distribution (see Figure 2 (a)), and
also has a large room to behave differently over an extended
temporal domain (see Figure 2 (b)). Existing solutions [21,22]
attempt to preserve temporal dependencies using per-flow
hash tables for packet-level temporal relation logging, which
is memory-intensive and unrealistic for real-world deploy-
ment. Therefore, it is crucial to enable a packet-level temporal
behavior monitor to defeat advanced adversaries at the edge.

Partial View of Slow-and-Low Attacks. Training machine
learning (ML) models offline on completed flows data and
then applying them during online detection is a common prac-
tice in current approaches [20, 29, 66, 77, 78]. However, we
stress that the dataset on completed flows is almost unavail-
able when online detection operates on a dynamic network
stream. The issue centers on the design of the detection trigger.
First, online detection that is triggered by flow completion
signals introduces the other attack surface, as adversaries
can randomly inject flow termination packets. Second, idle
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(a) Flow-level distribution (b) Packet-level temporal behavior

Figure 2: Evading coarse behavior-based detection: as shown,
malicious flow behavior mimics benign distribution-level pat-
terns, concealing temporal malicious behavior.

(a) PCA feature analysis (b) ML performance

Figure 3: Partial view of slow-and-low attack: PCA reveals
that flows at different stages form distinct clusters, correspond-
ing to inconsistent ML performance across these stages.

timeout-triggered detection allows an attacker to exploit a
continuous stream to evade the detection trigger. Lastly and
therefore, most state-of-the-art systems employ hard timeout
or threshold-based approaches to perform detection with a
partial view of the flows [19–23].

Our observation is that models trained on full data will fail
in either excessive false alarms or delayed detection due to the
non-stationary statistical features of a network flow, i.e., fea-
tures at different stages exhibit distinct behaviors. To verify,
Figure 3 (a) illustrates principal component analysis (PCA)
of network flows; the data distribution of an early-stage flow
occupies a different feature space from the data of a com-
pleted one. This discrepancy causes a model to either miss
the attack or incorrectly flag benign partial flows, as shown in
Figure 3 (b). One might suggest training models on multiple
window sizes to address the issue. However, such an approach
introduces substantial training overhead and deployment com-
plexity, making it impractical in real-world deployment [66].
Finally, we argue that the issue is particularly challenging for
low-and-slow attacks since it lacks a scalable flow behavior
monitor, and waiting for flow completion is unrealistic.

3 Vision-based Attack Detection Framework

To defeat ever-evolving adversaries, recent advances have
inspired researchers to apply GPT-like large language models
(LLMs) to network security problems [79–81]. Conceptu-

ally, LLMs designed for sequential text align well with the
stream-oriented nature of network traffic. However, the per-
flow data collection, tokenization, and vectorization at packet-
level granularity trigger severe scalability issues. Therefore,
deploying LLMs for online defense is infeasible, but available
for offline security analyses. To enable AI for online detection,
we designed SketchVision to encode temporal information into
a compact image representation while leveraging the genera-
tive capacity of diffusion models for data recovery and early
detection. In the following, we define the threat model for our
system and describe the architecture and workflow.

3.1 Threat Model
As shown in Figure 4, we assume an adversary to con-
trol a botnet or malware to attack production servers be-
hind a content delivery network (CDN). The attack exploits
trusted protocol and slow-and-low attack patterns to evade
current edge defenses designed for burst-and-volumetric at-
tack mitigation. In this work, we focus on slow-and-low
threats, illustrated in Figure 1, which demand packet-level
temporal behavior monitoring. The burst-and-volumetric at-
tacks are excluded, as volumetric edge defenses are well-
established [14, 18, 22, 23, 78, 82]. We assume adversaries
apply perturbations to packet sizes and timing to evade de-
tection. Given the diverse temporal patterns inherent to these
attacks, we emphasize the necessity of multi-class recognition.
Lastly, a concept drift issue is not considered in this work.

3.2 System Design and Workflow
As shown in Figure 4, our framework is designed for de-
ployment at edge servers (entry points) of CDNs, to protect
production servers from slow-and-low threats. We assume
the edge server runs an eBPF-based monitoring module [83]
within the kernel space to boost network traffic processing
speed, and equips at least a consumer-grade GPU for running
AI-assisted tasks. Based on these edge settings, we propose
SketchVision framework to enable a per-flow behavior monitor
at packet-level granularity for slow-and-low attack detection.
The essential building blocks and workflow are as follows:
1 Vision-inspired Sketch (Data Encode). SketchVision
starts with vision-inspired per-flow behavior sketching in the
kernel space, which resides in the eBPF-enabled express data
path (XDP). The proposed sketch encodes flows into a com-
pact image representation by converting packet-level tempo-
ral relations into geometric structures that preserve primitive
flow behavior, as well as the metadata with pixels. To achieve
sublinear memory usage, we employ the conventional sketch
concept to allow memory random sharing among visualized
flows. System-wise, we maintain a hash table for per-flow
metadata, including 1) tuples for IDs, 2) the timestamp of the
first packet for temporal behavior sketching, and 3) per-flow
count to trigger AI-based detection. We note that storing per-
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Figure 4: System workflow: SketchVision integrates with the
NIC driver’s eBPF XDP module, encoding per-packet features
into eBPF memory shared between the user space and the
kernel for subsequent sketch denoising and flow forecasting.

flow metadata only, but not features, adds a negligible burden
to the edge server (e.g., 14 MB required per 1 million flows).
2 Memory Mapping for AI Modules (Data Retrieval).
Next, we map the kernel-space sketch memory to a reserved
user-space region, enabling real-time data retrieval from the
XDP and preparing for AI-driven inspection at the server’s
control plane. The detection trigger is embedded in the sketch
encoding logic to contact the user-space XDP agent with the
ID of active flows (srcIP and dstIP). We apply a small thresh-
old based on the per-flow count of the hash table (i.e., partial
view of flows) to trigger the detection, using the generative
capacity of the proposed diffusion models (see below).
3 Sketch Denoising and Flow Forecasting (Data Process).
Our AI modules are placed in the user space (control plane)
of the edge servers and listen to detection events triggered
by the XDP agent. Based on the visualized flows, our first
objective is to train a diffusion model on a diverse range of
network traffic, including both malicious and benign flows.
Therefore, the model learns to capture the underlying patterns
and structures of diverse flows. With the flow-aware learning,
we proposed two diffusion model-based function variations,
namely 1) sketch denoiser and 2) flow forecaster. The former
resolves the notorious sketch noise issue that is caused by
flow-wise pixel sharing, and the latter performs generative
inference of slow-and-low attacks with a partial view of flows
for early detection (refer to §5 for diffusion model designs).

4 Detection and Action. The proposed diffusion models
serve as data processing units rather than a classifier, since
our research interest is to prove the feasibility of generative
inference for network applications. In our evaluation, we show
that our diffusion-based data processing functions can be
combined with an elementary convolutional neural network
(CNN)-based classifier that is trained by the complete flows
(current training and testing paradigm) for early detection,
given a partial view of flows. System-wise, we employ a
native access control list (ACL) module to take proactive
actions for early mitigation of slow-and-low threats.

4 Vision-inspired Behavior Sketching

Our first technical contribution is to extend a conventional
per-flow counting sketch concept to a vision-based per-flow
behavior sketch. The proposed sketch is motivated by state-
of-the-art works that leverage a hash table for logging entire
and exact packet orders and arrival times for all flows [21,22],
which wastes excessive memory space and is impractical even
for a data center environment. Our vision-inspired sketch is
the key to enabling a per-flow temporal behavior monitor at
edge servers with a limited budget, by approximately encod-
ing packet-level temporal behavior in an image for all flows.
Data Structure and Function Logic. As shown in Figure 5,
SketchVision applies behavior sketching to a data structure or-
ganized as an N↓N grid, referred to as the “Sketch Universe”,
with each cell containing three 8-bit slots. Visually, each cell
is interpreted as a pixel in a standard 2D image. To visualize
temporal behavior of flows, each flow is given a base point
and then the temporal patterns of packets are converted into
a geometric representation, using an angle (!) and radius (R)
relative to a flow’s base point, while per-packet attributes (i.e.,
packet size in this work) are recoded in the corresponding pix-
els; we refer to this process as “per-flow painting”. To locate
the base point of flows within the Sketch Universe, we use a
pairwise-independent hash function on the source-destination
tuple to determine the flow location. This process is applied
to all flows within the shared Sketch Universe. We note that
geometric encoding in the shared universal memory triggers
interference and overlap among flows, known as sketch noise.
We address the issue in §5, which is referred to as diffusion
model-based sketch denoising.
Encoding (Flow Painting). Algorithm 1 illustrates the en-
coding function. For an incoming packet of flow f , first, two
pairwise independent hash functions are used to determine
a base point (x,y) in the grid for the flow encoding (lines
1-3). As shown in Figure 5, subsequent packets of the flow f
are then encoded based on this base point by converting the
temporal patterns into angle (!) and radius (R). Particularly,
we leverage each packet’s timestamp to vary the encoding
location using the circular formula R · ei!, where the radius R
represents the average inter-packet delay of the flow at each

USENIX Association 23rd USENIX Symposium on Networked Systems Design and Implementation    1057



Pkt Data

Pkt 2

Pkt 3

!!
!"

Per-flow Painting

Flow-wise
Memory Randomization

(base point hashing)

(R, G, B)

Sketch Universe

For all pkts in a flow:

Packet-level
Flow Temporal Feature

Base PointTime
Interval

1 2
Attack	Pattern	

Sample

Cropping → ML Input3

N

N

03

02
AvgIPD
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packet arrival and angle ! is mapped to each packet’s arrival
time directly (lines 4-6). Such a design transforms packet-
level temporal relations into a geometric structure, where the
eventual shape depends on the packet-level temporal dynamic-
ity of the flow. We simply calculated the average inter-packet
delay (i.e., AvgIPD, see Equation 1) by using a separate native
eBPF hash table to store per-flow ID, the first timestamp, and
the packet count. Worth noting that the hash table stores per-
flow metadata only, and the resource-intensive packet-level
temporal feature is encoded on the sketch. After determining
the pixel (location) for each arriving packet (lines 7-8), we
encode packet metadata into the 24-bit pixels. Specifically,
13 bits record the number of packet collisions in pixels, and
11 bits store the estimated (average) packet length upon col-
lisions (lines 9-14). We note that the 11-bit assigned to the
packet length covers the standard maximum transmission unit
(i.e., 1500 bytes). Also, enlarging the collision counter is an
option by employing 32-bit pixels for the sketch image.

Decoding (Image Cropping). In the proposed system, we do
not decode flow data directly from the sketch, since retrieving
packet-level numerical data is complex and imprecise due to
the pixel overlaps among flows. Instead, we aim to use a diffu-
sion model to interpret the visual representation of the flow’s
behavior directly. To prepare data for vision-based process-
ing, we could estimate the flow’s data region by calculating
its central coordinates (x,y), derived from the flow’s ID and
its average inter-packet delay. To simplify computation and
maintain consistent input dimensions for the model, we fixed
a 64↓64 projection bounding box considering the maximum
attack volume. Consequently, a 64↓ 64 patch, centered on
the flow’s coordinate, is cropped from the sketch universe and
serves as a compact image-based representation of the flow’s
behavior for the downstream tasks.

Algorithm 1: Sketch Encoding
Input: Sketch Universe SU , Sketch Size N ↓N

1 tuple ↔ (pkt.SrcIP, pkt.DstIP);
2 key1 ↔ H (tuple), key2 ↔ H ↗(tuple);
3 xbase ↔ key1 mod N, ybase ↔ key2 mod N;
4 (timepkt , lenpkt)↔ pkt;
5 R ↔ AvgIPD(key1,timepkt);

6 ! = 2∀ ·
√

timepkt
T ;

7 xpkt ↔ (xbase +R · cos(!)) mod N;
8 ypkt ↔ (ybase +R · sin(!)) mod N;
9 (R,G,B)↔ SU [xpkt ][ypkt ];

10 pkt_cntcollision ↔ (R0:R7, G0:G4)13↘bit ;
11 pkt_lenavg ↔ (G5:G7, B0:B7)11↘bit ;
12 pkt_lenavg ↔

pkt_cntcollision↓pkt_lenavg+lenpkt
pkt_cntcollision+1 ;

13 [R0:R7, G0:G4]13↘bit ↔ pkt_cntcollision +1;
14 [G5:G7, B0:B7]11↘bit ↔ pkt_lenavg;

Design Intuitions. The design of radius R and angle ! is
empirical, based on temporal characteristics of flows. The
radius R reflects a flow’s current average inter-packet delay
(IPD) upon arrival of a new packet. The design to encode each
packet with the flow’s average IPD enables measurement of
the flow’s temporal dynamicity, denoted as:

R = # =
1

n↘1

n↘1

∃
i=1

(ti+1 ↘ ti) =
1

n↘1
(tn↘1 ↘ t1) (1)

where ti is the timestamp of the ith packet and n is the total
packets. Our analyses indicate that slow flows exhibit large
and variable inter-packet delays, whereas burst flows have
small and stable delays. By encoding R with average inter-
packet delay #, a flow’s shape naturally adapts to its burst and
activeness patterns. That is, slow-and-low flows with large-
and-irregular #s map to outer space, expanding their geomet-
ric footprint and making irregular delays more distinguishable,
whereas burst flows with small # maps to inner space, produc-
ing compact representations to reduce memory overhead. This
design significantly enhances the visibility of slow-and-low
attacks, which are often ignored by threshold-based detec-
tion systems [14, 16, 19, 23, 78, 82, 84, 85] by allocating them
sufficient space to reveal temporal irregularities.

The angle ! serves as the other factor to distribute each
packet’s timestamp across the geometric plane for captur-
ing the temporal diversity of a flow. A straightforward linear
time-to-angle projection ftime↘to↘angle(t) = 2∀ · t/T , where
T is a fixed time window mapped onto a full period of a cir-
cle. This projection produces a fixed repeating cycle over
time, distributing packets uniformly. However, during the
flow establishment stage, flows often burst with subtle timing
differences [86], and in later stages, irregular IPD variation
of slow-and-low attack samples uniformly from this projec-
tion, creating dense or sparse structure regions. To adapt to
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such characteristics of slow-and-low attack, i.e., capturing
subtle differences in early stage while efficiently representing
sparse data over time, we use ftime↘to↘angle(t) = 2∀ ·

√
t/T ,

where T defines the first cycle and evolves according to
T (t) = 2

≃
T · t +T . Initially, the first cycle progresses slowly,

magnifying the flow’s early stage; in later stages, the cy-
cles stretch, with longer periods compressing the sparse data
points. This design reveals early-stage activity with a lower
collision rate and gracefully handles sparse data, achieving
both sensitivity in the early phase and memory-efficient rep-
resentation over extended periods.

Worth noting that the eventual shape of flows is determined
by their temporal dynamics (i.e., inter-packet delay variations
across stages). A near-perfect circle can be observed when a
flow exhibits highly stable inter-packet delays combined with
high volume, matching the profile of burst-and-volumetric
flows. Our interest is a distorted and incomplete circle corre-
sponding to the profile of slow-and-low attacks that is sparse
and unpredictable. Lastly, an adversary may add packet-level
perturbation for its own flow (see §7.3 for Generalizability),
but triggering flow-level collisions is hard due to the unaware-
ness of hash algorithms and seed values of the sketch.

5 Diffusion Model as Denoiser & Forecaster

Utilizing the cropped image containing the flow behavior,
we next aim to recover the flow’s behavior from sketch noise
and classify the flow. In the presence of sketch noise, directly
classifying the cropped image confuses the classifier, lead-
ing to misclassifications. To address this, we first propose
a diffusion-based method to denoise the sketch. Moreover,
leveraging temporal information and recent advances in diffu-
sion forecasting, we then predict the future flow states using
a learned generative prior over temporal dynamics for early
detection of slow-and-low attacks.
Preliminaries. In this paper, we follow the DDPM formula-
tion [47], modeling the forward process as a Markov chain
with additive Gaussian noise and learning a reverse process
that removes the added noise to recover the data. The forward
process progressively corrupts an initial image x0 ⇐ q(x0),
sampled from the data distribution q. At timestamp t the cor-
rupted data xt is obtained as:

xt =
≃

%̄t x0 +
√

1↘ %̄t &, & ⇐ N (0,I), (2)

where %̄t =∋t
s=1(1↘(s), and (t ⇒ (0,1) is a predefined noise

schedule controlling the noise at each stage. Equation 2 is
equivalent to q(xt | xt↘1) := N (xt ;

√
1↘(t xt↘1, (tI). Subse-

quently, we train a neural network &! to reverse the forward
process, modeling the distribution:

p!(xt↘1 | xt) = N (xt↘1;µ!(xt , t),)!(xt , t)). (3)

We train the model to minimize the error in estimating the
original clean sample x0 using &!(xt , t). During inference,

we start from a noisy sample xT and iteratively denoise it to
recover x0 from distribution q. At each step, we compute xt↘1
using the mean of parameterized reverse process p!(xt↘1 | xt),
an approximation of the true posterior q(xt↘1 | xt ,x0), which
is a tractable Gaussian distribution with mean:

µ̂t(xt ,x0) =
≃

%̄t↘1(t
1↘%̄t

x0 +
≃%t (1↘%̄t↘1)

1↘%̄t
xt , (4)

where the coefficients are determined by the forward diffu-
sion schedule. This training/inference is called unconditional,
since the model learns the full distribution q without addi-
tional information. To distinguish between different classes or
attributes within q, conditional diffusion models incorporate
external guidance or auxiliary signals to guide the generative
process toward specific targets [87, 88]. Here, the model is
expressed as &!(xt , t,c), where c denotes external condition.

5.1 Diffusion Model for Sketch Denoising
We explain our diffusion model design for sketch denoising.
Problem Definition. Let x̃ denote the noisy sketch image of
a flow cropped from the sketch universe and x the clean noise-
free image, which are available during offline training. The
goal is to learn x̃ ⇑→ x. However, learning a direct mapping is
non-trivial, as the sketch noise is highly nonlinear and exhibits
a complex pattern. Instead, we propose to blend Gaussian
noise with sketch noise and let a diffusion model progressively
learn the flow structure and sketch noise under corruptions,
ultimately reverse the noisy image to a noise-free image.

The first challenge is that the standard diffusion model [47]
is designed to reverse the input back to an anchor point (i.e.,
x̃T ⇑→ x̃), which is a noisy sketch, but not the clean one (i.e.,
x̃ ⇑→↓ x). The second challenge is that existing diffusion-based
denoisers [89–95] are designed for vivid natural images with
predictable noise, which is incompatible with the sparse slow-
and-low flows. Especially when multiple flows coexist within
the same image, the inference (i.e., sketch noise) that occurs
among sparse flows requires superior flow-awareness for the
denoiser to recognize distinct flows within sketch noise.
Gaussian Noise Blending for Sketch Noise Learning. While
we expect direct mapping x̃T ⇑→ x, sketch noise makes this
task non-trivial. Our core assumption is that sketch noise is
primarily driven by super-mice flows in heavy-tailed traf-
fic [32–46]. With randomized flow mapping within the sketch
universe, the super-mice flows converge toward a Gaussian
distribution per the Central Limit Theorem [96]. Thereby, dif-
fusion models serve as an ideal denoising mechanism, lever-
aging their inherent capability to reconstruct signals from
Gaussian-corrupted data [47]. As shown in Figure 6, while
the standard diffusion model Mstd is capable of learning these
distribution and even more complex types of corruption [97],
the reverse process conceptually towards the anchor point
(x̃T ⇑→ x̃), which cannot serve as a denoiser Mgoal . To tackle
the issue, we propose a novel diffusion model-based denois-
ing function Mdenoiser, which remodels the standard training
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Figure 6: Direct sketch denoising is challenging; the standard
diffusion model moves toward the anchor point via Gaussian
denoising. Using both clean and noisy sketches, the model
learns to remove both types of corruption.

process with a novel loss function. At its core, we incorporate
both noisy and clean sketch images of all flows to derive the
loss, allowing the model to learn the distribution of clean
image q(x) referencing noisy image q(x̃).

Given the sketch image x̃, we corrupt it with Gaussian
noise according to the forward process (Equation 2), which
is defined for T diffusion steps. While the forward process is
defined up to T steps, training the denoiser on all T steps can
be computationally expensive and may even be unnecessary,
since timestamps near T correspond to pure Gaussian noise
and are less informative for sketch denoising. To reduce the
training overhead, we instead sample timestamps from a trun-
cated range t ⇐ U{1, . . . ,∗} with ∗ ⇓ T . This choice, inspired
by [98], allows the model to focus on a representative spec-
trum of Gaussian noise levels without the full cost of training
across all steps. The proposed loss function is denoted as:

L = Ex,t,&,c
[
⇔&!(x̃t , t,c)↘x⇔2], (5)

where x is indirectly referenced when deriving losses based
on x̃; thereby, the reverse process moves towards the distri-
bution of the clean image, rather than the noisy anchor point.
With the proposed loss design, the model provides an approx-
imation of the clean image with a diverse set of corruptions;
however, under sketch noise domination, the model tends
to over-denoise and inadvertently remove important details.
During inference, we follow the standard backward process,
which was found to be effective in resolving the sketch noise
issue. In particular, during the backward process and starting
from x̃t, we first estimate the clean image x̂, which is then
used to guide the next less noisy input x̃t↘1 derived as a com-
bination of estimated clean image x̂ and the current noisy
sketch x̃t using Equation 4. This iterative denoising results
in consistent and robust denoising, where the contribution of
x̃t helps restore the lost information, while the influence of x̂
guides the process towards the clean image.
Flow-aware Unconditional Denoising. To boost the flow-
awareness during training, we condition the model on the traf-
fic class label l ⇒ {0,1, ...,L}, which specifies one benign and
L attack types. The label l is projected into an embedding and

Algorithm 2: Training Denoiser and Forecaster
Input: Flow input x1

obs, target flow xtarget, condition c
(e.g., p, l, Xpast ), # diffusion steps ∗ ⇓ T

// 1 Denoiser: xobs = x̃p, xtarget = xp, c = (l, p)

// Forecaster: xobs = xp, xtarget = xp+s, c = (l, p,Xpast)

1 for each training step do
2 t ⇐ Uniform({1, ...,∗});
3 & ⇐ N (0,I);
4 xt =

≃
%̄t xobs +

≃
1↘ %̄t &;

5 u ⇐ Uniform(0,1);
6 if u < pcond then
7 &̂ = &!(xt , t,None);
8 else
9 &̂ = &!(xt , t,c);

10 L = ⇔&̂↘xtarget⇔2;
11 Backpropagate and update model parameters !;

12 return !;

fed into the denoising network to learn attack class-specific
distributions. However, a unique challenge is triggered for
the flow-aware training, since the true label is unknown dur-
ing online denoising (i.e., inference phase). Our solution to
the problem is to train the model with occasionally provided
condition l among flow instances, and otherwise with a “null”
label, allowing it to denoise unconditionally when label infor-
mation is unavailable [87]. We further construct our training
dataset with snapshots of flows at different stages. Accord-
ingly, an additional conditioning variable p, which represents
the number of packets, is given during training to generalize
the model beyond a fixed-snapshot denoiser.

Algorithm 2 highlights two key modifications of the dif-
fusion process: 1) occasional conditioning (lines 6-9) and 2)
loss calculation with paired inputs (line 10). We use pair-wise
input (x̃p, xp) denoting a flow’s sketch and its clean image
with p encoded packets, with c = (p, l) as conditioning vari-
ables. During each training step, we sample a timestamp t uni-
formly from 1 to ∗ and blend Gaussian noise with the sketch
image across different flow stages p and class conditions l.
Depending on a given probability, the model is conditioned
on both flow type and temporal embedding c to predict the
clean image using the mean squared error (MSE).

5.2 Diffusion Model for Flow Forecasting
Next, we explain how to train a diffusion model for forecast-
ing a flow’s mature state using a partial view of the flow.
Problem Definition. Let xp denote a flow’s sketch image
rendered with the first p packets, and let xp+s be the fu-
ture flow state with s packets ahead. Ideally, the objec-
tive is to learn a forecasting function M f orecaster, such that
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M f orecaster(x1,x2, . . . ,xp) ⇑→ xp+s, where the forecasting is
conditioned on the past observations. For achieving precise
generation, forecasters in other domains often rely on the en-
tire history of the previous data [99–101]. However, during
online inference, storing and processing per-packet flow pro-
gression is impractical due to the significant overhead added
to the system. Therefore, it is crucial to achieve forecast-
ing accuracy with computational efficiency. Moreover, when
training a diffusion model with per-packet flow progress (i.e.,
x1,x2, . . . ,xp), the sparse network flow representation at the
early stage increases learning difficulty, leading to incorrect
forecasting, emphasizing the importance of flow-aware fore-
casting over the entire flow progression.

Iterative Forecasting with Partial View. Our solution is
to predict the future state xp+s from a sliding window of
w historical snapshots sampled every s packets, rather than
updating on a per-packet basis. Formally, we defined the fore-
casting function as M f orecaster(Xpast ,xp) ⇑→ xp+s, where the
forecasting is conditioned on a window of w past observations
Xpast = xp↘(w)·s,xp↘(w↘1)·s, . . . ,xp↘s. The window parameter
w controls how far into the past the model looks, while the
step size s determines the sampling frequency of that history.
Accordingly, a small s provides a high-resolution view of the
past at a high computational cost, whereas a large s is efficient
but might fail to capture rapid or subtle temporal dynamics.
Our experiments indicate that the model captures essential
flow dynamics with larger step sizes. Furthermore, an autore-
gression approach [101] can generalize the forecasting to
states of {p+ 2s, p+ 3s, . . .}, using each predicted state as
the conditioning input for the next step.

Algorithm 2 illustrates the training procedure for our fore-
caster. Unlike our denoiser that pairs clean- and noisy- im-
ages, we use pair (xp, xp+s) denoting the current flow state
and the future state at p + s, with conditioning variables
c = (p, l,Xpast). The training process follows a procedure
similar to our denoiser, with the addition of conditioning on
Xpast . We also initialize the diffusion model input by adding
noise to the current sample xp, keeping past observations
Xpast as-is, which has been shown to accelerate generation
compared to starting from pure Gaussian noise [102].

One-step Forecasting. We note that the autoregressive model
is not our eventual goal, but a foundation for a one-step fore-
caster that predicts the final state xN of a flow directly from
partial view xp, i.e., P(xN |xp), where N is the total packets
of flows in the training dataset. The one-step forecaster sig-
nificantly reduces computation and memory consumption,
and also eliminates the forecasting error accumulation that
appears in autoregressive forecasting. We report results of
both one-step (§7.3) and autoregressive models (Appx. A.1).

Joint Forecasting and Denoising. We further explore a uni-
fied model for simultaneous denoising and forecasting. The
model is trained to predict the final clean state from a sketch
image P(xN | x̃p) (refer to Appx. A.2 for details).

6 System Implementation

We implemented SketchVision in three main components in
the edge server: (1) a vision-inspired behavioral sketching
module within an eBPF XDP kernel written in C, enabling
real-time encoding of temporal traffic behavior directly at
the NIC level; (2) a user-space program, XDP Agent in C,
serving as a bridge to retrieve data, feed it to the ML pipeline,
collect results, and install ACL rules; (3) a Python-based user-
space program that leverages the data from XDP Agent for
denoising and forecasting. Building SketchVision in the con-
strained eBPF/XDP environment introduces several technical
challenges, where floating-point operations and the use of
standard mathematical functions such as sqrt, sin/cos are not
supported. Additionally, all loops must be statically bounded,
and memory accesses must be provably safe and within prede-
fined ranges to satisfy the kernel’s strict verifier. To overcome
the lack of built-in mathematical functions, we precomputed
the required operations over expected input ranges and stored
them in lookup tables accessed through BPF maps at run-
time [103]. Another challenge we faced was the absence of
a built-in hash function for flow-based point mapping. Due
to loop bounding constraints in eBPF, we resorted to using
a single round of MurmurHash3 [104], a widely adopted
lightweight alternative for the eBPF environment.

7 Experimental Evaluation

This section evaluates SketchVision compared with state-of-
the-art systems in the early detection of slow-and-low attacks,
demonstrates the effectiveness of diffusion-based denoisers,
and shows the latency analysis to prove the feasibility.

7.1 Experimental Setup

Testbed. We implemented SketchVision in eBPF, comprising
⇐ 500 lines of C code, complemented by Python scripts for
ML inference. All experiments and model training were con-
ducted on a server equipped with an Intel(R) Xeon(R) CPU
@ 2.60 GHz, 1 TB DRAM, and an NVIDIA A100 GPU.

Dataset. We used 19 types of slow attacks grouped into five
categories, as shown in Figure 1 (b), selected from the recent
study [21], comprising 80 attack variants (details are provided
in Appx. B). The selected attack traffic was split into training
and testing sets using an 80:20 ratio. Each attack segment was
mixed with benign background traffic from the real-world
MAWI dataset [105] over a one-minute monitoring period.
For training, we employed an autoencoder-based augmen-
tation strategy [106] to generate 2 K flows per attack type
by injecting varying levels of noise into the autoencoder’s
latent space, diversifying network traffic, and strengthening
diffusion-based training.
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ML Models and Parameters. We trained a conditional U-Net
diffusion model using OpenAI’s codebase [107], incorporat-
ing embeddings for timestamp, flow progression, and flow
class labels (details in Table 3). For classification, we used
a multiclass CNN for fine-grained learning, reporting binary
results to highlight overall performance. The training dataset
consists of image sequences generated by our behavioral en-
coding framework: for each flow, we use ten noisy sketch
variants per packet to train the denoiser/forecaster and the
corresponding final clean image to train the classifier.

7.2 Metrics
Area Under the ROC Curve (AUC). We used AUC to quan-
tify the performance of attack detection models by comparing
the True Positive Rate (TPR) and False Positive Rate (FPR)
at various classification thresholds (ROC curve).
Accuracy. We used Accuracy to measure the correctness of a
model’s predictions compared to the actual values.
F1 Score. We used the F1 score to evaluate the accuracy of
the binary classification model. It is defined as the harmonic
mean of precision (the proportion of true positive results in
all positive predictions) and true positive rate (TPR) to denote
the trade-off between precision and TPR.
False Negative and Positive Rates (FNR and FPR). We
exam the attack detection performance of the proposed system
using FNR (attack as benign) and FPR (benign as attack).
Structural Similarity Index (SSIM). We used SSIM, a per-
ceptual metric that evaluates the similarity between two im-
ages for a context-aware assessment of image quality.

7.3 Early Detection via Generative Inference
This section compares SketchVision with state-of-the-art ML-
based attack detection systems for early detection with a par-
tial view of attack flows.
Setting. We selected one attack type from each category, in-
cluding Botnet (telnetpwdla) [63, 64], C2 Communication
(mazarbot) [62], DDoS (ssdprdos) [8, 10, 11], Data Exfiltra-
tion (koler) [19, 59], and Surveillance (adload) [59, 65], and
mixed them with benign background traffic, comprising 11.6
M packets and 64 K flows in total over a one-minute monitor-
ing period. We report results of all attack types and detailed
configuration of the compared schemes in Appx. C. We al-
located 12 MB to sketch-based schemes: SketchVision and
SketchFeature [29]. In contrast, FlowLens [20] and Flow-
Pic [76] consumed ↑13 MB and ↑256 MB, respectively, pro-
portional to traffic volume. nPrintML [108] used negligible
memory for its per-packet detection. For early detection, we
apply a small threshold of 5 packets for prediction. SketchVi-
sion follows sketch → denoiser → forecaster → classifier
pipeline to derive early detection performance.
Early Detection Performance. Table 1 illustrates the perfor-
mance of each method. nPrintML [108] adopts a packet-level

Table 1: Comparing SketchVision with state-of-the-art (super-
vised) schemes in early detection of low-and-slow attacks.

Schemes Feature (Grnlrty) AUC ACC F1 FNR FPR

nPrintML1 [108] Hdr Info. (packet) 0.905 0.985 0.202 0.885 0.000
FlowLens [20] PS Dist. (flow) 0.970 0.964 0.738 0.420 0.000
SketchFeat. [29] IPD Dist. (flow) 0.992 0.963 0.695 0.460 0.001
FlowPic [76] PS&IPD Dist. (flow) 0.999 0.982 0.874 0.220 0.000
SketchVision PS&IPD (packet) 0.997 0.989 0.933 0.041 0.008
IPD/PS: Inter-Packet Delay/Packet Size FlowLens, nPrintML1 use RF, others CNN

approach using bit-aligned header representations. However,
its reliance on static content ignores temporal flow dynam-
ics, resulting in poor detection performance. FlowLens [20]
and SketchFeature [29] rely on per-flow distribution features.
While SketchFeature improves memory efficiency over the
unbounded FlowLens, neither effectively identifies malicious
flows from partial observations (F1 ↑ 0.74 and 0.70). The
lack of a forecasting mechanism leads to poor accuracy, as
features extracted from early-stage traffic occupy a distinct
feature space compared to complete flows (see §2). Flow-
Pic [76] improves performance (F1 = 0.874) by aggregating
IPD and PS distributions into a 2D histogram. However, this
incurs unbounded memory costs (4 KB/flow). Moreover, the
lack of a forecasting mechanism similarly constrains its ef-
fectiveness, resulting in 22% of attack flows being missed.
SketchVision performs per-packet behavioral monitoring (via
temporal-aware features) in sublinear memory and utilizes
generative inference to forecast from partial early flow data.
Consequently, it outperforms all other approaches, achieving
an AUC of 0.997 and an F1 score of 0.933 while observing
only 20% of the packets, performance unmatched by any other
scheme in both feature effectiveness and memory efficiency.

Visual Examples. Figure 7 presents visual examples of repre-
sentative attacks, for each category of Botnet, C2 Communica-
tion, DDoS, Data Exfiltration, and Surveillance, demonstrat-
ing how an early partially encoded flow behavior in sketch
universe can be denoised and effectively be used to predict
final flow behavior using our diffusion model-based forecaster.
As shown, the attack flows, encoded from a small early portion
of packets, are obscured by sketch noise, making it difficult for
humans to discern the true pattern. The diffusion model first
captures the context and removes sketch noise, after which
the forecasting model predicts the final state of the flow. As
shown in the reference data, the predictions are quite close,
allowing the classifier to classify them reliably.

Generalizability. Figure 8 evaluates the generalizability of
SketchVision and FlowPic under perturbations. While these
do not represent targeted adversarial attacks, they test the mod-
els’ resilience to noise. During the inference phase, we intro-
duce random noise to packet timing and packet size by varying
the perturbation rate r from 0 to 1.2. These perturbations are
applied independently to each packet with a probability of 0.5;
when applied, the original Inter-Packet Delay (IPD) or Packet
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Figure 7: Visual example of representative attack per category,
showing sketch denoising and final flow state forecasting.

(a) PS perturbation (b) IPD perturbation

Figure 8: Generalizability analysis under random perturba-
tions of packet size and inter-packet timing.

Size (PS) values are scaled by a factor of (1+ r). As shown,
SketchVision exhibits superior robustness compared to Flow-
Pic, revealing the vulnerability of flow-level statistics (used by
FlowPic) to variations in IPD and PS distributions [29]. This
highlights the advantage of finer-grained, packet-level encod-
ing. Moreover, SketchVision maintains high AUC stability
thanks to the generative inference of diffusion models, which
are known for their resilience to such perturbations [109].

7.4 Diffusion-based Sketch Denoising
This section analyzes the performance of the diffusion model-
based sketch denoiser in terms of detection accuracy and
feature similarity after denosing.
Setting. To evaluate denoising performance, we focus on the
final image of each flow to match the input of “denoiser →
classifier” pipeline. We mixed each of the 19 attack types
with benign background traffic over a one-minute monitoring
period, then encoded each resulting set into its own sketch

Table 2: Classification performance of the copped image from
sketch universe with 1) noise present and 2) after denoising.

Category Input Data AUC ACC F1 FNR FPR

Botnet Baseline 0.999 0.998 0.976 0.021 0.000
With noise 0.504 0.978 0.000 1.000 0.000
Denoised 0.990 0.996 0.905 0.035 0.004

C2 Com. Baseline 0.999 0.998 0.980 0.009 0.001
With noise 0.500 0.976 0.000 1.000 0.000
Denoised 0.977 0.994 0.894 0.044 0.005

DDoS Baseline 1.000 0.999 0.999 0.000 0.000
With noise 0.519 0.959 0.065 0.963 0.000
Denoised 0.998 0.997 0.968 0.002 0.003

Data Exfil. Baseline 0.999 0.999 0.992 0.003 0.000
With noise 0.500 0.966 0.000 1.000 0.000
Denoised 0.953 0.986 0.848 0.091 0.012

Surveil Baseline 0.999 0.999 0.991 0.002 0.000
With noise 0.500 0.975 0.000 1.000 0.000
Denoised 0.994 0.998 0.953 0.018 0.002

universe. Next, we apply base-point cropping to each flow,
retaining only those with at least 20 packets to filter out super-
mice benign flows and pass the resulting images to 1) the
final classifier (with noise) and 2) the diffusion model for
denoising, which is then fed into the classifier (denoised). We
assess sketch denoising robustness by varying the packet-to-
pixel ratio K, where a higher value implies more collisions.

Performance of Sketch Denoising (Ablation Study). To
assess performance, we report the average results of all at-
tacks in five categories. Table 2 compares the performance
of the classifier in three scenarios, when K = 3. The Base-
line (collision-free scenario without sketch memory sharing)
achieves near-perfect detection on clean images, confirming
the effectiveness of the temporal-aware feature representation.
Conversely, Without Denoising fails completely (AUC = 0.5)
due to the presence of sketch noise. However, With Denois-
ing restores near-optimal accuracy (AUC > 0.98, F1 > 0.8),
demonstrating the robustness of our data recovery approach.

Effectiveness of Sketch Denoising (Feature Similarity). To
further demonstrate the impact of sketch noise, we use the
Structural Similarity Index Measure (SSIM) to compare the
structural and contextual similarity between the pairs (clean,
sketch) and (clean, denoised) images. We note that the choice
of SSIM is to restore data distribution, not exact pixel values
in diffusion-based denoising. As shown in Figure 9 (a), when
sketch noise is present (Noisy), the SSIM is very low up to 0.5
for K = 3 and decreases to 0 when K = 16, explaining why
the classifier struggled to classify flows. However, with the
applied denoising model, we observed a significant improve-
ment in data recovery in both the targeted region, where the
flow data are encoded, and its peripheral area. The denoising
model effectively removed most of the sketch noise, achiev-
ing near-perfect SSIM values. In the targeted region, SSIMs
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(a) Recovered sketch data (b) ML performance

Figure 9: SSIM of encoded sketches pre- and post-denoising,
along with classifier performance under memory pressure.

approach 0.95 as K decreases, enabling robust classification.
Denoiser Robustness varying Sketch Memory. Figure 9 (b)
illustrates the classifier performance after sketch denoising,
varying packet-to-pixel (K) settings. The boxplots show the
AUC and F1 distribution of all 19 attack types. As shown,
when K ⇓ 9, the denoiser maintains SSIM scores above 0.8,
ensuring robust detection with AUC above 0.98 and F1 scores
above 0.8 for all attack types. However, at K = 16, the perfor-
mance drops for half of the attack types with sparse, intermit-
tent signals, which are easily overwhelmed by dense sketch
noise. Under such extreme memory pressure, reliable recon-
struction becomes untenable, limiting F1 scores to 0.4-0.8.

7.5 Latency and Throughput

Data Plane Module. The complexity of SketchVision’s data
plane is comparable to the state-of-the-art count-min sketch
implementation in the eBPF environment [110], which re-
quires two hash operations and four memory accesses per
packet. In particular, our SketchVision implementation per-
forms four memory accesses to read precomputed values for
functions such as sqrt and sin/cosine, along with two hash
operations to locate packets in the sketch. We note that com-
pared to the native eBPF, the sketch overhead is negligible.
eBPF can further scale packet processing using multi-core
computing, a standard technique [110, 111].
ML Module. Figure 10 (a) shows that SketchVision exhibits
↑ 138 ms latency for a single image, including denoiser (113
ms), forecaster (11 ms), and CNN (14 ms). We note that the
diffusion model’s overhead is mainly determined by the num-
ber of processing steps, which forms a trade-off with data
processing quality (see Appx. D for details). The forecaster
model is lightweight with a 1-step forecasting. Meanwhile,
the denoiser employs a 10-step denoising for complex sketch
noise. The diffusion models are an unavoidable cost to realize
SketchVision; however, we show that the overall throughput
can be improved by using a larger batch size, as illustrated in
Figure 10 (b). Targeted low-and-slow threats relax latency re-
quirements compared to a high-volume scenario (e.g., 50 K/s
pick flows arrival rate in 2024 [73]), providing edge defense
with the necessary computing windows for analysis. Lastly,

(a) Per-model latency (b) Overall throughput

Figure 10: Per-model processing time breakdown and infer-
ence performance varying batch size.

we note our diffusion model is trained based on a standard and
unoptimized reference model [107], for baseline setting, also
leaves a huge room for acceleration via model- and hardware-
aware optimizations, which is the norm in practice [112–115].

8 Related Work

ML-based detection algorithms [16, 20–23, 30, 82] have
boosted the performance of traditional signature- and
threshold-based [14, 17, 18, 23, 116] solutions. However, lim-
ited memory resources for per-flow data collection pose a
trade-off between feature granularity and collection scalabil-
ity. Aggregation-based approaches [30, 66, 77, 82] sacrifice
detail for scale, while distribution-based methods [20,29,117]
capture richer features but incur unbounded memory usage
and ignore temporal dynamics [19, 22, 29]. CPU-based so-
lutions [21, 22, 78] relax memory constraints to capture per-
packet temporal features but scale poorly under high-volume
traffic. Recent Transformer-based payload analyses [118,119]
are ineffective even for application identification [120], mak-
ing their extension to attack detection impractical due to the
prohibitive memory cost of long packet sequences. Moreover,
these post-collection approaches lack early detection capa-
bilities for slow-and-low attacks. In contrast, SketchVision
enables a scalable per-flow detection from partial observa-
tions via rich temporal-aware features.

9 Conclusion

In this paper, we aim to defeat slow-and-low threats in CDN
networks, motivated by 1) the lack of a scalable solution for
long-term monitoring, 2) the neglect of temporal informa-
tion in prior work, and 3) unrealistic assumptions in offline
training and online detection. We propose SketchVision, a
vision-inspired approach that encodes packet-level temporal
patterns of all flows into a sketch universe. We then leverage
diffusion-based denoising to remove sketch noise for each
flow, and then perform diffusion-based forecasting to predict
the final flow state from partial observations. Experiments
verify SketchVision’s scalability feasibility of early detection
with negligible delay in the edge setting.
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A Forecaster Variants and Extension

This section evaluates the performance of the diffusion model
for forecasting using three forecasters: autoregressive, one-
step, and joint unified denoising and forecasting. Table 3 lists
the hyperparameters for diffusion models.

Table 3: Diffusion model training hyperparameters.

Hyperparameter Value Hyperparameter Value

Image Size 64 ↓ 64 Batch Size 32
Epochs 4000 Diffusion Steps (T ) 2000
Base Channels 64 Beta Schedule Cosine
Loss Type L2 Learning Rate 1↓10↘4

Attention Resolutions 32, 16, 8 Num. Attention Heads 4
Number of Classes 20 Training Cutoff ∗ 800
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A.1 Autoregressive and One-step Forecasting
To train the model P(xp+s | Xpast), where Xpast =
xp↘w·s,xp↘(w↘1)·s, . . . ,xp↘s, we set the fixed intervals as s = 5
packets, with a window of w = 5 observations. This corre-
sponds to observing 25 past packets at intervals of 5. We
extend the input of the diffusion model to include Xpast and
apply channel-wise convolution for feature extraction, which
serves as the latent conditioning for denoising. Training is
then performed with input pairs (xp+s,xp), conditioned on
c = (l, p,Xpast). Each flow forecasting pipeline is performed
at fixed intervals of s = 5 packets, with a window of w = 5
past observations to predict the flow state in the next 5 packets.
Then, each new 5-packet segment arrives, a new observation
is formed, and predictions continue autoregressively up to
100 future packets (20 generative inferences in total), with
an upper limit of 150 packets, meaning that no forecasting is
performed for flows larger than 150 packets, as we found this
number already gives optimal performance.
Results. At each step, flow classification is performed, and
if a flow is classified as malicious with confidence above 0.9,
the flow is labeled as an attack; otherwise, the process repeats
over the next arrival of s packets. As shown, a clear drawback
of the autoregressive approach is that we need to maintain the
history for each flow to use in the next forecasting, which adds
overhead. In terms of performance, however, we found that
the overall classification results are comparable to the one-
step forecaster and the ideal, noise-free condition, as shown
in Figure 11. However, due to the accumulation of noise over
the forecasting period, the autoregressive approach detects
traffic later, as shown in Figure 12 when K = 9, with 90% of
attacks detected after observing 50% of the packets.

A.2 Joint Denoising and Forecasting
In this section, we aim to determine whether a model can nat-
urally filter out sketch noise and, even in its presence, forecast
the mature flow state, i.e., P(xN | x̃p). For this purpose, we
employ Algorithm 2 to train on pairs (xN , x̃p) conditioned on
(l, p). Therefore, we reduce the forecasting pipeline to skerch
→ denoise-and-forecast → classify, improving efficiency and
reducing computational overhead.
Results. We use the same setup as the generative inference
experiment using our one-step forecaster in Appx. C. That is,
the cropped sketch images are fed directly into the diffusion
model to denoise and predict the flow’s final-stage behaviors.
Figure 13 demonstrates the performance. We observed that
performance declined compared to having a separate denoiser
due to the complex sketch noise pattern. However, the model
is still capable of learning meaningful patterns and achieving
strong forecasting performance when K is smaller than 6. As
shown in Figure 14, compared to the one-step forecaster, it de-
tects 90% of attacks after observing 40% of packets, whereas
the one-step model requires 25%. The main advantage of

Figure 11: Autoregressive forecasting performance.
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Figure 12: Early attack detection using autoregressive model:
(a) shows detection timelines for noise-free vs. denoised im-
ages; (b) shows detection timing across diverse attack types.

this unified approach is faster inference in one diffusion step,
reducing total denoising and forecasting time to 11 ms using
a single diffusion model.

B Dataset Selection

From the 80 attack variants introduced in [21], we identified
30 types exhibiting slow-and-low characteristics based on two
criteria: (i) a flow duration exceeding 5 seconds, and (ii) an
activeness ratio below 0.5 (indicating > 50% idle time). We
excluded the remaining 11 categories from analysis due to
insufficient sample size or because the attacks were too small
to be considered significant, resulting in the final 19 types.
The benign background traffic was sourced from the WIDE
MAWI project (Vantage Point G, AS 2500), collected be-
tween January and June 2020. We applied an 80:20 train-test
split exclusively to the attack traffic. The 80% training parti-
tion served as seed data for autoencoder-based augmentation,
generating 2 K synthetic flows per attack type. These were
combined with 50 K benign flows for the training dataset.
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Figure 13: Joint denoising-forecasting performance.

Botnet C2 Com. DDoS Data Exfil. Surveil

mazarbot

thbot
telnetpwdla
telnetpwdmd
bitcoinminer

ransombo
wannalocker
ssdprdos
cldaprdos
riprdos

charrdos
dridex
feiwo
snojan
penetho

koler
adload
webcompanion
mobidash

(a) Denoised vs. Noise-free (b) Attack-wise CDF

Figure 14: Early attack detection using joint model: (a) shows
detection timelines for noise-free vs. denoised images; (b)
shows detection timing across diverse attack types.

C Early Detection via Generative Inference
(Detailed)

The detailed description of generative inference is as follows.
Early Detection Configuration. Since none of these works
are designed for early detection, we report the result when
collecting data for the first 150 packets of a flow, by sending
the decoded information directly to the classifier (trained on
full data). For SketchVision, we perform early detection every
5 packets once the flow size reaches 20, and limit per-flow
observation up to 150 packets to reduce overhead. Specifi-
cally, we crop the image from the sketch universe and process
it through denoiser → forecaster → classifier pipeline. For
SketchVision, we use the autoregressive forecaster model de-
scribed in §5 to derive one-step forecaster; specifically, we
set s = N ↘ p and w = 0, which corresponds to predicting the
final state xN of a flow given the first p encoded packets, i.e.,
P(xN |xp). To ensure high-confidence predictions, we use a
decision threshold of 0.9. Additionally, we apply the average
score over a sliding window of size 5: if the average score
within the window indicates an attack, the sample is classified
as an attack; otherwise, it is considered benign. This method
helps mitigate fluctuations in classification for certain sam-
ples, including occasional misclassifications between attacks
and benign flows during early stage forecasting (see §5).

Figure 15: One-step forecasting performance.
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Figure 16: Early attack detection using one-step forecasting:
(a) shows detection timelines for noise-free vs. denoised im-
ages; (b) shows detection timing across diverse attack types.

Performance varying Memory. Figure 15 presents boxplots
of per-attack-type early detection performance as K varies. In
general, when K ⇓ 6, the early-stage behaviors of different
types of attacks are very similar, and performance is compara-
ble to that of the autoregressive model. As K increases beyond
6, classifier performance degrades noticeably. Unlike the au-
toregressive approach, which leverages five historical images,
the one-step approach relies on a single observation. Conse-
quently, due to the similarity in early-stage attack behaviors,
we observe that the diffusion model forecasts some attack
flows into other attack types; nevertheless, these flows are
still labeled and counted as attacks in our binary evaluation.

Attack-wise Detection. Figure 16 (a) compares early detec-
tion performance of SketchVision using the ground-truth clean
image (noise-free) versus the denoised image as input to the
forecaster in the “forecaster → classifier” pipeline. As shown,
predictions based on denoised data closely follow the ground-
truth, emphasizing the effectiveness of the denoiser. Notably,
86% of attacks are detected with only 20% of a flow’s packets,
rising to 95% with 50% observed packets, highlighting a key
milestone in proactive network defense. Figure 16 (b) shows
the CDF of early detection per 19 attack types. Most attack
flows are detected within the first 10-30% of packets, though
a few (Feiwo, Snojan, Penetho, Bitcoinminer) require more
due to sparse or benign-like early behavior. Overall, we can

USENIX Association 23rd USENIX Symposium on Networked Systems Design and Implementation    1071



(a) Attack detection AUC (b) Attack detection ACC

Figure 17: Denoising performance of the diffusion process
under varying levels of Gaussian noise added during training.

conclude that slow-and-low attacks can be predicted using
only a small fraction of packets, enabling a practical online
detection under stream data.

D Gaussian Noise Impact

We study the impact of Gaussian noise on the diffusion
model’s ability for effective denoising and examine sampling
choices during denoising at inference time.
Training Noise Step Limit. By selecting a large T (e.g.,
2000), Gaussian noise is gradually added at each step of the
forward process, which promotes stable training. However,
this introduces additional unnecessary steps for the denoising
task, since steps near T primarily contribute to pure image
generation [121]. Consequently, reducing the number of train-
ing steps can significantly save computation time without
degrading denoising performance. We define ∗ ⇒ [0,T ] as the
maximum timestamp for the amount of Gaussian noise added
during training and investigate how this choice impacts the
diffusion model’s performance. To achieve this, we trained
multiple diffusion models using the same number of epochs
while varying ∗, and evaluated their performance under differ-
ent levels of sketch noise by adjusting the K (packet-to-pixel
ratio) from 1 to 16. Figure 17 illustrates the performance of
a binary classifier when the denoiser is trained with various
∗. Notably, when ∗ = 0, no Gaussian noise is added during
training, reducing the model to a pure U-Net or autoencoder.
As shown, this configuration leads to poor denoising per-
formance, as the model fails to learn robust representations
necessary for effective denoising. Moreover, we observe that
the impact of ∗ becomes more pronounced under high sketch
noise, i.e., when K becomes bigger than 9. In these high-noise
settings, higher values of ∗ improve denoising performance,
suggesting that exposing the model to more noise during train-
ing enhances its robustness. In contrast, when exposed to a
less noisy sketch, the choice of ∗ has a smaller effect on per-
formance. Based on these results, we selected an upper bound
of 800 for training the diffusion model and Gaussian noise
sampling, which provides the best performance.
Sampling Noise Initialization. During sampling, when vary-
ing the sketch noise, the question is how much Gaussian

(a) Attack detection AUC (b) Attack detection ACC

Figure 18: Denoising performance of the diffusion model
with different levels of initial Gaussian noise.

noise should be added to the input to initiate the backward
process and achieve optimal denoising. Additionally, does this
choice affect the detection performance? To explore this, we
focused on the case where K = 9 and analyzed how different
amounts of added noise affect the results. Figure 18 shows the
classifier’s performance as the initial noise level (timestamp)
varies from 1 to 80. Performance improves with increasing
noise levels up to t = 10, after which gains become negligi-
ble. Since lower timestamps reduce computation and speed
up inference, and t = 10 provides a good balance between
accuracy and efficiency, we selected this value for denoising
the sketch. For forecasting during flow progression, we used
t = 1, which yielded the best results. Further increasing the
timestamp provided only marginal improvements relative to
the computational cost.
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