
This paper is included in the Proceedings of the 23rd USENIX Symposium 
on Networked Systems Design and Implementation.

May 4–6, 2026 • Renton, WA, USA
ISBN 978-1-939133-54-0

Open access to the Proceedings of the 23rd USENIX Symposium  
on Networked Systems Design and Implementation is sponsored by

Harp: Improving VPC Network Availability  
via Efficient Failure Detection and Rerouting  

in Tencent Cloud
Jiayu Hu, Feng Jin, and Xianping Zhou, Tencent; Kai Zhang, Fudan University;  

Zhen Shen and Yongkang Luo, Tencent

https://www.usenix.org/conference/nsdi26/presentation/hu-jiayu



Harp: Improving VPC Network Availability via Efficient Failure Detection and
Rerouting in Tencent Cloud

Jiayu Hu1, Feng Jin1, Xianping Zhou1, Kai Zhang2†, Zhen Shen1, Yongkang Luo1

1Tencent, 2Fudan University

Abstract
We present Harp, a mechanism for efficient and robust failure
detection and recovery for VPC networks. Unlike previous
approaches, Harp does not rely on specific hardware features
or transport protocols. Instead, Harp is a lightweight software
implementation that identifies feasible physical paths between
each pair of communicating hosts and monitors their health
states. When network failures occur, Harp can swiftly switch
influenced flows from a failed path to a healthy path within
a short interval. Harp has been deployed in Tencent Cloud
for more than two years and has proven its effectiveness
in handling network failures. According to the results from
production systems, Harp can significantly reduce the VPC
network’s outage time by 78.71%-99.97% and essentially
bypass failed paths on a sub-second timescale. We also share
our experiences of how Harp efficiently detects and handles
network failures when deployed in Tencent Cloud.

1 Introduction

Tencent Cloud is a large cloud service provider that offers
computational services for global clients, as well as Tencent’s
flagship products, e.g., WeChat and QQ. Tencent Cloud pro-
vides rich cloud services such as computing, storage, network,
and databases. To meet the dramatically increasing demand
for cloud computing, hundreds of thousands of servers are de-
ployed in Tencent data centers worldwide. However, dozens
of network failures inevitably occur at Tencent data centers ev-
ery year due to hardware switch faults, software bugs, and op-
erational configuration mistakes. These failures cause jitters
in networks and even result in disconnection. Such failures
would incur service interruptions of Tencent Cloud products
and compromise service-level agreements (SLAs). Therefore,
the mechanism to effectively detect and handle network fail-
ures has been a major focus at Tencent Cloud.

Because of the importance of network failure handling in
delivering robust cloud services, there has been a spectrum
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of techniques deployed across main cloud providers, such
as MPTCP [23, 39], SRD [43], and PRR [53]. These stud-
ies are generally based on multi-path technologies to lever-
age abundant physical paths between communicating hosts.
Specifically, they utilize the forwarding policies at switches to
route packets across multiple paths in the data center network.
For instance, MultiPath TCP (MPTCP) creates multiple TCP
sub-flows to map the traffic on separate physical paths, while
Protective ReRoute (PRR) uses IPv6 flow labels to inform
switches to route flows to new paths. Both approaches use
TCP Retransmission Time-Out (RTO) as a signal of failure.
When there is a failure, the approaches change their flow iden-
tifiers, such as the IPv6 flow label or a field in the five-tuple,
to try to switch to a new path. These approaches have demon-
strated their effectiveness when deployed in the corresponding
clouds.

Tencent Cloud does not adopt the existing approaches in
handling network failures in its data centers. The main rea-
sons are as follows. 1) Legacy network devices: There are
many legacy network devices deployed across Tencent data
centers that do not support unified global configurations. For
instance, not all switches support the IPv6 protocol. There-
fore, techniques using IPv6 flow labels cannot be adopted
here. 2) Incompatible with existing software: Transport-
based approaches, such as MPTCP, require modification of
the VM software stack. Due to incompatibility with exist-
ing cloud software, deploying them at scale is challenging.
3) Unpredictable recovery time: With the emergence of
latency-sensitive applications, such as Redis, tenants demand
higher efficiency for failure detection and recovery. Although
existing approaches try to switch physical paths when they
detect a network failure, it is still possible that the new path
also suffers from the same network issue. Therefore, consid-
ering the underlying hardware infrastructure and the evolving
latency requirements of cloud applications, Tencent Cloud
aims to design a general, effective, yet lightweight failure
detection and handling mechanism that fits the modern cloud
environment.

This paper proposes Harp, a lightweight failure detection
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and recovery mechanism that effectively enhances the avail-
ability of VPC networks in Tencent Cloud. The key to Harp is
to identify available physical paths between each pair of com-
municating hosts and balance the flows among these paths
to enhance network utilization. Harp uses the UDP source
ports to leverage Equal Cost Multi-Path (ECMP) [48, 60] on
switches to control the physical paths, which helps build a
path pool for each host pair (§3.2). Based on this approach,
Harp adopts a lightweight in-band failure detection mecha-
nism to monitor the health states of physical paths in real-time
(§4). Specifically, Harp periodically inserts probe information
into the traffic flow in both directions and uses a mechanism
to calculate whether the path is functioning or has failed.
When a network failure happens, Harp switches the affected
flow’s physical path to a healthy one by modifying its UDP
source port (§3.3). By knowing the states of all physical paths,
Harp can avoid unavailable paths and reroute affected flows
to healthy ones with a significantly higher probability. By
in-band detection, Harp can achieve high probe coverage with
negligible overhead (§4.3). Harp does not rely on specific
hardware features and is transparent to cloud applications,
enabling the deployment of Harp on existing infrastructures.

Harp has been deployed in Tencent Cloud since 2023,
across nearly all regions. We share our deployment expe-
riences with three typical cases, including core switch and
DCI switch failures (§5 and §6). Each case details how Harp
efficiently handles network failures for cloud tenants. Further-
more, we have evaluated Harp’s effectiveness in ultra-large
production systems (§7). According to the results, Harp can
significantly reduce the outage time for VPC networks by
78.71%-99.97% and essentially reroute flows to functional
paths on a sub-second timescale.

2 Background

2.1 Tencent Data Center Network Architec-
ture

Data Center Network in Tencent: Tencent Cloud services
have been provided since 2013, and so far, hundreds of thou-
sands of servers have been deployed in Tencent data centers
worldwide. In Tencent data centers, a Data Center Network
(DCN) is organized as a modified tree structure [2, 25], as
shown in Fig. 1. The tree-based structure comprises three
tiers of switches. Switches at the edge layer, known as leaf
switches, are used to connect hosts with the network. Switches
at the aggregation layer, known as spine switches, aggregate
traffic from the edge layers and forward it to core switches
that reside at the root of the tree. Core switches provide con-
nectivity to spine switches and data-center interconnection
(DCI) switches. DCI switches connect Tencent Cloud’s data
centers. Each host is connected to two leaf switches via net-
work interface cards (NICs) that are aggregated into a single
logically bonded interface [31, 37]. The two-leaf switches

aggregate host traffic in a rack and forward it upstream to the
spine switches. The two tiers of leaf and spine switches, and
the resident hosts, compose a point of delivery (PoD).
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Figure 1: A data center network topology in Tencent Cloud

Virtual Private Cloud: Virtual Private Cloud (VPC)
[3, 54, 57] is one of the fundamental network techniques of
infrastructure-as-a-service (IaaS) provided by cloud service
providers, like Tencent, Amazon Web Services, and Microsoft
Azure. It provides an abstraction of allocated cloud resources
and enables tenants to customize network space in the pub-
lic cloud as a private network in enterprises. Lots of cloud
services, like Redis [6], Cloud Object Storage (COS) [55],
and Cloud File Storage (CFS) [27], have already been de-
ployed with VPC services. VPC networks are unrelated to
physical network typologies. For example, in Fig. 1, three
VPCs connect Virtual Machines (VMs) deployed on the same
host (VPC0), across hosts (VPC2), and across PoDs (VPC1).
There is a class of tunnel protocols, which support the delivery
of VM packets with the host IP address, used to implement vir-
tual networks, such as Virtual Extensible LAN (VXLAN) [33].
In Tencent Cloud, the VPC service is built upon Generic Pro-
tocol Extension for VXLAN (VXLAN-GPE) [20]. VXLAN-
GPE encapsulates VM traffic within UDP datagrams, and it
is comprised of a UDP header, a VXLAN-GPE header, and
multiple network service headers (NSHs) [38], including the
Harp protocol header.

The VPC architecture in Tencent Cloud is depicted in Fig. 2.
Every host is installed with three modules: a VPC agent, a vir-
tual software-based switch, and our failure recovery module,
Harp. The VPC agent is a distributed control plane module in
charge of obtaining routing and access control configurations
from a centralized controller of Software Defined Network
(SDN) [24]. The virtual switch [35] works in the data plane,
switching traffic among VMs and aggregating the external
access traffic to leaf switches via querying routing tables main-
tained by the VPC agent. A VPC is identified and isolated via
a unique VPC ID. When communicating inside a VPC, the
virtual switch sends the egress VM traffic over VXLAN-GPE,
where the VPC ID is stored in the NSH header. At the other
end, the virtual switch checks whether ingress packets are
destined for VMs in the host by querying mappings of VPC
IDs and VPC subnets. It removes the outer headers before
delivering the packets to destination VMs. In Tencent Cloud,
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tenants can use either IPv4 or IPv6 as the inner IP protocol,
but the underlying IP protocol is fixed to IPv4. This is due to
commercial reasons, where parts of the network devices in
Tencent data centers don’t support IPv6.

DCN

Host

VPC0 VPC1

VPC Network Infrastructure

VM VM VM VM VM VM

Host

Overlay Traffic

Virtual SwitchVPC Agent

IPv4/6 TCP/UDP DataEther
VM Traffic

VPCID

Base Header

Host
Host

VPC0

VPC1

Ether IPv4 VXLAN-GPE NSHUDP

SRC Port

Dest Port

Length

Inspection MSG

Base Header

VM Packet

CSUM

NSH-Harp

Reply MSG

Harp

Physical Network
Diagnosis Module

Figure 2: The VPC architecture in Tencent Cloud

2.2 Network Failures in Tencent Cloud
Network Failure Classification: There are various network
failures in a production system that may have a significant im-
pact on the SLAs of cloud services. Fig. 3 depicts the distribu-
tion of network failures that occurred in Tencent data centers
in a year, which can be categorized into five classes. The er-
rors on leaf switches, spine switches, core switches, and DCI
switches accounted for 94% of all failures. Switch failures are
usually caused by hardware issues, such as damaged optical
modules and boards, interface down, unplanned reboots [15],
link flapping [16, 36], and silent packet drops [4, 17]. More-
over, firmware and system software bugs [15] in switches
also cause switch failures. Another type of event that results
in network failures is configuration errors, such as incorrect
Access Control List (ACL) rules [56] and black holes [17]
due to routing misconfigurations. These account for 6% of
the overall failures.

31%
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23%

29%
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DCI Switch

Core Switch

Spine Switch

Leaf Switch
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Figure 3: Network failure distribution in Tencent Cloud

Physical network failure diagnosis in Tencent Cloud:
The network operational system in Tencent data centers has
a built-in mechanism to detect network failures. It charac-
terizes network status by monitoring key metrics for quality,
like end-to-end round-trip delays, packet loss rate, and host
availability. To get the network status in real-time, the sys-
tem periodically pings servers to obtain the network latency
and packet drop rate. Furthermore, it also enables switches
to report abnormal events proactively. Once abnormal events
are detected, it reports warnings and triggers the diagnosis

process. In the diagnosis process, the network operational
system analyzes the fault events and collects traces. After
identifying fault elements, it moves to the isolation procedure,
which migrates existing flows away from the faulty network
elements. By adopting new paths that bypass the faulty el-
ements, the network traffic of impacted tenants can recover
from the failure. Finally, networking specialists are involved
in analyzing root causes offline. The average time taken from
discovering failure to recovering the business traffic is tens of
seconds. Some faults, such as gray failures [19, 47], are diffi-
cult for the system to identify but are perceived and reported
by our clients. In this situation, locating the faulty elements
may take longer, which would increase the outage time.

2.3 Motivation

Although the physical network failure diagnosis mechanism
has been functioning properly in Tencent Cloud for a few
years, it cannot address the new client requirements. Specif-
ically, with the emergence of latency-sensitive applications,
tenants demand higher efficiency for failure detection and
recovery. For example, the Tencent Redis service promises
five 9s SLA [9], and it considers Redis operations as failed if
replies are not returned within 200 ms. Tencent CFS service
promises sub-millisecond latency [7]. The SLA of the Tencent
COS service is 99.995% [8], and a network failure that lasts
more than three minutes will exceed the monthly downtime
allowed. The performance requirements of latency-sensitive
applications demand that the VPC network’s connectivity can
be restored on a sub-second timescale. Two main classes of
studies tackle network failures, i.e., the physical network di-
agnosis approach and the multi-path approach. However, we
find that neither of them fits Tencent Cloud.

Physical network diagnosis approaches have an unac-
ceptably high latency. Many studies [4, 11, 17, 18, 28, 34,
42, 47, 50, 56, 58, 63] focus on physical network failure di-
agnosis. Those approaches detect and localize faulty net-
work components by collecting system metrics (e.g., latency,
switch/port counters, and TCP metrics) and analyzing the
data via a centralized agent. For example, Pingmesh [17] and
NetNORAD [11] analyze network latency and packet drop
rate collected by the ping approach. After localizing failures,
NetPilot [56] and SWARM [34] further restart or deactivate
the offending components to mitigate the impacts of failures.
However, those approaches take tens of seconds or even min-
utes to locate failures. Like the approaches used in Tencent
Cloud, localizing failures is time-consuming and cannot meet
the latency requirements of latency-sensitive cloud applica-
tions. Other hardware-based approaches [5, 13, 21, 26, 29, 51]
require support from special hardware. Considering the huge
capital expenses and time efforts taken in the deployment,
they are difficult to adopt in an ultra-large data center network
like Tencent Cloud.

Existing multi-path approaches do not fit Tencent in-
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frastructure. There is a spectrum of studies on failure de-
tection and recovery in data centers via rerouting, such as
MPTCP, SRD, and PRR. These studies leverage abundant
physical paths between communicating end hosts to quickly
recover from failures, while generally using different tech-
niques. For instance, MPTCP creates multiple sub-flows for
every TCP connection and migrates traffic from faulty paths
into sub-flows on healthy paths in the event of network fail-
ures. PRR updates the Flow Label field in IPv6 headers to
inform underlay switches to switch packets into new paths.
Because of the swift path switching, multi-path approaches
generally have millisecond-level latency, which is much lower
than that of physical network diagnosis approaches. However,
they cannot be directly adopted in Tencent Cloud for three
reasons. First, many legacy network devices deployed across
Tencent data centers don’t support unified configuration due
to commercial reasons. For example, not all switches sup-
port the IPv6 protocol, so techniques based on the IPv6 flow
label cannot be used. Second, transport-based approaches re-
quire modification to the VM software stack, which can’t be
adopted transparently. For instance, enabling PRR in cloud
environments requires the guest OS to support PRR. Thus,
deploying them at scale is challenging. Third, the time to
recover from failures is unpredictable. As errors may occur
on the overlapped links between the faulty and newly selected
paths, it is still possible that the packets suffer from the same
network issues after re-path.

Therefore, there is an urgent need to develop an effective
failure-handling approach in Tencent Cloud to achieve fast
recovery after failures and meet increasingly stringent SLA
requirements.

3 Design of Harp

We propose Harp, a lightweight failure detection and recov-
ery mechanism for VPC networks in Tencent Cloud. In this
section, we overview Harp’s working mechanism and discuss
its key design schemes, including path control, flow mapping,
and failure handling.

3.1 Overview
The approach of Harp: The key idea of Harp is to initiate
deterministic physical paths between each pair of commu-
nicating hosts, monitor the health of the paths in real-time,
and swiftly switch to healthy paths when there is a failure.
Since Tencent data centers adopt a tree-like topology, there are
multiple available physical paths between each pair of hosts.
Harp controls the paths for a pair of hosts by setting the UDP
source port of the flows to get different switch-forwarding
results. With this approach, Harp creates a path pool between
each pair of hosts. Harp monitors the health states of paths
in real-time by injecting probe information into them and
detecting responses. Therefore, it knows which paths suffer

failures and even the congestion level by calculating the la-
tency of responses. When a network failure occurs, Harp sets
another healthy path in the path pool to restore the network
for affected flows.

Harp has three advantages. First, it monitors the health of
physical paths, enabling it to reroute flows to healthy paths
quickly. Second, it does not require special hardware support,
so it can be directly deployed on existing infrastructure. Third,
it is transparent to cloud applications. As a result, it can be
applied to traffic based on any protocol. These features are
critical to meeting the stringent and specific management and
performance requirements in Tencent Cloud.

The workflow of Harp: Fig. 4 shows the workflow of
Harp. Harp is implemented in the VPC network infrastruc-
ture layer of the end host. Harp has four main modules: the
Path Control Module, the Flow Mapping Module, the Failure
Detection Module, and the Failure Handling Module. During
initialization, the Path Control Module creates a Path Pool
for a pair of communicating hosts. The pool consists of the
configuration for all available physical paths to the destina-
tion host. The Flow Mapping Module aims to distribute flows
evenly across available paths in the Path Pool. The Flow Map-
ping Module selects a physical path for each packet/flow and
transmits it through the network by encapsulating it with the
corresponding UDP source port of the selected path. The Fail-
ure Detection Module runs to monitor and detect faulty paths
in real-time. The Failure Detection Module in the source host
inserts inspection packets into the paths to the destination host.
The Failure Detection Module in the destination host records
information for all paths and regularly sends replies to notify
the source host. With the reply information, the Failure De-
tection Module in the source host examines whether all used
paths are functional and marks the failed paths. When a path
fails, the Failure Handling Module updates the path-mapping
configuration to switch to a new healthy path. The Failure
Detection Module also detects path restoration to migrate
traffic back to repaired paths.
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Figure 4: The workflow of Harp

The scope of Harp: Harp collaborates with the physical
network diagnosis module to accelerate failure recovery for
VPC networks. Working swiftly, Harp detects unavailable
paths and mitigates failures by rerouting the affected VM
traffic to healthy paths. After the network operational team
repairs the offending component using physical network diag-
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nosis approaches (§2.2), Harp migrates VM traffic back to the
repaired paths. Harp targets network failures related to packet
loss. Harp covers network device and link failures [15], and
NIC errors on end hosts. It does not cover packet corruption
failures, such as frame checksum errors.

3.2 Deterministic Path Control
Physical paths between end hosts: In a Tencent Cloud data
center, the end-to-end path is typically composed of three or
five hops, while a path involves more hops when it crosses
data centers. Inside a PoD, there are three hops between two
hosts, such as the green line, consisting of two leaf nodes and
one spine node. In Fig. 5, with four paths between each pair
of leaf nodes and two leaf nodes for each host, there are a total
of 16 physical paths from Host1 to Host2. For hosts crossing
PoDs, the blue line in Fig. 5 shows a path consisting of five
hops between Host1 and Host4, and there are also a total of
16 physical paths. When a failure occurs in the network, it
may affect one or a few paths, while the rest remain available
and ready to be used. For instance, if a spine switch fails, four
paths between Host1 and Host4 are affected, while eight paths
stop functioning when a leaf switch is down.

eth1eth0
Host4

eth1eth0
Host3

Core1 Core2 Core3 Core4

Spine5 Spine6 Spine7 Spine8

Leaf5 Leaf6 Leaf7 Leaf8

eth1eth0
Host2

eth1eth0
Host1

Spine1 Spine2 Spine3 Spine4

Leaf1 Leaf2 Leaf3 Leaf4

Figure 5: Multiple physical paths between hosts
Deterministic port-based path control: Harp leverages

UDP source ports to map flows to a physical path. Harp identi-
fies all physical paths between hosts and their represented port
numbers to build a path pool. By monitoring the path state,
Harp distributes flows among the healthy paths to enhance net-
work resource utilization. Unlike previous approaches, Harp
features fast path switching among distinct physical paths in
the event of network failures. When a path fails, Harp picks a
new port number, which always represents a different physical
path to recover the traffic. Instead, without deterministic path
control, different ports may lead to the same physical path,
which would result in a less efficient failure recovery process.

In Tencent data centers, switches use ECMP as the routing
scheme, and setting a field in a packet’s five-tuple would
influence the switches’ forwarding decisions. Based on the
linearity of ECMP hashing algorithms on switches proposed
in [59], Harp leverages UDP source ports to control physical
paths for VM traffic. Its primary mechanism is described as
follows. Denoting Si as the switch at hop i, the next-hop Si+1
is decided by the ECMP selection at Si. Given hop i with
Ni equal-cost next hops, the ECMP routing algorithm takes
a 5-tuple of packet headers as input, and the routing results

range from 0 to Ni −1. For overlay traffic between a host pair
in our data centers, the 5-tuple of an underlay header is fixed
except for the UDP source port, so Harp utilizes UDP source
ports to direct flows through paths. We divide the UDP source
port (denoted as Ps) into Ni groups (denoted as SGi) based on
the results of ECMP by Equation 1, where hdr0 is the random
packet header seed, and the ECMP hash algorithm is XOR or
CRC. Gi

k denotes a UDP source port group that generates the
ECMP result k at hop i, where k is from one to the number of
next-hop switches.

SGi := {Gi
k | 0 ≤ k ≤ Ni −1}

Gi
k := {Ps | ECMP(Ps ⊕hdr0) = k}

(1)

By validating on switches in our data centers, applying the
UDP source port in Gi

k can route a flow to the same next-
hop, while source ports in different groups route the flow to
different next-hops. Furthermore, considering paths with M
hops, denoted as Src → S1 → S2 → ··· → SM → Dest, Harp
calculates the intersections (∩) of Gi

k for switches from hop
1 to hop M−1 by Equation 2. We denote the resulting UDP
source port collections as a set of rPaths. For VM traffic be-
tween one host pair, the UDP source ports in one rPath can
always direct a flow to the same physical path, while ports
in two rPaths would definitely lead a flow to two distinct
physical paths. For flows between different host pairs, apply-
ing ports within a single rPath may route them to distinct
physical paths, because their IP addresses differ. Inside a data
center, one uplink leaf switch and one downlink spine switch
determine a path, so Harp calculates the rPath set for the
two switches. Besides, for the first hop in a path, the host
selects the leaf switches in a round-robin fashion. With the
port-based path control, Harp can map a flow to any path.

rPath := {Ps | G1
k1
∩ . . .Gi

ki
· · ·∩GM−1

kM−1
},0 ≤ ki ≤ Ni−1 (2)

Path pool implementation: According to the determinis-
tic port-based path control, Harp identifies the physical paths
between each pair of hosts and builds a path pool for them.
Because a host can communicate with multiple hosts, the
number of host pairs is enormous in large-scale data centers,
which may incur a nontrivial storage overhead on hosts. Based
on the deployment characteristics of Tencent Cloud, ECMP
configurations for switches (including hashing algorithm and
hashing seed) and the number of switches are generally the
same on the same layer within a data center. Thus, the cal-
culated UDP source port groups, i.e., Gi

k, for one switch can
also apply to other switches on the same layer. In Fig. 5, the
Gi

ks for Lea f1 to Lea f4 are the same, while those for Lea f5 to
Lea f8 are also considered the same. Therefore, for paths with
the same leaf and spine switch configurations, Harp only cal-
culates the set of rPaths once and uses it for all involved host
pairs. For instance, in Fig. 5, there are eight paths between
a host pair originating from one leaf switch. For each host
pair that involves two leaf switches, we build eight rPaths and
select one source port from each rPath. With a total of eight
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source ports that Host1 sends over eth0 and eth1 iteratively,
packets can span all 16 paths.

Empirically, cloud providers typically deploy VMs from
the same tenant with locality, such as placing them in one
data center. But communicating hosts can also reside in dif-
ferent data centers. The ECMP hash linearity holds only for
intra-DC networks [31, 59], so the deterministic path control
can’t be applied to inter-DC traffic. We also observe that in-
tersections of Gi

k may be empty on a small subset of switches.
To compensate for the limitations, we enlarge the path pool
with more ports. Specifically, the path pool is expanded by a
multiple of 64 ports in our implementation. Besides, there are
generally abundant source ports in the rPath, allowing us to
select distinct ones. For instance, in Fig. 5, given the path pool
size is 64, Harp will select eight ports from the eight rPaths,
respectively. By increasing the variety of employed ports, the
traffic can be distributed across more physical paths. Our pro-
duction results demonstrate that Harp remains effective in this
situation (e.g., DCI switch failure in §7).

3.3 Flow Mapping and Failure Handling

Flow Mapping: The Flow Mapping Module evenly dis-
tributes the VMs’ traffic across the physical paths in the path
pool to balance the paths’ loads. In Harp, we build a Path
Mapping Table that maps flows into paths between each host
pair, which is represented by a NIC interface and UDP source
port. During initialization, Harp identifies all available physi-
cal paths between a host pair and stores their NIC interface
and UDP source port in a path table (PT ). Fig. 6 shows a
path table with 64 paths, and two adjacent paths have distinct
uplink leaf switches, since eth0 and eth1 are organized in a
round-robin fashion. For path remapping after failures, Harp
builds an offset table (FT ) that indexes the path table, which
is changed dynamically. FT builds the mapping of flows to
PT. The offset is used to bypass faulty paths in the event of
network failures, and it stays 0 when the path is healthy. In
the initialization, all paths are healthy, so all offsets in FT are
initialized to 0, and FT and PT are directly mapped. If a flow
is hashed to the ith item in FT, its first option is the ith path in
PT. When a packet enters Harp, the Flow Mapping Module
takes its inner 5-tuple as input and calculates the hash value
to locate an item in FT. When a flow hashes to the ith slot in
FT, it will look up its path in PT[i+FT [i]].

Failure Handling: When a path suffers an outage, the
Failure Handling Module reroutes the flows on the path to
a healthy path. The module alters the offset by (o f f set =
o f f set +1) to switch to the following available path, i.e., the
next slot whose offset is zero. For instance, in Fig. 6, when
the path defined by (eth0,srcport2) fails, offset2 is increased
by 1, and flow1 is directed to the following available path
defined by (eth1, srcport3). Upon detecting that the failed path
has been restored, Harp reuses the repaired path by setting
the corresponding o f f set to 0. This design has two benefits.

First, as the Failure Handling Module is aware of all paths’
health states, one path-switch operation can reroute flows to
a healthy path. Second, only the flows on the faulty path are
rerouted, minimizing out-of-order issues in the flows during
failure recovery. Note that multiple affected flows may be
mapped to the same slot in PT after re-path, but flows between
different host pairs are likely to be routed across distinct
physical paths because their IP addresses differ. To improve
load balancing for flows between a host pair, a random offset
can be introduced during path selection in future work, i.e.,
(o f f set = o f f set + rand).
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Figure 6: Mapping from flows to paths

4 Failure Detection

4.1 Basic Failure Detection Mechanism

The basic failure detection mechanism in Harp works as fol-
lows: the Failure Detection Module in the source host periodi-
cally sends inspection messages through the paths selected by
the Flow Mapping Module, and the Failure Detection Mod-
ule in the destination host records all the paths of inspection
messages received. To minimize the network’s bandwidth
usage, the Failure Detection Module in the destination host
periodically sends information about the recorded paths to the
source host. After receiving and analyzing the replied path
summary, the used paths whose inspection messages were not
received by the destination host are considered failures.

We define cycle as a predetermined time interval, which is
the granularity at which Harp monitors path states. From the
start of a cycle, the Failure Detection Module in the source
host sends the inspection message for the used path, where
the inspection message contains two key fields, which are
denoted as path_id and inspection_period. path_id is the
index of the path through which the inspection message is
routed in the path table (§3.3). Harp defines the time interval
from receiving the last reply message to sending the inspec-
tion message as inspection_period, during which the used
paths are pending confirmation of health states. The values
of inspection_period in the inspection messages are accumu-
lated as long as the reply message is not received. As shown in
Fig. 7, at t2, the Failure Detection Module in the source host
sends an inspection message through Path p1 and uses t2− t1
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as the inspection_period because it receives the last reply
message at t1. At t3, it sends another inspection message for
Path p2, in which it uses t3− t1 as the inspection_period.

The Failure Detection Module in the destination host
records the path ID when it receives the inspection mes-
sage. When reaching the cycle, it sends a path sum-
mary for all active paths within a past period. We use
reply_processing_delay to denote the time from receiving
the last inspection message to sending the reply message in
the destination host. In Fig. 7, the destination host receives the
inspection message of Path p2 at t4, and it waits and sends
a reply for Path p2 at the end of the cycle t6. In this case,
reply_processing_delay = t6− t4. In addition to the path
summary, the reply message includes a time that indicates the
period within which the paths are active, and the time is the
sum of inspection_period and reply_processing_delay. In
Fig. 7, the reply is sent at t6 with p2, t6− t4+ t3− t1, which
means p2 is active within the past period (t6− t4+ t3− t1).

Harp defines examination_period, which is the time inter-
val between two consecutive reply messages. Because Harp
records path information in the period and uses the next reply
to confirm path states, examination_period is the granularity
of checking path states. The source host uses the recorded
time in the reply message to analyze the path health states.
In this case, t6− t4+ t3− t1 approximates the time interval
between two reply messages. On receiving the reply mes-
sage, the source host checks backward the active paths within
examination_period. If the replied path summary doesn’t
contain the used path, the path is treated as failed. In Fig. 7,
after receiving the reply message at t7, the source host iden-
tifies p1 and p3 as failures since they are used within the
range of examination_period, but the destination host does
not receive their inspection messages. Instead, p2 is marked
as healthy because its information is contained in the reply
message.

This failure detection mechanism is robust and functions
correctly even when reply messages are dropped. Reply mes-
sages may be lost due to network events such as congestion.
Since the path used by the inspection message is generally
different from the path that carries the reply message, the
source host cannot know the real states of its active paths if
the reply is lost. Each inspection message contains the time
information of the last received reply. Therefore, whether
the reply message is received or not, the destination host
checks backward the active paths during the past period
inspection_period + reply_processing_delay. When the re-
ply message at t6 is lost, the following inspection message
that is sent at tx contains the inspection period of tx−t1. With
the received inspection period, the destination host will keep
recording the state of p2 and include its information in the
following reply message. In this way, when the source host
receives a reply at ty, it can know p2 is active during the
examination period [t1, ty].

To detect the restoration of faulty paths, the Failure De-

tection Module periodically inserts out-of-band inspection
packets into faulty paths on a minute timescale. After the
network operational team repairs the offending component,
the replied path summary will include the repaired paths, then
Harp can treat them as healthy and migrate traffic back to
them. Since probing is infrequent and the number of failed
paths is small, the overhead is negligible.
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Figure 7: The basic failure detection mechanism

4.2 Failure Detection with Fault Tolerance
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Figure 8: Deficiencies in the basic failure detection mecha-
nism

When experiencing network congestion, packets may be
lost, transmission delayed, or out of order. Although the basic
mechanism can handle reply message loss, it may generate
false alarms when facing other network issues. Fig. 8 depicts
the behaviors of the basic mechanism in three typical cases,
where INSPi denotes the inspection message for Path i and
RPLi denotes the reply message with active Path i. 1) Case A:
in Fig. 8(a), Path 3 is healthy, but its inspection message sent
at t1 is lost. 2) Case B: Path 3 is healthy, but its inspection
message arrives at the destination host after sending the reply
message at t2 (Fig. 8(b)). This may happen when the transmis-
sion of inspection messages is delayed due to network con-
gestion. When the subsequent inspection messages for Path 3
in Case A and Case B reach the destination at the following
cycles, it would be a false positive if Harp judges Path 3 as a
failure. 3) Case C: INSP1 reaches the destination later than
INSP2, and Path 3 suffers a failure between t1 and t8. This
case is illustrated in Fig. 8(c), where the examination_period
is only t7− t6+ t3− t1, but Path 3 is not used by the source
host within the time. Differently, Harp should be able to report
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Path 3 as a faulty path in Case C; Otherwise, it would be a
false negative.

To increase the robustness to deal with the common
network issues, Harp requires the time to monitor path
health states to span multiple cycles to minimize the
occurrence of false detection. Specifically, Harp extends
examination_period to at least M successive cycles (a cycle
is set as C seconds), i.e., at least M ×C seconds. When a
reply message is sent, the destination host returns the path
summary for the active paths within the time max(M ×
C, inspection_period + reply_processing_delay). With the
reply message being received at time tk, the source host in-
spects the active paths during [tk − examination_period, tk].
Algorithm 1 depicts the approach of preparing the received
path IDs in the destination host. In line 2, we calculate the
value of examination_period, which is the larger one between
M × C and inspection_period + reply_processing_delay.
In lines 3-4, we calculate the range of the current
examination_period as [start, end]. In lines 5-9, we ob-
tain the active paths in the time range of [start, end].
At last, the algorithm returns the active path IDs and the
examination_period to send to the host.

Algorithm 1 Prepare the received path IDs with fault toler-
ance
Input: inspection_period, reply_processing_delay
Output: active_paths, examination_period

1: active_paths = /0

2: examination_period =max(M×C, inspection_period+
reply_processing_delay)

3: start = time()− examination_period
4: end = time()
5: for recorded paths do
6: if start ≤ path.rx_time ≤ end then
7: active_paths = active_path

⋃
path.id

8: end if
9: end for

10: return active_paths and examination_period

Fig. 9 illustrates an example where M equals three, Path
1’s inspection message sent at t2 is lost, and Path 3’s inspec-
tion message sent at t5 arrives at the destination after the
reply message is sent. Before sending the reply message, the
Failure Detection Module in the destination host obtains the
recorded path IDs for time M×C (3C), which is greater than
the sum of inspection_period (t3− t1) carried in INSP4 and
reply_processing_delay (t6− t4). In this example, the reply
message received at t7 contains active Path 1, 3, and 4, and
examination_period is 3C. As a result, the source host will
not take Path 1 and Path 3 as faulty paths.

As we can see, the improved mechanism will not con-
sider an active path as a failure unless the network issues
occur continuously for M successive cycles. Although it ef-
fectively reduces the possibility of false failure detection, it

leads to a higher latency for detecting path failures. In the
worst case, when a path suffers a failure immediately after
cycle during which it is active, the failure can only be de-
tected after M cycles because the replies in the following
M −1 cycles will contain the path information. By control-
ling examination_period, Harp can adjust the trade-off be-
tween false failure detection and detection latency according
to application scenarios.
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Figure 9: An example of failure detection with fault tolerance

4.3 Lightweight Implementation of Failure De-
tection

Embedding and Compression To minimize the impact on
VM traffic, Harp proposes a lightweight implementation ap-
proach to perform failure detection. Instead of sending stan-
dalone packets for inspection and reply messages, Harp em-
beds probe information (28 bytes) into VM packets, thereby
avoiding the overhead of encapsulating separate packets and
enabling Harp to achieve high path coverage. In addition, con-
sidering most cloud traffic is bidirectional, the packet carrying
the inspection message also involves the reply message in the
reversed direction. Moreover, to reduce the number of bytes
needed to store the recorded path IDs in the reply message,
Harp compresses them into a bitmap, where each path ID con-
sumes only one bit. Embedding 28-byte probe information
into VM packets reduces the theoretical maximum network
throughput by 1.87% at a 1500-byte MTU and 0.31% at a
9000-byte MTU for jumbo frames, whose overhead is trivial.

Sampling Sending inspection information in every packet
is not only costly but also unnecessary. The information takes
a non-trivial amount of extra network bandwidth when it is
recorded in each sent packet. Besides, both the source and
destination hosts need extra CPU cycles to process the in-
formation, which may impact the performance of the hosts.
Therefore, Harp proposes to sample the sent packets and insert
the inspection information in them. The inspection message
for a path is only sent in one packet within a cycle.

When the reply message indicates a path failure, the path is
switched for the next egress packet. However, when there is a
huge delay between two subsequent packets in low-volume
traffic, the reply message cannot be received in time to detect
the failure. Moreover, low traffic volume also results in a low
physical path utilization ratio between two hosts. Since the
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health states of the unused paths are unknown, the switched
new path may still be faulty. Consequently, multiple path
switches may be required to recover the network for affected
flows. These two main factors may prolong the recovery
process for cases with low traffic volumes.

5 Deployment Experiences

5.1 End Host Problems
We find that the deployment of Harp in Tencent Cloud causes
false detection in Cases 1 and 2, and that Harp can help local-
ize the misconfigured NIC on the end host in Case 3.

Case 1: Dropped probe packets. Some end hosts occa-
sionally drop received packets in production. Specifically,
when experiencing a bursty increase in ingress traffic, the
NIC’s receive buffers can rapidly run out, and subsequent
incoming packets will be discarded. If packets with inspec-
tion messages are dropped on destination hosts, Harp may
consider outages to have occurred, since it can’t distinguish
between in-network and end-host packet loss. In this situa-
tion, re-path is unnecessary, and inspection messages on the
same path are unlikely to be dropped successively. Thus, Harp
embeds the number of NIC packet losses in the probe infor-
mation. When NIC packet losses are observed, Harp only
reroutes flows on the path after it has been judged as failed
by consecutive dropped inspection messages.

Case 2: Probe packets queuing delay. We observe false
alarms when the CPU usage rate on the end-host spikes to
a high level. CPU overload can increase the waiting time
of packets in NIC ring buffers, and delaying the process-
ing of Harp’s probe information will introduce an offset to
the examination period. For instance, in Fig. 7, if the re-
ply message arriving at the source host at t7 is processed
at (t7+ 4ms) after experiencing a delay, the time window
of the examination period will be forward shifted 4 ms
([t7− (t6− t4+ t3− t1)+ 4ms, t7+ 4ms]). But the replied
path summary doesn’t contain the information within the 4
ms offset, thus causing a false detection. Commercial NICs
don’t provide hardware timestamps, so the precise queuing
delay can’t be identified. To mitigate the problem, when pro-
cessing a reply message, Harp will not examine health states
for paths active within the trailing milliseconds of the exami-
nation period. In the above example, the source host will not
check active paths during [t7, t7+4ms].

Case 3: Localizing misconfigured NIC. Early this year,
many hosts simultaneously detected failed paths, and the mon-
itoring logs showed that they communicated with the same
destination host. With the information from Harp, the opera-
tional team promptly identified that the NIC on the destination
host was misconfigured, causing one of the two interfaces to
drop all received packets. Moreover, by analyzing patterns of
path health bitmaps in the monitoring logs, Harp can assist the
operational team in locating faulty devices. For example, pat-

terns of 0x0101...01 and 0x1010...10 indicate that one of the
two uplink leaf switches or NIC interfaces has failed, based
on the arrangement of paths in the path table (§3.3).

5.2 Challenges in Deploying Harp at Scale
Dynamic routing in DCN: Maintenance operations are per-
formed routinely in data centers, such as adding or decommis-
sioning PoDs. Border Gateway Protocol (BGP) [1, 40] reacts
to changes in network topologies and updates ECMP groups
on switches. In the event of a link or network device failure,
BGP route convergence can also result in routing changes.
The dynamic routing characteristic of DCN requires Harp to
maintain validity for employed UDP ports. First, we fix the
ECMP configurations to prevent ECMP results from chang-
ing after switch reboots. Second, we deploy an offline tool to
periodically obtain ECMP results; upon detecting changes,
Harp recalculates rPaths and updates used UDP ports in the
path pool. Maintenance updates are infrequent and planned,
but network failures occur unpredictably. We observe that
the daily failed link ratio across all data centers is extremely
low (<0.0002%), and the operational team can quickly repair
offending components, allowing outdated ports to resume va-
lidity soon. Thus, the offline tool updates UDP ports on a
monthly schedule rather than reactively after failures.

Probe cycle setting: The primary consideration in setting
the cycle is failure recovery efficiency. Although workloads
in cloud environments are diverse, TCP-based workloads gen-
erally have a higher latency requirement than UDP-based
workloads. Based on this empirical observation, Harp aims to
restore network connectivity before the first TCP RTO (typ-
ically 200 ms). The detection latency in Harp is controlled
by examination_period, which is at least M×C (§4.2). Thus,
the cycle is selected to keep M ×C below one TCP RTO.
The cycle should be greater than the Round-Trip Time, and
a smaller cycle can incur higher overhead. Considering the
three factors, the cycle is on the order of multiple milliseconds
in production systems.

Path probe coverage: When the path utilization ratio is
low, Harp may redirect flows to undetected faulty paths due
to a lack of traffic to probe (§4.3). To increase the path probe
coverage, Harp temporarily redirects a VM packet with probe
information to an unused path if the path utilization ratio
is below a threshold. We also limit the count of redirected
packets to a low value to mitigate out-of-order issues caused
by redirection.

5.3 Planned Optimizations
Queuing latency measurement with SmartNIC: Smart-
NICs that support Harp are undergoing deployment in Tencent
Cloud. Hardware timestamps are readily supported on Smart-
NICs, enabling the measurement of precise queuing delay. By
removing the exact delay within the examination period, Harp
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can address false detections due to packet queuing (§5.1). It
also enables accurate measurement of the transmission latency
for each path. Thus, Harp can estimate the traffic load from
the latency and select paths based on load, thereby optimizing
load balancing.

Path control in switches with different ECMP:
Harp currently doesn’t support cloud gateway traffic,
and switches in our gateway clusters don’t support uni-
form ECMP configurations. We plan to employ multiple
ECMP groups on switches to control paths [31], i.e., <
DSCP,hash(outer_srcip,outer_dstip)>. First, we configure
each switch to ensure distinct output ports at corresponding
offsets across ECMP groups. For example, the port lists of two
ECMP groups are [P0,P1, ...,PN−1] and [P1, ...,PN−1,P0].
Second, the DSCP in each packet’s IP header selects one
ECMP group, and hash(outer_srcip,outer_dstip) maps the
packet to an offset within the ECMP group’s port list. Thus,
for packets between a host pair, because their offsets are the
same, toggling DSCPs can direct them to distinct output ports.

6 Analysis of Failure Handling with Harp in
Production Systems

6.1 Failure of Core Switches
Early in 2024, multiple interfaces of a core switch were down
due to hardware errors. The network didn’t recover until the
core switch rebooted after tens of seconds. According to logs
of our network operational system, the traffic carried by the
faulty core switch accounted for only 1% of all traffic, while
0.7% of packets were lost during the failure. The failure
caused timeouts in many Redis and COS instances deployed
on servers without Harp. For servers deployed with Harp,
no user-visible failures were reported. Around 55% of flows
were restored from the failure within 0.4 s, and 33% of flows
took 0.5 s to 1 s to recover. As we can see, Harp can signif-
icantly shorten the duration of failure. The remaining 12%
flows require seconds of failure recovery time. According to
the monitoring logs, there was no network traffic on the cor-
responding servers during the few seconds when the failure
occurred. Harp started detecting failures only after the VMs
resumed their traffic (§4.3). This is why it took Harp much
longer to recover the flows.

6.2 Failure of DCI Switches
Case 1: A DCI switch upgrade failed. In January 2025, a
DCI switch failed during an upgrade. A small number of paths
failed for tens of seconds, and the problem was fixed after
rebooting the switch. The failure recovery time with Harp is
shown in Fig. 10(a) (the blue line). 90% of the influenced
flows were recovered within 400 ms, and 99% of flows were
recovered within 1 s. This demonstrates the effectiveness of
Harp’s fast failure recovery in production systems.

Case 2: A DCI switch stopped forwarding. In 2024, a
switch in the DCI network stopped forwarding, and traffic
routed through it was silently dropped, causing the majority
of paths connecting the two data centers to be unavailable.
The failure lasted a few minutes, while Harp helped to recover
the traffic in a shorter time. The CDF of failure recovery time
with Harp (the orange line) is depicted in Fig. 10(a). The
failure recovery time ranged from 16 ms to 4.6 s. About 43%
of influenced flows were restored within 1 s, and 99% of
influenced flows were restored within 4.5 s.

In the two cases above, Case 1 has a much lower recovery
time. The reason is as follows. Fig. 10(b) compares the path
utilization ratios for the two cases, where the path utilization
in Case 1 was much higher than in Case 2 because of the
corresponding traffic pattern. Specifically, for Case 1, 90% of
host pairs used 90% of paths, while only 30% of paths are
used for 90% of host pairs in Case 2. Consequently, Harp,
in Case 1, knows the health states of more physical paths
than in Case 2. Fig. 10(c) depicts the distributions of path-
switching numbers for the two cases. For Case 1, 85% of
flows successfully switched to healthy paths with only one
switching operation, while at most two switching operations
were demanded for the remaining 15% host pairs. Instead,
in Case 2, 57% of the influenced flows performed one path
switch, but 43% succeeded in finding healthy paths with 2
to 4 switches. Furthermore, the failure in Case 2 affected
most paths, increasing the likelihood that Harp rerouted the
affected flows to faulty paths.

(a) CDFs of failure recovery time (b) Path utilizations

(c) Path switch number distributions
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Figure 10: Recovery on DCI Switch outages with Harp

7 Evaluation

We evaluate Harp in production systems, where hundreds
of thousands of servers are deployed with Harp, involving a
variety of cloud workloads running in VMs, such as storage
and security. The evaluation is performed from four aspects:
(1) effectiveness of failure detection and recovery, (2) failure
recovery efficiency, (3) cloud application recovery, and (4)
overhead. We use the physical network diagnosis approach
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Figure 11: The monitoring of network availability in production
in Tencent Cloud (§2.2) as the baseline, which monitors the
drop rate of probe packets using a Pingmesh-like approach.

Effectiveness: Each server is equipped with a tool that
monitors the count of failed paths identified by Harp every
second. An increase in the count indicates the occurrence of
a network failure, while a decrease indicates recovery of the
VPC network’s connectivity. Fig. 11 depicts the monitoring
results over a period during which four real-world network
failures occur. The failed path counts are normalized to the
maximum value during the time. In Fig. 11(a), a DCI switch
stops forwarding at 10 s, and the Pingmesh-like approach
has a packet drop rate of approximately 1.9% for about one
minute. In Fig. 11(b), a spine switch fails at 16 s, and the rout-
ing is automatically converged after 10 s. The Pingmesh-like
approach observes a 9% packet drop rate during the failure.
For Harp, the counts of identified failed paths increase as
soon as the failures occur, and then gradually decrease in both
cases. The results demonstrate that Harp detects the outages
rapidly, and the reduction in failed path counts indicates that
Harp successfully reroutes affected flows to healthy paths.

Fig. 11(c) and (d) illustrate the results of two gray fail-
ures. A small subset of links is congested due to an error on
the wavelength division board of a DCI switch in Fig. 11(c).
In Fig. 11(d), the system software of a leaf switch encoun-
ters an error, causing packet drops for specific flows. In both
cases, the packet drop rates of the Pingmesh-like approach
are too low to alert. In contrast, because Harp has higher cov-
erage, it promptly identifies failed paths for affected flows;
the failed path count is swiftly reduced to a low level, in-
dicating that Harp effectively helps flows to bypass faulty
paths. In Fig. 11(c), although Harp redirects VM traffic to
non-congested paths, a high volume of non-VM traffic still
exists on the congested links. Thus, the Pingmesh-like ap-
proach continues to experience packet drops. Moreover, in all
four cases, Harp continuously identifies failed paths before
the network operational system repairs the failures. This is
because Harp starts detecting failures as long as there is VM
traffic.

Failure recovery efficiency: Switch failures account for
most of the outages in our data centers (§2.2). Over a six-

month monitoring period, eight switch failures with broad
impacts have occurred in production systems, including spine,
core, and DCI switch failures. For these failures, we com-
pare the recovery latency of Harp with that of the network
operational system’s failure handling approach. The results
are shown in Table 1. Without Harp, the network operational
system takes 10 s to 180 s to handle the network failures.
In contrast, the P25, P50, and P75 latencies that Harp takes
to detect failed paths and reroute affected flows to healthy
ones are at most 65.5 ms, 97.2 ms, and 206.5 ms, respec-
tively. The P95 latencies of Harp don’t exceed 1.28 s. As we
can see, 50% of traffic recovers from failures within half of
the 200ms-RTO, while 75% recovers in approximately one
200ms-RTO. Most of the traffic can bypass failed paths on
a sub-second timescale. Compared with the network opera-
tional system’s approach, Harp significantly reduces the VPC
network’s outage time by 78.71%-99.97%. The tail latency
(P99) ranges from 0.78 s to 3.54 s, and low traffic volume is
the main cause of a long tail latency. In addition to failures
with broad impacts, we also look at the overall behavior of
Harp over the monitoring period. Specifically, the average
failure recovery time with Harp is 295 ms, and Harp reduces
the VPC network’s downtime by approximately 99.9%.

Cloud application recovery: RTO and failed TCP con-
nection attempts are two critical TCP metrics for monitoring
network availability; increments in their counts suggest high
network latency or packet loss. In our data centers, some
servers do not enable Harp because they are undergoing a
temporary deployment phase. We collect these two TCP met-
rics in VMs running on the servers with and without Harp.
The comparisons of their increments in the event of real-world
network failures are depicted in Fig. 12. As we can see, the
increments of both metrics in VMs are significantly reduced
with Harp. The results indicate that Harp effectively improves
VPC network availability, enabling cloud applications to re-
cover from network failures more quickly.

Overhead: In cloud environments, resources allocated to
the infrastructure layer on each server are limited. Low over-
head is a prerequisite for deploying Harp at scale. Harp per-
forms in-band detection, thus eliminating additional network
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Table 1: Comparisons of failure recovery time in real-world network failures
No Network Failure Cases W/O Harp Harp P25 Harp P50 Harp P75 Harp P95 Harp P99
1 Spine Switch Hardware Error 10 s 31.0 ms 71.4 ms 206.3 ms 0.56 s 2.05 s
2 Spine Switch Hardware Error 12 s 35.3 ms 48.0 ms 56.4 ms 0.14 s 0.78 s
3 Spine Switch Hardware Error 15 s 30.2 ms 74.3 ms 205.5 ms 0.42 s 3.19 s
4 Core Switch Hardware Error 25 s 43.7 ms 97.2 ms 206.5 ms 0.64 s 3.03 s
5 Core Switch Abnormal Shutdown 51 s 45.0 ms 65.9 ms 206.1 ms 1.28 s 3.0 s
6 Core Switch Hardware Error 103 s 34.6 ms 49.5 ms 57.2 ms 0.36 s 1.25 s
7 Core Switch Hardware Error 180 s 65.5 ms 65.5 ms 65.5 ms 0.65 s 3.54 s
8 DCI Switch Hardware Error 20 s 33.6 ms 80.7 ms 205.5 ms 0.44 s 1.48 s

bandwidth overhead. Harp is implemented as a dynamic li-
brary and works alongside the virtual switch. The CPU is
primarily consumed by periodically embedding probe infor-
mation into VM packets; the memory overhead comes from
saving path health states. Fig. 13 depicts the average resource
usage on 80K+ servers over 15 days. The CPU usage rate and
memory consumption are below 1.2% and 13.5 MB, respec-
tively. The results reveal that Harp has negligible overhead,
and its resource consumption is acceptable for the vast major-
ity of servers in production data centers.

0.0

0.5

1.0

C
D

F

Harp No Harp

10M 10M+2 10M+4
0.5

0.8

1.0

C
D

F

Harp No Harp

Increments of TCP RTO Count 
(norm.)

Increments of Failed TCP Connection 
Attempts (norm.)

10M 10M+1 10M+2

Figure 12: Failure recovery in the application level
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Figure 13: CPU and memory usages by Harp

8 Related Work

Localization-then-mitigation approaches: There is a spec-
trum of work [4, 11, 17, 18, 28, 34, 42, 47, 50, 56, 58, 62, 63]
that collect system metrics to localize faulty components, and
then take actions to alleviate failures. Since localizing failures
is time-consuming, those approaches generally take tens of
seconds or even minutes to mitigate failures. For example,
BIAN [50] uses LLM to localize failures and analyze root
causes. ByteTracker [18] reduces the latency to several sec-
onds by utilizing the ERSPAN feature on switches. To further
reduce the latency, R-Pingmesh [28] sends out-of-band probe

packets at a millisecond-level interval in RoCE networks,
but this probe frequency can incur considerable overhead in
ultra-large data centers.

Multipath approaches: [10, 22, 23, 32, 43, 45, 53] leverage
multipath in data centers and achieve fast failover via ran-
domly rerouting. Nevertheless, because rerouting is random,
the recovery latencies of those approaches are unpredictable.
Harp differs from proactively monitoring path states, thereby
guaranteeing efficient recovery. ZooRoute [46] actively sends
probe packets for host pairs and bypasses failures within sec-
onds. Harp employs an efficient in-band failure detection
mechanism, enabling sub-second recovery.

BGP converges after switch/link failures. But empirically,
it can take seconds when the switch CPU has limited pro-
cessing capacity and the routing table is large. Harp comple-
ments BGP in scenarios where BGP is less efficient and in
handling failure types beyond BGP’s capabilities, e.g., gray
failures. Some hardware-based approaches [5, 13, 21, 26, 51]
require support from special hardware, and SDN-based ap-
proaches [14, 29, 44] require changes to network routing. In
contrast, Harp can be deployed directly on existing infrastruc-
tures. Virtual network diagnosis approaches [12,30,41,52,61]
probe virtual paths between VM/container pairs. Harp pro-
poses monitoring physical paths between host pairs, thereby
lowering computational and state storage overhead by signifi-
cantly reducing the number of probing paths. ECMP-based
approaches [31, 59] explore switch properties to precisely
control traffic paths that are complementary to Harp. Harp’s
failure detection mechanism is also applicable to IPv6 net-
works by employing IPv6’s path control approaches, such as
Segment Routing [49] and Flow Labels.

9 Conclusion

Harp has proven to be an effective and lightweight network
failure detection and recovery mechanism for VPC networks
in Tencent Cloud. By monitoring the health states of physical
paths, Harp can essentially reroute flows to healthy paths
on a sub-second timescale. Harp does not rely on specific
hardware support and is transparent to cloud applications.
These features are critical for meeting the stringent, specific
management and performance requirements of modern cloud
data centers.
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