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Abstract
Internet topology monitoring is important for understand-

ing topology dynamics. While a few commercial services
have been provided to monitor the specified topology, aca-
demic research on Internet-scale topology monitoring still
lags behind with two key limitations: 1) topology incom-
pleteness caused by simplified assumption of uniform load-
balancing responses (LBR) distribution; 2) low probing effi-
ciency due to the lack of temporal awareness.

In this paper, we introduce BayWatch, a practical Internet-
scale topology monitoring system that overcomes these limi-
tations based on a Dynamic Bayesian Network (DBN). Lever-
aging the Markov property of packet forwarding, BayWatch
models it as a sequence of state transitions over time within
the DBN, so as to estimate the true LBR distribution and pre-
dict its temporal evolution. Internet-wide measurement results
demonstrate that benefiting from the estimated LBR distri-
bution, BayWatch can discover 2.4×/2.8× more nodes/links
than the state-of-the-art algorithm, D-Miner, while the tem-
poral awareness reduces the number of probes by 6.3× with
negligible topology completeness loss. Moreover, we demon-
strate that BayWatch can help detect anomalies using a real-
world network outage event.

1 Introduction

The Internet has evolved into a critical global infrastructure
at an unprecedented scale, supporting billions of users and
mission-critical services. As its scale continues to grow, the
demand for accurate and timely monitoring increases, espe-
cially topology monitoring, which is the foundation for de-
tecting outages, diagnosing faults, and understanding global
connectivity. Thus, many companies are commercializing
monitoring products, such as SolarWinds Network Perfor-
mance Monitor [35], LogicMonitor [29] , demonstrating both
the technical feasibility and the business value of topology
monitoring. However, these platforms largely target enterprise
or datacenter environments, focusing on intra-domain topol-
ogy and performance issues. At the Internet-wide level, only
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Figure 1: An example of multipath topology. With an un-
even LBR distribution of {D: 3

4 ,E: 1
4}, the ratio of responses

received by node B from nodes D and E is expected to be 3:1.

a few systems, such as Cisco’s ThousandEyes [14], attempt to
monitor dynamics of connectivity between ISPs and regions.

However, academic research still lags behind by focusing
on topology measurement [1, 2, 11, 15, 19, 33, 40] rather than
monitoring. Most of efforts address the challenge of revealing
complicated multipath structures in the Internet, where load-
balancing (LB) routers select the next hop for each data packet
based on its header fields, as shown by router A in Figure 1.
As a representative approach, Multipath Detection Algorithm
(MDA) [8, 38, 39] sends multiple probes with random flow
identifiers, which traverse different paths, to discover as many
nodes and links as possible. The key assumption of MDA is
that LB routers split traffic uniformly across next hops, which
enables to compute the minimum number of probes required
to statistically guarantee discovery of all successor routers
and their corresponding links. However, existing topology
measurement approaches face two fundamental limitations.

First, substantial portions of nodes and links remain hidden
in the topologies they uncover, because the oversimplified
uniformity assumption rarely holds in practice. For example,
after probing 104 random prefixes in the Internet, we reveal
that the assumption of a uniform LBR distribution holds in
∼20% of the cases. In particular, we utilize the well-known
Gini coefficient (GC) [21] to quantify the uniformity of the
LBR distributions obtained by our measurement, and find that
18% of the LB routers have a GC greater than 0.4, indicating
significant unevenness. Using controlled experiments, we also
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find that the state-of-the-art MDA, D-Miner [39], misses 24%
of the nodes and 60% of edges1 when the GC is 0.4. (§ 3.1)

Second, even when they manage to capture a reasonably
complete topology in a snapshot, they still fall short of provid-
ing continuous visibility. The Internet is inherently dynamic.
Important events, such as changes in routing policies, cannot
be modeled by the existing MDA approach. As a result, inde-
pendent snapshots struggle to distinguish genuine anomalies
(e.g., Internet outage) from ordinary variation. Moreover, be-
cause each snapshot attempts to rediscover the topology from
scratch, as we show later, at least 86.7% of probes are wasted
on revalidating edges that remain stable and known. (§ 3.2)

This gap highlights the need for approaches that can both
capture more accurate multipath topologies and track their
evolution over time. In this paper, we propose BayWatch, a
practical Internet-scale topology monitoring system that uses
a Dynamic Bayesian Network (DBN) to estimate the true
LBR distribution and predict its temporal evolution. Based
on our finding that packet forwarding usually follows a first-
order Markov process, BayWatch models it as a sequence
of state transitions over time within the DBN. By framing
LBR distribution retrieval as estimating time-varying tran-
sition probabilities, BayWatch infers true LBR distributions
from probe observations and predicts their evolution. With
the transition probabilities estimated in previous snapshots,
BayWatch achieves high completeness with reduced overhead
by avoiding redundant validation of stable paths. Moreover,
by comparing predicted distributions with actual measure-
ments, BayWatch can distinguish topology changes caused
by anomalies from routine fluctuations.

We first evaluate the ability of BayWatch to address the dis-
covery incompleteness problem that arises from non-uniform
LBR distributions. To this end, we select 100 topologies from
the Topology Zoo [26] and set various LBR distributions for
them as ground truth. The experimental results demonstrate
that BayWatch uncovers more nodes and edges compared to
D-Miner, identifying 85%∼90% of the nodes and 73%∼83%
of the edges when GC ≤ 0.5, which correspond to 89.4%
of the LBR distributions characterized by our measurement.
This improved performance is attributed to the ability of Bay-
Watch to accurately estimate LBR distributions, particularly
when GC is less than 0.5.

After validating BayWatch with the ground truth, we pro-
ceed to conduct Internet-scale measurements. We use 1 cloud
virtual private server to run BayWatch, and collect 13 snap-
shots of the Internet topology, where each measurement re-
quires 52 hours in the bootstrap mode and 7.8 hours in the
predictive mode. In the first three snapshots, BayWatch oper-
ates without using historical data, discovering the topology
from scratch. In this configuration, it discovers 2.5∼2.8 mil-
lion nodes and 7.3∼7.9 million links per snapshot, which is
about 2.4× and 2.8× the amounts discovered by D-Miner,

1In this paper, we use the terms link and edge interchangeably.

respectively. D-Miner misses these nodes and links due to
its assumption of a uniform LBR distribution, leading to pre-
mature detection termination. The subsequent snapshots are
collected using the predictive mode, leveraging historical data
as prior knowledge. We also run the bootstrap mode in parallel
to provide a baseline for evaluating the predictive mode. The
experimental results show that the predictive mode misses less
than 1% of the topology discovered by the bootstrap mode.

With bootstrap mode, BayWatch requires 11.35 billion
probes to obtain a complete topology snapshot, suggesting
that achieving high-completeness topology discovery may
require substantially more probes than previously estimated
by existing methods. However, when operating in predictive
mode, BayWatch becomes significantly more efficient. While
maintaining higher topology completeness, it requires only
about 40% of the probes used by existing methods, demon-
strating its ability to avoid redundant probing. We further
observe that BayWatch may miss a small portion of topology
discovered by prior methods due to prediction inaccuracies;
however, this portion is below 1%.

To illustrate how BayWatch can assist in anomaly detection,
we present a case study of an event on the Zayo network [12].
BayWatch detected a sharp peak in the number of internal re-
hashing nodes on August 15, 2025. Our analysis confirms that
this sudden change coincides with the period when the Zayo
network experienced a service outage. This demonstrates that
BayWatch not only discovers topological changes but can
also provide internal signals that are useful for pinpointing
real-world network failures.
Contributions. We make the following contributions:

• We investigate the uneven responses from routers’ suc-
cessors, and evaluate its impact on topology discovery.
Our findings show that in about 20% of cases (GC≥0.4),
D-Miner misses more than 60% of links.

• We propose BayWatch, an Internet-scale topology mon-
itoring system centered around a Dynamic Bayesian
Network, addressing the limitations of prior work: topo-
logical incompleteness and lack of temporal awareness.

• We validate BayWatch on controlled topologies and ap-
ply it to the Internet, discovering 2.4× and 2.8× more
nodes and links than D-Miner. Even using only 40%
of the probes required by D-Miner, BayWatch achieves
2.8× topology completeness, benefiting from the tempo-
ral awareness.

• We validate BayWatch with a large ISP, finding that
97.12% of the 108,752 links where the IP addresses of
both endpoints belong to the ISP appear in their multi-
path topology. The remaining links are not found due to
network dynamics.

• We show that BayWatch is a powerful tool for detecting
real-world network anomalies.
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• BayWatch is open-sourced at https://github.com/
NASP-THU/BayWatch.

• The measurement results are updated monthly on the
KI3 website [28].

This work does not raise any ethical issues, illustrated in
detail in Appendix A.

2 Background

In this section, we provide background on multipath topolo-
gies and load balancing in the Internet. Then, we introduce
Multipath Detection Algorithm (MDA), including the tradi-
tional MDA and the state-of-the-art method, D-Miner.

2.1 Multipath Topology of the Internet
In the Internet, a path is the sequence of IP addresses traversed
by a data packet from its source s to its destination d. These
IP address sequences uniquely identify each path, enabling
the tracing of packet routes. To aggregate network capacity
and provide resilience against failures, multiple paths often
exist between the same source and destination [38].

Routers implement Equal-Cost Multi-Path (ECMP) routing,
which distributes traffic across paths with equal cost metrics.
These parallel paths typically reconverge before reaching
the destination, forming a diamond structure between the
divergence node (DN) and the convergence node (CN) [4].
Figure 1 illustrates an outer diamond, defined by the first DN
and the final CN, which may itself contain nested diamonds.

Load balancing (LB) is crucial for utilizing multipath
topologies. A common approach is per-flow LB, where all
packets within the same flow follow the same path, while
different flows are distributed separately. In this method, the
router selects the next hop, i.e., successor, for each packet
based on a hash of header fields, typically including source
and destination addresses, ports, and protocol, collectively
referred to as the flow identifier. Other LB techniques are
employed in the Internet. In per-packet LB, the router selects
paths for each packet by rotating among successors in a round-
robin fashion. In per-destination LB, packets destined for the
same endpoint are directed to the same successor.

2.2 Multipath Detection Algorithm
Traceroute and its variants, such as Paris Traceroute [7], are
commonly used to uncover the forwarding path from a source
to a destination. These tools incrementally increase the time-
to-live (TTL) values in ICMP probe packets and analyze the
ICMP error responses from routers along the path. However,
they primarily focus on improving the accuracy of identify-
ing relationships between adjacent hops. In contrast, MDA is
designed to discover all potential multipaths to a destination

by varying flow identifiers [8, 38], offering a more compre-
hensive view of the network structure.
Traceroute-based MDA. MDA uses a round-based prob-
ing and calculates a statistically-guaranteed stopping point to
determine the probes required in each round to discover all
potential successors. For a DN with k+1 successors, MDA
assumes that each successor has an equal probability of re-
ceiving a forwarded packet, leading to a uniform distribution
of responses from successors, i.e., 1/(k+1). Based on this
distribution, MDA calculates the stopping point, which is de-
noted as nk. The stopping point is the number of probes with
random flow identifiers required to ensure that the probability
of missing one successor, after finding k of them, is less than
1−α, where α is the confidence level [38].

For instance, with TTL at 6 in Figure 1, assume that B is
the only discovered successor of A after sending n1=6 probes
with random flow identifiers. The probability that C remains
undetected is ( 1

2 )
6=0.016<1−α. However, if both B and C

are seen after sending n1=6 probes, MDA will send n2−6=5
more probes to discover any other successors. If no more
successors are found, MDA concludes with 95% confidence
that A has only two successors, B and C.
Yarrp-based MDA. Traditional traceroute-based MDA is
slow because it probes each hop sequentially, waiting for a
response before moving on. Vermeulen et al. [39] proposed
D-Miner by combining MDA and Yarrp, which encodes state,
including originating TTL and destination, into probe packets,
thus allowing for stateless, parallel, and randomized probing.
As a result, D-Miner can reduce the Internet-wide measure-
ment from decades to 2 days.

However, D-Miner’s concurrent, stateless probing requires
pre-calculating the number of probes needed for each round
to provide statistical guarantees. For example, fixing TTL
at 7 in Figure 1 and assuming that 4 probes reached B and
2 reached C in previous rounds. Therefore, the probability
distribution for the 7th hop D7=

{ 4
6 ,

2
6

}
. D-Miner assumes

this distribution will hold in the next round. To confirm that
B has only one successor D, and C has only one successor E,
n1=6 probes should be sent to B and C, respectively. Based on
the distribution of D7, a total of 6

2×n1=18 probes should be
sent at TTL 7 to ensure that at least n1 probes pass through B
and C, respectively. Then, these probes will be used by B and
C to observe whether there are more successors in addition to
the one already discovered.

In conclusion, while D-Miner employs stateless probing to
accelerate measurements, it still relies on the MDA’s uniform
distribution assumption to provide its statistical guarantee.

3 Design Rationale of BayWatch

In this section, we overview the rationale for BayWatch’s
design to address the limitations of prior work. First, we show
how we improve the coverage of multipath topology detection
by challenging the simplistic assumptions that overlook nodes
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Figure 2: CDF of LBR distributions in the Internet.

and links. Then, we describe how BayWatch achieves efficient
monitoring of the Internet topology.

3.1 Challenging the Uniformity Assumption
We first reveal that the assumption of a uniform distribution
of responses from a DN’s successors, i.e., LBR distribution,
frequently breaks down in today’s Internet and explore the
factors contributing to these uneven LBR distributions. Then,
based on evaluations in controlled network environments, we
demonstrate that these uneven LBR distributions significantly
reduce the completeness of MDA’s topology discovery.

3.1.1 LBR Distribution in the Internet

By sending a large number of probes with random flow iden-
tifiers, we can approximate the LBR distribution among a
DN’s successors. To analyze this in the wild Internet, we
randomly select 10,000 IPv4 routable /24 prefixes from 268
distinct ASes as representative targets. For each prefix, we
continuously send probes with random flow identifiers until
the response frequencies from the different successor inter-
faces stabilize. Once stabilized, we record the frequencies as
the LBR distribution.

We utilize the Gini coefficient (GC), a metric commonly
used in Internet research to assess the uniformity of the distri-
bution of various resources[21], to quantify the uniformity of
these LBR distributions. GC is defined as follows:

GC=1−2∑
n
i=1(n+1−i)xi

n∑
n
i=1xi

(1)

where n denotes the number of a DN’s successors and xi
denotes the i-th frequency in ascending order. The GC ranges
from 0 to 1, where values closer to 0 indicate a more uniform
distribution.

Figure 2 illustrates the CDF of LBR distributions in the
Internet. We can see that only one fifth of the DNs receive
responses evenly from their successors, satisfying the MDA’s
assumption, while 23% of the DNs have a GC of more than
0.3. Fortunately, only 10.6% of these DNs have a GC greater
than 0.5, indicating that extreme distributions are rare. Ap-
pendix G further examines how the Gini coefficient relates to
load-balancing behavior in Internet monitoring.
Causes of uneven LBR distribution. After investigating
public deployment documents and engaging in private discus-
sions with a prominent ISP, we conclude that three primary
factors cause the uneven LBR distributions in the Internet.
First, WCMP configuration [22, 45] adjusts traffic distribution
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Figure 3: Recall on various LBR distributions.

based on link bandwidth differences to improve bandwidth
utilization. Second, as a scalable solution to implement traffic
engineering in large-scale backbone networks [23, 27], MPLS
may result in uneven flow distribution across physical routers.
Third, the unresponsiveness complicates the determination
of the number of unresponsive nodes at each hop. Treating
all non-responses as a special dummy response increases its
probability, making it higher than that of any individual re-
sponsive successor. Examples caused by these factors can be
found in Appendix B.

3.1.2 Impact of Uneven Distribution on MDA

We conduct an experiment to evaluate the impact of uneven
LBR distributions on the performance of MDA in discovering
topologies.
Experiment settings. We select 100 typical topologies from
the Topology Zoo [26] as the ground truth. By adjusting the
LBR distribution at each node, we vary the average GC of
a topology in increments of 0.1, ranging from 0 to 1. This
produces a set of topologies, each corresponding to 11 distinct
GCs, with each GC represented by 100 distinct topologies.
We then run D-Miner on these topologies and calculate the
average recall for each GC. We define recall as the ratio of
discovered nodes (or edges) to all nodes (or edges) in the
topology. Note that we use D-Miner’s open-source code and
API [20] for the experiment.
Experiment results. As shown in Figure 3, D-Miner achieves
high recall under uniform distributions (GC≤0.1), discover-
ing 87% of nodes and 80% of edges. However, recall degrades
quickly as GC increases. At GC=0.4, 24% of nodes and 60%
of edges are missed. Note that 23% of LBR distributions
in the Internet have a GC greater than 0.3, highlighting the
limitations of the state-of-the-art MDA method, D-Miner, in
discovering complete topologies.

3.2 Continuous Monitoring

Unlike prior research on Internet topology measurement, Inter-
net topology monitoring aims to deliver continuous visibility
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into the Internet’s structural dynamics, which is critical for
promptly detecting anomalies, and diagnosing failures.

A straightforward solution is to leverage existing measure-
ment approaches to collect snapshots over time for Internet
topology monitoring. However, three key limitations arise:
1) heavy network burden: the existing approaches generate
large volumes of probing traffic to construct each topology
snapshot, imposing a significant load on the Internet; 2) low
probing efficiency: many Internet paths are relatively stable,
and repeatedly verifying their existence with randomized flow
identifiers leads to wasted probes; 3)lack of temporal con-
text: because snapshots only capture isolated states, existing
approaches cannot effectively distinguish whether a topol-
ogy change is part of normal evolution or the result of an
anomalous event.

To address these challenges, we propose estimating LBR
distributions together with their temporal evolution. This ap-
proach brings three key benefits. First, it provides statistical
guarantees on the completeness of measured topologies. Sec-
ond, it enables more efficient probing by focusing resources
on paths that are likely to have changed while avoiding re-
dundant measurements on stable paths. Third, it facilitates
anomaly detection: when the observed distributions deviate
significantly from their predicted trends, the system can flag
these deviations as unexpected changes, potentially signaling
underlying network events.

4 Design of BayWatch

As a novel system for continuous multipath topology discov-
ery, BayWatch utilizes a Dynamic Bayesian network to model
the time-varying LBR distributions. In this section, we will
first explain the basic idea of BayWatch, then demonstrate
how to estimate the practical LBR distribution rather than
simply assuming a uniform one, and finally describe how the
time-varying transition probabilities are used to predict LBR
distributions.

4.1 Basic Idea
IP networks adopt a hop-by-hop forwarding mechanism, i.e.,
each router forwards packets independently based on its local
routing table and the packet header fields, without considering
the previous hops. This makes the forwarding decision depen-
dent only on the current router’s state, following the first-order
Markov property [31, 34]. Furthermore, we hypothesize that
the evolution of routing policies over time also adheres to a
first-order temporal Markov property, where the network state
at time t depends only on its state at time t−1.

Together, these two dimensions of spatial and tempo-
ral Markov properties make Dynamic Bayesian Networks
(DBNs). In our model, nodes represent router interfaces and
edges capture conditional forwarding probabilities. Tempo-
ral dependencies are expressed by connecting correspond-

ing nodes across time slices. With this structure, estimating
current LBR distributions becomes a parameter estimation
problem in a Bayesian network, while predicting the most
recent distribution becomes a temporal prediction problem in
a DBN.

First-order markov hypothesis test for packet forwarding.
To verify whether IP forwarding obeys a first-order Markov
property, we use parametric hypothesis testing. We collect and
organize a substantial routing dataset consisting of 300,000
state sequences, each state represents an IP address Xt at the t-
th hop of a path. Then, we construct two models: a first-order
Markov model M1, which assumes that the next forwarding
address k depends only on the current address j; and a more
complex model, such as a second-order Markov model, which
assumes that the next forwarding address k depends on both
the current address j and the preceding address i.

M1:p̂ jk=
N jk

∑k′N jk′
(2)

where N jk is the number of paths where Xt= j and Xt+1=k.

M2: ˆpi jk=
Ni jk

∑k′Ni jk′
(3)

where Ni jk is the number of paths where Xt−1=i, Xt= j and
Xt+1=k.

Next, we calculate the goodness-of-fit between the two
models and the actual data, that is, the likelihood, and use the
likelihood ratio test to compare the merits of the two models.

L1=∑
j,k

N jklog ˆp jk (4)

L2=∑
i, j,k

Ni jklog ˆpi jk (5)

After calculating the likelihoods of the two models, we
assess the difference in how well the two models fit the data
using a likelihood ratio test. This test relies on the likelihood
ratio statistic Λ, which quantifies the ratio of the likelihoods
of the two models, thereby measuring the degree of difference
between the models.

Λ=−2(L1−L2)∼χ
2 (6)

To test statistical significance, we compute a p-value: the
probability of obtaining a likelihood-ratio statistic at least
as extreme as the observed one, assuming the null hypothe-
sis—IP forwarding follows a first-order Markov process—is
true. Under the null, the statistic is approximately distributed.
Comparing the calculated p-value with α=0.05, we can de-
termine whether to reject the null hypothesis. The p-value we
obtained is 0.95, which is much higher than the significance
level. This indicates that the topological dynamics satisfy the
first-order Markov property.

First-order markov hypothesis test for topology dynamics.
To empirically validate the first-order Markov property of
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topological evolution, we collect 50 consecutive topology
snapshots for each node and its successor found in our path
samples.

During the data processing phase, we first align the LBR
distribution presented by each node in every snapshot using
the method described in Section 4.3. We then construct these
into a discrete time series. Subsequently, we apply a rigorous
hypothesis test to these series using the same Likelihood Ratio
Test method as detailed above. This allows us to quantitatively
assess whether these time series satisfy the assumption of a
first-order Markov process, meaning the LBR distribution at
the current time depends only on the state from the previous
moment, not on earlier historical states. The p-value we ob-
tain is 0.68, which is far greater than the significance level.
This, similar to our findings for packet forwarding, indicates
a high probability that we can accept the null hypothesis that
topological dynamics satisfy the first-order Markov property.

Together with the forwarding test above, this result further
supports the validity of modeling network dynamics using a
DBN.

4.2 Parameter Estimation for LBR Distribu-
tions

To model the forwarding process using a Bayesian network,
BayWatch organizes nodes with the same TTL from the
source s into one layer. Each node in one layer is fully con-
nected to the nodes in the next layer, including those without
successors. This allows us to represent the LBR distribution
as a transition probability matrix between adjacent layers 2.
Thus, estimating the LBR distribution becomes a parameter
estimation problem in Bayesian networks with latent vari-
ables. Specifically, we consider an L-layer Bayesian network
where the i-th layer contains Xi nodes (i∈[1,L])3. After send-
ing x probes with random flow identifiers to an IP prefix, we
obtain an observed sequence [y1,y2,...,yx] in the last layer,
where each observed value yi corresponds to one of the nodes
in the last layer. Our objective is to estimate three sets of pa-
rameters: (1) the initial distribution over the first-layer nodes,
(2) the transition probabilities between adjacent layers, and
(3) the observation probabilities that map the last-layer nodes
to the observed values.

For efficiency, we apply variational inference [5, 25], which
approximates the true posterior distribution with a more
tractable one by maximizing the Evidence Lower Bound
(ELBO). Let Z(1),Z(2),...,Z(L) denote the latent variables cor-
responding to the nodes in each layer. Our goal is to infer the
posterior distribution P(Z(1),Z(2),...,Z(L)|y1,y2,...,yx). How-
ever, this inference is generally intractable due to the computa-
tional complexity of summing over all possible configurations
of the latent variables. To make this tractable, we introduce

2If there is no connection between two nodes, their transition probability
is set to 0.

3Variables used in the probing process are summarized in Appendix C.

a variational distribution Q(Z(1),Z(2),...,Z(L)), often assumed
to factorize as [41]:

Q(Z(1),Z(2),...,Z(L))=
L

∏
i=1

Q(Z(i)) (7)

We maximize ELBO to bring Q closer to the true posterior
distribution. The ELBO is given by:

ELBO=EQ(Z)[logP(y,Z)]−EQ(Z)[logQ(Z)] (8)
Firstly, we initialize the parameters. For each round, we

construct a L-layer Bayesian network based on the topology
obtained in the previous round and perform hypothesis testing.
If we have discovered k nodes at hop i, we assume there are
k+1 nodes at this hop, setting Xi=k+1. The initial probability
distribution P(Z(i)) is initialized using the softmax function,
which converts the frequency of occurrence of each node from
the topology obtained in the previous round into a probability
distribution while smoothing to avoid zero values. Similarly,
the transition probability P(Z(i+1)|Z(i)) is initialized based on
the frequency of edges observed between the nodes.

Secondly, we begin iterating the Expectation (E) and Maxi-
mization (M) steps to maximize the ELBO. In the E-step, we
hold the model parameters constant and update each Q(Z(i))
(i∈[1,L]). According to Bayes’ theorem, the posterior distri-
bution is given by

Q(Z(i)
j )∝exp(E

Q({Z(i)}−{Z(i)
j })

[logP(Z(i)
j ,Y )]) (9)

After updating all Q(Z), we proceed to the M-step where we
maximize the ELBO and then use gradient descent [13] to
update the parameters. After that, the update rule for the initial
probabilities of the first layer is derived from the expected
value of Q(Z(1)

i ):

P(Z(1)
i )=

E
Q(Z(1)

i )
[Z(1)

i ]

∑iEQ(Z(1)
i )

[Z(1)
i ]

(10)

In updating the transition probabilities P(Z(t)
j |Z(r)

i ) between
layer r and layer t, as well as the final observation probabili-
ties, the rule is based on the expectation of Q(Z(r)

i ,Z(t)
j ):

P(Z(t)
j |Z(r)

i )=

E
Q(Z(r)

i ,Z(t)
j )
[(Z(t)

j |Z(r)
i )]

∑ jEQ(Z(r)
i ,Z(t)

j )
[(Z(t)

j |Z(r)
i )]

(11)

By substituting Z(t)
j with Yj in the previous formula, we can

update the observation probabilities from the last layer L
to the observed values. The E-step and M-step are repeated
iteratively until the ELBO converges [5, 25] or the predefined
number of iterations is achieved.

4.3 Temporal Prediction of LBR Distributions
Beyond estimating current distributions, BayWatch predicts
how LBRs evolve over time. A network snapshot is repre-
sented as a tensor T=(M1,...,ML−1), where each Mi is the
transition matrix for layer i. Mi[v1][v2] denotes the probability
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of forwarding from node v1 at hop i to node v2 at hop i+1.
However, tensor shapes may be inconsistent since node sets
may differ across snapshots. To this end, we propose a node
alignment strategy: for each layer, we retain the k most fre-
quently observed nodes across the past g snapshots and add an
others node to aggregate all rare and newly discovered nodes.
This produces tensors of uniform shape, enabling unified mod-
eling. Hence, we can then use the Bayesian network to predict
the probabilistic transition tensor of the (g+1)-th snapshot.
For this, we introduce a variational distribution Q(Tg+1) for
the (g+1)-th snapshot and again maximize ELBO:

ELBO=EQ[logP(T1,...,Tg,Tg+1)]−EQ[logQ(Tg+1)] (12)
Optimization yields an approximate posterior for model

parameters. From this posterior, we derive predicted LBR
distributions for nodes in the (g+1)-th snapshot, which then
guide probing decisions and anomaly detection.

5 Workflow of BayWatch

BayWatch is a round-based probing approach, driven by the
set of unresolved hops. To initiate this process, BayWatch
requires an initial round to populate the set of unresolved
hops. In this section, we first detail how to leverage prediction
in Section 4.3 to predict the topology at the current moment
which involves identifying the resolved and unresolved hops.
We then illustrate how the LBR distribution, estimated in Sec-
tion 4.2, is used to guide our round-based hypothesis testing
and probing on this predicted topology.

5.1 Initializing the Algorithm

To initiate the hypothesis-testing algorithm for topology com-
pleteness, we must first obtain a baseline topology to serve as
the foundation for the tests. BayWatch, provides two distinct
modes for this purpose:

Bootstrap mode. This mode is used when no measure-
ments have been performed before. Following the practice
of prior work [39], we send n1=6 probes with random flow
identifiers to each hop towards each /24 prefix. This ensures
that the probability of missing a second successor of a node
is below 5%. Here, we adopt this initialization purely as a
starting point for subsequent parameter estimation.

Predictive mode. In contrast, when historical time-varying
LBR distribution has been obtained in previous measure-
ments, BayWatch first predicts the current LBR distributions.
Edges with non-zero probability are hypothesized to exist,
while edges with zero probability are treated as absent. The
initial probing round then focuses on verifying these predic-
tions. For edges associated with frequently observed nodes,
we reuse flow identifiers from prior snapshots to validate them
efficiently. This approach yields a baseline topology at sub-
stantially lower cost, avoiding the heavy initialization of the
bootstrap mode.

Note that both the bootstrap mode and the predictive mode
rely on multiple rounds of observation to progressively ap-
proximate the true LBR distribution. The key difference lies
in their starting point: the bootstrap mode begins without
any prior knowledge, while the predictive mode leverages
historical time-varying LBR distribution as prior knowledge,
allowing it to start from a more accurate point and complete
the approximation process much faster, significantly improv-
ing probing efficiency. However, the predictive mode includes
an exception handling mechanism. If, during the probing pro-
cess at a given hop, a new edge is discovered that has not
appeared in any historical snapshots, then the statistical pri-
ors built from the historical data are invalidated. In this case,
BayWatch must discard its prior knowledge for that specific
hop and fall back to the bootstrap mode.

5.2 Optimizing Probes at Hop Level

Similar to MDA [8], BayWatch calculates the minimum num-
ber of probes needed to statistically guarantee discovery of
all successors.

Let Rh denote the set of nodes at hop h, with v∈Rh and
v′∈Rh+1. The forwarding probability from node v to node v′ is
Mh(vv′). The minimum number of probes required to provide
a statistical guarantee for discovering all edges between node
v and its successors is given by:

m(v)= max
v′∈Rh+1

⌈
log(1−α)

log(1−Mh(vv′))

⌉
(13)

Next, based on these equations about a node, we calculate
the minimum number of probes required at each hop. For a
hop h, we hypothesize the presence of an undiscovered node
v∗h at hop h, in addition to the already discovered nodes. Under
the hypotheses, we proceed to estimate the parameters Mh and
Ph, where Ph represents the distribution that probes with TTL
h from s reach each node at h-th hop. For statistical guarantee
of all edges, we must ensure the edges between each node
v∈Rh and its successors are discovered. Therefore, for a hop
h, the minimum number of probes should be sent is given by:

nh=max
(

max
v∈Rh−1

(⌈
m(v)

Ph−1(v)

⌉)
,max
v∈Rh

(⌈
m(v)
Ph(v)

⌉))
(14)

BayWatch employs a round-based probing method, which
allows the number of probes required to meet a statistical
guarantee to be accumulated across multiple rounds. Specifi-
cally, if th probes have already been sent to a hop h in previous
rounds, BayWatch subtracts th from the minimum total num-
ber of probes required for that hop in the current round.

This reuse of probes is especially valuable in the bootstrap-
ping round, where we validate an initial topology predicted
from historical data. If no new links are observed, we can
infer that earlier probes have already satisfied part of the hy-
pothesis testing. In that case, BayWatch avoids re-probing
those stable paths, significantly reducing overhead.
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5.3 Round-based Probing

After the bootstrapping round, BayWatch calculates the num-
ber of probes required in a new round based on Equation (14).
This process is repeated until the number of probes dispatched
to all hops diminishes to zero, indicating that all nodes and
edges have been discovered statistically.

Figure 4 illustrates how BayWatch models a 4-hop multi-
path topology into a 4-layer Bayesian network. First, after the
bootstrapping round, we obtain the topology in Figure 4a, in-
cluding 5 nodes and 4 edges. The probability distributions of
probes from the source s reach nodes at the second and third
hop are P2 and P3, respectively, and the transition probability
from the second hop to the third hop is M2.

P2=[
11
20

,
1
4
,
1
5
],P3=[

29
120

,
73

120
,

3
20

],M2=

 1
3

1
2

1
6

1
10

8
10

1
10

1
6

4
6

1
6


We take the second hop as an example to introduce how to

calculate the number of probes with 95% confidence. Hypoth-
esize that there is a third node in both hops, named v∗2 and
v∗3 respectively, and the nodes within the two hops are fully
connected. Using the maximum likelihood estimation, since
v∗2 and v∗3 have not appeared, their probabilities are expected
be the minimum, estimated as 1

5 and 3
20 .

Then, we take v1
2 as an example to illustrate probes required

to discover a node’s successor edges. According to Equation
(15), 5 probes are required to validate the existence of the
edge between v1

2 and v2
3. Therefore, max{5,8}=8 probes are

required to validate all edges between v1
2 and discovered nodes

at TTL 3. Similarly, max{29,2}=29 probes and max{17,3}=
17 probes are required to discover all successor edges of
vA

2 and v∗2, respectively. Therefore, max{8× 20
11 ,29× 4

1}=116
probes are required to discover successor edges of v1

2 and
vA

2 , and 17× 5
1=85 probes are required to discover successor

edges of v∗2.
Assuming with these probes, BayWatch validates the exis-

tence of v∗2, denoting it as v3
2. Besides, BayWatch discovers

the edge between v1
1 and v3

2. However, v∗3 is not seen, sug-
gesting that v∗3 does not exist statistically at TTL 3. Hence,
the multipath topology is updated as the one in Figure 4b.
Note that v∗2 is a new hypothetical node, distinct from that in
Figure 4a. Besides, P2 and M2 are updated as follow:

P2=[
9
20

,
1
4
,
1
5
,

1
10

],M2=


5

12
7
12

3
20

17
20

1
3

2
3

1
2

1
2


Similar to ROUND I, BayWatch calculates that it needs to

send 50 probes to validate the existence of the successor edges
of v∗2. Based on the updated LBR distribution, 76 probes are
required to discover successor edges of v1

2, vA
2 , and v3

2, fewer
than the 85 probes calculated in the last round for discovering
edges of v3

2. Therefore, we need max{0,76,29}=76 probes
for TTL 2 in ROUND II.

Assuming v∗2 is not detected by these probes. BayWatch
will send 50 probes in Round III to meet the statistical guaran-
tees of edges between the second and third hop. This process
discovers the edges between v1

2 and v2
3, as well as between

v3
2 and v2

3. As a result, BayWatch will conclude with 95%
confidence that the topology has been completely discovered,
and is the one in Figure 4c. Overall, in the three rounds, Bay-
Watch totally sends 110 probes to the second hop instead of
116+76+50=242, which is the number of probes required
by D-Miner’s implementation.

6 Validation on Ground Truth

To validate the topology discovery capability of BayWatch,
we adopt the same experiment settings in Section 3.1.2, and
first evaluate the accuracy of the estimated LBR distributions,
and then demonstrate that BayWatch achieves at least 70%
edge recall in nearly 90% of the topologies, while D-Miner
only achieves 35%.

6.1 Accuracy of LBR Distribution Estimation
We employ the Jensen-Shannon Divergence (JSD) metric [42]
to measure the similarity between the estimated and actual
LBR distributions. JSD values range from 0 to 1, where values
approaching 0 signify greater similarity. As the LBR distri-
bution becomes more skewed, certain nodes may be missed,
resulting in a dimensional discrepancy between the estimated
and actual distributions. In such cases, we fill the missing
dimensions in the estimated or actual distributions with zeros
before calculating the JSD.

As shown in Figure 5, the average JSD between the es-
timated and actual LBR distributions is close to 0 when
GC≤0.5, which applies to 89.4% of DNs (see Figure 2). As
GC increases from 0.5 to 0.8, the number of undetected nodes
gradually rises, causing a slow increase in JSD. Once GC
exceeds 0.8, the JSD grows rapidly due to the huge number
of undetected nodes, widening the gap between the estimated
and actual distributions. Therefore, BayWatch accurately esti-
mate the LBR distribution in most Internet cases, providing
an important basis for reliable statistical guarantees.

6.2 Topology Completeness
The topology uncovered by BayWatch under the same ex-
periment settings as D-Miner is shown in Figure 3. When
GC≤0.5, BayWatch can discover 85.86% of the nodes, de-
creasing only 4.76% from GC=0, i.e., uniform LBR distribu-
tion, to GC=0.5. Even at a GC of 0.9, BayWatch still discover
68.60% of the nodes, 21% more than D-Miner. For edges, Bay-
Watch maintains almost the same edge recall when GC≤0.3,
covering 77% of DNs on the Internet. While the number of
missed edges increases as the GC grows beyond 0.3, Bay-
Watch still outperforms D-Miner by 11.32% to 38.20%.
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Figure 4: The evolution of a Bayesian network in three rounds. vA
2 corresponds to the set of anonymous nodes. v∗2 and v∗3

correspond to hypothetical nodes at the second and third hops, respectively. Numbers alongside the edges are the probability that
a probe is forwarded from the predecessor node to the successor node.

Figure 5: JSD between the estimated and actual distributions.

In summary, combined with the JSD between the estimated
and actual distribution shown in Figure 5, the decline in re-
call can be attributed to inaccuracies in the estimated LBR
distribution, highlighting the importance of LBR distribution
for topology discovery.

7 Monitoring the Internet with BayWatch

In this section, we evaluate BayWatch’s performance in Inter-
net monitoring. For a single snapshot, BayWatch discovers
2.4× more nodes and 2.8× more links than D-Miner. When
BayWatch is used for continuous monitoring, we show that
BayWatch’s predictive mode reduces probing overhead to
15.85% of the original cost with a completeness loss of less
than 1%. Remarkably, it achieves 2.8× the completeness of
D-Miner at just 40% of D-Miner’s per-snapshot cost.

7.1 Experiment Setup
Similar to D-Miner, we use the IPv4 /24 prefix as the destina-
tion. The /24 prefix length is selected because it is commonly
considered the longest acceptable prefix in BGP routing [37].
To obtain an Internet-scale topology, we probe all IPv4 /24
prefixes, excluding private and reserved ones [16], totaling
14,461,948. We use a virtual private server (VPS) in Beijing
as the scanner and conduct independent measurements, cap-
turing 13 snapshots from July 1 to September 6, 2025. We
also use 10 geographically diverse VPSes across Asia, Eu-
rope and the Americas to capture 3 snapshots to mitigate

Table 1: Snapshots of Internet topology by bootstrap mode
Algorithm Snapshot 1 Snapshot 2 Snapshot 3

Nodes
RIPE Atlas 673,335 693,974 514,037

Yarrp 604,943 684,947 633,778
D-Miner 959,610 1,086,768 1,052,121

BayWatch 2,159,102 2,608,245 1,892,796
Links

RIPE Atlas 1,973,111 1,971,225 1,176,221
Yarrp 1,324,566 992,123 946,389

D-Miner 2,275,933 2,934,063 2,031,384
BayWatch 7,163,165 8,692,028 6,518,245

location bias (Details in Table 5). To minimize interference to
the Internet, we limit the probing rate to 200,000 packets per
second. We use UDP-based probes, as they are more effective
at discovering links compared to other protocols [30, 39].

Our approach to varying flow identifiers differs from the
existing method [39], which modifies only the destination
address and port numbers. This method may miss LB mech-
anism that solely hashes based on port number or DSCP
field [4]. To ensure that all types of LB mechanisms can
be captured, we modify the destination address, source port,
destination port, and DSCP field simultaneously when vary-
ing flow identifiers. Since the existing method correspond to
a restricted case of our strategy, we run both D-Miner and
BayWatch under this unified flow identifier variation scheme.

7.2 Topology Discovered in Single Snapshot
We treat D-Miner as the primary baseline [39], and also com-
pare BayWatch with two additional baselines: RIPE Atlas
[33] and Yarrp [9]. Table 1 shows the Internet topology snap-
shots during continuous monitoring discovered by BayWatch
and the baselines. The three snapshots shown here are gener-
ated using the bootstrap more, probing from scratch without
any DBN-based initial topology prediction.

Compared to the state-of-the-art method of MDA, Bay-
Watch discovers 2.44 ∼ 2.67× nodes and 2.82 ∼ 3.37× links
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Figure 6: CDF of nodes and links discovered per prefix.
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Figure 7: Cumulative number of nodes/links discovered in
each round.

of D-Miner in the first three snapshots. Specifically, BayWatch
discovers over 2 million nodes and 7 million links in each
snapshot. In contrast, D-Miner discovers only around 1 mil-
lion nodes and fewer than 2.6 million links in each snapshot,
consistent with the single snapshot reported in the original
work of D-Miner [39]. The significant difference in topology
scale between BayWatch and D-Miner aligns with the recall
gap shown in Figure 3. Interestingly, this is the first time to
uncover the Internet topology obscured by uneven LBR dis-
tributions, revealing millions of previously hidden nodes and
links. We also run Yarrp using our VPSes, and compare Bay-
Watch with its result and the data from RIPE Atlas [33] that
has 11,711 vantage points. We find that multipath topology
detection algorithms discover more nodes and links than these
single path tracing tools.

Next, we analyze how BayWatch discovers more nodes and
links than prior work by focusing on three key aspects:

(1) Topology discovered for a single prefix. Figure 6
shows the number of nodes and links discovered by Bay-
Watch and D-Miner for a single prefix. D-Miner discovers
fewer than 40 nodes and links for 96% of prefixes. In con-
trast, BayWatch discovers fewer than 40 nodes for only 13%
of prefixes and fewer than 40 edges for 36%. Additionally,
BayWatch discovers more than 160 links for 23% of prefixes,
while D-Miner does so for only 0.35%. We verified some
results containing routers with over 80 successors with a large
ISP, which confirmed the existence of these links. D-Miner,
however, discovers fewer than 40% of these links.
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Figure 8: Cumulative number of resolved prefixes (RP) in
each round.

Figure 9: CDF of KL divergence between predicted LBR
distributions and ground truth.

(2) New nodes and links discovered in each round.
Figure 7 compares the cumulative discoveries per round
for BayWatch and D-Miner. D-Miner discovers most nodes
and links in the first round, adding only 20,499/218,236
in subsequent rounds. In contrast, BayWatch continues to
discover many new nodes and links across several rounds,
adding 72,482/615,493 in total. This difference stems from
D-Miner’s uniform distribution assumption, which results in
fewer probes. In contrast, BayWatch estimates the LBR dis-
tribution and sends enough probes for statistical guarantee,
leading to the discovery of new nodes and links.

(3) Prefixes resolved in each round. A prefix that does
not contribute any new nodes or edges is considered resolved.
Figure 8 shows the number of resolved prefixes in each round
for both BayWatch and D-Miner. D-Miner resolves about 50%
of the prefixes in the first round, indicating that it discovers no
new nodes or links for these prefixes in this round. In contrast,
BayWatch continues to discover new nodes and links across
multiple rounds, up to the fifth round. This difference arises
because D-Miner, due to its assumption of uniform distribu-
tion, sends fewer probes than BayWatch when targeting the
same prefixes. As a result, D-Miner marks the prefixes as
resolved too early to discover additional nodes and edges.

7.3 Topology Discovered in Continuous Moni-
toring

Using the first three snapshots as the initial historical data, our
evaluation on continuous monitoring proceeds from the fourth
snapshot onward. For each new snapshot, we run two versions
of our BayWatch framework in parallel: a predictive mode
and a bootstrap mode. The result from the bootstrap mode is
used as the ground truth to check two aspects of the initial
topology generated by the predictive mode: the accuracy of
its LBR distributions and its completeness.
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Table 2: Snapshots of Internet topology by predictive mode
Snapshot Nodes(P) Nodes(B) Links(P) Links(B)

4 2,448,310 2,450,613 7,322,468 7,322,468
5 2,191,159 2,195,362 7,250,477 7,253,371
6 2,561,608 2,567,024 7,808,499 7,813,153

7.3.1 Accuracy of Predicted LBR Distributions

The evaluation results demonstrate that BayWatch achieves
strong predictive performance. Specifically, when determin-
ing the existence of a link (i.e., whether an LBR distribution
is nonzero), BayWatch attains an average accuracy of 80.05%
across all snapshots. To further evaluate the quality of pre-
dicted LBR distributions, we conduct an in-depth analysis on a
randomly selected snapshot by computing the KL divergence
between the predicted distributions and the corresponding
ground truth for all nodes.

The overall effectiveness of the predictive mode is illus-
trated in Figure 9. About half of the predicted LBR distribu-
tions exactly match the ground truth (i.e., KL divergence of
0), while nearly 80% achieve a KL divergence of less than 1.
Moreover, compared with a baseline that assumes a uniform
distribution, BayWatch improves the accuracy of LBR distri-
bution by about 20%. The more accurate prediction of LBR
distributions yields two key advantages: first, it can provide
high-quality initial values for subsequent parameter estima-
tion in the DBN, thereby accelerating the convergence of LBR
distribution estimation. Second, it can serve as a stable base-
line for network behavior, enabling the detection of anomalies
as shown in Section 7.7.

7.3.2 Topology Discovered by Predictive Mode

Table 2 compares the number of discovered nodes and edges
between our predictive mode and bootstrap mode across three
snapshots, and the rest can be found in Appendix E. By ini-
tiating hypothesis testing from a predicted topology, the pre-
dictive mode of BayWatch achieves a final result with a com-
pleteness loss of less than 1%. As shown in Section 7.5, the
predictive mode reduces the number of probes sent by the
scanner by approximately 84%. We believe this trade-off
makes BayWatch a more cost-effective solution for continu-
ous monitoring.

7.4 Validation on ISP Networks

We validate the links discovered in a large ISP network. Ac-
cording to the ISP’s IP address database, there are 108,752
links where both endpoints belong to the ISP’s network. The
ISP reported that 97.12% of these links were validated within
its network, and the rest were gone due to the dynamic nature
of its network. Note that similar to D-Miner, BayWatch adopts
the same encoding strategy as Paris traceroute [6]. That is, for
a given destination IP address, certain fields remain fixed for
all TTL probe values to guarantee that these probes take the

Figure 10: Time spent on different phases in each round.

same forwarding path. Hence, we believe that BayWatch can
avoid false links at adjacent hops.

7.5 Probe Overhead

In bootstrap mode, BayWatch sends 11.35 billion probes to
discover 2.5 million nodes and 7.6 million links, while D-
Miner sends 4.32 billion probes to discover 0.96 million nodes
and 2.2 million links. That is, BayWatch can discover 0.67
links with 1,000 probes, 1.3× that of D-Miner.

Our analysis of these snapshots reveals that only 8.06% of
hops rehash their successors across different snapshots. This
provides a crucial insight: for the vast majority of hops, send-
ing probes with flow identifiers previously used in previous
snapshots will not yield new nodes. Based on this insight,
BayWatch reuses probes from previous snapshots to provide
a partial statistical guarantee for these hops, instead of random
rediscovering all paths from scratch. This mechanism drasti-
cally cuts down on redundant probing. That is, the predictive
mode reduces the number of probes to 1.8 billion, only 15.8%
of the bootstrap mode, while incurring a negligible loss in
topology completeness.

Our snapshots reveal that in some cases, the number of
probes in the predictive mode surged to 2.3 billion. Our further
analysis attributes this to novel topological change patterns
absent from previous snapshots, making BayWatch fall back
to the bootstrap mode. In particular, we observe that certain
operator nodes maintain a stable set of next-hop addresses
over a period, with a small fluctuation in the number of next
hops across different snapshots. However, after some time,
this stable set is entirely replaced by a new set of IP addresses,
whose size also stabilizes at a different value.

7.6 Time Cost

Using bootstrap mode, it takes BayWatch 52 hours to com-
plete an Internet-wide measurement. In contrast, the time cost
is reduced to 7.82 hours by using the predictive mode, 6.6×
reduction from the bootstrap mode. This massive reduction
in time allows for more frequent probing, enabling to capture
dynamic changes in Internet topology that were previously
ignored due to the high time cost of measurement.
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We further break down the time spent on four phases in
each round in the bootstrap mode, including reply processing,
probe calculation, randomization, and probing. Specifically,
replies are processed by filtering out fully discovered targets
and hops. Probe calculation involves estimating LBR distri-
butions and determining the number of probes needed for the
current round, which is central to BayWatch’s design. During
the randomization phase, we adjust flow identifiers and ran-
domize the probe sending order. Finally, in the probing phase,
BayWatch sends out the probes and waits for responses.

Figure 10 shows a stacked bar chart of the time consumed
by these phases in each round. The initial round takes slightly
longer, i.e., 5.5 hours, because BayWatch sends probes to all
2∼32 hops for each target. However, most paths have a length
of around 10 hops, about half of these probes do not reach
the expected hop, but respond to the targets in advance i.e.,
without ICMP exceeded responses. Hops beyond the targets
are excluded in the subsequent rounds, reducing the probing
load4. As more paths are discovered, BayWatch discovers
over 90% of the links in rounds 2, 3, and 4, which leads to
an increase in the duration of each phase before the fifth
round. Starting from the fifth round, the focus shifts mainly
to verifying the links discovered in the first four rounds, and
as new discoveries decrease, probing begins to converge.

7.7 Case Study on Anomaly Detection
During continuous Internet monitoring, BayWatch tracks
nodes whose LBR prediction accuracy persistently deviates
from expected behavior, enabling the detection of anomalous
network events. On August 15, 2025, we observed a sharp
surge in rehashing nodes within a subset of Zayo’s network,
where routers began returning different next-hop addresses
for identical flow identifiers, deviating from their usual sta-
ble forwarding behavior. Cross-referencing external reports
confirmed that this event coincided with a widely reported
service outage involving Zayo, demonstrating that BayWatch
can effectively identify topology anomalies and link them
to real-world service disruptions. Detailed analysis of this
incident is provided in Appendix H.

8 Related Work

Limitations of single path measurement. The traditional
traceroute tool [7, 24] increases TTL to get router responses,
attempting to discover a single path from source to desti-
nation. However, load balancing mechanisms can prevent it
from detecting all potential paths, as responses may come
from multiple routes. Partial topologies can lead to biased
conclusions about the network’s properties [3, 15, 43]. Yarrp
improves efficiency by encoding state information into pack-
ets [9, 10, 44], enabling parallel probing to avoid network

4In practice, 2 hops beyond the targets are still included to avoid missing
nodes in a longer path, which is similar with D-Miner.

overload. While it can effectively probe all IPv4 /24 prefixes,
Yarrp still has limitations in handling multipath networks.
Load balancing measurement and characterization. MDA
introduces a multipath discovery approach, providing the first
detailed analysis of diamonds in networks [8]. However, with
the rise of complex technologies like SDN and advanced traf-
fic engineering, load balancing mechanisms have grown in-
creasingly intricate. MCA categorizes these mechanisms [4],
but its conclusions are limited by probing only around 10,000
IPs, making it insufficient for the complexity of the Internet.
In contrast, D-Miner, with its Internet-wide approach, reveals
the expanded size of diamonds [39]. However, its reliance on
uniform load balancing assumptions leads to the omission of
more complex diamond structures.
Router dynamics discovery. Paxson’s study [32] finds that
Internet routes remain globally stable over time, though it does
not consider load balancing. Nearly a decade ago, Cunha et
al. reassessed Paxson’s findings by including load balancing
and confirmed their validity [18], noting that load balancing
remapping was rare. Five years ago, Vermeulen et al. used
D-Miner to study a large-scale multipath topology and discov-
ered that over half of route changes were due to load balancing
remapping [39]. Sibyl [17] predicts query-relevant Internet
paths from historical measurements rather than modeling rout-
ing dynamics. However, incomplete discovered topology data
may have led to an overestimation of Internet dynamics.

9 Conclusion

In this paper, we present BayWatch, a practical Internet-scale
topology monitoring system that overcomes two major limi-
tations of prior work: 1) incompleteness caused by the sim-
plified assumption of uniform LBR distributions, and 2) low
probing efficiency due to the lack of temporal awareness.
By modeling packet forwarding with a DBN, BayWatch es-
timates true LBR distributions and predicts their temporal
evolution. Internet-wide experiments show that BayWatch un-
covers millions of nodes and links missed by D-Miner, while
its predictive mode reduces time cost by 6.6×. Moreover,
BayWatch demonstrates its capability in supporting anomaly
detection through identification of deviations from expected
topology dynamics.
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Appendix

A Ethics

Similar to previous research that uses active measurements,
this work involves probing the Internet and takes precautions
to minimize potential risks associated with such probing. To
avoid disrupting the Internet, particularly to prevent overload-
ing remote networks, we limit each VPS to a probing rate
of 200,000 packets per second and randomize the probing
sequence. Additionally, we set a PTR record for the IP ad-
dresses of each VPS, allowing network operators to contact
us if they wish to opt out of the scanning.

No other aspects of this work raise ethical issues.
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Figure 11: Impact of ICMP non-responsive on D-Miner.

B Causes of Uneven LBR Distribution

Three primary factors cause the uneven LBR distributions in
the Internet.

(1) WCMP Deployment: We observe a common pattern of
{0.25,0.25,0.125,0.125,0.125,0.125} for distributions with a
GC of 0.17, where some successors receive twice the packets
of others. This likely results from WCMP configuration [22,
45], which adjusts traffic distribution based on link bandwidth
differences to improve bandwidth utilization. For instance,
assigning weights of 2:2:1:1:1:1 to 6 outgoing links leads to
the observed distribution.

(2) MPLS Tunnel: We observe extreme distributions, such
as {0.98,0.02} (GC=0.96), likely caused by MPLS, as in-
dicated by MPLS labels in ICMP error responses. MPLS
is a scalable solution to implement traffic engineering in
large-scale backbone networks [23, 27]. As an overlay model,
MPLS establishes tunnels over the physical topology to route
traffic. This may result in uneven flow distribution across
physical routers.

(3) ICMP Non-Response: The measurement results show
that 90% of paths contain more than 5 hops that do not re-
spond to ICMP requests. The unresponsiveness makes it hard
to determine the number of unresponsive nodes at a hop. A
common approach is to abstract them into a logical dummy
node, and regard the non-response as a special dummy re-
sponse, whose probability is the sum of the probability of
unresponsive successors. Therefore, even if the LB distri-
bution among all successors is even, the LBR distribution
may be uneven due to unresponsive successors. As shown in
Figure 11, node 1 forwards packets equally to 3 successors.
When the sent probes are forwarded to node 2, node 3 and
node 4, we will observe responses from node 2 and some
non-responses. If we assume these non-responses come from
a logical dummy successor 5, including node 3 and node 4,
its probability is twice that of the responsive node 2, i.e., 2

3 .

5Note that ignoring unresponsive successors will further reduce the min-
imum expected number of probes from n2=11 to n1=6, failing to provide
statistical guarantee.

Table 3: Summary of variables in probing process.
Variable Description

v A node representing an IP interface
h TTL h (or the h-th hop)
v∗h A hypothesized node at TTL h
Rh The set of nodes at TTL h
Ph Probability distribution of probes from s reaching

nodes at TTL h
Mh The matrix of probabilities that probes from TTL h

reach nodes at TTL h+1
n(v) The minimum number of probes to statistically

discover node v
m(v) The minimum number of probes to statistically

discover all edges between node v and its successors
th The total number of probes that have been sent to

TTL h in previous rounds
L The number of layers of the Bayesian network
Xi The number of nodes in the i-th layer of the

Bayesian network
Y The value of observations
x The length of observation sequence

Z(i) The latent variables corresponding to the nodes in
the i-th layer

C Variable Summary

Variables used in Section 4 are summarized in table 3.

D Proof

Proof. Given v′∈Rh+1, let m(vv′) denote the minimum num-
ber of probes required to guarantee that the probability of
discovering the edge vv′ is greater than α. Then, m(vv′)
should satisfy the condition 1−(1−Mh(vv′))m(vv′)≥α. There-
fore, m(vv′) can be calculated as follows:

m(vv′)=
⌈

log(1−α)

log(1−Mh(vv′))

⌉
(15)

Therefore, to ensure that every successor edge of v meets
statistical guarantee, the minimum number of probes required
is m(v)=maxv′∈Rh+1m(vv′).

E Snapshots

The snapshots introduced in Section 7.1 are presented in
Table 4.

Table 5 presents results obtained from 10 geographically
diverse VPSes across Asia, Europe, and the Americas, each
capturing three snapshots to mitigate location bias. As shown
in the table, changing the VPS vantage points does not in-
troduce a significant impact on the probing results, and the
resulting topology scale remains comparable to that reported
in Table 4.
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Table 4: Snapshots of the Internet topology
Snapshot Nodes Links

1 2,159,102 7,163,165
2 2,608,245 8,692,028
3 1,892,796 6,518,245
4 2,448,310 7,322,468
5 2,191,159 7,250,477
6 2,561,608 7,808,499
7 2,191,159 7,090,131
8 1,930,050 6,811,102
9 2,262,536 6,902,365

10 1,816,264 7,001,376
11 2,603,425 7,674,352
12 1,992,157 6,563,335
13 2,372,374 7,340,365

Table 5: Snapshots of the Internet topology from 10 geograph-
ically diverse VPSes across Asia, Europe and the Americas

Snapshot Nodes Links
1 2,582,967 7,691,130
2 2,816,538 7,912,371
3 2,569,127 7,324,151

F Discussion

Diamonds caused by anycast. Diamond-like structures may
also be observed in the presence of IP anycast, since the same
destination prefix is advertised from multiple locations in
anycast routing. This can cause that multiple parallel paths
converge to a single destination IP, even though the destination
IP is geographically or topologically distinct. To this end, we
use prefixes appeared in the public anycast dataset [36] to
exclude diamonds caused by anycast.
Ethics. Similar to previous research that uses active mea-
surements, this work involves probing the Internet and takes
precautions to minimize potential risks associated with such
probing. To avoid disrupting the Internet, particularly to pre-
vent overloading remote networks, we limit each VPS to a
probing rate of 200,000 packets per second and randomize
the probing sequence. Additionally, we set a PTR record for
the IP addresses of each VPS, allowing network operators to
contact us if they wish to opt out of the scanning. No other
aspects of this work raise ethical issues.
BGP/route changes. During each snapshot, BayWatch uses
historical observations to predict path structures, including
potential changes due to BGP updates or intra-domain routing
shifts. When a routing change remaps entire segments of a
path, BayWatch selectively reverts probing for those hops to
its bootstrap mode. For minor changes such as the addition or
removal of a small number of interfaces or links, BayWatch
continues in predictive mode without full reset. This adap-
tive fallback ensures robustness to routing dynamics while
avoiding unnecessary probing overhead.
IPv6 support. BayWatch is equally applicable to IPv6 by
simply targeting IPv6 prefixes, as the inference process itself

is protocol-agnostic. Moreover, given the vast IPv6 address
space, scaling Internet-wide probing in IPv6 remains an open
challenge and merits a dedicated study.

G Gini Coefficient as a Measure of Load-
Balancing Uniformity

Impact of Gini Coefficient on Discovery. To quantify how
load-balancing skew affects probing effectiveness, we ana-
lyze real probing results from multipath structures with ten
successors. In our dataset, we select nodes exhibiting ten-way
load balancing and measure how many successors are covered
under a fixed probing budget. The probing budget is set to the
first 57 probes, which corresponds to the number of probes
required by traditional MDA to discover all successors under
the uniform load-balancing assumption.

Using this fixed probe budget, we evaluate discovery per-
formance under different levels of skew. When the Gini co-
efficient is 0.2, 0.3, 0.4, and 0.5, the average numbers of suc-
cessors discovered by the first 57 probes are 9.63, 8.06, 7.21,
and 5.33, respectively. These results show that discovery ef-
fectiveness degrades significantly as load balancing becomes
more uneven.

Interpreting Different Gini Levels. To provide intuition on
what different Gini values represent, we extract representative
probability distributions from real probing observations (ten
successors, sorted in descending order). These distributions
illustrate how load balancing progressively becomes more
skewed as the Gini coefficient increases.

When the Gini coefficient is low (e.g., G=0.2), traffic is
relatively evenly distributed:
(0.14,0.13,0.12,0.11,0.10,0.10,0.09,0.08,0.07,0.06). (16)

In this regime, most successors receive comparable probabil-
ity mass, allowing probes to quickly cover nearly all paths.

Under moderate skew (G≈0.3), the distribution begins to
exhibit a heavier tail:
(0.24,0.17,0.12,0.10,0.09,0.08,0.07,0.06,0.04,0.03). (17)

A small subset of dominant successors absorbs a larger frac-
tion of probes, while low-probability successors become
slower to discover.

With stronger skew (G≈0.4), probability mass concentrates
further:
(0.32,0.20,0.13,0.10,0.08,0.06,0.04,0.03,0.02,0.02). (18)

Several successors now receive very small probabilities, mak-
ing them difficult to observe within a limited probing budget.

Under heavy skew (G≈0.5), load balancing becomes highly
uneven:
(0.45,0.23,0.12,0.07,0.05,0.03,0.02,0.015,0.01,0.005).

(19)
A few dominant successors capture the majority of probes,
while low-probability paths are rarely sampled, explaining
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Figure 12: Number of rehashed nodes belonging to Zayo.

the sharp decline in discovery performance observed earlier.
These real-world examples demonstrate how increasing

Gini directly translates into stronger load imbalance, reducing
the likelihood of discovering low-frequency successors under
a fixed probing budget.

H Case Study: Detecting a Real-World Net-
work Anomaly

During continuous Internet monitoring, we pay particular
attention to nodes where the LBR distribution prediction ac-
curacy remains consistently below average. By tracking be-
havioral changes that deviate from the prediction, BayWatch
can uncover anomalous network events.

A notable incident occurred on August 15, 2025, when
we detected a large-scale rehashing event within a subset
of Zayo’s network. Specifically, nodes at the same hop be-
gan returning different next-hop addresses for identical flow
identifiers, which is a clear deviation from their usual stable
forwarding behavior. As shown in Figure 12, the number of
rehashing nodes in Zayo’s network exhibits a sharp spike in
the snapshot of August 15, 2025, far exceeding its normal
baseline.

To validate this anomaly, we cross-referenced the times-
tamp with external reports. According to Catchpoint [12],
on the same day, ServiceNow experienced a two-hour out-
age due to unstable connectivity with its upstream provider,
Zayo (AS6461). The incident led to degraded response times
and intermittent global availability. This alignment between
our internal signals (a sudden surge in rehashing events) and
external evidence (a widely reported outage) illustrates how
BayWatch can function as an effective early-warning system.
That is, BayWatch can link topology anomalies to service
disruptions, demonstrating the utility of BayWatch beyond
topology discovery.
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