
This paper is included in the Proceedings of the 23rd USENIX Symposium 
on Networked Systems Design and Implementation.

May 4–6, 2026 • Renton, WA, USA
ISBN 978-1-939133-54-0

Open access to the Proceedings of the 23rd USENIX Symposium  
on Networked Systems Design and Implementation is sponsored by

SketchPipe: Toward Accurate Sketch-based 
Network Measurement on Multi-Pipeline Switches 

with Splitless Sketch Placement
Xiang Chen, Longlong Zhu, and Linying Zheng, Zhejiang University;  

Hongyang Du, The University of Hong Kong; Dong Zhang, Fuzhou University; 
Jianshan Zhang, Minjiang University; Xuan Liu, Yangzhou University;  

Qun Huang, Peking University; Dusit Niyato, Nanyang Technological University; 
Haifeng Zhou and Chunming Wu, Zhejiang University;  

Hongyan Liu, Fuzhou University; Kui Ren, Zhejiang University

https://www.usenix.org/conference/nsdi26/presentation/chen-xiang



SketchPipe: Toward Accurate Sketch-based Network Measurement
on Multi-Pipeline Switches with Splitless Sketch Placement

Xiang Chen1 Longlong Zhu1 Linying Zheng1 Hongyang Du2 Dong Zhang3 Jianshan Zhang4 Xuan Liu5

Qun Huang6 Dusit Niyato7 Haifeng Zhou1 Chunming Wu1 Hongyan Liu3 Kui Ren1

1Zhejiang University 2The University of Hong Kong 3Fuzhou University 4Minjiang University
5Yangzhou University 6Peking University 7Nanyang Technological University

Abstract
Sketches compactly measure traffic statistics with limited
resource usage and are compatible with high-speed multi-
pipeline switches. Existing solutions place sketches on multi-
pipeline switches via array-split placement that splits each
sketch array into several identical slices and places each slice
on a specific pipeline. However, they incur two issues that
drop measurement accuracy: (1) Different slices in different
pipelines redundantly measure the same flows, wasting scarce
switch resources. (2) Some slices receive much higher traffic
loads than other slices. Hence, the data of different slices are
highly varied, making their analysis inaccurate.

We propose SketchPipe, a framework that offers accurate
sketch-based measurement for multi-pipeline switches. The
key ideas are two-fold. First, SketchPipe places each sketch
array exclusively on a pipeline. Second, it caches the flow
keys of normal packets while using synthetic state packets
to asynchronously transfer cached keys to sketch arrays. As
such, it avoids splitting arrays to enable accurate measurement
while avoiding affecting normal packet processing. Our exper-
iments on 12.8 Tbps Tofino2 switches show that SketchPipe
improves accuracy by up to two orders of magnitude for vari-
ous sketches and network monitoring applications.

1 Introduction

In network measurement, sketches [2, 28, 33, 35, 36, 55]
compactly summarize traffic statistics, e.g., the heavy keys
with packet counts above a threshold, in several counter arrays.
They have formed the basis of network monitoring applica-
tions, e.g., heavy hitter [33] and DDoS flow detection [18].

The literature uses high-speed multi-pipeline switches to
deploy sketches to keep up with Tbps-level traffic [2, 28,
35, 36, 55]. Each switch include many compound pipelines
[6, 11, 49]. Each compound pipeline contains several ingress
and egress pipelines, which perform packet processing with
sketch operations. Each ingress pipeline receives packets from
a port and sends them to the traffic manager (TM). TM in-
terconnects ingress and egress pipelines. It routes packets to
egress pipelines that emit packets.

(a) Array-split placement. Each sketch array is split into two 2×2
slices in different pipelines. Each packet arriving at a pipeline can

only be measured by the slices in that pipeline

(b) Splitless placement. Each 2×4 array locates in only one
compound pipeline. If a flow key, e.g., f2, arrives at a pipeline that
does not place any arrays, it will be cached. A synthetic state packet

will later transfer this key to all arrays.

Figure 1: Array-split vs. splitless sketch placement on a
switch comprising two compound pipelines #1-#2.

In particular, the number of compound pipelines in each
switch keeps increasing, e.g., both Broadcom Tomahawk and
Intel Tofino have doubled the number of compound pipelines
in a few years [6, 11, 49]. The reason is that switch vendors
are always looking for ways to improve switch throughput.
Since increasing the clock frequency of each individual com-
pound pipeline brings high power consumption and non-trivial
latency [6], their current practice is to push for more hard-
ware parallelism, i.e., using more compound pipelines. To
keep parallelism, the resources of each compound pipeline
are naturally isolated from those of other pipelines [11, 49].
Array-split placement. In Figure 1(a), existing solutions
adopt array-split sketch placement, which is a typical strategy
when adapting prior sketches to multi-pipeline switches [17,
19, 20, 28, 33, 35, 36, 46, 55, 57]. They place each slice on a
specific compound pipeline. When a packet of a flow arrives
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at a slice, the slice invokes sketch operations to summarize
flow statistics and records them in its counters. Finally, the
counter values of slices are aggregated to detect heavy keys.

However, this approach introduces two issues that signifi-
cantly affect the measurement accuracy of sketches.

(1) Redundant measurements. Ideally, for each flow, the
sketch only uses the minimum number of counters (denoted by
K) to keep track of the packets of that flow to conserve scarce
switch resources. In array-split placement, each sketch array
is split into identical slices on different compound pipelines.
Each slice uses its own hash functions. When packets from
the same flow arrive at different pipelines (e.g., due to ECMP
routing or per-packet load balancing), each slice measures
and stores the flow’s statistics separately. Such redundancy
reduces the effective capacity of each sketch and increases
hash collisions, leading to accuracy drops. Also, ECMP, its
variants [59], and per-burst or per-packet load balancing [1,
14, 16, 53] can cause this issue [11].

To exemplify, consider a count-min sketch with two slices.
If flow A’s packets arrive at both Pipe 1 and Pipe 2, Slice 1
increments a counter at index h1(A) while Slice 2 increments
another counter at index h2(A). These counters occupy sepa-
rate memory in the sketch data structure rather than the same
space. As a result, each flow consumes K×Nslice counters
instead of the expected number of K counters, where K is the
number of hash functions.

(2) Measurement imbalances. The workloads of different
slices are unbalanced, leading to highly varied counter values.
Directly utilizing these values reduces accuracy [11], e.g., an
80% precision drop (§5). This is because some compound
pipelines (i.e., hot pipelines) receive more packets than others
due to two reasons. First, traffic is skewed, i.e., most pack-
ets come from a few flows with heavy keys [4, 20, 40, 58].
Second, which compound pipeline each flow arrives at is un-
certain. Thus, the sketch slices on the pipelines that receive
the flows with heavy keys suffer from higher workloads.
Key idea. We propose SketchPipe, a framework that offers ac-
curate sketch-based measurement for multi-pipeline switches.
Our key ideas are two-fold. First, SketchPipe exclusively
places each array to only one compound pipeline (Figure 1(b)).
This avoids partitioning sketches, eliminating redundant mea-
surements and measurement imbalances.

However, splitless placement may still bring high perfor-
mance overheads. In detail, every normal incoming packet
should be routed to every compound pipeline that places
sketch arrays to perform measurement operations. Such inter-
pipeline routing increases the per-packet processing latency
several times and degrades flow completion time.

In response, the second key idea is to disable the inter-
pipeline routing of normal packets. Instead, SketchPipe asyn-
chronously completes sketch measurement when handling
normal packets: each normal packet is routed as usual while
SketchPipe retrieves and sends its key to the sketch arrays in
other pipelines, which update their data with the key. Specifi-

cally, it caches the key at the end of ingress while using the
in-switch capability of packet generation [62] to create state
packets. State packets retrieve cached keys and piggyback
keys in their headers. Then they traverse the remaining arrays
to complete measurement operations with their piggybacked
keys. For example, in Figure 1(b), normal packets are routed
as usual while their keys (e.g., f2) are cached and retrieved
by state packets to complete measurement.
Design challenge. Nevertheless, SketchPipe still faces the
design challenge of avoiding high overheads.

(1) Its cache needs to occupy a portion of switch resources.
Thus, caching the key of every incoming packet can easily
saturate scarce switch resources.

(2) Processing the state packets created by SketchPipe may
affect the performance of normal packet processing due to
their competition on switch bandwidth.
Our design. SketchPipe addresses the above challenge:

(1) SketchPipe adopts light cache design, i.e., its cache uses
a small amount of switch resources. Since traffic is skewed,
the number of distinct flows is orders-of-magnitude smaller
than that of packets [9, 43, 44, 60, 61]. So our cache aggre-
gates the flow keys of the packets that belong to the same flow.
It stores per-flow information, making its size small.

(2) SketchPipe minimizes the overheads of processing state
packets in two steps. First, SketchPipe limits the number of
state packets to its cache size. For each cache entry, it only cre-
ates one state packet that is dedicated to drain the entry. The
state packet extracts the aggregated information from the entry
and uses them to update sketch arrays. Once it completes mea-
surement, it is routed back to the cache to measure the next
key. Second, to avoid bandwidth competition and through-
put reduction, SketchPipe isolates state packets from normal
packets by handling state packets entirely in internal recircu-
lation bandwidth. In detail, each compound pipeline offers an
internal port [11, 61, 62], which O(100 Gbps) bandwidth is
independent of normal packet processing. We dedicate such
bandwidth to handle state packets.
Contributions. We make the following contributions.
• Using real-world traces and testbed experiments, we high-

light the need of building a new framework for accurate
sketch placement on multi-pipeline switches (§2).

• We propose and design SketchPipe to achieve low over-
heads and high accuracy in the sketch measurement running
on multi-pipeline switches (§3-§4).

• We have implemented SketchPipe atop a 12.8-Tbps Intel
Tofino2 switch [49]. Our experiments indicate that com-
pared to existing solutions, SketchPipe improves accuracy
by two orders of magnitude for a wide spectrum of network
monitoring applications (§5).

2 Preliminaries and Motivation

2.1 Sketches for Multi-Pipeline Switches

Sketch-based measurement. Sketches measure traffic statis-
tics with theoretical bounds on the tradeoff between resource
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footprints and accuracy. They enable diverse network moni-
toring applications, e.g., the count-min sketch [12] measures
per-flow counts for heavy hitter detection. Each sketch uses
three steps to update its counter arrays [33, 35, 36].
• Flow key hashing. For each packet, the sketch extracts a

set of packet headers (e.g., IP addresses) as the flow key
and performs a hashing operation with the key in each array
to acquire an index for value updating.

• Counter array updates. In each array, the sketch locates a
counter with the index and updates the counter value, e.g.,
in count-min, the value is simply incremented by one; in
UnivMon [33], the value is added by v where v is produced
by uniformly mapping the key to 1 or −1.

• Heavy key processing. The sketch accepts user-specified
thresholds to detect heavy keys. These thresholds are com-
pared against the flow size estimates derived from updated
counter values to identify heavy keys. The sketch periodi-
cally reports heavy keys to control plane applications.

Such a workflow keeps simplicity and thus allows sketches to
be resource-efficient in traffic measurement, making sketches
compatible with high-performance programmable switches.
Multi-pipeline switches. In Figure 1, programmable switches
use multiple compound pipelines to parallelize packet pro-
cessing and boost throughput [6, 11, 49]. Each compound
pipeline has several match-action stages, each offering mem-
ory and computational resources. The memory like SRAM
forms sketch arrays. The computational resources such as
ALUs realize sketch operations.

Internal recirculation bandwidth. Each compound pipeline
offers an internal port for handling synthetic or recirculated
packets with O(100 Gbps) bandwidth [11, 61, 62]. Such band-
width is isolated from the bandwidth of normal packet pro-
cessing in the same compound pipeline.

Rules of sharing switch resources. Multi-pipeline switches
have two rules on the usage of their resources [11, 49].
• No resource sharing between compound pipelines. The

resources in different compound pipelines are isolated, e.g.,
in Figure 1(a), Pipe #1 and #2 do not share resources.

• Resource sharing within each compound pipeline. While
the bandwidth for handling synthetic or recirculated packets
and that for normal packets are distinguished in each com-
pound pipeline, these packets manipulate the same memory
and computational resources in the pipeline.

2.2 Motivation: Limitations of Existing Solutions

We illustrate why existing solutions that place sketches on
multi-pipeline switches fail to achieve high accuracy.
Array-split sketch placement refers to a common practical
approach that places sketches on multiple pipelines. As shown
in Figure 1(a), it comprises three steps.

(1) Each sketch array is split into several identical slices.
Each slice is placed on a specific compound pipeline.

(2) Each slice uses the three classes of sketch operations
(§2.1) to measure incoming packets.
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(d) ES F1 score.

Figure 2: Accuracy drops of existing placement. 1Pipe stands
for the ideal one-pipeline placement (see §5.1).

(3) The data of sketch slices are analyzed to detect heavy
keys. Each slice sets a new threshold to detect heavy keys by
multiplying the original threshold with a coefficient [11], e.g.,
for the threshold of 105 packets, the coefficient of 0.1 guides
each slice to detect a heavy key once the number of packets
that use this key exceeds 104. By default, the coefficient is
the inverse of number of compound pipelines.

However, array-split placement comes with two problems
directly affecting measurement accuracy.
• Redundant measurements. Different sketch slices mea-

sure the packets identified by the same flow key while each
slice allocates some counters for the flow. Thus, a lot of
counters are wasted, reducing measurement accuracy.

• Measurement imbalances. Traffic is highly uncertain and
dynamic at runtime [4, 40, 58]. The workloads in different
compound pipelines are unbalanced by nature. Hence, the
measurement workloads of different sketch slices in dif-
ferent compound pipelines are highly diverse. Analyzing
various data from different slices to detect heavy keys suf-
fers from poor accuracy (e.g., O(103) false positives [11]).
To date, there are a lot of frameworks that place sketches

on switches [2, 10, 20, 28, 33, 35, 36, 55, 57]. To the best
of our knowledge, most of them consider a single pipeline
when placing sketches, e.g., FCM-Sketch [45] targets a single
multi-stage pipeline, which deviates from the multi-pipeline
nature of modern switches. As such, to enforce successful de-
ployment, they adopt array-split placement to match multiple
pipelines, inevitably suffering from the above issues.
Microbenchmarks. We measure the impact of array-split
placement. We use two representative sketches, the count-min
sketch (CM) [12] and elastic sketch (ES) [55]. We refer to
their papers to set configurations as follows. For CM, we use
three hash functions. For ES, we set its heavy part to use two
counter arrays while dedicating a hash function to its light
part. We deploy the two sketches using two methods. First, we
simulate a single-pipeline switch and configure the pipeline
with the full resource capacity of our testbed switch [49]. We
set CM and ES to consume all pipeline resources, respectively.
Second, we increase the number N of compound pipelines
from 8 to 128 [11]. We set each pipeline to use 1/N of the total

USENIX Association 23rd USENIX Symposium on Networked Systems Design and Implementation    901



Figure 3: SketchPipe Architecture.

resource capacity while using array-split placement to deploy
sketches. This setting comes from our observation that the
resource capacity of next-generation switches does not grow
too much due to high chip footprints and heat consumption
[3, 11, 25, 49].

In this context, we use the two sketches to measure heavy
hitters in a CAIDA 2019 trace [48] comprising around 26 M
packets. The threshold is set to 0.02% of the number of pack-
ets in the trace [55]. For routing decisions, we randomly set
the arrival ingress pipeline and destination egress pipeline of
each flow while routing all its packets to traverse the same
path in the switch. As flow sizes vary among flows, such a
random setting results in several hot pipelines that process
massive packets from heavy hitters. Thus, it simulates mea-
surement imbalances among compound pipelines. Note that
our results under other routing settings (e.g., ECMP) are sim-
ilar while these settings are considered in §5.

We obtain the ground truth from the trace while summing
up the results of sketch slices in each compound pipeline to
acquire measurement results. We compare them to compute
the precision, tp/(tp+fp), and the F1 score, 2tp/(2tp+fp+fn),
of sketches, where tp, fp, and tn denote the number of true
positives, false positives, and false negatives, respectively. In
Figure 2, compared to the ideal one-pipeline placement, the
original array-split sketch placement (ASP) in most existing
frameworks significantly drops sketch accuracy.

3 Overview of SketchPipe

Goals. We aim to build a framework that achieves two goals
of placing sketches on multi-pipeline switches.
• G1: High accuracy. Compared to the ideal one-pipeline

placement, the sketches on multiple compound pipelines
should offer comparable accuracy in detecting heavy keys.

• G2: Low overheads. Sketch-based measurement should
not impose significant resource and performance overheads
on normal packet processing.

Overview. We propose SketchPipe, a framework for accu-
rate sketch-based measurement in multi-pipeline switches.
In Figure 3, users (e.g., administrators) submit sketches to
SketchPipe. They program the sketch as usual without ad-
ditional programming burdens. SketchPipe chooses to place
each sketch array on only one compound pipeline, i.e., split-
less sketch placement. It frames splitless sketch placement
into an optimization problem. Solving this problem places ev-
ery sketch array exclusively on a specific compound pipeline
while minimizing switch resource consumption. It augments
the sketch with its logic of caching flow keys and handling

(a) Normal packet processing while caching flow keys.

(b) Processing cached keys in the compound pipeline #1.

Figure 4: Example of SketchPipe.

state packets and places the sketch based on its decisions.
At runtime, SketchPipe performs its asynchronous algo-

rithm for sketch-based measurement. For normal packets, it
caches flow keys in each compound pipeline. Meanwhile, it
creates state packets in each compound pipeline. The number
of state packets equals the cache size. These state packets
only occupy the internal recirculation bandwidth without af-
fecting normal packet processing bandwidth. They retrieve
keys from the cache and update sketch arrays with these keys.
This asynchronous workflow completes measurement across
multiple compound pipelines (§4.2). Moreover, sketches will
report their measured flow keys to network monitoring ap-
plications such as heavy hitter detection for making network
management decisions (§5).

By this means, SketchPipe achieves the two goals: (1) With
the help of its asynchronous algorithm and state packets, each
sketch array still has a complete view of all keys, retaining
high accuracy (G1 achieved). (2) Normal packets are only pro-
cessed by the arrival ingress pipeline and destination egress
pipeline without visiting irrelevant pipelines. The number of
state packets is limited while the processing of state pack-
ets and that of normal packets are isolated, avoiding high
performance or resource overheads (G2 achieved).
Example. Figure 4 shows an example of SketchPipe when
handling two flows, f1 and f2, in a two-pipeline switch. In
Figure 4(a), users deploy a four-array count-min sketch on the
switch via SketchPipe. Each array only resides in the ingress
or egress of a specific compound pipeline.

At runtime, the packets of f1 and f2 arrive at the ingress
of Pipeline #1. They are measured by Array #1. Then they
arrive at the end of ingress, where their keys are cached by
SketchPipe. Each cache entry records the flow key, the num-
ber of packets that use the key, and the IDs of sketch arrays
waiting to measure these packets. Then normal packets are
routed to the egress by TM based on routing rules, e.g., the
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packets of f2 are routed to the egress of Pipeline #2.
In this context, some arrays still have some unmeasured

flow keys, e.g., Array #2 waits for measuring f2. Thus,
SketchPipe generates two state packets in Pipeline #1 and
injects them to the cache, i.e., Figure 4(b). Each state packet
retrieves the flow key and packet count from its target cache
entry. It is then routed to the remaining arrays based on the
array IDs in the cache entry, e.g., the state packet that records
f1 (in blue) is routed to Array #3 and #4 in Pipeline #2.
Scope. Our scope is three-fold. (1) SketchPipe focuses on the
sketches that are designed for multi-pipeline switches, which
are adopted by some production networks such as Alibaba and
Tencent data center networks [27, 29, 47, 61]. Each sketch
uses less resources than the entire switch capacity. SketchPipe
does not support the sketches designed for software [18, 32],
and the sketches that strictly rely on packet orders. In the
literature [2, 19, 20, 28, 33, 35, 36, 55, 57], the above spec-
trum already covers a lot of existing sketches since these
sketches are inherently designed for multi-pipeline switches
while their measurements are agnostic of unpredictable packet
orders. We plan to support the sketches with insertion-order-
dependent data structures, e.g., distinct counting with martin-
gale transform, in the future. (2) Some sketches (e.g., NZE
[20]) need the control plane to decode their data before de-
tecting heavy keys. SketchPipe supports such decoding by
setting switches to report sketch counter values to the control
plane. (3) SketchPipe does not aim to provide better sketch
algorithms. Instead, it complements their sketches with an
accurate and low-overhead method that runs sketches over
multi-pipeline switches.
Assumptions. (1) Traffic is skewed [4, 20, 40, 55, 58, 61],
i.e., most packets come from a few flows. This is already a
standard traffic pattern in modern networks. (2) SketchPipe
assumes that each array fits in the capacity of the ingress of a
single compound pipeline. This guarantees that sketch arrays
are successfully installed without being split among multiple
compound pipelines. This assumption holds because modern
sketches limit the size of each array with the maximum range
of hash functions available in switches, e.g., 216. Thus, each
array has up to O(105) counters and can fit in a single pipeline.

4 Design of SketchPipe

4.1 Splitless Sketch Placement with SketchPipe

Goals. SketchPipe is designed to place sketches on a target
multi-pipeline switch with two primary goals. (1) It ensures
successful sketch placement by assigning each sketch array
to a particular compound pipeline. (2) It aims to minimize
the utilization of compound pipelines running sketch arrays,
thereby optimizing switch resource consumption.

SketchPipe completes these goals by framing the problem
of splitless sketch placement as an optimization challenge.
The first goal is encoded as a constraint. The second goal is
formulated as the objective for finding optimal solutions. We
provide a detailed explanation below, where the notation of

Table 1: Notation of main symbols used by this paper.
S Sketch S = {A,H,U}.
A,H,U Sets of sketch arrays, hashing, and updating operations.
P, M, C, X Packet, bitmap, SketchPipe cache, and traffic imbalance.
N, m Number of compound pipelines, and number of sketch arrays.
ai, ni, li The i-th array in A, its counter number, and per-counter size.
D(a,b) Visiting order among sketch arrays.
P The switch formulated by a set of compound pipelines.
Pi, pig

i , peg
i The i-th compound pipeline, its ingress and egress.

K Number of match-action stages in the ingress pig
i or egress peg

i .
α Number of compound pipelines occupied by sketch arrays.
λ Buffer space dedicated to the processing of state packets.
γ(Pi) Variable indicating if Pi ∈ P is occupied by sketch arrays.
x(a, p) Variable indicating if a is placed on the ingress/egress p.
y(a, i, p) Variable indicating if a is placed on the i-th stage in p.

symbols is detailed in Table 1.
Input. The input of SketchPipe accepts a sketch, the model
of the multi-pipeline switch, and a set of routing rules.

(1) The sketch is defined by an input P4 program [5]. P4 is
a language for programming packet processing logic and has
been utilized by numerous systems for sketch implementation
[2, 20, 35, 36, 55]. SketchPipe uses existing toolchains [38] to
transform the P4 program into the intermediate representation
(IR). The IR eliminates irrelevant programming details and
exhibits sketch arrays and operations.

In this context, SketchPipe extracts sketch arrays and op-
erations from the IR and uniformly represents them with
S = {A,H,U}: S denotes the sketch while A, H, and U de-
note the set of sketch arrays, the set of hashing operations,
and the set of updating operations, respectively. In A, there
exist m sketch arrays while the i-th array ai has ni fixed-size
counters. Each counter uses li bytes to record data. In H, there
are m hash functions. The i-th hash function computes an
index j to address the j-th counter ai[ j]. With the index j, the
i-th updating function in U is invoked to update ai[ j] (e.g.,
ai[ j] = ai[ j]+1 in count-min sketches). Also, we use a ma-
trix of boolean variables, D(a,b), to record the visiting order
among sketch arrays. If the array b must be visited after its
former array a, D(a,b) = 1; otherwise, D(a,b) = 0. For exam-
ple, for elastic sketches [55], the arrays that realize count-min
sketches as light parts should be visited after the arrays that
realize heavy parts. So the variables that specify the visiting
orders among heavy and light parts equal true.

According to our investigation, existing sketches, which are
compatible with switch ASIC pipelines, can be uniformly rep-
resented by the above model. This is because sketches rely on
similar types of data structures (e.g., count-min sketches and
bloom filters) and simple operations to offer strong theoretical
guarantees of high accuracy and low resource consumption
[2, 20, 35, 36]. So such a model is general [20, 35].

(2) Since each sketch comprises arrays and operations, both
of which are placed on switch ASIC pipelines, we model the
multi-pipeline switch as a set P of compound pipelines. The
i-th compound pipeline Pi consists of an ingress pig

i and an
egress peg

i . Each of them has K match-action stages. The j-th
stage s j in pig

i or peg
i offers finite memory and computational
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resources. The switch P has N compound pipelines.
Output. SketchPipe enforces its decisions in two steps.

(1) SketchPipe decides where to place each array on com-
pound pipelines. These decisions are two sets of boolean
variables. First, {x(a, p)} specifies the compound pipeline
that runs a specific array. If x(a, p) = 1, where a is an array
while p is the ingress or egress of a compound pipeline, a
is placed on p. Second, {y(a, i, p)} shows which stages in p
places a. If y(a, i, p) = 1, a is placed on the i-th stage in p.

(2) SketchPipe inserts its logic of caching flow keys and
handling state packets into the control flows defined by IR.
Then it inputs both its decisions and the modified IR into the
low-level compiler to configure compound pipelines.
Objective. The objectives of SketchPipe are to minimize the
switch resource consumption of sketches. Similar to previous
studies [2, 17, 35], it aims to (1) minimize the number of
compound pipelines occupied by sketch arrays, i.e.

minimize α, α = ∑
∀Pi∈P

γ(Pi), where:

γ(Pi) = 1 iff ∑
∀a∈A

x(a, pig
i )≥ 1 or ∑

∀a∈A
x(a, peg

i )≥ 1 (1)

where γ is the boolean variable indicating if the pipeline Pi
has been used; and (2) minimize the number of match-action
stages occupied by each sketch in each pipeline, i.e.

minimize ∑
∀a∈A

∑
∀Pi∈P

(
K

∑
j=1

y(a, j, pig
i )+

K

∑
j=1

y(a, j, peg
i )) (2)

SketchPipe simultaneously optimizes these objectives via
hierarchical objectives [54]. By default, these objectives have
the same priority, which can be tuned by users.
Constraints. First, SketchPipe considers general constraints
for successful sketch placement [17, 35]. These constraints
are: (1) the placement should preserve switch resource limita-
tions, (2) each sketch component (i.e., an array or operation)
will be placed on at least one compound pipeline and at least
one stage, (3) the execution dependencies among sketch com-
ponents should be preserved, e.g., hashing operations should
be invoked in the stages before the stages that run other com-
ponents, which depend on the indexes computed by hashing
operations, and (4) for an arbitrary array, it and its associated
updating function should be placed on the same stages [23].

Second, SketchPipe employs specific constraints to realize
splitless sketch placement, i.e., each array can be placed on
the ingress/egress of only one compound pipeline.

∀a ∈ A : ∑
∀Pi∈P

(x(a, pig
i )+ x(a, peg

i )) = 1 (3)

Solving. Similar to existing frameworks [17, 35], SketchPipe
uses the standard solver, Gurobi [15], for optimal solving.

4.2 Sketch Measurement with SketchPipe
Goals. On the basis of splitless sketch placement in §4.1,
SketchPipe has two goals when building accurate sketch-
based measurement for multi-pipeline switches. (1) It aims
to successfully perform measurement with the sketch arrays

Algorithm 1 SketchPipe Cache
Input: Packet P, bitmap M of IDs of visited arrays
Variables: SketchPipe cache index i, flow key f , cache C
1: function HANDLING_NORMAL_PACKET(P, M) ▷ See §4.2.1
2: Extract the flow key f from P, and then route P to TM
3: SketchPipe cache index i← HASH( f )
4: if C[i].key = f or C[i] is empty then
5: C[i].key← f
6: C[i].cnt← C[i].cnt+1
7: C[i].bitmap←¬M ▷ Record the IDs of unvisited arrays
8: else ▷ Evict on collision: replace the old key with the new key
9: C[i].key← f

10: C[i].cnt← 1
11: C[i].bitmap←¬M
12: function HANDLING_STATE_PACKET(P) ▷ See §4.2.2
13: Extract the cache index i from P
14: if C[i] is empty then Recirculate P
15: P← C[i], and then reset C[i]
16: Route P to other compound pipelines based on P.bitmap

running on different compound pipelines by transferring every
key to visit every array. (2) It aims to minimize the impact
of sketch-based measurement on normal packet processing
throughput and buffer memory.

To simultaneously achieve these goals, SketchPipe seper-
ates its measurement from normal packet processing via an
asynchronous algorithm: normal packets are processed and
routed as usual to satisfy the second goal. Instead, their keys
are cached at the end of ingress of each compound pipeline
(§4.2.1). These keys will be retrieved by synthetic state pack-
ets, which send keys to the unvisited sketch arrays in other
compound pipelines to achieve the first goal (§4.2.2).

4.2.1 Light Cache Design

Challenge 1: How to design a cache with limited switch
resources? The limited switch resource capacity constrains
the cache of SketchPipe. Each compound pipeline has a few
match-action stages while most stages need to be allocated to
the sketch and other functions [35, 36]. Thus, it is essential to
minimize the resources consumed by the cache.
Solution: light cache design. Algorithm 1 summarizes the
workflow of SketchPipe cache. Our solution is three-fold.

(1) We decide what to cache in SketchPipe (lines 1-7). We
choose flow keys because traffic is skewed (i.e., most packets
come from a few flows) [4, 20, 40, 55, 58, 61]. Therefore, the
number of distinct keys is much smaller than that of packets,
e.g., the former (8.9M) is three orders of magnitude lower
than the latter (1,835.1M) in a one-hour trace collected in the
Equinix-Chicago monitor from CAIDA [55].

However, compared to per-packet caching, per-key caching
sacrifices the full visibility of traffic and misses the records of
most packets, impeding accurate measurement. In response,
when caching a flow key, SketchPipe counts the packets that
use this key and await measurement in the cache entry. The
intuition behind such aggregation is two-fold. (1) Sketches
process the packets that use the same key in the same way
(e.g., hashing them to the same counters). Hence, using the
summarized count of these packets to update sketch arrays
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Table 2: Hash collision rates of SketchPipe cache.
Cache Size 212 213 214 215 216

CAIDA 2019 Trace [48] 4.70% 4.61% 4.44% 4.09% 3.44%

MAWI 2024 Trace [13] 17.7% 11.1% 6.30% 3.31% 1.63%

IMC Data Center Trace [24] <0.01% <0.01% 0.00% 0.00% 0.00%

contributes to measurement results in the same way that indi-
vidual packets update these arrays. (2) Packet counting is a
basic hardware-compatible operation and can be easily inte-
grated into SketchPipe caches.

In addition, each cache entry also records the IDs of the
arrays waiting to measure the cached key. This guides subse-
quent state packets to direct the key to correct pipelines.

(2) We determine the cache size. We follow prior studies
[37, 44] to limit SketchPipe to use O(106) cache entries. Such
a choice uses a few switch resources (§5).

One concern is that the limited cache size leads to frequent
hash collisions. If so, cached keys may be evicted by new keys
due to collisions. However, since traffic is skewed, the keys of
most packets are recorded by a few cache entries, making the
probability of cache collisions small. Also, the state packets
created by SketchPipe will rapidly drain the cache (O(1 µs),
see Appendix 1), leaving enough room for caching new keys
and mitigating hash collisions.

In Table 2, we validate the low probability of hash collisions
by processing real-world traces, a CAIDA 2019 wide-area
network trace [48], an MAWI 2024 trace [13], and the IMC
data center traffic trace [24], using the SketchPipe cache. We
partition these traces into consecutive epochs with the large
size of 100 M packets, and present the average after process-
ing every epoch. Even with a small cache size of 216, the
probability remains below 3.5%. In particular, the probability
in the IMC trace is much lower than other traces as data center
traffic exhibits higher skewness, i.e., <5% flows have >95%
packets. As such, the cache size of 214 is already larger than
the total number of flows, eliminating collisions.

(3) When hash collisions happen, we determine the mech-
anism of handling collisions in SketchPipe (lines 8-11). In
particular, there exist various types of standard practices.
• We consider a strawman solution that selects a few keys to

cache based on a sampling rate, e.g., 1:100. This solution
inevitably leads to high cache miss ratios and thus serves as
a baseline that demonstrates the necessity for SketchPipe
to adopt a suitable strategy for handling collisions.

• First in first out (FIFO) replaces the oldest key in the cache
with the new key. However, it is infeasible in switch ASIC
pipelines as it needs excessive memory to record the inser-
tion order of all cached keys to remove the oldest key.

• Random replacement (RR) randomly chooses an old key
and replaces it with the new key when a collision occurs.
While simple, it unintentionally evicts frequently accessed
keys, leading to poor hit rates and low cache performance.

• Least frequently used (LFU) removes the least frequently
accessed key to leave room for the new key. But similar to
FIFO, it consumes excessive memory to monitor the key.

Table 3: Cache miss ratios (lower is better).
Cache Sample FIFO RR LFU SketchPipe

CAIDA 2019 Trace [48] 99.4% 99.6% 99.1% 50.07% 11.4%

MAWI 2024 Trace [13] 99.5% 98.4% 92.6% 45.6% 29.27%

IMC Data Center Trace [24] 99.0% 1% 1% 1% 1%

• Least recently used (LRU) deletes the most recently used
key. But realizing it suffers from the same issue as LFU.
In response, when collisions occur, SketchPipe adopts the

evict-on-collision policy that approximates LRU [37, 44, 61].
It has proven to be surprisingly effective and is compatible
with resource-restrictive switch ASIC pipelines [30, 37, 43].
In detail, when a collision happens, it simply evicts the old
key to save the new key. We demonstrate its effectiveness by
measuring the cache performance of the above cache mech-
anisms. We allocate 216 entries to each cache and deploy
caches on our testbed switch by default. For the caches that
are hardware-incompatible, we present simulation results. Ta-
ble 3 shows that SketchPipe achieves the best performance in
terms of low cache miss ratios across all traces.

4.2.2 State Packet Management

Challenge 2: How to limit overheads? SketchPipe gener-
ates state packets to retrieve cached keys and deliver them
to unvisited sketch arrays. However, without a careful way
of managing state packets, massive state packets may over-
whelm the available pipeline bandwidth and buffer space. As
a result, normal packets have to compete with state packets
for bandwidth and buffer, affecting their performance.
Understanding packet recirculation and generation. Be-
fore diving into the details of how SketchPipe addresses
the challenge, we introduce two capabilities provided by the
ASIC pipelines of existing programmable switches [49].

C1: Synthetic packet generation. Each compound pipeline
has a packet generator that creates synthetic packets entirely in
the pipeline. Once created, synthetic packets are distinguished
from normal packets via their specific format.

C2: Packet recirculation. Every compound pipeline allows
an arbitrary packet to be looped back to the ingress of its in-
ternal recirculation port and to begin a new round of process-
ing. Such recirculation only occupies internal recirculation
bandwidth instead of consuming normal packet processing
bandwidth (§2). Thus, recirculated packets avoid affecting
normal packet processing and switch throughput.
Solution: State packet management. We start by illustrat-
ing how SketchPipe uses state packets to complete the mea-
surement of cached keys. Then we explain how SketchPipe
controls its overheads when utilizing state packets.

State packet processing: First, SketchPipe uses the genera-
tor (C1) to generate state packets. It inputs the format of state
packets to the generator. Each state packet initially comprises
a cache index and a bitmap. The index addresses a specific
cache entry while the j-th bit b j in the bitmap specifies if the
packet should visit the j-th array: if so, b j = 1; otherwise,
b j = 0. The generator creates k state packets corresponding

USENIX Association 23rd USENIX Symposium on Networked Systems Design and Implementation    905



to the k cache entries. Each state packet will be reused for the
next key when it completes the measurement of a key. So the
k state packets are created only once.

Second, SketchPipe handles state packets in two steps.
(1) Cache processing: The generator in each compound

pipeline injects state packets to the internal recirculation port.
Each state packet addresses one cache entry with its index. If
the entry does not record any key, it will be recirculated (C2)
until the entry records a key. Otherwise, it retrieves the key
and packet count from the cache and piggybacks them on its
header. Also, according to the array IDs in the entry, it flips
its bitmap bits. For example, if the array IDs are #3 and #4,
the third bit and fourth bit are set to one.

(2) State packet routing: For each state packet, SketchPipe
matches the bitmap and picks the j-th bit. It directs the packet
to the compound pipeline that runs the j-th array. Here, the
j-th array is prioritized over other arrays, indicating by the
matrix D recording the visiting order among arrays (§4.1):
D(a,b) = 1, the measurement of the k-th array b relies on the
results of the j-th array a, and thus a must be visited before
b. When the state packet arrives at the j-th array, it updates
the array with its key and packet count. For example, if the
key is f1 while the count is 31, it hashes f1 to locate a counter
in the array and updates the counter value based on 31 (e.g.,
incrementing the value by 31 in count-min sketches). Then
the j-th bit b j is reset to zero while the state packet is routed
to the next array through TM or packet recirculation. If all
bits equal zero, the measurement of the piggybacked key was
completed. So the state packet is recirculated to the original
pipeline to measure the next key.

Overhead control: State packets may compete with nor-
mal packets in both compound pipelines and TM buffer.
SketchPipe limits their overheads with two strategies.

First, SketchPipe limits that the processing of all state pack-
ets can only occupy the internal recirculation bandwidth. This
strategy isolates the processing of state packets from that of
normal packets, thereby eliminating the competition between
those packets on pipeline bandwidth.

Second, it restricts the buffer overheads incurred by state
packets via a threshold λ (in MB), i.e., the TM buffer space
occupied by state packets will never exceed λ. This strategy
has two steps. (1) SketchPipe computes λ as the worst-case
buffer size that caches all state packets at the same time. Re-
call that each state packet addresses a specific cache entry.
Given k cache entries, there are at most k state packets in the
buffer. Let l denote the size of each state packet. So λ = k · l.
(2) SketchPipe statically allocates a dedicated buffer space
with the size of λ to recirculation through TM commands.
By this means, it eliminates the competition between normal
packets and state packets in the TM buffer.

5 Evaluation

We evaluate SketchPipe via testbed experiments and large-
scale simulation. We report the average after 100 runs.

• (Exp#1-#5) In testbed, the sketches placed by SketchPipe
achieve near-ideal accuracy for various network monitoring
applications. In all cases, SketchPipe outperforms existing
solutions by improving the accuracy by up to 81% and
reducing the errors by two orders of magnitude.

• (Exp#6) When scaling to multiple applications, SketchPipe
beats existing solutions by 30% higher accuracy.

• (Exp#7) Even with extreme traffic imbalances, SketchPipe
still retains near-ideal accuracy in our testbed.

• (Exp#8) SketchPipe improves the accuracy of existing solu-
tions by two orders of magnitude when scaling to tens of
compound pipelines in simulation.

• (Exp#9) SketchPipe uses at least 20% fewer resources to
achieve the same level of accuracy in our testbed.

• (Exp#10-16) SketchPipe only brings small and acceptable
overheads to switch performance and resources.

5.1 Experimental Settings

Implementation. We realize SketchPipe on a 64×100 Gbps
Tofino switch and a 32×400 Gbps Tofino2 switch [3, 49].
The former is a two-pipeline switch while the latter has four
compound pipelines. We realize SketchPipe in P416.

(1) We realize the compile-time splitless sketch placement
(§4.1) in C++ and Gurobi [15] for problem solving.

(2) We implement the data plane logic of SketchPipe (§4.2)
in P416. First, we realize the SketchPipe cache through two
register arrays. The first array comprises 64-bit entries, each
of which has 32-bit higher bits and 32-bit lower bits. The
higher bits cache the flow key while the lower bits count the
number of packets using the cached key. The second array
consists of 64-bit entries. Each entry records the bitmap of the
cached key. Second, we realize the operations of manipulating
the cache and processing normal packets and state packets
with stateful ALUs and metadata.

(3) We exploit the switch development environment (SDE)
9.12.0 on the switch OS to invoke the packet generator to cre-
ate state packets and inject them to the internal recirculation
port. We invoke the TM commands in the SDE to dedicate
the buffer memory of λ MB to internal recirculation ports.

(4) SketchPipe utilizes the switch capability that supports
configuring different pipelines with different processing logic.
It compiles the logic of different sketch arrays into binaries
and loads them on corresponding compound pipelines deter-
mined by the placement. This ensures that each array runs
exclusively on its assigned pipeline.

(5) SketchPipe utilizes bitwise operations to map packets
to array IDs efficiently. Specifically, the state packet piggy-
backs a bitmap where each bit corresponds to a sketch array.
SketchPipe determines the target array by checking the state
of these bits (e.g., identifying which bit is set). This bitmap
is precomputed and stored in the cache entry. It enables the
state packet to be correctly routed to target arrays.
Testbed and simulator. We build a testbed comprising both
a control plane and a data plane. We run the control plane on
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a server. The server directly connects to data plane switches
with 100 Gbps links. It runs network monitoring applications
entirely in its user space, which collects events (e.g., heavy
hitters) from switches through DPDK APIs [21]. Moreover,
the data plane contains a cluster of eight servers directly con-
nected by a 32×400 Gbps Tofino2 switch [49]. This switch
has four compound pipelines, each comprising eight 400 Gbps
ingress pipelines, eight 400 Gbps egress pipelines, and one
400 Gbps internal port. It offers a 64 MB TM buffer. For each
compound pipeline, we connect two servers to two ingress
pipelines of the compound pipeline. The two servers use Pkt-
Gen [39] to inject traffic workloads to the compound pipeline
at 200 Gbps and receive traffic from other servers. Each server
has 36-core Intel(R) Xeon(R) Gold 6240C CPU (2.60 GHz),
128 GB RAM, and a two-port 100 Gbps NIC.

Since the number of compound pipelines in our switch is
limited, we also simulate a multi-pipeline switch that has a
large number of compound pipelines. We configure the per-
formance and resource capacity of each compound pipeline
based on the specifications of our testbed switch.
Parameters. Unless specified elsewhere, we set the parame-
ters in SketchPipe as follows. (1) We set the SketchPipe cache
size in all compound pipelines to 216, which collision rate is
below 4% (Table 2). (2) We set the buffer threshold λ to 1 MB
(1.5% of the total capacity) based on the cache size.
Baselines. To better quantify the accuracy and performance
of SketchPipe, we implement existing approaches of sketch
placement for comparison. We elaborate on them as follows.

(1) ASP is the original array-split sketch placement in prior
studies, including FlowRadar (FR) [28], UnivMon (UM) [33],
SketchLearn (SL) [19], Elastic Sketch (ES) [55], CocoSketch
[57], NZE-Sketch [20], FlightPlan [46], P4All [17], Sketch-
lib [35], and Sketchovsky [36]. All these studies vertically
place sketches on multiple compound pipelines (§2.2). Note
that while some baselines (e.g., P4All) were not originally
designed for multiple pipelines, we adapt them by applying
array-split placement to enable their deployment on multi-
pipeline switches for a fair comparison.

(2) PipeCache [11] is a recent ASP-based approach. We
implement its open-source codes. However, it remains pre-
liminary. First, it places only sketches on the egress while
dedicating ingress resources to deliver flow keys to the cor-
rect egress sketch slices. While these keys are only measured
once, PipeCache halves the number of counter arrays available
for sketches and limits sketch accuracy. Second, it relies on
normal packet routing to transfer keys, leading to imbalances.
In comparison, SketchPipe does not limit placement locations,
enabling sketches to use more resources and achieve higher
accuracy. Also, it adopts synthetic state packets, which can
be flexibly routed to every array, and thus eliminates measure-
ment imbalances.

(3) 1Pipe refers to the ideal theoretical results, assuming
that the switch only has one single compound pipeline. Thus,
we obtain its results via simulation while leveraging them to
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Figure 5: (Exp#1-#4) Accuracy of HH, SS, DF, and GI.
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Figure 6: (Exp#5) Accuracy of EE.

demonstrate the accuracy gaps between ASP, PipeCache, or
SketchPipe and the maximum possible accuracy of sketches.
Sketches. We realize eight existing sketches: CM [12], the
count sketch (CS) [7], ES [55], FR [28], HashPipe (HP) [42],
MARC [26], SL [19], and UM [33]. We refer to the theoretical
bounds in their original papers to configure their parameters
to maximize accuracy. We use baselines and SketchPipe to de-
ploy these sketches on our switch, respectively. Moreover, the
events observed by sketches, or sketch data, will be collected
to applications when every measurement epoch ends. The
default epoch length is 10 seconds [36]. We set each sketch
to measure the flows identified by IP pairs.
Monitoring applications. We realize five applications: heavy
hitter detection (HH) [42], superspreader detection (SS) [20],
DDoS flow detection (DF) [34], global iceberg detection (GI)
[33], and entropy estimation (EE) [11]. We set the thresholds
of HH and GI to 10K packets, set the threshold of SS to 0.5%
of the total number of IP addresses, and set the threshold of DF
to 0.5% of the total number of five-tuples [8]. We realize them
with CM, CS, ES, HP, SL, and UM, respectively. For EE, we
compute the entropy of measured flow distribution based on
[11]. We realize EE with FR, MARC, and UM, respectively.
Metrics. (1) Precision = tp/(tp+fp); (2) Recall = tp/(tp+fn);
(3) F1 score = 2tp/(2tp+fp+fn).
Workloads. By default, we consider representative traffic
traces, i.e., WAN traces from CAIDA 2018 [48]. Each trace
lasts for one minute and comprises around 26 M packets. We
also consider the two traces in Table 3, i.e., an IMC data center
trace [24] and an MAWI 2022 trace [13] in Exp#4.

In our testbed, we set the servers that inject traffic into the
switch to replay CAIDA traces at their maximum speeds, i.e.,
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Figure 7: (Exp#6) Accuracy under diverse traces.
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Figure 8: (Exp#7) Scaling to multiple applications.

200 Gbps per compound pipeline and 800 Gbps in total. We
set each server to only send a specific portion of traces to
emulate routing dynamics and measurement imbalances. We
split the trace to obtain these portions based on a weighted
ECMP-like flow-consistent mechanism [11]. This mechanism
enables us to create traffic imbalances by varying the weights
of different portions. Here, we define the metric of traffic
imbalances: an imbalance of (X ,Y ) indicates that X random
pipelines will receive Y times more traffic than other pipelines.
By default, we set X = 0, i.e., traffic is uniformly distributed
among all compound pipelines.

5.2 Measurement Accuracy

(Exp#1-Exp#4) Detection of heavy hitters, superspreaders,
DDoS flows, and global icebergs. Figure 5 presents the accu-
racy of detecting the flows of applications’ interest, e.g., heavy
hitters, on our testbed switch. It indicates that SketchPipe
achieves near-ideal accuracy. It outperforms other baselines
by up to 81% accuracy improvement. Instead, PipeCache only
uses half of stages for sketches, leading to suboptimal results.
(Exp#5) Entropy estimation. Figure 6 plots the relative error
of computing the entropy of measured flow distributions, i.e.,
the absolute divergence between the true entropy of our trace
and the entropy estimated by each sketch. We highlight: (a)
testbed results are the errors measured in our testbed switch;
(b) simulation results are the errors when the number of com-
pound pipelines is set to 32. They show a 60% error reduction
in SketchPipe over the baselines.
(Exp#6) Accuracy under diverse traces. We repeat Exp#1
under other types of traffic traces, including the MAWI trans-
Pacific packet trace [13] and the IMC data center trace [24],
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Figure 9: (Exp#8) Impact of traffic imbalances.

to evaluate SketchPipe with diverse traffic characteristics.
For IMC, we present the results of HH while the results of
other applications exhibit the same trend. For MAWI, we
consider HH, SS, and DDoS since the MAWI trace exhibits
more complex traffic characteristics than IMC, which only
contains a few large flows. In Figure 7, the results indicate
that SketchPipe achieves the best accuracy and significantly
outperforms comparison solutions.
(Exp#7) Scaling to multiple applications. We evaluate if
SketchPipe enables high accuracy when scaling to multiple
applications. We deploy two sketches, HP and UM, on the
switch at the same time. HP supports heavy hitter detection,
while UM enables superspreader detection. In particular, we
employ such a setting due to two reasons. (1) HP and UM
have different designs. HP embraces a space-saving algorithm
for HH, while UM adopts universal measurements towards
different types of flows of interest. Thus, adopting HP and
UM corresponds to two measurement choices: utilizing ad-
vanced techniques to address traditional problems, or using
an universal and stable approach. (2) HH and SS differ in
their monitoring strategies: HH counts the number of packets,
while SS counts IP addresses.

In this context, we utilize SketchPipe to place HP on two
compound pipelines and UM on another two pipelines of our
testbed switch. Figure 8 presents the results of measuring the
WAN trace. It indicates that SketchPipe retains high accuracy,
which outperforms the baselines by 30%.

Note that for UM, the recall of 1Pipe and SketchPipe are
lower than those of ASP. The reason is that ASP suffers
from high collision rates, yielding abnormal large counts for
each flow. As a result, its number of false negatives is low,
which dramatically increases the recall. Correspondingly, its
number of false positives is far more than that of SketchPipe,
significantly reducing precision and F1 score.
(Exp#8) Impact of traffic imbalances. We evaluate the accu-
racy of SketchPipe under significant traffic imbalances. Here,
we update (X ,Y ), i.e., X randomly selected pipelines receive
Y times more traffic than other pipelines. Figure 9 shows that
even with extreme traffic imbalances, SketchPipe still retains
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Figure 10: (Exp#9) Scaling to multiple pipelines.

near-ideal accuracy, validating its capability of coping with
traffic imbalances. We highlight CM and HP. Other sketches
follow the same trend.
(Exp#9) Scaling to multiple pipelines. Our testbed switch
is limited by the number of compound pipelines. Thus, we
simulate the switches with more pipelines. We increase the
number of compound pipelines from 8 to 128 while fixing the
switch resource capacity to be the same as our testbed switch.
At the same time, we repeat Exp#1. In Figure 10, SketchPipe
retains high accuracy. ASP suffers from non-trivial accuracy
drops when the number of pipelines increases. Even though
PipeCache mitigates this issue, it yields sub-optimal results.
It drops optimality for most sketches (e.g., Figure 10) and
applications (Exp#5). For simplicity, we elide the results of
FR and UM, which follow the same trend as CS.
(Exp#10) Impact of switch resources. In some cases, where
the switch also executes other in-network functions such as
DDoS defense [34], sketches can only use a portion of switch
resources. Thus, we vary the amount of switch resources allo-
cated to each sketch in our testbed switch from 20% to 100%
to quantify the impact. In Figure 11, SketchPipe uses less
resources than other solutions to achieve the same level of
accuracy during Exp#1. The reasons are two-fold. (1) ASP
suffers from low accuracy in all cases due to its redundant
measurements and measurement imbalances. (2) PipeCache
only places sketches on the egress so as to enable its ingress
caches to direct flows to correct pipelines to reduce redun-
dant measurements (§2.2). As such, sketches can only use a
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Figure 11: (Exp#10) Impact of switch resources.
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Figure 12: (Exp#11) Impact on switch performance.

half of stages and cannot access ingress resources. Instead,
SketchPipe does not limit the placement locations of sketches,
enabling sketches to use all available stages and resources.

5.3 Measurement Overheads

(Exp#11) Impact on switch performance. We study the im-
pact of SketchPipe on the switch performance in terms of
throughput and per-packet processing latency. To stress-test
the switch performance, we use snake testing [22], a standard
way of traffic testing in industry. In each compound pipeline,
the first port and last port are traffic ports and connect to two
testbed servers. Snake testing connects the (2i− 1)-th nor-
mal port to the (2i)-th normal port for 0 < i < β/2, where
β is the number of normal ports in each compound pipeline.
β= 8 in our testbed switch. Next, each server injects 100 Gbps
traffic to a specific traffic port while the switch directs the
traffic to another server via all connected pairs of normal
ports. Thus, the above structure sets all ports to receive and
send traffic at the same time, thus stress-testing switch perfor-
mance. Our evaluation at 50% throughput serves as a stress
test. Real-world measurement studies indicate that the av-
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Table 4: (Exp#12) Switch resource consumption.
Type PHV SRAM MapRAM TCAM VLIW mALU sALU Stages

PipeCache 4.64% 2.50% 1.39% 0.00% 4.17% 1.25% 0.00% 15%

SketchPipe 4.64% 1.88% 3.12% 0.00% 3.12% 3.75% 0.00% 15%

Table 5: (Exp#13-#14) Recirc. and buffer consumption.
SketchPipe Cache Size 28 210 212 214 216

Total Number of State Packets 28 210 212 214 216

Buffer Memory Consumption <0.01% 0.01% 0.05% 0.23% 0.92%

Bandwidth Consumption <0.01% <0.01% <0.01% <0.01% 0.21%

erage link utilization in production data centers is typically
around 20%-40% [40, 56], and WAN link utilization in traces
such as CAIDA and MAWI is often below 50%. Thus, our
setting represents a high-load scenario in practice.

In Figure 12, we compare the performance of direct port
forwarding with the performance when SketchPipe is acti-
vated. The impact of SketchPipe on throughput is negligi-
ble while the per-packet latency is only increased by 175 ns.
SketchPipe does not degrade normal packet processing even at
the maximum load. This is because state packets are handled
exclusively by the internal recirculation bandwidth, which
is isolated from normal packet processing. Furthermore, the
number of state packets to drain cached keys is determined
by the cache size rather than the traffic volume. As shown in
Table 4, the overhead remains constant and small. We also
plan to include the maximum load testing in our future work.
(Exp#12) Pipeline resource consumption. We evaluate the
switch resource consumption of SketchPipe. Table 4 shows
that SketchPipe achieves less than 10% resource consumption,
which leaves enough resources to sketch placement.
(Exp#13) Buffer resource consumption. SketchPipe utilizes
buffer memory due to its processing of state packets. In detail,
since each state packet corresponds to a specific entry in the
SketchPipe cache, the total number of state packets equals
the SketchPipe cache size (§4.2.2). Hence, we vary the size
from 28 to 216 when measuring buffer consumption. Table 5
shows that in all cases, the consumption is below 1%, leaving
enough room for traffic scheduling.
(Exp#14) Recirculation bandwidth consumption. We also
study the impact of state packets on recirculation bandwidth,
i.e., the bandwidth consumption on the internal recircula-
tion bandwidth. We repeat Exp#10 while measuring the con-
sumption on recirculation bandwidth. Table 5 presents that
SketchPipe can support most i state packets per epoch, where
i represents the number of cache entries, and if the injection
speed is lower than 216 packets/s, the recirculation utilization
can be within 0.21%.
(Exp#15) Scaling to multiple pipelines. Next, we quantify
the buffer and recirculation bandwidth overhead of SketchPipe
when scaling to a large number of compound pipelines in our
simulator. We repeat Exp#7 while fixing the cache size to
216. In Table 6, the consumption of SketchPipe linearly grows
when the pipeline number grows. This is because the number
of state packets in each compound pipeline is fixed when the
cache size is fixed, limiting the consumption.

Table 6: (Exp#15) Scaling to multiple pipelines.
# of Compound Pipes (N) 4 8 16 32 64

Buffer Memory Consumption 0.92% 1.84% 3.68% 7.36% 14.8%

Bandwidth Consumption 0.21% 0.43% 0.86% 1.72% 3.45%

Table 7: (Exp#16) Impact of hash collision ratios on
application-level accuracy (F1 score).

Collision 2% 4% 6% 8% 10% Collision 2% 4% 6% 8% 10%

HH 0.99 0.99 0.97 0.95 0.94 SS 0.99 0.98 0.98 0.96 0.95

(Exp#16) Impact of hash collision handling. When hash
collisions occur, SketchPipe drops new keys (§4.2.1). While
this case occurs with a low rate in practice (<5% in Table 2),
one may concern that dropping keys affects application-level
accuracy. To this end, we intentionally modify the workloads
to cause the hash collision rate varying from 2% to 10%.
In Table 7, handling hash collisions in SketchPipe brings a
negligible impact (<1%) on accuracy.

6 Conclusion

SketchPipe places sketches on multi-pipeline switches while
achieving high measurement accuracy. It harnesses splitless
sketch placement to eliminate redundant measurements and
measurement imbalances. To prevent high overheads, it sepa-
rates its measurement from packet processing with light cache
design and state packet management. Our testbed experiments
indicate that SketchPipe improves accuracy by two orders of
magnitude for various applications.

In our appendices, we elaborate more on implementation
details and discuss several properties of SketchPipe.
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Appendix 1: More Implementation Details

Measurement keys. SketchPipe supports arbitrary measure-
ment keys such as IP pairs and five tuples. Also, changing
flow keys will not affect the quality of SketchPipe’s splitless
placement or runtime measurement, as it only changes how
sketches compute keys. We also evaluate SketchPipe when
flow keys are five-tuples. We observe the results similar to §5,
indicating no impact of diverse keys.
Measurement epochs. If the current epoch ends, and there
are still some state packets waiting to be measured by some
sketch arrays, SketchPipe offers two options to users to handle
these in-flight state packets. First, in-flight state packets are
measured in the subsequent epoch. Second, the flow keys and
counts piggybacked in these packets are sent to monitoring
applications for measurement, i.e., they are measured in the
current epoch. Users can choose one option on demand.
Handling state packet loss. Since state packets are isolated
from other packets, the probability of state packet loss is
always near zero during our evaluation. So SketchPipe does
not intentionally handle such loss. But if a state packet was
lost, its target keys will never be measured. To mitigate this
issue, SketchPipe allows its users to periodically inject new
state packets. Doing so eliminates the impact of loss at the
cost of more state packets and slightly higher overheads.
Runtime updates. SketchPipe supports two types of runtime
updates, i.e., (1) incremental updates where new sketches
are placed on residual resources without affecting existing
ones, and (2) recomputing overall placement decisions dur-
ing device maintenance. If users submit the sketches, which
resource requirements far exceed the resource capacity of the
switch, placing these sketches saturates resources and leads to
failures. In this case, SketchPipe stops placement and sends
an alarm indicating switch resource shortage to users. It lets
users make decisions on which sketches to place.

Appendix 2: Discussion

Impact of highly skewed traffic and large pipeline number.
In SketchPipe, state packet processing will not become a bot-
tleneck even under highly skewed traffic and a large pipeline
number. Under highly skewed traffic, a few heavy flows domi-
nate, i.e., only a small number of SketchPipe cache entries are
occupied. Thus, only a limited number of state packets are re-
quired to drain these entries, keeping the overhead low. These
packets operate within the dedicated internal recirculation
bandwidth, making them isolated from normal traffic. Also,
when the system scales to more pipelines, the available recir-
culation bandwidth and buffer resources scale proportionally.
So the relative overhead of state packets remains minimal.
Handling non-skewed traffic. SketchPipe assumes skewed
traffic, i.e., most packets belong to a few flows. But in the
worst case, non-skewed traffic, such as sudden bursts, flash
crowds, and adversarial workloads like DDoS attacks, in-
creases the number of distinct flows significantly. While this
case occurs in a low probability, it brings more hash collisions

in the cache. More collisions trigger more frequent evictions,
leading to additional state packets to transfer evicted keys to
sketch arrays. As such, these in-flight packets may not have
time to transfer the data from the cache to target arrays.

SketchPipe offers two options to handle such cases. First,
in-flight state packets are measured in the subsequent epoch.
In this case, only the measurement in the current epoch suffers
from a few accuracy loss, which will soon be mitigated in the
next epoch. Also, since large flows consist of massive packets,
their errors remain relatively small even when the measure-
ment of some packets is delayed to the next epoch. Second,
the flow keys and counts piggybacked in these packets are
sent to monitoring applications for measurement, i.e., they
are measured in the current epoch. This option preserves full
accuracy at the cost of additional bandwidth overhead.

In the future, we plan to integrate sampling-based strate-
gies to further mitigate this issue. Sampling-based techniques
[10, 32, 41, 64] are backed by well-established theories and
achieve high accuracy under strict resource constraints. We
plan to use them for improving the cache design in SketchPipe,
e.g., rather than caching every flow key, SketchPipe can se-
lectively sample keys to reduce cache pressure and limit the
number of state packets. This can avoid high overhead on in-
ternal recirculation bandwidth even under non-skewed traffic.
Cache-enhanced designs. Over the past decade, the benefits
offered by building an additional cache have been widely
acknowledged by prior studies. For example, Agg-Evict runs
a cache before sketches to aggregate the incoming packets
on the same flows into batches. As such, sketches operate
on batches rather than massive raw packets and thus save
the number of memory accesses in software. Similar cache-
based techniques have been adopted by other works [22, 31]
to reduce per-packet processing overheads.

While SketchPipe also uses a cache, its design goal dif-
fers from these studies. Its cache enables asynchronous inter-
pipeline measurements rather than a mechanism for reduc-
ing memory accesses in prior studies. It temporarily stores
flow keys at the end of each ingress pipeline so that syn-
thetic state packets can later retrieve and transfer these keys
to sketch arrays in other compound pipelines. Without this
cache, achieving splitless placement would require routing
every normal packet to traverse all pipelines, which would
severely degrade packet processing performance. We leave
comprehensive comparisons between SketchPipe ’s cache and
the caches for reducing memory accesses on other platforms
(e.g., software switches) as future work.
Extending to multiple switches. To date, SketchPipe focuses
on sketch deployment on a single multi-pipeline switch. But
we can extend SketchPipe to the scenarios where multiple
sketches are placed on multiple switches. In detail, SketchPipe
can be used as a backend that receives network-wide decisions
from existing network-wide sketch placement frameworks
[2, 63] and enumerates every target switch to perform its
workflow. We leave such exploration to future work.
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Moreover, SketchPipe relies on simple operations such as
hashing, register-based caching, and packet generation, which
are common in commodity switches. These operations are not
target-specific and can be implemented on other switches that
provide similar capabilities. We plan to implement SketchPipe
on emerging switches [50, 51, 52] in the future.
Extending to other applications. SketchPipe mainly targets
the applications that define heavy keys based on packet counts.
It is able to support other applications that consider other
metrics. For example, if an application counts per-flow bytes
rather than packets, SketchPipe enables this application by
simply replacing packet counts in its cache with byte counts.
Such modifications also apply to other metrics.
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