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Abstract

Modern serverless systems suffer from low resource effi-
ciency, which maps to high per-unit costs. This comes from
the high isolation overhead (e.g., low resource sharing, slow
startup, etc.), as well as resource wastage incurred by conser-
vative resource scaling (e.g., keep-alive). Language runtimes
such as WebAssembly (Wasm) can reduce isolation overhead
without compromising security. Existing Wasm-based server-
less approaches fall into one of these categories: supporting
only Wasm workloads, failing to leverage existing capabili-
ties of modern serverless and cloud platforms, or falling short
of leveraging Wasm'’s true potential. This work introduces a
dense hierarchical architecture to securely co-locate Wasm-
based applications from different customers within the same
container sandbox. We show how this design preserves the
container-based serving model, which allows leveraging ex-
isting platform capabilities and supporting non-Wasm-based
workloads. Our system, Wasabi, leverages this architecture
alongside resource-aware scaling, queuing, and overbooking
to offer much higher density than state-of-the-art serverless
systems with similar or better performance.

1 Introduction

Serverless computing has become increasingly popular and
widely adopted over the past few years. With serverless, devel-
opers are able to quickly create scalable, event-driven applica-
tions, use massively parallel processing in cloud systems, and
pay only for what they use. Datadog’s August 2023 survey of
cloud user telemetry [70] indicates serverless offerings have
been adopted by over 70% of AWS users and over 50% of
Azure and Google Cloud users. A defining feature of server-
less workloads is their short execution time and low resource
consumption per invocation [84,99, 110, 125]. This leads to a
high degree of co-tenancy, increasing the relative overhead of
isolation mechanisms [109].

WebAssembly (Wasm) has gained traction in recent years
as a solution to this barrier. Originally developed for high-
performance and portable code execution in web browsers,
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Wasm offers unique server-side benefits. It boasts shorter ini-
tiation times compared to containers or lightweight VMs [81,
112], and a sandboxed environment with robust security fea-
tures [88], protecting against buggy or malicious code.

In the context of serverless, there have been few proposals
to use Wasm to increase density and efficiency. An approach is
building Wasm-customized serverless platforms [112]. While
Wasm provides fast, secure, and efficient execution, many
existing applications are already developed and tested for con-
tainerized runtimes, and migrating them to Wasm can require
significant developer effort, including code modifications and
library adaptation, necessitating simultaneous support for the
existing container-based architecture. Supporting both Wasm
and containers allows users to run legacy applications without
costly rewrites, while enabling gradual migration of work-
loads to Wasm to take advantage of its lightweight execution.
Moreover, modern serverless platforms provide a wide range
of advanced capabilities such as highly available (HA) control
planes, or rich security, networking, and monitoring policies
managed by sidecar proxies [106, 108]. This makes it difficult
to justify rebuilding and maintaining entire Wasm-customized
platforms from scratch to replicate existing capabilities.

Another approach to use Wasm in serverless without re-
design is directly integrating Wasm runtimes into container-
based serverless platforms [32,45,57]. These systems rely on
container runtimes and use Open Container Initiative (OCI)
image specification to seamlessly pack Wasm modules into
container-based platforms. As we show in this paper, this
common approach is too crude and leaves substantial resource
efficiency untapped.

We pursue a third approach and explore the right balance
between system specialization and ease of integration into
existing platforms. We present Wasabi', a system for high-
density integration of Wasm in existing serverless systems.
The core enabler of this high density in Wasabi is its novel
two-level isolation architecture, where many Wasm mod-
ules from different applications and users are securely

Uhttps://github.com/ubc-cirrus-lab/wasabi
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co-located within coarse-grained units of traditional iso-
lation abstractions (containers, pods, etc.). Inherently, there
are many benefits to this approach, including: (1) seamless
integration with existing container-based platforms, (2) amor-
tizing the containerization overhead across many Wasm mod-
ules, (3) efficiency gains via statistical cancellation of demand
fluctuations across applications, and (4) eliminating high cold
start times of containers for the majority of invocations.

Wasabi’s new architecture has implications for resource
allocation (e.g. resource fragmentation and scaling). We show
how minimal modifications to the platform effectively address
these challenges and employ a combination of techniques
such as resource-aware autoscaling and queuing, as well as
contention-aware overcommitment to unlock the potential
of this architecture. Beyond the system itself, we provide
empirical insights into how workload aggregation impacts
burstiness, how platforms can better absorb demand spikes,
and the implications for capacity planning.

We prototype Wasabi on Knative [36], a production-grade,
open-source serverless platform used by serverless offerings
such as Google Cloud Run and IBM Code Engine. Using
production invocation traces [110] to compare Wasabi with
default Knative and state-of-the-art Wasm integration ap-
proaches, we observe 8.15-11.55x lower memory allocation
and 9.67-13.73x lower CPU allocation, translating into higher
packing density. Increasing density without designing new
platforms enables serverless providers to offer more afford-
able services, improve resource utilization, and enhance over-
all system efficiency.

2 Background and Motivation

2.1 Serverless is not necessarily cheap!

Serverless architecture’s scale-down-to-zero and pay-per-use
features can significantly reduce costs for developers, particu-
larly for applications with highly variable traffic. Serverless
offers unparalleled scalability [82]. Alternative architectures
are slow to scale and incur costs even when idle. However, this
cost-saving comes with a higher per-unit-time resource cost
in serverless. A recent study [96] shows that AWS Lambda
costs 2.43x and 2.09x as much as AWS Fargate and EC2,
respectively. A notable example of high serverless costs is
AWS Prime Video moving from Lambda to a monolithic
architecture, reducing costs by 90% [77].

Serverless being expensive is partially due to its pay-per-
use cost model, which limits providers to generate revenue
only when functions are running. This is unlike VMs that
usually have a constant hourly fee, profitable just by being
alive. Yet, serverless comes with added system overhead on
the provider side for autoscaling, container keep-alive/pre-
warming, event handling, and more [66]. Additionally, code
executions from different users must be isolated for security
and performance reasons. This isolation introduces significant
overhead, both spatially and temporally. Spatially, the small
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Figure 1: Load variability decreases as a larger fraction of
applications are consolidated. Wasabi uses this statistical prin-
ciple to increase the resource efficiency.

resource consumption of serverless workloads [84,99, 110]
increases the relative resource consumption ratio by the iso-
lation mechanism. Temporally, the short execution time of
serverless workloads [84,99, 101, 110, 125] amplifies the im-
pact of isolation initiation (i.e., cold starts).

The performance penalty of cold starts is substantial
enough that most providers keep containers alive for a pe-
riod after execution [101, 110]. Even on platforms where
keep-alive time is not billed directly, its cost is passed to de-
velopers via higher per-unit-time charges during billing win-
dow. Researchers have proposed reducing keep-alive costs
through predictive [101, 105, 110] or caching [73] techniques.
However, keep-alive costs will persist as long as cold start
durations remain on the same order of magnitude as func-
tion execution times [85, 110]. Notably, incorporating cold
start latency into the billed duration is now common among
public serverless platforms, including AWS Lambda [79] and
Google Cloud Run [69].

Resources reserved to keep an application instance warm
(e.g., memory) cannot always be used by other applications,
thereby amplifying the overhead of keep-alive. However, if
these resources could be securely shared across applications,
the benefits would be twofold. First, the likelihood of reusing
warm containers would increase due to higher traffic volume.
Second, combining traffic from different applications would
reduce relative traffic variations, demanding less container
scaling. This statistical property is the cornerstone of the
cloud’s economic model. To demonstrate this effect, we cal-
culated the Coefficient of Variation (CV) of invocations over
time for various fractions of Azure Functions traces [110],
IBM Cloud Code Engine Traces [101], and Huawei FaaS
Traces [85]. Fig. | shows reduced load variability as a larger
number of applications get grouped. Scaling up results in cold
starts, while scaling down leads to wastage from keep-alive,
regardless of how minimal. An architecture that securely
and efficiently shares resource allocations across different
applications is fundamentally less wasteful.

2.2 WebAssembly

WebAssembly [80] (Wasm) is a binary instruction format,
originally designed to enable near-native execution perfor-
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mance in browsers. Wasm offers portability across devices
and architectures, providing safe and sandboxed execution
through memory safety and control flow integrity. It ensures
secure execution using a linear memory model, with strict
boundaries enforced by Wasm runtimes during memory ac-
cess [56]. Code from various languages, such as C, C++, Go,
C#, and Rust, can be compiled to Wasm and executed safely.

Using Wasm modules for isolation offers faster startup
times and a smaller memory footprint compared to VMs and
containers. Consequently, Wasm has been recently adopted
for isolation on the server-side [15,26,75,76,81,103,107,112,
117,122]. A group of systems [22,45,57] shifts from container
and VM-based architectures to Wasm and directly integrates
Wasm runtimes into existing serverless platforms. However,
this introduces a few major challenges. Sidecar containers
(e.g., Knative’s queue proxy) are often used in orchestration
systems and serverless platforms for different purposes, such
as traffic management, observability, secure communication,
and more [33, 36, 108]. Neither implementing these rich func-
tionalities directly in Wasm is practical, nor is it economically
viable to re-implement them externally from scratch in a
Wasm-specific manner. As a result, integrating Wasm directly
at the final hop (e.g., within containers) is recommended as an
alternative by another group of systems [45,57]; the container
hosting user code is replaced with a Wasm sandbox, and side-
car container(s) are allocated per Wasm sandbox. However,
this approach undermines most of the resource efficiency and
startup performance gains offered by Wasm. Wasabi seeks a
middle ground in this design spectrum.

3 Architecture

Wasm should not be viewed as an all-or-nothing proposition
that is either ready for all applications or none at all. Instead,
we see it as a powerful enabler of high-density computing to-
day, with its potential set to expand as the technology matures.
We aim for an architecture that maximizes the use of Wasm
while co-existing with existing container-based applications.

3.1 Hierarchical Two-Level Isolation

Wasabi has a hierarchical two-level architecture for resource
and runtime isolation (Fig. 2). Coarse-grained isolation is pro-
vided by the container runtime (e.g., containerd) and multiple
Wasm modules from different applications and users share
each container. This design ensures no platform redesign and
supports runtime heterogeneity, since the core control plane
still deals with containers as the basic unit of orchestration and
scaling. It also offers an additional layer of security. As we
show later in the paper, the container hosting Wasm module
is special, however. It comes with extra features and is right-
sized to balance scaling and resource fragmentation. We refer
to the unit of coarse-grained resource scaling as a WasmBox
in this paper, not to confuse the reader with regular sandboxes
concurrently served in the platform. Each WasmBox has a
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Figure 2: The serverless system architecture for high resource
efficiency without platform overhaul. Asterisks mark compo-
nents we implement or modify.

multiplexer container to run different Wasm modules, as well
as a sidecar container.

Fine-grained isolation comes with encapsulating each
Wasm-compatible serverless function as a separate Wasm
module. In each WasmBox, many Wasm modules run in the
secure, isolated sandbox provided by software-based fault iso-
lation (SFI) [118]. Wasm ensures that each function runs in its
own dedicated environment with predefined memory bound-
aries and limits, preventing any function from accessing or
interfering with the memory space of the co-located functions.
Additionally, the multiplexer places each Wasm module in a
threaded Cgroup for CPU limit enforcement. This is needed,
as resource isolation is crucial to mitigate noisy neighbor
effects and to provide cheap, sub-core allocation, which is
popular among serverless workloads [84, 101]. Wasabi does
not require any modifications to the source code beyond the
standard Wasm compilation process.

Besides ensuring resource isolation and security, the two-
level architecture allows for seamless integration with widely
used container-based serverless platforms like Knative and
OpenFaaS by leveraging mature container orchestration plat-
forms such as Kubernetes. This integration enables our sys-
tem to leverage the extensive capabilities of Kubernetes and
cloud-native serverless platforms—including resource plan-
ning, container scheduling, and monitoring—without requir-
ing us to build this functionality from scratch. It also enables
heterogeneous workloads (e.g., Wasm-based functions and
non-Wasm-based workloads) to operate on the same cluster.
Additionally, this architecture eliminates the need for sep-
arate sidecar containers (e.g., networking, monitoring, and
queuing) for each individual function, reducing the overall
resource footprint and increasing the deployment density, thus
increasing the resource efficiency of the system.

WasmBox size is a tunable parameter that impacts per-
formance and resource allocation efficiency. Smaller Wasm-
Boxes increase scaling and increase the relative resource over-
head of sidecar containers. Conversely, larger WasmBoxes can
lead to fragmented, underutilized resources, reducing overall
efficiency. §6.4 provides a detailed characterization of this
and other exposed parameters and their associated trade-offs.
Providers can maximize gains by periodically tuning them
via offline simulation on representative workload traces.
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The following sub-sections detail the techniques we use to
unlock the potential of Wasabi’s two-level isolation architec-
ture. The goal is to increase the packing density as much as
possible without compromising performance.

3.2 Resource-Aware Autoscaling

As different functions running in each WasmBox can
have different resource consumption patterns, using existing
concurrency-based scaling methods [16, 17,29] for scaling
WasmBoxes would be meaningless. A bulky function with
high resource demands and long execution can put a heavy
load on its host WasmBox while concurrency level remains
low. On the other hand, in existing container orchestration
platforms like Kubernetes, using resource usage metrics to
scale WasmBoxes is challenging due to multiple factors. For
example, Kubernetes’ default usage-based autoscaling solu-
tion, HorizontalPodAutoscaler (HPA) [29], does not na-
tively support scaling down to zero [12], undermining the
cost-efficiency of serverless. Also, the minimal metrics col-
lection interval of Kubernetes Metrics Server for autoscaling
is 10 seconds due to the excessive performance overhead of
kubelet metrics collection [31,49], which limits the control
loop speed of the autoscaler (e.g., HPA [29] and KEDA [39])
and can lead to decreased throughput and responsiveness.
For the above reasons, instead of using concurrency levels
or actual usage, we propose a demand-driven, resource-aware
autoscaling mechanism in Wasabi. This approach is concep-
tually similar to Kubernetes node autoscaling, widely used on
public clouds, which provisions nodes based on pod resource
demands [41]. However, we propose applying demand-driven,
resource-aware autoscaling at a lower abstraction level (i.e.,
container/pod). Specifically, the autoscaling becomes based
on the sum of the resource demands of all the Wasm-based
functions that are currently running (RRynning) Or Waiting in
the queue (Rpyeueq) in all WasmBoxes. The queue (further
discussed in §3.3) in each WasmBox performs fast bookkeep-
ing of the total resource demands of in-flight requests in real
time. The autoscaler polls the resource demand counter from
these queues periodically (e.g., every second), calculates the
average across all counters, and computes the moving average
for the predefined window size to smooth out transient fluctu-
ations in resource demands. By calculating the ratio between
this moving average and a predefined per WasmBox resource
allocation (Rwp), the autoscaler determines the number of
WasmBoxes needed to serve all Wasm modules:

- ZIGWBS (R;?unning + RlQueued)

1
Rwg < (1+roc) M

roc represents the degree of resource overcommitment. We
use similar memory and CPU overcommitment levels to sim-
plify parameter tuning, but they can be adjusted independently.
We discuss how Wasabi handles overcommitment later in this
section and evaluate its effect in §6.4. If the number of desired

WasmBoxes (n) does not match the currently running num-
ber, the autoscaler informs the scheduler to scale up or down
the WasmBoxes, as illustrated by the control path in Fig. 2.
When a WasmBox remains idle without in-flight requests, the
resource demand counter reaches zero, and it is scaled down.

3.3 Request Queues & Safe Overcommitment

Each WasmBox has a queue responsible for (1) tracking the
resource demands of in-flight requests and the actual resource
usage of the multiplexer container, and (2) queuing the re-
quests based on both metrics in a resource-aware manner.
Essentially, it acts as a reverse proxy within the WasmBox
that receives the request from the function scheduler, holds
or throttles the request in case of insufficient capacity, and
forwards the request to the multiplexer container when avail-
able. The queue maintains a counter that tracks the resource
demands for all requests in-flight in WasmBox. When a re-
quest enters the queue, its user-defined resource demand is
added to the counter, and when completed, the demand is sub-
tracted upon returning the response. The queue also receives
the actual resource usage metrics (e.g., CPU utilization rate
and memory currently in use) from the multiplexer container.
As discussed in §3.2, Wasabi allows for reduced scaling
based on degree of overcommitment (rpc) to run more Wasm
functions concurrently, even when the total resource demands
of these function requests exceed the actual capacity of the
container. Overcommitment is a classic technique to enhance
the efficiency of cloud systems. However, it also introduces
the risk of resource shortage. CPU resource shortage results
in performance degradation, while memory shortage can lead
to out-of-memory (OOM) kills. Two design aspects allow
WasmBoxes to sustain capacity shortage:
A. Resource-aware admission control at request queues:
When deciding to admit a request (#) from the queue into the
multiplexer (mux), the request queue checks that both of the
following conditions are met:

capacity alloc

1 : mem, < ((1 +roc) X memgPIMN — mem®°

) (@)

2:cpused < ((1 +roc) X cpuf,ﬁ{)’(“”y)

B. Swap memory: For memory, Eq. (2) considers the dif-
ference between capacity and allocated memory (not used
memory) for admission control. Functions already running
in the multiplexer may use more memory (within their allo-
cation) after a new request is admitted. This creates the risk
of the WasmBox going out of memory if a large fraction of
running Wasm modules have simultaneous memory usage
bursts. To handle this possibility gracefully, Wasabi allows
each multiplexer container to use the swap space for handling
transient memory usage spikes. Swap memory is more of
a safety valve, and we did not observe any swapping being
triggered in our experiments (§6).
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3.4 Memory Pre-allocation

Per-request resource isolation reduces noisy neighbor effects.
However, since memory allocation in Wasm is more CPU in-
tensive than native execution [13,23,27], sub-core per-request
CPU limits can cause disproportional performance degrada-
tion. Wasabi overcomes this by memory pre-allocation. Each
WasmBox maintains a memory pool to accelerate memory
pre-allocation during Wasm module initiation. Pre-allocating
the full memory limit wastes resources and introduces unnec-
essary delays, as functions often do not use their entire re-
quested amount [84]. We empirically found that pre-allocating
around 20% of memory limit strikes a balance between per-
formance and resource utilization gains (full study in §6.4).

4 Security Model

Software-based fault isolation (SFI) with Wasm is now used
in multi-tenant production environments, including at Cloud-
flare (Workers [8] and Pages [7] services) and Fastly Com-
pute [62]. Wasm offers isolation features such as strong mem-
ory safety guarantees and control-flow integrity [80, 120]. It
follows a capability-based security model through WebAssem-
bly System Interface (WASI) [51,89] — the host explicitly con-
trols what resources each module can access, such as specific
files or network sockets/endpoints, based on what is actually
needed [88, 89]. This supports the principle of least privilege,
limiting the attack surface. Unlike containers, Wasm modules
run in sandboxed execution environment with a restricted sys-
tem interface, reducing the potential for privilege escalation or
cross-function interference [81, 102]. Security analyses show
that the Wasm attack surface is generally small, especially
when the host/runtime is properly configured and unnecessary
capabilities are not exposed [89, 102, 119].

We consider a multi-tenant setting in which attack-
ers can submit arbitrary untrusted functions for execution.
The attacker aims to (1) break tenant isolation (e.g., read-
ing/modifying another tenant’s memory or request context)
and/or (2) access host resources beyond those explicitly
granted, such as filesystem paths or network endpoints. Our
security goal is to provide a baseline level of isolation com-
parable to existing production and research Wasm-based sys-
tems: memory isolation via Wasm SFI and a deny-by-default,
capability-based host interface where only explicitly granted
resources are available to a module (e.g., specific files and
endpoints). We assume the host OS/kernel and the Wasm run-
time are part of the trusted computing base; Wasabi does not
protect against a compromised host or kernel.

Similar to the production systems mentioned earlier,
Wasabi uses Wasm SFI and exposes only the minimal set of
interfaces and resources to each function. Access is granted
solely to the files and endpoints explicitly defined. Wasabi em-
ploys additional isolation layers for added security. It enforces
both container-level and thread-level cgroup isolation com-
pared to the V8 engine used by Cloudflare Workers [4, 28],

and an additional container-level cgroup layer compared to
Faasm. Wasabi further strengthens isolation by creating sep-
arate runtime instances for requests. This contrasts with
typical serverless systems, which can reuse a sandbox for mul-
tiple executions of the same function, whether concurrently or
over time. Wasabi destroys the ephemeral execution context
(e.g., Wasmtime Engine [2], WasmEdge VM [6], and threaded
cgroup) after each request to avoid potential state leakage.
Wasabi routes requests through queuing/load balancing mid-
dleware (e.g., queue proxy and activator in Knative [5]) to
avoid direct WasmBox HTTP endpoint exposure, and the
optional Kubernetes gateway-level security extensions (e.g.,
Guard Gate [3] and Knative Security-Guard [1]) can be con-
figured to block/terminate misbehaving requests and Wasm-
Boxes. Hardening isolation beyond this baseline is orthogonal
to our main contribution.

Depending on use case and threat model, a provider can
deploy Wasabi in four varying isolation models. Model-1:
functions from different users share WasmBoxes with Wasm-
level isolation; Model-2: sharing is restricted to functions of
the same organization/subscription; Model-3: only functions
of the same application can share a WasmBox; and lastly
Model-4: for highly sensitive use cases only instances of the
same function are allowed to share a WasmBox.

5 Implementation

We build Wasabi on top of the popular cloud-native server-
less platform Knative [36]. Knative adds a series of com-
ponents (e.g., Autoscaler, Queue-Proxy, and Activator) to
Kubernetes [38] to simplify the deployment, scaling, and
management of serverless applications in Kubernetes clus-
ters. Kubernetes is a mature container orchestration platform
that automates the deployment, scaling, and management of
containerized applications at scale. This allows Wasabi to
leverage extensive capabilities of Knative and Kubernetes to
manage the entire life cycle of serverless workloads effec-
tively, such as resource definition, request routing, container
scheduling, resource allocation, autoscaling, event handling,
and monitoring. Fig. 3 illustrates the system implementation
of Wasabi. Wasabi relies on Kubernetes for its traffic routing,
resource management, and container orchestration capabili-
ties. We adapt several Knative components (i.e., Queue-Proxy,
Autoscaler, and Activator) for resource-aware autoscaling, re-
quest queuing, and resource overcommitment, and implement
the multiplexer for running Wasm-based functions within the
Knative service user container.

5.1 WasmBox Implementation

The WasmBox is deployed as a pod of Knative service (ksvc).
We added a new request serving layer with resource monitor-
ing and Cgroup management logics in each WasmBox; im-
plemented in about ~1.55k SLOC of Golang. It consists of an
HTTP request multiplexer for handling the request-response
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Figure 3: The system implementation of Wasabi. Asterisks
denote new or adapted Knative components.

cycle for function invocation requests, a Cgroup manager for
controlling threaded Cgroups dedicated to Wasm-based func-
tions, and a resource monitor to collect actual resource usage
metrics. The multiplexer runs in the Knative service user con-
tainer and exposes the HTTP endpoint for receiving function
invocation traffic and the readiness probing. A persistent vol-
ume provided by the Ceph file system [14, 121] is attached
to and shared by each container where the multiplexer runs,
storing the Wasm binary files of Wasm-based functions.

The host-level Cgroup file system is attached to each multi-
plexer container and accessible to the Cgroup manager, which
controls threaded Cgroups in the container’s Cgroup hierarchy.
The resource monitor runs in a separate goroutine that periodi-
cally collects the actual resource usage by reading the Cgroup
interface files (e.g., cpu.stat and memory.current) located
in /sys/fs/cgroup inside the container. The resource moni-
tor periodically sends the resource usage to each WasmBox’s
queue proxy for resource-aware queuing.

The HTTP request multiplexer has a request handler that
upon receiving each request, spawns a new goroutine and
pins it to the OS thread assigned by the Go scheduler (i.e.,
runtime.LockOSThread). Without pinning, the Go sched-
uler may move it between OS threads, compromising cgroups
enforcement, which requires a fixed thread ID (TID). Then,
the handler extracts the resource demand (i.e., memory and
vCPU cores) from the request header, pre-allocates the mem-
ory proportional to the limit, and calls the Cgroup manager
to create a threaded cgroup. The Cgroup manager accesses
the host cgroup file system (i.e., the root cgroup of the con-
tainer), creates a threaded subtree, and places the thread in
the threaded cgroup by writing its TID to cgroup.threads.
The created threaded cgroup is configured with resource lim-
its based on the extracted resource demands to enforce the

resource limit for the request. At this point, the system-level
thread behind the handler goroutine runs in the threaded
cgroup. Then, the handler loads the Wasm binary file from
the Ceph file system, limits the Wasm sandbox linear memory
and execute it using the Wasm runtime SDK [55].

We use Wasmedge [53, 55], a lightweight and high-
performance state-of-the-art Wasm runtime, to run Wasm
binaries in isolated sandboxes. However, the multiplexer de-
sign is not tied to a specific Wasm runtime. After execution,
the handler captures the Wasm function output from stdout,
removes the associated threaded cgroup, and returns the re-
sponse to the client.

5.2 Adapted Knative Components

We adapt the following Knative Serving components to ac-
commodate the hierarchical two-level isolation architecture
and enable effective resource management and resource-
aware traffic control for Wasabi: Queue-Proxy (QP), Au-
toscaler, and Activator. Our modifications consist of ~1.7k
SLOC, while Knative Serving consists of ~2M SLOC. This
minimal change (less than 0.1%) ensures that production-
grade serverless platforms remain unaffected by the integra-
tion. We modify the Kubernetes Custom Resource Definitions
(CRDs) of Knative to add Wasabi-specific configuration op-
tions, such as the in-flight resource demand, scaling target,
and hard limit on containers’ in-flight resource demands. To
ensure compatibility, we implement a feature gate so that
only Knative services with the Wasabi feature enabled use
the adapted Knative components. This means that standard
Knative services remain unchanged and agnostic to Wasabi,
operating simultaneously for non-Wasm functions.

The original queuing logic of the QP relies on concurrency
or requests per second (RPS) metrics to control the incom-
ing traffic, which may not accurately reflect each WasmBox’s
actual load, as discussed in §3.3. Therefore, we adapt the
QP by adding a middleware layer before the reverse proxy
that forwards requests to the WasmBox. This middleware
extracts the resource demand from the request HTTP header
and maintains a counter to track the current resource demands
of all in-flight requests within the QP and the multiplexer. For
resource-aware traffic control, the middleware implements
a breaker mechanism using a semaphore that represents re-
source demands. Each unit in the semaphore corresponds
to a unit of resource, such as 1 MB of memory or 0.1 vCPU
cores. Depending on the current resource demand levels and
the predefined threshold (i.e., the hard limit on in-flight re-
source demands), the middleware temporarily holds or throt-
tles requests, as discussed in §3.3. Also, the in-flight resource
demand metrics tracked by the middleware, along with the
concurrency and RPS metrics, are made available to the Au-
toscaler. The Activator is adapted similarly to track and report
resource demands under the proxy mode [37], in which the
requests are buffered and routed through the Activator when
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scaling from zero or the container capacity in terms of con-
currency or resource is not enough for the incoming requests.

Knative’s Autoscaler scales based on requests per second
(RPS) or concurrency (in-flight requests). These metrics can
be ineffective under Wasabi’s hierarchical two-level isolation
architecture, as discussed in §3.1. Therefore, we adapt the Au-
toscaler to add the in-flight resource demand as an additional
scaling metric following the system design presented in §3.2.
The Autoscaler periodically (every second) retrieves the in-
flight resource demand of each WasmBox through the metrics
endpoint exposed by the QP, calculates the average resource
demand across all WasmBoxes belonging to the same Knative
service, and smooths the data using a windowed average. The
Autoscaler then calculates the desired pod count based on the
ratio between the windowed average of the resource demands
and the scaling target predefined in the configuration, making
resource-aware autoscaling decisions.

5.3 Kubernetes and External Components

Wasabi uses several Kubernetes networking components and
configurations for traffic management. Istio [33] is used as
the Kubernetes ingress gateway to manage incoming traffic to
relevant Knative services and Wasabi containers. It brings ad-
vanced traffic management features for cloud-native applica-
tions, such as service mesh and encryption in transit [34]. The
kube-proxy is configured to operate in the IPVS mode for its
high performance and advanced scheduling algorithms [50].
We configure the IPVS scheduler to use the least connections
(LC) load balancing algorithm, which can select the Wasabi
pod with the fewest in-flight requests to handle new incoming
requests for coarse-grained load balancing. In production, an
external API gateway/load balancer is set up before the Kuber-
netes ingress gateway (Fig. 3) for further traffic management
functionalities, such as authentication, logging, caching, rate
limiting, and load balancing across multiple clusters [59, 60].
The API gateway/load balancer also defines rewrite and re-
quest redirect rules to add/modify required HTTP headers
(e.g., resource demands) and change the endpoint (e.g., /event
endpoint for functions in workflows discussed in §5.4), while
keeping these details hidden from clients.

5.4 Supporting Serverless Workflows

As Wasabi is built on the popular Knative platform, it can
leverage Knative Eventing’s orchestration features such as
workflow registry, event brokering, state management, trig-
ger handling, and message channels. This enables Wasabi
users to easily define and run serverless workflows in a
way similar to that of container-based functions with Kna-
tive Eventing. Users can define serverless workflows using
the Knative Eventing Flows schema [11] and specify the
HTTP endpoint (addressable [24]) for Wasm-based func-
tion components in the workflow with a special endpoint
/event. Wasm-based function requests to the /event endpoint

are processed normally within Wasabi, but the multiplexer
only accepts POST requests and adds the media type applica-
tion/cloudevents+json to responses, as required by Knative
Eventing and the specification of the JSON Event Format for
CloudEvents, a standardized and protocol-agnostic structure
and metadata definitions of events [35]. Specifically, Wasm-
based function components in the workflow unmarshal the
event message passed by the multiplexer, execute the busi-
ness logic, and serialize the response in JSON following the
CloudEvents schema. The multiplexer captures the serialized
JSON and returns an HTTP response with the required me-
dia type. Knative Eventing channels then forward the event
message returned by the multiplexer to the appropriate desti-
nations (e.g., Wasm/container-based functions or workflows)
as defined by the workflow. This schema enables developers
to build DAGs with only Wasm functions, or hybrid DAGs
combining Wasm and container-based functions.

6 Evaluation

This section evaluates Wasabi’s effectiveness in meeting its
goals by answering: (1) Does Wasabi improve resource ef-
ficiency and throughput? (2) Can it achieve efficiency gains
without affecting performance? (3) How much does each
component contribute to improving resource efficiency and
throughput? (4) How much overhead does Wasabi introduce?

6.1 Methodology

Testbed. We deploy Wasabi and baseline systems on a Ku-
bernetes cluster with one controller and seven worker nodes.
The controller node has 8 vCPUs (Intel Xeon Gold 6248)
and 30 GB of memory. Each worker has 16 vCPUs (Intel
Xeon E5-2680 v4) and 32 GB of memory. Some resources
(~5 GB of memory) are reserved for per-node processes (e.g.,
Kube-proxy). We use a separate node configured similar to
the controller to generate and send traffic.

Workload. When testing Wasabi or baselines for scenarios
involving co-location of more than one application, we use
the Azure Functions traces [110] to stress the system with
real invocation patterns and resource consumptions. We use
randomly sampled sub-traces to match our cluster’s scale, and
use FaaSProfiler [25, 109] to replay traces.

Since Azure Functions traces and other public serverless
traces lack the actual function code, we employ workload-
emulating functions that accurately reproduce the CPU usage,
memory consumption, and execution durations specified in
the trace data. This ensures the execution time and resource us-
age of our evaluation accurately reflect the original workload.
This methodology, which is consistent with prior work [86],
allows us to evaluate interference and density under realis-
tic pressure. When conducting controlled experiments with-
out Azure Traces, we use real-world serverless workloads,
including five individual serverless functions [78] and a multi-
function image processing workflow [87]: (1) RSA-keygen,
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which generates an RSA key pair, commonly used for crypto-
graphic purposes, (2) JSON-compression, which compresses
JSON data into a compact format, commonly used in web
and API-based applications, (3) Scrypt, a key-derivation func-
tion for secure password hashing, (4) Image-blur, which adds
a blur effect to an image, used for image processing tasks
(5) Genpdf, which generates a PDF bill by including the item
names, prices, and images, and (6) Image Processing, an im-
age processing pipeline with five transformation operations;
we ported its Python implementation to Rust and compiled it
into five Wasm functions orchestrated in a workflow.

6.2 End-to-End Comparison

We run 300 randomly sampled applications from the Azure
Functions traces with more than 125k invocations on all
baseline systems deployed on the same Kubernetes cluster.
This traffic volume was bound by the most resource-intensive
baseline. The function list (trace hashapp) and time window
are available in Wasabi’s public repository for reproducibility.
Each experiment lasted two hours.

Baselines. We compare Wasabi against three baselines:

1. Knative: Knative [36] is a state-of-the-art serverless plat-
form enabling production offerings such as Google Cloud
Run and IBM Code Engine. It uses containerd [18] as its
default runtime, which relies on runc to launch contain-
ers [44]. Given that Wasabi’s design is not restricted to
using Wasm and includes several control plane contribu-
tions, this baseline serves as a reference for the default
Knative control plane. We configure Knative with per-pod
concurrency levels of 1 and 2, the best-performing settings
for our trace. In the higher concurrency setting (2), each
pod is allocated double the resources.

2. Knative+Wasmedge: Wasmedge [53] is a cloud-native
high-performance runtime used for serverless applica-
tions [40,53,57,58]. We set up crun [21] as the under-
lying runtime together with containerd [18] to allow us
to integrate Wasmedge in Knative. This is a standard ap-
proach [20,46,47,54,100]. As Wasabi also uses Wasmedge,
this baseline enables us to compare its effectiveness with
an existing approach to use Wasm in serverless.

3. Spin: Spin [22] is a framework designed for developing
and executing event-driven Wasm-based applications. We
use SpinKube [32], an open-source, Kubernetes-native
project, combining the Spin operator [48] and containerd
shim Spin [19], to deploy and run Wasm-based applica-
tions in Kubernetes. We use KEDA [39] and the KEDA
HTTP add-on [9, 10] to enable event-driven autoscaling
(request concurrency based) and scale down to zero.

Faasm uses Wasm for lightweight isolation, originally for
serverless [112], and now for longer-running applications [30].

We were unable to fully compare with it, despite months of
effort. After following with the project maintainers, we nar-
rowed it down to Faasm not supporting fine-grained resource
allocation for functions (also observed by others [94]). In-
stead, it allocates resources to functions by comparing in-
flight requests with "slots", a parameter set to the number of
CPU cores per worker node. Using a static parameter is obliv-
ious to varying functions resource needs and infrastructure
memory availability. Failure occurs when concurrent func-
tions” memory usage exceeds node capacity, triggering the
OOM Killer. To do the best effort deployment of Azure func-
tions on Faasm without redesigning it, we deployed Faasm
with two settings: (1) use default setting of slots, (2) set slot
count based on the average requested CPU amount in the
Azure subtrace. The former led to significant underutilization
and request failures from insufficient slots (~98% failure rate),
and the latter led to OOM Kkills (~94% failure rate).

Resource Allocation Reduction. Fig. 4 shows the mem-
ory and CPU usage and allocation of applications. Allocated
resources refer to the reserved capacity unavailable to other
applications. We collect the data using Prometheus [43] with
a 5s scrape interval. Fig. 5 shows aggregated results from
Fig. 4, showing that Wasabi allocates 10.47x, 11.55x, 9.75x,
and 8.15x lower total memory-seconds, and 13.54x, 13.73x,
12.62x, and 9.67x lower total CPU-seconds compared to Kna-
tive [conc=1], Knative [conc=2], Knative+Wasmedge, and
Spin, respectively. The improvements stem from eliminating
per-app container scaling and self-cancellation of resource
demand fluctuations across applications. Combined, they lead
to far fewer pods being created for Wasabi (Fig. 5-Top-Right).
Increasing pod concurrency in Knative reduces pod creation
but harms resource allocation, as pods are not shared across
applications, and larger pods needed for higher concurrency
lead to greater keep-alive wastage.

Resource Usage Reduction. The resource consumption of
all applications over time, shown in Fig. 4 bottom subplots,
is also collected with Prometheus. Aggregate usage is shown
in hatched bars in Fig. 5. Wasabi reduces memory usage
by factors of 9.91, 7.88, 19.89, and 12.7 compared to Kna-
tive [conc=1], Knative [conc=2], Knative+Wasmedge, and
Spin, respectively, indicating a significantly lower memory
footprint. The higher memory usage of Knative+WasmEdge
compared to Knative can be attributed to (1) longer service
times, shown in Fig. 5, primarily caused by pod initializa-
tion overhead, and (2) distributed pod keep-alive, keeping
resources in use for a longer period. Wasabi’s CPU usage is
comparable to the baselines, except for Spin, which is higher.

Service Time Reduction. The service time is defined as
the total time taken to process a request, including all platform
delays as well as the execution time. Using Wasm for isolation
across applications allows Wasabi to reuse costly pods that
are already created. As shown in the Pod Creation Count
subplot in Fig. 5, pod creations are reduced by over 98%
in Wasabi compared to baselines. As creating and starting
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= = Knative [conc=1]  ====- Knative+Wasmedge == Wasabi
=+ Knative [conc=2] === Spin
le6 le5
5
— =4 Used 84 B2 Used 1200 - &
3 127 w 2 o ¥
2, = S 1000 {3
[ Q 6 8 o)
- = s 800 - @
£ 0.81 ] o
[} a S
= 064 O 41 5 600
8 8 5
= 0.4 3 400 1 o
4 o 4
; 021 = £ 200- [F
= = ,\‘/o
0.0 0- 0-
1.0 v
£ 8000 4
0.8 e
1S
iZ 6000 -
w 097 g
b J
O 4l g 4000
(9]
0.2 &
. 8 2000
g
0.0 177 . . . < o-
102 103 104 105 S \6% \(\,6\0\
Service Time (ms) é\@‘\@
NS

Figure 5: Comparison of total resource usage, resource allo-
cation, and service time distribution between Knative, Kna-
tive+Wasmedge, Spin, and Wasabi.

pods is one of the slowest aspects of full-fledged serverless
platforms such as Knative [101], this reduction in pod creation
significantly reduces the platform delay. The distribution of
service times shown in Fig. 5 reflects this reduction for almost
all invocations. When running the traces on Spin, ~10% of
requests failed. These occurred when requests reach backend
pods before they’re fully initialized, often during scale-from-
zero events, where traffic outpaces pod readiness.
Heterogeneity. To demonstrate simultaneous execution
of Wasm-based and container-based functions, we evenly
(random) distribute the workload across Knative contain-
ers [conc=2] or as Wasm modules on Wasabi. Compared to
only running on Knative [conc=2], total memory- and CPU-
seconds dropped by 13.7% and 15.2%, respectively, and aver-
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Figure 6: At low traffic rate (similar scaling), Kna-
tive+Wasmedge and Wasabi have similar performance.
Wasabi significantly reduces workflow cold execution time.

age service time was improved by 1.63x. The improvements
are lower than when the entire workload runs with Wasabi
(e.g., 87.3% memory-seconds reduction), as the non-Wasm
portion of the workload does not gain density. Specifically,
the containerized portion retains its resource overhead and
isolation costs, which dilutes the overall efficiency.

6.3 A Closer Look into Wasabi’s High Density

§6.2 showed that Wasabi’s multiplexed execution outperforms
directly integrating the Wasm runtime into Knative pods in
terms of resource allocation and service time. A major rea-
son is Wasabi’s ability to use already created pods to quickly
run Wasm modules, which in turn reduces pod creations and
associated overhead of cold starts and +keep-alives (Fig. 5).
However, it is unclear how much of the gains stem from re-
ducing containerization overhead by packing multiple Wasm
modules versus from lowering pod-scaling overhead. In this
section, we run additional controlled experiments to answer
this question. We use those serverless applications introduced
in §6.1, as the Azure Dataset 2019 (or any other trace) does
not include actual function implementations.

Median service time of Knative+Wasmedge and Wasabi are
shown in Fig. 6. Cold execution includes pod initialization and
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Figure 7: Comparison of Throughput and 95" percentile (p95) service time between Knative+Wasmedge and Wasabi.

function execution, while warm execution excludes pod initial-
ization. Each experiment was conducted separately with low
traffic to avoid overload or contention affecting service times.
We see that the service times of Knative+Wasmedge and
Wasabi are almost identical at this low rate. Comparable warm
pod service times indicate identical execution times, which is
expected given both systems use Wasmedge. When execut-
ing the image processing workflow, Wasabi avoids chained
cold starts by reusing an existing WasmBox for subsequent
functions after the first, whereas the Knative+Wasmedge ex-
periences cascading cold starts for each function, resulting in
significantly higher overall service time.

We now compare the 95" percentile (p95) service time of
the two systems near saturation throughput. Unlike in §6.2,
where 300 applications shared the cluster, each benchmark
here is run individually on the entire cluster. While not re-
flecting real-world scenarios, this allows us to keep all pods
alive and prevent scaling. Fig. 7 shows that Wasabi achieves
slightly better service times across all observed rates and out-
performs Knative+Wasmedge by achieving higher density (a
geometric mean of 19.31%) without degrading service times.
Since each data point is collected at a sustained throughput
with a fixed traffic rate, no new pods are created during the
study. Thus, we can attribute this 19.31% gain to only amor-
tization of containerization overhead across Wasm modules.
This throughput gain is equal to the density gain, since both
experiments use the same allocation of resources (i.e., the en-
tire cluster). Comparing this 1.19x allocation density gain to
the 8.98x gain achieved when running real traces with varying
load from many applications (in §6.2) shows that most gains
stem from the Wasabi’s ability to reduce keep-alive wastage
through improved resource sharing across tenants.

Lastly, we observe that at maximum throughput, the cluster
is bottlenecked by CPU for these benchmarks in both setups.
Fig. 8 shows the maximum memory usage and the satura-
tion throughput for both systems across different benchmarks.
Wasabi has 1.95x (geometric mean) lower GB-per-rps com-
pared with Knative+Wasmedge. As Wasabi has fewer large
pods and higher throughput, we attribute this reduced memory
usage to the lower relative overhead of sidecar containers.
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Figure 8: Compared with Knative+Wasmedge, Wasabi deliv-
ers higher throughput while using less memory.
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Figure 9: Using very small or large WasmBoxes harms per-
formance and efficiency.

6.4 Ablation Study and Sensitivity Analyses

This section evaluates the impact of each system component
on overall resource efficiency and performance of Wasabi. To
assess the impact of each component, we perform multiple ex-
periments, disable one component in each, and measure their
effectiveness. Here, we use a larger traffic volume than in §6.2,
as we are not constrained by the limitations of baseline sys-
tems. We replay traces of 500 randomly sampled applications,
with over 164,000 invocations over 2 hours.

WasmBox Right-Sizing. As noted in §3.1, WasmBox right-
sizing affects efficiency and performance. Fig. 9 shows this
trade-off. It lists memory sizes for different configurations,
and CPU is configured proportional to the size of each worker
node (half a core per GB). We selected 27 GB as the largest
memory configuration for WasmBox, slightly below each
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Figure 11: Wasabi is capable of resource overcommitment.
Moderate overcommitment (~40%) can substantially lower
resource consumption with minimal effect on service time.

worker node’s capacity to reserve resources for per-node pro-
cesses (e.g., Kube-proxy, Prometheus Node Exporter). Mem-
ory configurations of 13.5 GB, 6.75 GB, and 3.33 GB follow a
geometric progression. We observe that using a small Wasm-
Box leads to increased service time, as there are more pod
initiations. This increase in pod counts also increases resource
allocation due to accumulated keep-alive wastage. Increasing
the WasmBox size solves both issues, but at some point intro-
duces another. Beyond 6.5 GB, service time distributions get
shifted to the right for a large fraction of requests. The cause
is excessive memory allocation and deallocation syscalls by
Wasm modules, degrading performance. Slower function ex-
ecutions in turn reduce the throughput of each WasmBox,
requiring more WasmBoxes. In all other experiments in the
paper, the default size of 6.5 GB is used.

Autoscaling. Fig. 10-Left shows that Wasabi’s resource-
aware autoscaler significantly improves service time com-
pared to the original Knative autoscaler. The main reason
is that Wasabi’s novel autoscaler accounts for the actual re-
source demands of in-flight requests, which is a more accurate
representation of container load compared to concurrency met-
rics used in Knative, enabling more precise scaling decisions.
However, in this experiment, Knative’s concurrency-based au-
toscaler does not sufficiently scale up the containers, causing
resource contention and higher service time, as reflected by
the total allocated memory (GB-seconds) in Fig. 10-Right.

Resource Overcommitment. This experiment evaluates
how varying overcommitment ratios affects service time dis-
tribution and resource usage. Fig. 11 shows the service time
distribution and total allocated memory for different ratios,
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Figure 12: Wasabi is capable of memory pre-allocation which
can improve service times and resource efficiency.

ranging from 0% (no overcommitment) to 200% (where con-
current requested resources are three times the allocated re-
sources), applied uniformly to CPU and memory. Higher ra-
tios increase service times but reduce total allocated memory,
creating a trade-off between resource allocation and perfor-
mance. However, we observed that a moderate degree of over-
commitment can significantly enhance resource efficiency
without significantly impacting the average service time. Ac-
cordingly, our system uses an overcommitment ratio of 40%,
striking a balance between improved resource efficiency and
maintaining good performance. This aligns with the fact that
requested resources are often higher than the actual needs, as
users tend to overconfigure resources [104, 113,116].
Memory Pre-allocation. Fig. 12-Left shows that mem-
ory pre-allocation can substantially improve service time by
addressing the performance challenges mentioned in §3.4.
At the same time, by improving performance and enabling
faster execution, memory pre-allocation reduces the total allo-
cated memory over time. However, excessive pre-allocation
increases overall memory usage and may result in unused
reserved memory and therefore memory inefficiency (Fig. 12-
Right) and leads to higher service times. Empirically, we
found that a pre-allocation ratio of 0.2 strikes a balance be-
tween performance improvement and resource overhead.
Request Queue. The resource-aware request queue in
Wasabi tracks requests’ resource demands and container ca-
pacity, holding requests when resources are insufficient to
prevent system failures. We observed that 193 of 450 re-
quests (42%) failed during the initial 5-second request burst
(i.e., scaling from zero) in the traces with the default Knative
queue proxy due to resource shortage. No failures occurred
with Wasabi’s resource-aware request queue. Default queue
proxy’s failures stem from using concurrency metrics, which
are unsuitable when containers host different functions (§3.2).

6.5 Multiplexer Delay Characterization

Table | shows the latency breakdown of the multiplexer over-
head for single-function benchmarks. Cgroup operations in-
clude creating the cgroup, changing its type to threaded (nec-
essary for assigning threads), applying CPU limits, and delet-
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Multiplexer Latency Breakdown
Benchmark (median statistics in microseconds)

Cgroup | Thread Pinning | Wasm Total

rsa-keygen 528.65 0.57 418.4 | 947.62
json-compression | 516.16 0.56 383.62 | 900.34

scrypt 532.18 0.55 385.97 | 918.7
imageblur 506.7 0.56 381.8 | 889.06
genpdf 538.99 0.58 536.6 | 1076.17

Table 1: Latency breakdown of the multiplexer.

Resource

Function Scaling Unit System(s) Perreq | Mult Tsolation | Memery
Sandbox Isolation | Language T Pre-alloc
Container Container OpenWhisk [42] N Y Request N
Container Pod (container(s)) Knative [36] N Y Container N
Wasmedge
Wasm Pod (Wasm modules on K8s [57] N Y Container N
and Containers) Spin
on K8s [32]
WasmCloud on K8s [52] Wasm Module
V8 Tsolate & Wasm V8 Isolate Cloudflare Workers [4] N v V8 Isolate N
Unikernel Unikernel SEUSS [68] Y Y NA N
Lang. Runtime Process Boucher N N Process N
etal. [65]
Lang. Runtime NA Flock [126] Y N Request N
Siedge [75]
Wasm Wasm module Faasm [112] Y Y Request N
GRANNY [107]
Lang. Runtime Container Photons [71] N Y Container N
Wasm Wasm Module Wasabi Y Y Request Y
and Container

Table 2: Comparison of existing isolation models.

ing the cgroup post execution. Thread pinning, needed for
resource limiting (§5.1), comes with small overhead. Wasm
operations include loading the module, limiting its linear
memory, and gathering the results upon execution comple-
tion. Module loading times differ across benchmarks due to
variations in size and dependencies. The multiplexer adds
a minimal median latency of ~1 ms, negligible compared to
existing platform delays and client-server RTTs.

7 Related Work

Table 2 compares existing platforms by isolation granularity,
scaling units, and system boundaries. Container-based sys-
tems such as OpenWhisk and Knative place the boundary at
the container or pod level, using a single scaling unit and shar-
ing resources across requests. Kubernetes-based Wasm plat-
forms (e.g., WasmEdge and Spin) largely inherit this model,
while WasmCloud isolates at the Wasm-module level but still
relies on container orchestration. In contrast, unikernel-based,
language-runtime, and prior Wasm systems (e.g., SEUSS,
Flock, Sledge, Faasm, GRANNY) shift the boundary to indi-
vidual requests, enabling fine-grained isolation with a single
scaling unit. Wasabi differs by supporting two scaling units,
containers and Wasm modules, while enforcing per-request
isolation, thereby combining coarse-grained container man-
agement with fine-grained Wasm-level execution to enable
secure execution with efficient resource management.
Enhanced isolation. Various techniques aim to reduce cold
start latency in serverless. Some focus on providing light-
weight isolation to reduce cold start times [60, 92,95, 115].
Unikernels offer fast startup times and high throughput for
serverless functions [68,72,90,91], while Wasabi relies on
the light-weight language runtime-based isolation provided
by Wasm. Some systems leverage language runtimes (e.g.,
JVM, Wasm, Rust) [65,71,74,75,81,112,122,126]. Some

rely on homogeneous resource allocation mechanisms [71,
112], which is not ideal for serving functions with diverse
resource needs and execution times in production settings.
In this work, however, we use a combination of techniques
to make the platform resource-aware at the granularity of
each function execution to push resource efficiency to its
limits. Some others [65,71, 126] rely on language runtimes
(e.g., JVM, Rust), which introduces challenges in supporting a
wide range of programming languages and applications. Some
systems [15, 26, 124] leverage Wasm and V8 Isolates [28],
and do not address resource isolation. Some systems [75, 124]
focus solely on single-host deployment.

Sandbox/runtime sharing. Sharing sandboxes (e.g., con-
tainer), VMs or language runtimes (e.g., JVM) has been ex-
plored in the context of serverless to amortize the costs of cold
starts and improve resource efficiency [61,63,65,67,67,71,83,
94,98,114,123,126], as well as in other contexts to balance
isolation, enable flexible resource management, and improve
performance [64, 111]. Some systems focus on sharing for
the same function, application, or DAG [61, 63,71, 94, 98],
whereas Wasabi safely co-executes functions from different
users in shared containers. Some systems rely on weak isola-
tion mechanisms, such as process isolation [61, 114]. Another
set of approaches include using specific language runtimes
such as JVM or Rust [65,71, 126], whereas Wasabi leverages
Wasm, enabling polyglot programming. Wasabi leverage con-
tainer reuse differently, incorporating hierarchical isolation
for co-execution of Wasm-based functions in shared, fine-
grained containers along with a combination of techniques to
enable resource awareness in the platform.

Resource overcommitment using prediction models and
heuristics has been explored in serverless [93, 97, 116] to
improve resource efficiency. Wasabi leverages simple ratio-
based resource overcommitment in a new context, but can
potentially benefit from those approaches.

8 Conclusion

We introduce a new two-level isolation architecture to densely
pack Wasm modules in container-based serverless platforms.
This architecture enables fast and efficient resource sharing.
We prototype our system on a production-grade serverless
platform. It shows high potential to increase packing density
and reduce cold starts. Parts of this work have been deployed
in production within Huawei Cloud’s CDN serverless edge
computing service and used by customers since late 2025.
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