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256: (7b) *(ub4 *)(r7 + 48) = ril [

257: (7b) *(u64 *)(r7 + 40) = rl /

258: (7b) *(u64 *)(r7 + 32) =ri - ‘ ‘

259: (7b) *(u64d *)(r7 + 24) =ri

260: (7b) *(u6d4 *)(r7 + 16) = ri

261: (7b) *(u64 *)(r7 + 8) = ril ! |
262: (7b) *(u6d *)(r7 + 0) = rl

263: (7b) *(u64d *)(r7 40) = ro eBPF C Program

264: (b7) rl = 2

265: (7b) *(ue4 *)(r7 + 32) = rl A e —

266: (bf) rl = ré6 I (6CCIClang) 1 |succeed

267: (18) r2 = Oxffff880428988b00 ) Unreadable
269: (18) r3 = Oxffffffff eBPF Byte Code Feedback
271: (bf) rd4 = r7

272: (b7) r5 =128

273: (85) call 25 i (Umxdﬁgﬂpmmm i Fai

R4 type=map_value expected=fp | Sl

-- END PROG LOAD LOG --
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Error: fatal error: Cannot derive the precondition of Memory Read.
Line: 25
Witness Summary:

Function: sll_copy
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partial_ solve:
Total: 1
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Manual: @

safety checker:
Total: 1
Auto-solved: 1
Manual: 8




C verifier vs. Bytecode verifier

-
verifier

r— — — _

Bytecode
Input C programs
programs eBPF C Program
Feedback + - |
_______________________________________ |
E C verifier . :— ————————————
Resource : JOSSSRRPUROURSOS B
) High Low |
consumption :Su::ceed
--------------------------------------- | Fail
compiler : :— ———————————— >
Large Small SOt S

: Succeed
= |
[



Summary of existing verifier

#&Too much false positive

@Feedback is not friendly enough for programmers
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Example

int xdp_icmp(struct xdp _md *xdp)

{
void *data _end = (void *)xdp->data_end;
l void *data = (void *)xdp->data;
struct eth_hdr *eth = data;
if ((void*) (eth + 1) > data_end)
return 1;

unsigned int h_proto = eth->h_proto;

Yes
if ((int)h_proto == htons(2048))
return handle ipv4(xdp);
No else
return 2;
}
Yes

No




Example

int _xdp_icmp ( xdp_md *xdp)
{
] void *data_end = (void *)xdp->data_end;
void *data = (void *)xdp->data;
struct eth_hdr *eth = data;
if ((void*) (eth + 1) > data_end)
return 1;

Yes unsigned int h_proto = eth->h_proto;

if ((int)h_proto == htons(2048))
No return handle ipv4(xdp);

else
return 2;

}

Yes

No




Example

xdp icmp ( xdp_md *xdp)
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Example

No

No

Yes

Yes

int xdp_icmp(struct xdp _md *xdp)

void *data _end = (void *)xdp->data_end;

void *data = (void *)xdp->data;

struct eth_hdr *eth = data;

if ((void*) (eth + 1) > data_end)
return 1;

unsigned int h_proto = eth->h_proto;

if ((int)h_proto == htons(2048))
return handle ipv4(xdp);

else
return 2;

}
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Example -- VEP-C
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data_end = xdp -> data_end
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Example -- VEP-C
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Example -- VEP-C

No

No

return 1 :

data_end == xdp -> data_end &&
Auto Check | data == xdp -> data &&
eth == data &&
eth + 1 > data_end &&
store chars(xdp->data, xdp->data_end)
Yes -
store_ xdp(xdp)

Yes




Example -- VEP-C
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h_proto = eth -> h_proto

Yes data_end == xdp -> data_end &&

data == xdp -> data &&

No eth == data &&

eth + 1 <= data_end &&

Auto Generated | h_proto == eth -> h_proto &&

| store_uchars(eth->h_dest, eth->h dest + 6) **
store _uchars(eth->h _source, eth->h _source + 6) **
store chars(eth_end, xdp->data_end)
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Example— heavily annotated C
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VEP-compiler
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VEP-compiler

void strncpy (char *pl, char *p2, _ _u32 n)
/*@ With 11 12
Require chars(pl,n,l1ll) * chars(p2,n,12)
Ensure 34 13,
chars(pl,n,13) * chars(p2,n,12) */;

strncpy:

Require
_R1 == Rl &&
_R2 == R2 &&
_R3 == R3 &&
_R6 == Rb6 &&
_R8 == R8 &&
chars (R1, R3,

Ensure
_R6 == R6 &&
_RB == R8 &&

_R7 ==
_R9 ==

1Y) *

_R7 ==
_R9 ==

chars(_R1,_R3,12) *

/*@ With 11 12 R1 _R2 R3 _R6 _R7 _R8 _R9Y

R7 &&
RY &&
chars(R2, R3, 12)

R7 &&
RY &&
chars (_R2, _R3,12) */
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Example— heavily annotated bytecode
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ro = *(u32 *)(rl + 4)

w4 = w0
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r4 >>= 32
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low32(ro) && .. &&
ore_chars(*rl, *(rl+4))
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Discussion
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# How does VEP defend against attacks ?

# False positive & False negative ?

p: I T LoD \_ |



Kernel verifier choice

VEP Verification Framework

eBPF C programx

annotation

Verifier

Unsafe

A 4

| |—1_UJJ |

N R, =
St



Kernel verifier choice

VEP Verification Framework

eBPF C programJ

\ 4

Verifier

Unsafe

annotation x

A 4

| |—1_UJJ |

N R, =
St



Kernel verifier choice

VEP Verification Framework

eBPF C programJ safe

Verifier

A 4

annotation
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Hoare logic and separation logic research promise the existence[1]
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[1]Hoare C A R. An axiomatic basis for computer programming[J]. Communications of the ACM, 1969, 12(10): 576-580.
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Evaluation

Programs Code Lines : Linux vertticr ; EREVAT
Time(ms) | Memory(KB) | Time(ms) | Memory(KB)

sockex1_kern 29 1.03 4194 2.05 4978
syscall_tp_kern(enter) 38 1.03 4194 317 4931
cpustat_kern(frequency) 93 1.13 4190 11.30 6377
cpustat_kern(idle) 116 1.11 4196 23.52 7918
i Ssiipies xdp_adjust_tail_kern 47 0.64 4196 6.69 5539
syscall_tp_kern(exit) 33 0.99 4190 3.02 4927
lathist_kern(on) 77 1.09 4144 10.18 6025
trace_event_kern 65 fail - 48.37 6730
tcp_iw_kern 68 0.65 4152 9.82 5664
tcp_rwnd_kern 50 0.77 4155 6.69 5404
twomaps 34 fail - 243 5056
twotypes 33 fail - 3.80 5278
map_in_map 36 fail - 5.7 5054
stackok 13 1.02 4114 74.67 5279

loop 21 fail - fail -
L packet_start_ok 14 1.08 4200 .19 4942
twostackvars 47 0.53 4140 20.9 5267
packet_access 28 0.58 4153 2.74 5216
bpf2bpf 13 0.51 4154 0.16 4157

dependent_read 13 0.55 4154 fail -

4_;.-":'. - -\:; II..- -T\\\{T. i . _;\_J ~ ‘
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Evaluation

Programs Assertion| Proof VEP-C VEP-compiler VEP-eBPF

Lines |Lines Time(ms)|Memory(KB)| Time(ms) [Time(ms)Memory(KB)

sockex1_kern 3 1140 | 4.06 5882 0.35 2.53 2284

syscall_tp_kern(enter) 7 2253 533 6391 0.37 2.57 2396

cpustat_kern(frequency), 11 8357 | 50.33 15887 2.62 7.89 4292

cpustat_kern(idle) 11 19390| 158.12 32569 6.09 21.32 7167

Lémx Sampiles xdp_adjust_tail_kern 10 739 | 4.27 5852 0.32 241 2236

“ syscall_tp_kern(exit) 7 2253 | 5.28 6396 0.35 2.47 2379

lathist_kern(on) 9 4180 | 23.47 18502 2.47 21.69 8034

trace_event_kern 6 7136 | 67.33 18841 145 5.79 3353

tcp_iw_kern 6 161 | 12.57 12150 1713 9.11 4182

tcp_rwnd_kern 6 19231 63.88 19154 1.84 8.44 4342

twomaps 2 2310 6.07 7119 0.46 277 2521

twotypes 4 9449 | 1549 8288 0.73 4.40 2665

map_in_map 3 261 297 5995 0.39 2.31 2348

stackok 4 1848 | 4.32 5223 0.19 1.96 2028

loop 8 4042 | 10.02 7682 0.55 2.84 2453

RN L o e ST OE 3 [1245| 264 5174 0.21 2.03 2126

twostackvars 12 [18446| 40.23 12422 1.43 3.96 3047

packet_access 3 3669 | 8.85 7075 0.50 3.42 2659

bpf2bpf 7] 13 0.70 4436 0.11 1.76 1932

dependent_read 3 648 | 2.56 4920 0.19 2.14 2106
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Evaluatio

n

Programs Code Lines | Linux verifier | PREVAIL
Time(ms) | Memory(KB) | Time(ms) | Memory(KB)
strepy 34 fail - fail -
strncpy 34 1.65 4212 fail -
strcat 44 fail - fail -
strncat 43 fail - fail -
Stringlib strlen 19 fail - l'a?l -
strncmp 31 2.69 4316 fail -
stremp 32 fail - fail -
memset 28 1.14 5168 39.89 7267
strchr 28 fail - fail -
memchr 28 fail - fail -
badhelpercall 6 reject - reject -
badmapptr 24 reject - reject -
badrelo 20 reject - reject -
ctxoffset 21 reject - reject -
nullmapref 23 reject - reject -
Unsafe Program badhelpercall2 22 reject - reject -
packet_overflow 14 reject - reject -
wronghelper 20 reject - reject -
mapunderflow 23 reject - reject -
packet_reallocate 22 reject - reject -
Key_connection 63 fail - fail -
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Evaluation

Programs Assertion| Proof VEP-C VEP-compiler VEP-eBPF
Lines |[Lines|Time(ms)Memory(KB) Time(ms) [Time(ms)Memory(KB)
strepy 9 6051 | 12.09 8172 0.66 2.67 2510
strnepy 11 4242 | 8.69 7888 0.59 2.61 2557
strcat 17 112820{ 31.17 11778 1.39 3.41 2907
strncat 17 14254 36.60 12612 1.16 3.54 2970
Stringlib strlen 9 2035| 5.02 5946 0.29 2.23 2236
strncmp 11 3976 | 8.45 7994 0.54 2.58 2470
stremp 9 5934 | 14.27 8528 0.76 2.25 2574
memset 11 1925| 3.78 6271 0.35 2.18 2281
strchr 9 2329| 6.94 6962 0.40 1.66 2463
memchr 9 2551 | 7.64 6683 0.42 3.19 2517
badhelpercall 4 reject| 2.82 1618 - - -
badmapptr 3 reject| 3.05 1701 - - -
badrelo 3 reject| 2.60 1575 - - -
ctxoffset 3 reject| 2.70 1436 - - -
Unsafe Program nullmapref 3 reject| 4.38 2275 - - -
; badhelpercall2 4 reject| 2.46 1402 - - -
packet_overflow 3 reject| 4.31 2115 - - -
wronghelper 3 reject| 2.73 1652 - - -
mapunderflow 3 reject| 2.78 1781 - - -
packet_reallocate 3 reject| 5.36 2955 - - -
Key_connection 17 5819 | 16.24 8534 0.56 248 2440
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Evaluation

Programs Total Assertion | Total Proofs PR MaxYI'EP:\:'gT NaxM “;"‘:g!:,cr MaxTYIi/ :?P&axM Total Code
Source Lines Lines (ms) | (ms) | (KB) (ms) (ms) | (ms) | (KB) Lines
Linux samples 76 64840 10/10| 158.12139.46 | 32569 1.73 [21.69| 8.42 | 8034 618
PREVAIL samples 49 41931 10/10| 40.23 | 938 | 12422 | 047 440 | 2.76 | 3047 252
StringLib 112 56117 10/10] 36.60 |13.47] 12612 | 0.66 3.54 | 2.63 | 2970 321
Unsafe Programs 32 - 10/10] 536 | 3.32 | 2955 - - - - 195
Key_Connection 17 5819 1/1 | 16.24 | 16.24| 8534 0.56 248 | 2.48 | 2440 63
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Conclusion
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Backup-strcmp

static inline int strcmp (char *pl, char *p2)

{

unsigned int 1i;
for (1 = @; ; i++) {
char c1 = pl1[i];
char c2 = p2[i];
if (c2 == (char)@) break;
if (c1 !'= c2) return 0;
if (c1l == (char)0)
break;

}

return 1;




Backup-strcmp

static inline int strcmp (char *pl, char *p2)
/*@ With n@ mo 10 nl ml 11

Require @ <= nO && 10[n@] == 0 && nO < mO &&

© <= nl & 11[nl] == 0 && nl1 < ml &&

chars(pl, mo, 10) * chars(p2, ml, 11)

Ensure chars(p2, ml, 11) * chars(pl, mo, 10)

unsigned int 1i;
/*@ Inv © <=1 && 1 <=n@ && 1 <= nl */
for (1 = 0; ; i++) {
char c1 = pl1[i];
char c2 = p2[i];
if (c2 == (char)@) break;
if (cl != c2) return 0;
if (cl == (char)e)
break;

}

return 1;




