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Background

Verifier : reject unsafe programs



Problem 1：Too much false positive

Verifier : reject “unsafe”programs
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Problem 2 : unreadable feedback

Figure from https://zhuanlan.zhihu.com/p/590851484

Unreadable

Feedback

256: (7b) *(u64 *)(r7 + 48) = r1

257: (7b) *(u64 *)(r7 + 40) = r1

258: (7b) *(u64 *)(r7 + 32) = r1

259: (7b) *(u64 *)(r7 + 24) = r1

260: (7b) *(u64 *)(r7 + 16) = r1

261: (7b) *(u64 *)(r7 + 8) = r1

262: (7b) *(u64 *)(r7 + 0) = r1

263: (7b) *(u64 *)(r7 + 40) = r0

264: (b7) r1 = 2

265: (7b) *(u64 *)(r7 + 32) = r1

266: (bf) r1 = r6

267: (18) r2 = 0xffff880428988b00

269: (18) r3 = 0xffffffff

271: (bf) r4 = r7

272: (b7) r5 = 128

273: (85) call 25

R4 type=map_value expected=fp

-- END PROG LOAD LOG --
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C verifier vs. Bytecode verifier
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Summary of existing verifier

Too much false positive

Feedback is not friendly enough for programmers



Overview of VEP
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Design

Verification power is not enough

• Require user provide additional annotations

Feedback is not friendly enough for programmer

• Two stage verification

kernel



Example

No

Yes

No

Yes

int _xdp_icmp(struct xdp_md *xdp)
{
void *data_end = (void *)xdp->data_end;
void *data = (void *)xdp->data;
struct eth_hdr *eth = data;
if ((void*) (eth + 1) > data_end)
return 1;

unsigned int h_proto = eth->h_proto;

if ((int)h_proto == htons(2048))
return handle_ipv4(xdp);
else
return 2;

}
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int _xdp_icmp(struct xdp_md *xdp)
{
void *data_end = (void *)xdp->data_end;
void *data = (void *)xdp->data;
struct eth_hdr *eth = data;
if ((void*) (eth + 1) > data_end)
return 1;

unsigned int h_proto = eth->h_proto;
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else
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data data_end

eth_hdr

(struct xdp_md *xdp)

store_xdp(xdp)



Example
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int _xdp_icmp(struct xdp_md *xdp)
/*@ 
Require store_xdp(xdp)
Ensure store_xdp(xdp)
*/
{
void *data_end = (void *)xdp->data_end;
void *data = (void *)xdp->data;
struct eth_hdr *eth = data;
if ((void*) (eth + 1) > data_end)
return 1;

unsigned int h_proto = eth->h_proto;

if ((int)h_proto == htons(2048))
return handle_ipv4(xdp);
else
return 2;

}

/*@ 
Require store_xdp(xdp)
Ensure store_xdp(xdp)
*/



VEP-C



Example -- VEP-C

store_xdp(xdp)
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.



Example -- VEP-C

data_end = xdp -> data_end

data_end == xdp -> data_end && 
store_chars(xdp->data, xdp->data_end)

Auto Generated
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.



Example -- VEP-C

data_end == xdp -> data_end &&
data == xdp -> data && 
eth == data &&
store_chars(xdp->data, xdp->data_end)

Auto Generated

No

Yes

No

Yes

.



Example -- VEP-C

return 1 : 

data_end == xdp -> data_end && 
data == xdp -> data &&
eth == data &&
eth + 1 > data_end && 
store_chars(xdp->data, xdp->data_end)
|--
store_xdp(xdp)

Auto Check

No

Yes

No

Yes

.



Example -- VEP-C

h_proto = eth -> h_proto

data_end == xdp -> data_end && 
data == xdp -> data &&
eth == data && 
eth + 1 <= data_end && 
h_proto == eth -> h_proto &&
store_uchars(eth->h_dest, eth->h_dest + 6) **
store_uchars(eth->h_source, eth->h_source + 6) **
store_chars(eth_end, xdp->data_end)

Auto Generated

No

Yes

No

Yes

.



Example– heavily annotated C

No

Yes

No

Yes

.



VEP-compiler



VEP-compiler



VEP-compiler



Example– heavily annotated bytecode

No

Yes

No

Yes

.

r0 == *(r1+4) && 
r4 == low32(r0) && … &&
store_chars(*r1, *(r1+4)) * …

/* data_end = xdp -> data_end */

r0 = *(u32 *)(r1 + 4)

w4 = w0

r4 <<= 32

r4 >>= 32
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Discussion

How to find bugs in development ?

Why not use only bytecode verifier ?

Why not use only C verifier ?

How does VEP defend against attacks ?

False positive & False negative ?
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Kernel verifier choice

Verifier

VEP Verification Framework

annotation

eBPF C program

[1]Hoare C A R. An axiomatic basis for computer programming[J]. Communications of the ACM, 1969, 12(10): 576-580.

safe

Hoare logic and separation logic research promise the existence[1]
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Conclusion

P1: Verification power is not enough

S: Require user provide additional annotations

P2: Feedback is not friendly enough for programmer

S: Two stage verification



Thanks 



Backup-strcmp

static inline int strcmp (char *p1, char *p2) 
{

//#pragma unroll
unsigned int i;
for (i = 0; ; i++) {

char c1 = p1[i];
char c2 = p2[i];
if (c2 == (char)0) break;
if (c1 != c2) return 0;
if (c1 == (char)0)

break;
}
return 1;

}



Backup-strcmp
static inline int strcmp (char *p1, char *p2) 
/*@ With n0 m0 l0 n1 m1 l1 

Require 0 <= n0 && l0[n0] == 0 && n0 < m0 && 
0 <= n1 && l1[n1] == 0 && n1 < m1 && 
chars(p1, m0, l0) * chars(p2, m1, l1)

Ensure chars(p2, m1, l1) * chars(p1, m0, l0)
*/
{

unsigned int i;
/*@ Inv 0 <= i && i <= n0 && i <= n1 */
for (i = 0; ; i++) {

char c1 = p1[i];
char c2 = p2[i];
if (c2 == (char)0) break;
if (c1 != c2) return 0;
if (c1 == (char)0)

break;
}
return 1;

}


