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BGP is important yet vulnerable

« Border Gateway Protocol (BGP) is one of the key building blocks of the global Internet.
« However, BGP lacks built-in security protection and thus is vulnerable to prefix hijacks.

Cloudflare DNS Resolver Hit by BGP Hijack

The free Cloudflare DNS resolver service 1.1.1.1 was hit by a pair of simultaneous BGP attacks, showing that BGP is
vulnerable even to accidental attacks.
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Testing mistake triggered Telstra
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RPKI ROV: Strong Protection, Limited Reach

* Route Origin Authorization (ROA)

» Cryptographically binds an AS with the prefix(es) it is
authorized to advertise in BGP.

* Route Origin Validation (ROV)

» Validates BGP messages by veifying the oigin of route
prefixes using ROAs.

 Three kinds of results: Valid, Invalid, and NotFound.

War story: RPKl is
working as intended

By Job Snijders on 18 Nov 2024
Category: Tech matters

Tags: BGP, Guest Post, RPK
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Fastly avoided prefix
hijack through RPKI
ROV

To be very forward, this really is a story about something that turned out to
be no problem at all. But sometimes boring stories deserve to be told. To

provide context for this one, we have to go back to February 2008.

Back then — through no fault of their own — one of the world’s most popular
video-sharing platforms suffered a disastrous multi-hour outage,
interrupting millions of video viewings. The impact was so significant that
even mainstream media reported extensively on what was essentially an
arcane routing incident, But, nowadays we're hearing less and less about

incidents like these, even though the Internet is bigger than ever.

Recently, Fastly was the target of a BGP hijack, similar to what happened in
2008, but this time barely anyone noticed. Why is that? Something has
changed. In this article, I'll delve into one of the Internet’s most remarkable,
yet untold, success stories.

[1]: https://blog.apnic.net/2024/11/18/war-story-rpki-is-working-as-intended/
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/Only 27% of ASes have deployed ROV, and the deployment rate is growing sIowa.\

[2]: https://rovista.netsecurelab.org/analytics




notFound

Concerns about ROV efficiency

« Operational efficiency concerns has been identified as one of the main barrier to ROV
adoption. [NDSS 24]

Our Obseveration: the more the valid routes, the lower the validation speed.

100 -0.625

9() -0.572 061
8() -0.534 0.557 0.588
"7() -0.497 0.52 0.544 0.575

6() - 0.47 0492 0512 0532 0.564

5() -0.443 0.454 0.474 0.499 0523 0.559

40 —0.422 0.433 0.45 0.468 0.493 0.523 0.541
30 —0.396 0.411 0.421 0.447 0.449 0.483 0.499 0.528
20 —0.374 0.387 0.409 0.418 0.438 0.456 0.472 0.492 0.517

10 -0.361 0371 0.38 0.396 0.409 0.432 0.441 0.462 0.485 0.507

O —0.344 0.353 0.366 0.377 0.392 0.405 0.422 0.439 0.454 0.474 0.494

000 A0 0 D @D P PP
Valid

0.292 H T
0.257 0.315

0.233 0.277 0.343

0.212 0.247 0.298 0.384

0.194 0.225 0.268 0.33 0.432

0.178 0.205 0.239 0.287 0.365|0.597

0.165 0.188 0.218 0.258 0.317 0.437 0.573

0.155 0.174 0.199 0.231 0.276 0.35 0.455 0.687

0.145 0.161 0.205 0.21 0.248 0.301 0.386 0.529 0.856

0.144 0.152 0.171 0.191 0.224 0.268 0.323 0.432 0.626 1.138

0.129 0.143 0.159 0.179 0.207 0.241 0.291 0.365 0.494 0.748 1.64

00 D D 0 R @AY P
Valid

5.195

+
HT+PT

0.748 0.827 0.924 0.997 1.199 1.351 1.561 1.864 2.285

0.753 0.809 0.835 0.866 1.018 1.051 1.289 1.482 1.761 2.133

0.619 0.645 0.773 0.83 0.89 1.006 1.123 1.252 1.446 1.57¢

00 P A0 0 R DD D O D AD 0 AR D D R A0 D P

Valid

4.406]

3.933

Patricia

f .
1.381 1.483 1.533 1.596 1.886 2.112{ 349
1.106 1.218 1.37 1.574 1.522 1.863 2.016 2.071 2.578
1.09 1.286 1.243 1.297 1.543 1.566 1.74 1.968 2.1

1.972] 0.986 1.062 1.214 1.32 1.182 1.506 1.611 1.732 1.846 2.0542.278

Valid

S MVPS

3 current stage

future stage

—- OMVPS

With the promotion of RPKI, the proportion of valid routes will increase, the ROV efficiency
issue will become more severe.



ROV with Address Block

« ROV validates BGP messages by veifying the oigin of route prefixes using ROAs.

‘RO (Prefix, maxLength]JASN)

Address Block

e.q. <192.0.2.64/26, 27>

L26 192.0.2.64/26
Authorized

192.0.2.64/27 Prefixes

Let 192.0.2.96/27




ROV with Address Block

ROA (Prefix,
Route Prefix: RP MaxLength, ASN)

Route Origin ASN: RO Validation State:

VALID, or
INVALID, or
NOTFOUND

BGP Route

@ BGPRoute If ROA covers RP?

| v

If ROA matches RP?

ROA

notFound Valid Invalid



Motivation

Address Block (AB) Model

EC
/Y/\N\
(EC & CM) notFound
Y/\N
% AN
Valid Invalid

[1]: https://www.rfc-editor.org/info/rfc6811

Eﬂ; Unfriendly to valid routes!

The key reason why the ROV efficiency
issue will become more severe.

Authorized Prefix (AP) Model

EM

<
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N
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Invalid notFound

@ equivalence of validation results

acceleration of validation speed



Redesigning ROV with the AP model

1. how to maintain ROAs at the granularity of Authorized Prefixes ?
We adopt the bitmap-based encoding scheme [INFOCOM 22].



Bitmap-based encoding for authorized prefix(1)

Split an IP Prefix tree into sub-trees with
a fixed-depth of 5

level O

level 5

Each prefix can be located by Subtree Identifier
and Index.

Subtree Identifier:

> the root prefix of the
sub-tree.

Index:

.—> the Position of the
prefix.




Bitmap-based encoding for authorized prefix(2)

Split an IP Prefix tree into sub-trees with
a fixed-depth of 5

level O
level 5 i /
level 1 - / -----------------------------------------

Each sub-tree can be represented by Subtree
Identifier and Encoded Subtree.

Subtree Identifier:

> the root prefix of the
sub-tree.

Index:

.—> the Position of the
prefix.

Encoded Subtree:

encodes nodes that
are authorized.




Bitmap-based encoding for authorized prefix(3)

Given authorized R Locate the
prefixes belonging subtree

Set the bit in the
bitmap

Subtree |dentifier:
192.0.2.0/25

AS Y originates:

Encoded subtree:
192.0.2.64/26 - N j> 76543210
192.0.2.64/27 ([@Eo ofo 0 0)=200
192.0.2.96/27 “(4)(5)@ N

Subtree Identifier Encoded Subtree “

192.0.2.0/25 200 ASY



Redesigning ROV with the AP model

2. how to validate BGP routes with bitmap-encoded ROAs?
We propose a hierachical hashing scheme with two hash tables: SOT and STT.



ROV Match Operation with SOT

Subtree-Origin Table(SOT) records all authorized prefixes and their corresponding ASNSs.
KEY: Subtree Identifier and the ASN

VALUE: Encoded Subtree

AS X originates:
192.0.2.0/25

Subtree-Origin Table

192.0.2.0/25

<192.0.2.0/25, X> (ooo0o000fo)

<192.0.2.0/25, Y> (@@o ofoo o)

AS Y originates:
192.0.2.64/26
192.0.2.64/27
192.0.2.96/27




ROV Match Operation with SOT

With SOT, match operation can be conducted by a simple hash probe.
1. Calculate the Subtree Identifier(ID) and Index of Route Prefix.
2. Get the Encoded Subtree(SOT[ID,ASN]), if the index-th bit is set, the result is valid.

BGP Route: Subtree-ID=192.0.2.0/25 | Query Key = <192.0.2.0/25, Y>
<192.0.2.64/26, AS Y> [ !

|

- Position 1 .
AS X originates: 192020/25° " T T " Subtree-Origin Table
<192.0.2.0/25, X>

AS Y originates: 19202 0/25 V>
192.0.2.64/26 e
192.0.2.64/27 . .
192.0.2.96/27 !



ROV Cover Operation with STT

SubTree Table(STT) records all authorized prefixes(without their corresponding ASNSs).
KEY: Subtree Identifier

VALUE: the merged Encoded Subtree for all ASNs

AS X originates:
192.0.2.0/25

AS 'Y originates:
192.0.2.64/26
192.0.2.64/27
192.0.2.96/27

192.0.2.0/25

SubTree Table

<192.0.2.0/25>

(@@ o oMo o)




ROV Cover Operation with STT

With STT, cover operation can be conducted by several hash probes.
1. If query in SOT fails, get the merged encoded subtree(STT[ID]).
2. If there exists a bit covering RP is set in the merged encoded subtree, the result is Invalid.

BGP Route: Subtree-ID=192.0.2.0/25 | 1.Query Key = <192.0.2.0/25, Y>
<192.0.2.0/26, AS Y> Index=2

Position | o
AS X originates: ! Subtree-Origin Table

192.0.2.0/25 - KEY(Subtree Identifier, ASN) | VALUE(Encoded Subtree)
_ <192.0.2.0/25, X> (00000 0
AS Y originates. - <192.0.2.0/25, Y> (@8 o o 0 0)

192.0.2.64/26

192.0.2.64/27 . |
192.0.2.96/27 No matching ROA




ROV Cover Operation with STT

With STT, cover operation can be conducted by several hash probes.
1. If query in SOT fails, get the merged encoded subtree(STT[ID]).
2. If there exists a bit covering RP is set in the merged encoded subtree, the result is Invalid.

BGP Route: Subtree-ID=192.0.2.0/25 2.Query Key = <192.0.2.0/25>
<192.0.2.0/26, AS Y> [ULES:

Position :

AS X originates:

192.0.2.0/25 Sublree Table
. KEY(Subtree Identifier)
AS Y originates: S <192.0.2.0/25>
192.0.2.64/26
192.0.2.64/27 _
192.0.2.96/27 Invalid

(Covered by pos-1)



ROV Cover Operation with STT

With SubTree Table, cover operation can be conducted by several hash probes.

1. If query in SOT fails, get the merged encoded subtree(STT[ID]).

2. If there exists a bit covering RP is set in the merged encoded subtree, the result is Invalid.
3. If no bit covering RP is set in the encoded subtree, find the covering prefix by linear search.

SubTree Table

<192.0.2.0/25> l . 00 . . 0]

<192.0.0.0/20>

<192.0.0.0/15>

linear search...




ROV Cover Operation with STT -- Optimization

With SubTree Table, cover operation can be conducted by several hash probes.

1. If query in SOT fails, get the merged encoded subtree(STT[ID]).

2. If there exists a bit covering RP is set in the merged encoded subtree, the result is Invalid.
3. If no bit covering RP is set in the encoded subtree, find the covering prefix by linear search.

We record the coverage status mm

for key prefixes. Most prefixes

IPv4 Prefix1 covered

can find the coverage status with
time complexity O(1).

We design a binary search
IPv6 | strategy with time complexity

O(log(l)).




h2ROV: a Hierarchical Hashing ROV Scheme

Address Block

encod>

Authorized Prefix
76543210
(00000 00}
\

<192.0.2.0/25,, 2, AS X>

<192.0.2.0/25, 200. AS Y>

i Subtree-Origin Table
KEY(ID,ASN) | VALUE(Bitmap) | |
<192.0.2.0/25,x>|(000 00 01 0)| !

<192.0.2.0125, v> |({JJ 0 0fJ0 0 0)

YT N
Valid — PSS
i SubTree Table !
{[ KEY(D) VALUE(Bitmap) | |
19202025 (@0 ofoflo) !
L__-__________W ________________ -

Invalid Notfound



Redesigning ROV with the AP model

3. how to implement the proposed scheme with BGP routers?
We refactor two system modules and verify the implementation with two
software routers: FRRouting!l and BIRD!I.

[1]. https://frrouting.org
[2]. https://bird.network.cz



System Implementation

RP
= PDU pous | RTR RTR
l @@ handler client server
ROV entries
BGP received ROV validated| import path export
update | oW | processor | e | filter | | select | wmm® | filter

,  RIB-in , Loc-RIB
e e e e e e ____BGPdecesion_ _ __ ___ o ________



System Implementation

! — h2ROV |
| va @ module |
: validator N=) N :
parser e encoder .

| PV6 ‘%‘ﬂ/ |
I . < % |
, validator I
| |
|

IPv6 ROV entries t
O
P ===l a gy RP

@ | PDU [Jeous [ RTR | _| [ RTR

1| handler |1 client server

ROV entries | |
import path export
filter "| select [ mm® | filter
, Loc-RIB
e ___BGPddecesion_ _ _______________________ ;

* Implemented in two software routers: FRRouting and BIRD.
» Source Code: https://github.com/FIRLab-CNIC/h-2ROV.



Experiment Setup

* Experimental Environment
« CPU: AMD EPYC 7742(2.2GHz, 128cores)
« RAM: DRAM 128G

 Compared Schemes

Longest Prefix First Search Tree LPFST RTRLibl"
HashTable with Compressed Trie HT+PT BIRDI]
Patricia Patricia BGP-SRx[3]

HashTable HT BIRDI]

[1]. https://rtrlib.realmv6.org/
[2]. https://bird.network.cz
[3]. https://www.nist.gov/services-resources/software/bgp-secure-routing-extension-bgp-srx-software-suite



Performance Evaluation

ROA: from real world PRKI data
BGP updates: from RIPE RIS BGP data
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Performance Evaluation

ROA: from real world PRKI data

6380

S LPFST HT HT+PT Patricia JlMll "ROV|  In IPv4, 2ROV consumes the least
& 60- | memory cost.

S 40

%‘ - In IPv6, 2ROV consumes less

= 20'_ ' memory than HT+PT and Patricia,
> 0 [ 1 _. while more than LPFST and HT.

IPv4 | IPv6



System Evaluation

ROA: from real world PRKI data

BGP updates: from RIPE RIS BGP data Emulation Platform: https://www.sernes.cn

LPFST HT HT+PT Patricia ] X ROV
N
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Real-world topologies Randomly-generated topologies using hyperbolic graph generator with 1k ASes

hZROYV reduces the ROV-induced delays in BGP convergence by 30.4% ~ 64.7% compared to other schemes.


https://www.sernes.cn/

Conclusion

» The performance bottleneck of current ROV schemes lies in the ROV model using

Address Blocks.To tackle this problem, We propose a brand-new ROV model based on
Authorized Prefixes.

« Based on the new model, We present h2ROV, which archives Fast and Memory-Efficient
validation.

* h2ROV considerably mitigates ROV-induced routing convergence delays.



Q&A

Thank you!

For more details, please read our paper:

From Address Blocks to Authorized Prefixes:
Redesigning RPKI ROV with a Hierarchical Hashing
Scheme for Fast and Memory-Efficient Validation

Contact: lybmath@cnic.cn
Emulation platform: https://www.sernes.cn
Code: https://github.com/FIRLab-CNIC/h-2R0OV
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