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Motivating Examples
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Final Data @

» Final payload (e.g., mails, attached files) are never used by
intermediate servers (IS) and the frontend (FE)
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Backpressure

» Final payload (e.g., mails, attached files) are never used by
intermediate servers (IS) and the frontend (FE)
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Scalability Issues

» Final payload (e.g., mails, attached files) are never used by
intermediate servers (IS) and the frontend (FE)
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DiSC: Bypass + Distributed TCP

» Final payload (e.g., mails, attached files) are never used by
intermediate servers (IS) and the frontend (FE)

» Bypass IS and FE for final data
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State-of-the-art @
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Main limitations

» Only bypass a single server (LB)
» All servers must implement the same protocol (e.g., HTTP)

» Fully bypass the LB

» LB (API gateway) collect stats, provide authentication, manage
billing, implement smart load balancing algo.
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Behind DiSC @ lraltos

» A response is composed of
» header+payload—+footer

» Bypass only applied to the payload
» Header and footer follow the normal communication path
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Design goals @ Kralfos

Transparent to clients

Fine-grained bypass

Modest modification for the application
Support all application-level protocols

Keep the storage at the same security level
Support TLS

vvyVvyvyyy
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DiSC

» DiSC-PROT, a new protocol

> A node can indicate that it can be bypassed

» Lies between TCP and the application-level protocol
» Main techniques

» Transparent (BPF) Address spoofing, ACK redirect, Seq number
rewriting, TLS session serialization-export
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End-to-end coordination with DiSC
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End-to-end coordination with DiSC
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Evaluation

» Testbed: CloudLab

» Micro-benchmarks: Nginx-based n-tier web app that returns static
contents

» Macro-benchmarks: SpecWeb, SpecMail, Train Ticket, and Social
Media (DeathStarBench suite)

Alain Tchana - KrakOS/Inria/Grenoble INP-UGA
14 /20



@KraKos
Load offloads from FE to BE
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Good scalability @ Kralfos
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Better tail latency
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More results
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This work
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Introduced D1SC

Intermediate server bypass to directly transfert final data

Reduces CPU utilization on intermediate servers

Reduces tail latency

Better scalability

Meta-data are not bypassed

Support TLS, no client adaptation, modest server modification,
based on BPF

Experiments on several apps (C, Java-based, traditional n-tier and
microservices-based)

Alain Tchana - KrakOS/Inria/Grenoble INP-UGA
19 /20



@ KraKos
Contact mel

>

» Postdoc in Systems at 1ig-krakos.imag.fr
>

g’g KraKos

Alain Tchana - KrakOS/Inria/Grenoble INP-UGA
20 /20


lig-krakos.imag.fr

