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Abstract

Training Large Language Models (LLMs) on large-scale
GPU clusters requires numerous iterations over several
months. Existing works mainly focus on addressing failures
that interrupt the iterative training process to improve the
utilization of GPU clusters. However, our large-scale mea-
surements over tens of thousands of GPUs show that the
training process exhibits an unstable state with some irreg-
ular iterations taking even more than twice the time of a
normal iteration. Surprisingly, we find that these irregular
iterations greatly extend the time of LLM training, which is
even more severe than the impact of failures. Meanwhile, the
irregular phenomenon is silent, making it challenging to be
accurately localized. In this paper, we propose a first-of-its-
kind system called Holmes, leveraging communication oper-
ators to accurately localize these irregularities in real-time.
The core of Holmes’s approach is to employ an enhanced
abnormal operator detection model and a novel communica-
tion operator graph to perform efficient irregularity localiza-
tion. Furthermore, Holmes conducts cross-iteration analysis
to improve localization accuracy. We evaluate Holmes using
large-scale trace-driven simulations and a production-level
prototype. Large-scale simulation results demonstrate that
Holmes achieves irregularity localization accuracy of 97.21%.
Production-level prototype evaluation results show Holmes
can localize irregularity within 30.3 seconds, achieving a
speedup of 6.52x as compared to traditional approaches.

1 Introduction

Large language models (LLMs) [7] are propelling the rapid
evolution of efficient and reliable Al infrastructure. Since
the model size explosively increased to hundreds of billions
of parameters such as GPT-4 [42] and PaLM [10], the train-
ing clusters have scaled out to encompass thousands to even
10,000 GPUs [25]. Training LL.Ms over large-scale GPU
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clusters always requires hundreds of thousands of iterations.
Each iteration is a cycle of parameter update and synchro-
nization, consisting of a mixture of massive compute- and
communication- intensive operators. Executing these iter-
ations in the GPU cluster can last for months, making in-
vestment in LLM training entail significant costs. Efficient
utilization of expensive GPUs is crucial since even small
improvements can save millions of dollars at such a scale [5].

Unfortunately, LLM training is fragile in the sense that
even a small failure in the GPU clusters can explicitly inter-
rupt the training process. These failures will finally extend
the training time, resulting in a considerable waste of hard-
ware resources. Therefore, there are several works focusing
on failure detection and diagnosis to improve the system re-
liability [18,21,23,32,35,43, 54, 62]. In these works, once
a failure is diagnosed, the anomalous device is isolated to
recover the training process.

Generally, the time of each iteration in the LLM training is
expected to be stable and regular because the computing and
communication patterns are predetermined and repeated in
each iteration. However, our production measurements over
tens of thousands of GPUs indicate that the training process
exhibits an unstable state with the time of each iteration vary-
ing. Some irregular iterations take even more than twice the
time as a normal iteration. Here, the term “irregularity” de-
scribes the time of an iteration exceeding the reference value
by a certain margin, yet without interrupting the training pro-
cess. We then accumulate additional training time introduced
by irregularity. Surprisingly, we observe that the additional
time introduced by the irregularity is even more severe than
the impact of failures. Our manual post hoc analyses show that
the root causes of these irregularities encompass anomalous
GPUs, network link issues, unstable switches, etc. (§ 3.1).

However, efficient irregularity localization in a large GPU
cluster is very challenging. Firstly, these irregularities are
silent and do not interrupt the training process, making tradi-
tional failure diagnosis approaches [21,43,54,62] relying on
error logs ineffective. As there will be no failure logs during
the irregular iteration, traditional systems will even not react
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to begin the diagnosis process. Secondly, the anomaly in the
device causing longer training iteration will propagate to im-
pact other GPUs. Specifically, since there are thousands of
collective communications across GPUs in the cluster, once
an anomaly occurs in a device, all the GPUs connected to
this device will be impacted to exhibit a longer training time
in one iteration. When there are a lot of irregular iteration
logs among these GPUs, it is hard to identify the anomalous
device. Thirdly, the irregularity localization approach should
be accurate. When the normal device is mistakenly identified
as an anomaly, the isolation process of the device will lead to
the waste of precious computing resources.

Holmes architecture. To address the aforementioned issues,
we present a first-of-its-kind system, called Holmes, to accu-
rately localize these irregularities for LLM training on mega-
scale GPU clusters. Holmes is a lightweight approach that
only relies on the data from the communication operator,
thereby introducing little overhead during the LLM training.
Specifically, to explicitly capture the silent irregularity, we in-
troduce an enhanced abnormal operator detection model. We
first leverage a machine learning method (i.e., random forest)
to analyze communication tracing logs to detect abnormal
communication operators. As the time distribution of itera-
tion may shift over a long-term training process, we further
introduce an auto-tuning approach for the machine learning
method to adapt to the changes (§ 4.2). To identify the anoma-
lous device using a set of irregular iteration logs from GPUs,
we build a novel communication operator graph and design a
combination of breadth-first and depth-first search methods
to localize the irregularity in the graph. Note that Holmes
only collects logs from these GPUs which are traversed by
the search methods to reduce collected data volume and lo-
calization time (§ 4.3). To further improve the localization
accuracy, we conduct cross-iteration analysis among all the
devices including GPUs, links, and switches in the training
clusters, and utilize Maximum A Posteriori estimation to find
the most possible anomalous devices (§ 4.4).
Contributions. Our main contributions are summarized as
follows:

* We identify the irregularity phenomenon and observe that
these irregularities greatly extend the time of LLM training,
which is even more severe than the impact of failures. To
the best of our knowledge, we are the first to study the
irregularity phenomenon in large-scale LLM training (§ 3).

* We design Holmes that leverages communication operators
to localize irregularity over a 10,000 GPU cluster in real-
time. Holmes constructs a communication operator graph
combined with a domain-specific search method (§ 4).

» Large-scale simulation results demonstrate that Holmes
achieves an overall localization accuracy of 97.21%.
Production-level prototype evaluation results show that
Holmes can localize irregularity within 30.3 seconds,
which is 6.52 x faster than the baseline (§ 5).
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2 Background

Training Large Language Models (LLMs) relies on a large
number of GPU machines and auxiliary resources to ac-
celerate the execution of hundreds of thousands of itera-
tions [21,60]. Each iteration is a cycle of parameter update and
synchronization, consisting of a mixture of massive compute-
and communication- intensive operators. These operators are
repetitively executed following a fixed order, which can be rep-
resented in the form of an execution graph. Figure 1 depicts
an example execution graph of a typical LLM training, where
Activations and Weights are the input for the operators.
The computation operators such as MatMul are executed on
a single GPU without interference with other training nodes.
In contrast, communication operators such as Al11-to-All
involve a set of GPUs and will be executed only after all the
GPUs have completed the execution of their respective de-
pendent operators. Each GPU has its own execution graph
and executes independently, and the communication operators
will conduct synchronization among GPUs.
Communication operators. The communication operators
serve for various parallel training strategies, which aim to bet-
ter utilize GPUs and accelerate the training. These communi-
cation operators can be classified into two categories [37]: col-
lective communication (CC) and point-to-point (P2P) commu-
nication. Collective communication including A11-Reduce,
All-Gather, Al1-to-All and Reduce-Scatter, is widely
used in strategies like data parallelism (DP) [11,46], tensor
parallelism (TP) [41,51] and expert parallelism (EP) [14,28].
During the training process, collective communication brings
tight synchronization to massive GPUs involved, as it forces
all the GPUs to initiate data transmission simultaneously.
Different from collective communication, P2P communica-
tions like Send and Recv, do not need synchronization among
massive GPUs. They are adopted in the pipeline parallelism
(PP) [22,40], used to transmit the activations between the
sub-models. Figure 2 depicts an example of LLM distributed
training. The black arrows represent the P2P communication
of GPUs, which communication only involves one sender and
one receiver. Bidirectional arrows are collective communica-
tion, in which GPUs involved transmit data to each other.

3 Observation & Motivation

In this section, we first describe the overall performance degra-
dation caused by irregularities in our production cluster and
classify them into three categories (§ 3.1). We then elaborate
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&= DP All-Reduce

on the challenges of localizing the anomalous devices, which
will cause the irregularity (§ 3.2).

3.1 Irregularity in LLM Training

We define a novel metric to measure the irregularity in LLM
training as below.

Definition 1 3—Irregularity refers to the phenomenon where
training continues uninterrupted, but the duration of an iter-
ation, i.e. time of every training step, is & times longer than
the average value within a given time window.

The parameter 8 (where & > 1) is tunable to account for sub-
jective assessments of performance irregularities (by default
d is set to 1.1). The production cluster in our study comprises
over 10,000 NVIDIA H800 GPUs. We keep tracing LLM
training using a total number of GPUs ranging from 352 to
8192 in three months. The models of LLM training include
LLaMA [56], LLaMAZ2 [57] and GPT3 [7] which vary in size.
Their parallel training strategies employ hybrid parallelism
incorporating tensor- [41], data- [11,46], pipeline- [22,40],
sequence- [27], and expert- parallelism [28].

Irregularity occurs frequently. In Figure 3(a), we compare
the numbers of irregularities and failures during the training
of LLaMA+MoE using 3072 and 4096 GPUs for a month, re-
spectively. The frequency is defined as the irregular iterations
compared to the total iterations per day. On average, irregu-
larities occur in 778 and 1047 iterations daily, in contrast to
6646 and 10165 total iterations per day. No more than three
failures occur in one day throughout the entire training pro-
cess, and only 40% of the days in a month encounter failure
with a failure probability of less than 1073, It is evident that
the frequency of failures is several orders of magnitude lower
than that of irregularities. In Figure 3(b), we perform a statisti-
cal analysis of the frequencies of irregularities across various
training. The frequency of irregularities increases as more
GPUs are used, since more devices in training can lead to
more potentially anomalous devices. Specifically, when train-
ing with 8192 GPUs, the irregularity frequency is 0.17, nearly
three times that of training with 352 GPUs. More details and
analysis of Figure 3(b) can be referred to appendix A.
Irregularity extends the training time. We highlight the
time wastage caused by potential irregularities compared to
training failures for a month in Figure 4(a). The wasted time
due to failures is defined as the time interval between the
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pause and resumption of training. As reported in [21], a train-
ing failure state usually lasts no more than three hours. The
wasted time due to irregularities is calculated as the difference
between the total actual training time and the hypothetical
training time, where each irregular iteration is replaced with
the time it would have taken without irregularities. An obser-
vation is that the time wastage of irregularities is comparable
to or even greater than that of failures, with wasted time in-
creasing as the number of GPUs scales up. For instance, when
training with 8192 GPUs, the wasted time due to irregularities
is as long as 32.38 hours, leading to a significant wastage of
valuable GPU resources. This motivates us to explore the key
behaviors of irregularities and identify the anomalous devices
that induce such irregularities.

Irregularity localization is time-consuming. We then com-
pare the manual irregularity localization time with the failure
diagnosis time. As shown in Figure 4(b), around 86.2% of
the irregularity localization time is larger than 4 hours. This
is much longer than most of the time consumption on failure
diagnosis, where approximately 84.7% of the diagnosis time
is within 2.5 hours. This is attributed to that failure diagnosis
has been extensively studied and standardized. In contrast,
irregularity localization highly depends on human experience,
leading to uncertainties in the time required for resolution.
This motivates us to build an efficient system for automatic
irregularity localization.

3.1.1 Abnormal Spikes

In this paper, we classify the irregularities into three categories
according to their duration and frequency. The first type of
irregularity, namely abnormal spike, occurs randomly and
less frequently but significantly extends per-iteration training
time. We study the pattern of abnormal spikes while training
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a LLaMA+MOoE model using 3072 GPUs. The per-iteration
times are shown in Figure 5(a), with a total of 1000 iterations
recorded. Within this time window, abnormal spikes, marked
with crosses, occur in 39 iterations. The iteration time with a
spike is much longer than the normal value. For instance, at
the 26803-rd iteration, the training time is 1.96x longer than
the average. Over the entire training process for a month, the
wasted time due to spikes amounts to 8.93 hours.

Manual diagnosis. When a serious abnormal spike occurs,
our engineers will examine the states of training resources
such as GPU and CPU utilization, ECN marks. Through com-
parison with empirical normal values, the suspicious anoma-
lous devices will be isolated with further task-specific stress
tests. In general, the entire process takes nearly 3-7 hours to
resolve the abnormal spikes, while they continue to occur ran-
domly until being resolved. We illustrate the primary causes
of abnormal spikes and their respective percentages in Figure
5(b). Among them, GPU execution ranks first and is responsi-
ble for 34.6% of all abnormal spikes. The second major cause
is the inter-machine networking issue, comprising network
fabric problems, link flapping, network link failures, and NIC
anomalies. Together, they account for 41.6% of the spikes,
highlighting the severity of networking faults. This suggests
that monitoring inter-machine transmission could be the key
to identifying these faults.

3.1.2 Performance Fluctuation

Another type of irregularity is called performance fluctuation
that is usually ignored due to their inconspicuous magnitudes
of iteration time changes. Figure 6(a) shows a sequence of
600 iteration times of training with 4096 GPUs, where 0 in
this case is set to 1.05. The iteration times at the top may
reach 9.45 seconds and those at the bottom are around 8.18
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seconds, and the average iteration time is 8.40 seconds. As
a result, there are 85 iterations with abnormal fluctuation
among total 600 iterations. Even though the impact of per-
formance fluctuation is smaller than abnormal spike on an
individual iteration, the former is much more frequent than
the latter (see appendix B). Overall, the training in Figure
6(a) is extended by performance fluctuation for 9.32 hours
over a month, which is even more severe than abnormal spike.
We also study the performance of network fabric when irreg-
ularities occur. Figure 6(b) shows the CDF of packets with
ECN mark and pause frames within an iteration on all the
ToR switches. The irregular iteration shows a clear shift to
more ECN marks and PFCs, compared to the normal iteration.
This phenomenon indicates that irregularities could affect the
network traffic, which also inspires us to monitor irregularities
through the network.

Manual diagnosis. The issues that could lead to fluctuations
include link flapping and shared network fabrics for multiple
jobs (e.g., periodic fluctuation occurs when jobs with different
iteration times share spine or ToR switches [45]). Other causes
that may also make the training process unstable with small
and frequent fluctuations include load imbalance issues of
MoE training [20, 31] and congestion [17]. However, this
kind of analysis highly relies on the experience of engineers,
leading to high and uncertain analytic costs.

3.1.3 Persistent Degradation

Different from the above irregularities, the third type of ir-
regularity degrades the training efficiency persistently, which
we call persistent degradation. Figure 7 shows the training
throughput of 1000 iterations within a 4096 GPUs training.
An observation is that the throughput decreases dramatically
from around 150 samples per second to 125 samples per sec-
ond, which means a persistent degradation occurs and results
in a 16.72% training throughput degradation. Although the
decreasing process of throughput lasts for only 15 minutes,
the training will execute at a low efficiency if the irregularity
is not addressed in time.

Manual diagnosis. Most of the root causes of persistent
degradation are training-independent, such as GPU overheat-
ing [21] and abnormal CPU occupation of back-end services.
Engineers have to analyze massive resource states and even
operation logs of non-training systems to find the causes. For
example, after several hours of analysis for the irregularity
in Figure 7, we find that the CPU utilization in part of the
machines is abnormally high. By tracking the operation logs,
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the final root cause we identified is that the latest release of
our network monitor system frequently scans all the NCCL
ports abnormally, competing for the CPU cores. In our train-
ing cluster, each persistent degradation could result in 18.2%
of training throughput decrease on average.

3.2 Challenges

Our goal is to design a system to accurately localize the above
irregularities for LLM training. However, designing such a
system in large GPU clusters is quite challenging.
Irregularity behaves silently. Since irregularities do not inter-
rupt training, no error logs are generated. Network monitoring
systems track real-time link throughput, which does not re-
flect the computing anomalies and the traffic interdependency
across machines. GPU monitoring tools provide only coarse
and noisy runtime states that limit their range of application.
The training debugging system usually logs the execution pro-
cess, while the logging granularity remains unresolved. For
example, coarsely logging the iteration time [41,47] is insuffi-
cient. Fine-grained logging such as the torch profiler [3] may
assist in localization. However, they record all the operators,
which considerably slows down the training process [25].
Irregularities’s impact propagates among GPUs. The irreg-
ularity tends to propagate its impact. For instance, if one GPU
computes slowly before a DP A11-Reduce, the other GPUs
participating in the same Al1-Reduce must wait for it. As
a result, similar irregular phenomena, i.e. extended iteration
time, are observed across multiple GPUs, which can be con-
fusing to diagnose. The irregularity can propagate more than
one hop, further complicating its localization. Independently
analyzing all the GPUs will introduce a lot of effort and is
time-consuming since a lot of irregular training logs will be
detected and hard to localize the anomalous device.
Misidentify the anomalous device is costly. The irregular-
ity localization needs to be accurate, as isolating potentially
anomalous devices is a costly countermeasure. While the
irregularity occurs frequently, misidentifying anomalous de-
vices causes the waste of precious computing resources, and
leaves the irregularity unresolved. It is crucial to ensure high
system accuracy while minimizing misidentification.

4 System Design

In this section, we first introduce the design principle and
overall design of Holmes (§ 4.1). Then, we elaborate on the
three key aspects of Holmes: enhanced abnormal operators
detection model (§ 4.2), graph-based root causes localization
(§ 4.3), and cross-iteration analysis (§ 4.4).

4.1 Overall Design

The goal of this paper is to accurately localize the anomalous
devices that lead to the irregularity during LLM training.
Design principles. Our system design should follow these
basic principles.

e Accuracy. High accuracy in pinpointing the irregularities
and diagnose the root causes.

® Real-time detection. Capable of detecting and localizing
irregularity in real time.

e Low overhead. Acceptable overhead brought by monitoring
and localization, which has little impact on the LLM training.
o Flexibility. Capable of adapting to various parallel training
strategies without any modifications.

System Overview. Following the above design goals, we de-
sign Holmes, a first-of-its-kind system to accurately localize
the anomalous devices in a large-scale GPU cluster. Holmes is
a lightweight approach that only relies on data from communi-
cation operators. More concretely, to explicitly observe silent
irregularity, we propose an enhanced abnormal operator de-
tection model. This model firstly leverages a communication
operator logger to log the detailed process of communica-
tion operators (§ 4.2.1). Upon observing the irregularity, we
propose an enhanced random forest model (RF) to analyze
communication operator logs and capture the specific oper-
ator that causes the irregularity. Since the time distribution
of iteration may shift over a long-term training and result
in the RF performance degradation, we further introduce an
auto-tuning approach to adapt to the changes (§ 4.2.2). To lo-
calize the anomalous device according to abnormal operators
among GPUs, we construct a novel communication operator
graph (COG), and design an effective algorithm that combines
breadth-first search and depth-first search for traversing the
collective communication and point-to-point operators respec-
tively. Holmes only collects logs from the GPUs traversed by
the search algorithm, minimizing the amount of data transmit-
ted and localization time (§ 4.3). To ensure high localization
accuracy, we introduce cross-iteration analysis among all de-
vices within the training clusters, including GPUs, links, and
switches, and employ Maximum A Posteriori estimation to
identify the most possible anomalous device (§ 4.4).
Workflow. As shown in Figure 8, Holmes firstly embeds a
communication operator logger for each GPU in the training
cluster to record the data locally. Then we deploy our system
modules including enhanced detector, root localizer and de-
vice analytics in an independent CPU server. (D) The iteration
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Figure 9: Communication operators and logging scheme.

monitor keeps tracing the log of one pivot GPU for analysis
in real time. (2) Once the iteration monitor observes an irregu-
larity, the operator detector will perform enhanced abnormal
operator detection on the logs. (3) Then root localizer module
searches the GPUs in COG and collects the log data of these
GPU s that are correlated to the irregularity. @) The device an-
alytics module calculates the probability of anomaly for every
device and identifies the top-K anomalous devices. Finally,
the on-call technicians can further confirm and replace the
anomalous devices.

4.2 Abnormal Operators Detection
4.2.1 Communication Operator Tracing

Since the irregularity does not generate any error logs, we are
motivated to implement a logger to capture this phenomenon.
However, logging all information during LLM training can
significantly interfere with the training process. Therefore, it
is challenging to develop a lightweight approach with minimal
overhead on LLM training.

CommOps log. Figure 9 shows a typical execution graph of
a single iteration when training LLMs. There are two com-
munications, i.e., AL1-to-All ending at 77 and A11-Reduce
starting at 7>. The computation operators are executed dur-
ing 71 and 7,. We find that both the computation issues and
communication issues can be observed by monitoring commu-
nication operators. For instance, if the GEMM operator executes
abnormally with longer computation time, the start time of
the Al11-Reduce operator will be later than 7,. Even when
computation and communication overlap during training, in-
terdependent communication operators remain vulnerable to
cascading delays. Furthermore, communication operators in-
dicate data transmission among GPUs, which we can use
to trace the propagation of irregularity’s impact. However,
popular communication libraries such as NCCL [1] do not
provide the interface to record the communication operators
directly. In Holmes, we introduce a logging scheme called
CommOps log to keep tracing the communication operators
as shown in the right part of Figure 9. Each entry of the log
records the features of a specific communication operator,
which includes the communication pattern, the elapsed time,
time stamps, communicator, GPU rank, etc. Since the number
of communication operators is much less than that of com-
putation operators in the typical LLM training, CommOps
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Figure 10: (a) Distribution drift and (b) Holmes’s auto-tuning.

log could trace the fine-grained training process with almost
negligible overhead.

4.2.2 Automatic Operator Detection

Iteration monitor. As we present in § 3.1, the irregularities
have apparent characteristics in end-to-end measurement, e.g.
prolonged iteration time. For simplicity, we perform irregular
iteration detection strictly according to our definition of &-
irregularity.

Unified operator detection. Typically, an iteration always
contains tens of thousands of operators. Once an irregular
iteration is detected, we need to trace the relevant operators.
However, due to the operators’ execution time varying dramat-
ically, we can hardly leverage traditional anomaly detection
methods such as the 3-sigma rule to detect them. For exam-
ple, if the duration of an abnormal iteration increases from
7 seconds to 9 seconds, potentially caused by two abnormal
operators. The elapsed time of one operator increases from
0.02 ms to 1 ms (by 50x), while the elapsed time of the other
operator increases from 1000 ms to 3000 ms (by 3 ). In this
case, if we only consider the increasing ratio, the former op-
erator will be detected as an abnormal operator rather than
the latter. In Holmes, we choose to use Random Forest (RF)
to train a prediction model for abnormal operator detection.
We consider each entry in the operator log as an individual
sample of the RF, while the features are the records of the
entry. Since RF can effectively capture multiple features, we
also incorporate global information, such as iteration time
and average operator elapsed time within a time window into
the features. In this way, Holmes can detect abnormal opera-
tors with the consideration of the importance and variation of
operators.

Detection features. Each operator has specific features in a
given iteration, however, detection requires analysis of global
information. Below is a list of features we construct:

e Mean and standard deviation (std). The average value and
standard deviation of operator execution time.

e Z-Score. For each point X in the time window, Z-Score is
calculated as: Z = (X — mean) /std.

e Quartiles. The first quartile (Q1), the second quartile (Q2,
i.e., median), and the third quartile (Q3) of feature.

e /QOR. The interquartile range (/QR), calculated as Q3 — Q1.
e Fixed features. Ranks, data size, communication pattern.
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Figure 11: Communication operator graph.

Distribution drift adaptation. The RF can predict the abnor-
mal operators based on training samples. However, due to the
non-stationarity inherent in production, the trained RF model
is prone to distribution drift [13,19,63], which subsequently
degrades its forecasting performance over time. For example,
we depict the average iteration times per day of two LLM
training instances in Figure 10(a). An observation reveals
that the average iteration time exhibits slight daily variations.
Both iteration times increased by 5.92% and 7.03% respec-
tively within a month, indicating a drift in the distribution of
features (e.g., iteration time). Periodic tree model retraining
mitigates drift, but RF training requires costly manual data
labeling. Holmes counters this drift by enhancing tree-based
predictions with an automatic tuning approach. In tree-based
models such as RF, there are numerous interconnected tree
nodes. Each node is capable of classifying data samples by
utilizing trained attribute values associated with a specific fea-
ture. We directly tune the attribute values in the trained model
periodically. For instance, as shown in Figure 10(b), a trained
RF model contains nodes with specific features. We detect
that the mean of iteration time right shifts for 0.2 seconds
(from 9.0 seconds to 9.2 seconds). To cope with this mean
shift, we adjust all attribute values associated with the shifted
features, e.g. adding 0.2 seconds to the attribute value 9.0s
in the node “iteration_time”. This tuning approach allows
Holmes to adapt to distribution drift during training without
the need for additional efforts such as incremental training.

4.3 Graph-based Causes Localization

During the training, an anomaly in the device causing longer
training iteration will propagate to impact other GPUs, ap-
pearing longer iteration time. When there are a lot of irregular
iteration logs among these GPUs, it is challenging to identify
the anomalous device. To address this, Holmes constructs a
novel communication operator graph (COG), and then designs
an effective algorithm to localize the irregularity.

4.3.1 Communication Operator Graph

Constructing the COG. Holmes designs a novel graph called
the communication operator graph (COG) G = (0,D,E),
where O and D are the sets of operators and GPUs respec-
tively, and E denotes the edges between O and D. Specifically,

Figure 11(a) illustrates each o € O represents a communica-
tion operator in a log and each g € D represents an individual
GPU. An edge ¢ = (0,g) € E exists between o and g if g
is participated in o. In addition, the operators in the same
log are connected in the form of a linked list to represent
the execution order, as the dash lines in Figure 11(a) show.
However, this naive format of COG may result in an unaccept-
able complexity. For example, if an LLM training includes
4096 GPUs (|D| = 4096) and 4000 operators in each log
(|0} = 4000%4096), the number of connections |E| = |O|* |D|
can be 6.71 x 10'°, which is prohibitively complicated.
Reconstructing the COG using communication grouping.
To address the curse of dimensionality, Holmes leverages the
grouping feature of communication operators to reduce the
connections. In Figure 11(b), we take 8 GPUs training as
an example, where the degrees of data, pipeline, and tensor
parallelism are 2. With the communication pattern defined,
all the communication operators are executed on fixed groups
of GPUs. For instance, all the communication of data par-
allelism in GPU GO are executed with G2, then GO and G2
are called a DP group (labeled as “DP0O comm”). This group
conception is used in various parallelism implementations
and communication libraries, such as the communicator in
NCCL [1]. In Holmes, we maintain a mapping of groups such
as “DP comm” and their corresponding GPU sets. By substi-
tuting GPUs with groups, we reconstruct COG G = (0,C,E),
where C represents the set of GPU groups. As shown in Figure
1 l(c)l, the number of edges in the G is much lower than in G.
Furthermore, since all the connections of O are sparse (only
one to C), Holmes could use sparse storage for the edges,
reducing the memory and processing overhead.

4.3.2 Graph-based Localization Algorithm

To localize the irregularity, we design a recursive algorithm
(Algorithm 1) to identify the GPU or GPU sets where
the root cause occurs. When a set of abnormal operators
OPs is detected in the pivot GPU, we call the recursive
locateNeighbor function for each operator (line 2). Given
the low probability that multiple types of irregularities oc-
cur in the same operator, our algorithm treats input abnormal

lTypically, the GPUs performing DP communication will always per-
form the same EP communication. We group them together to further reduce
the COG complexity. Furthermore, we do not group GPUs in PP communi-
cation as it is only executed among 2 GPUs.
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Algorithm 1: Root cause localization

Input: G = (0,C,E),OPs
Output: OPERATORS,CAUSES
1 OPERATORS < &, CAUSES + @,
2 for all o of OPs do locateNeighbor(o) ;

3 Function locateNeighbor (0):

4 | if o.type € CC_OP then

5 > Breadth First for CC

6 for all neighbors group of o do

7 if any neighbor operator n of group is normal then
8 > Track operators of the GPU g where n belongs to
9 for all neighbors operators po of g before n do
10 if any po is abnormal then

1 ‘ locateNeighbor (po), break

12 else

13 OPERATORS.add(po),

CAUSES.add(COMPUTE), return;

14 end

15 end

16 else

17 OPERATORS.add (o), CAUSES.add(NETWORK)

return;

18 end

19 end
20 | else

21 > Depth First for P2P
22 if 0.peer = @ or o.peer operator is abnormal then

23 OPERATORS.add(0), CAUSES.add(NETWORK);
24 return;

25 end

26 > Track operators of peer GPU

27 for all neighbors operator po of o.peer GPU do

28 if po before o.peer operator is abnormal then

locateNeighbor(po);

29 end
30 | end
31 end

operators separately. For each communication operator, we
use breadth-first search (BFS) and depth-first search (DFS)
to traverse the operators in collective communication (CC)
and point-to-point communication (P2P), respectively. For
each GPU, we track the operators belonging to it and detect
whether they are abnormal. We initialize the set of root cause
operators and types of causes to 0 (line 1).

BFS for Collective Communication. We perform a breadth-
first search to traverse all the GPUs within a collective com-
munication group. For an abnormal collective communication
operator o, we identify its corresponding group ¢ and verify
all associated operators across group GPUs. These operators
represent the same communication but are recorded from dif-
ferent GPUs. If all the operators are reported as abnormal, we
confirm the communication itself as the root cause and termi-
nate the analysis (line 17). Otherwise, there exists an operator
n that is executed normally, i.e. normal execution duration.
However, since the collective communication requires all the
GPUs to be ready, this indicates that the abnormal operators
in the rest of the GPUs take too much time waiting for the
“normal” operator n to start. We can infer that irregularity oc-
curs and delays n. In this case, we will track all the previous

: 1 Abnormal operator .
Irregularity occurs! - M Time

Gruo T 1 2 3 4
GPU1 | 1 2 |\ 3 4
eru2T 1 | 2 N 3 1
GPU3 T 1 R T 3 4

) [ Copmputaton J — .c"“;',‘,’e“,';itff,“““ _
Figure 12: Operator searching by tracing the GPU with the
normal collective operator.

operators before n (line 9). If any operator po is abnormal,
we recursively analyze po (line 10), otherwise, we identify
the causes as the computation prolongs and impacts n (line
13). Figure 12 demonstrates this principle through a 4-GPU
scenario where GPU3’s prolonged operator2 execution forces
others to wait at operator3. Our algorithm correctly attributes
the anomaly to GPU3’s computational delay by observing
abnormal operator3 executions in other GPUs versus GPU3’s
normal operator3.

DES for P2P communication. In P2P communication, each
operator involves two GPUs with peer relationships. We per-
form a depth-first search along with the pipeline stages. For
each GPU, the other GPU is referred to as the peer GPU, and
the corresponding operator in this peer GPU is termed the
peer operator. For a specific P2P operator o, we directly detect
its peer operator due to its inherent dependency. For example,
if a Recv is abnormal, we can find its peer Send according to
the COG. If both operator o and its peer operator are abnor-
mal, then it can be confirmed that the cause of the irregularity
is related to the abnormal P2P network communication (line
22). If only o is abnormal, its prolonged execution implies
synchronization delays while awaiting the peer operator’s
readiness. In this case, we track the operators before the peer
operator on the peer GPU and further locate the abnormal
operators among them (lines 27-29). The readers can refer to
appendix C for more details.

4.4 Cross-iteration Analysis

By combining the detection (§ 4.2) and localization (§ 4.3),
we are able to find the root abnormal operators, involved
GPUs and the cause type of an irregularity. However, there
may be false positives if we localize the causes only based on
a single iteration. Meanwhile, we can hardly identify multiple
concurrent irregularities. To address these challenges, Holmes
leverages a cross-iteration analysis in a time window 7T to
find out the most possible anomalous devices.

Influence assessment of irregularities. Given detected irreg-
ularities X = {x} within 7, we first define a quality metric
to evaluate the irregularity’s influence on training. Since the
irregularity prolongs the iteration time for o times, Holmes
calculates the impact of irregularity on the overall iteration
time as a metric called irregularity rate R (x,ts,T ), where the
time window starts at ;. The impact of irregularity can be
reflected in its corresponding abnormal operators. R (x,z;,T)
is calculated as the Pearson Correlation Coefficient [4,59] of
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the abnormal operator duration and the iteration time:
B Cov (T,{(x),’]rg(l))

O17 (00T (1)

R(xvtsa T)

where ']I‘,{ (x) denotes the series of the execution time of the
abnormal operator involved in x, and ’]I'ZS~ (I) denotes the series
of the overall iteration time. The larger &_an irregularity has,
the more severe influence it has on training.

Anomalous device estimation. Any anomalous device in
the cluster leads to the irregularities, we here to calculate
the anomalous probability of each device. Noting that the
abnormal operators may be different among iterations, they
can be caused by the same anomalous device. We first de-
fine the device set D = {d}, including such as GPUs, links
connecting GPU, NVLinks, and switches. Each device has
an accumulated index 1(d) to indicate its possibility of being
anomalous. With the irregularity rate & and involved GPUs
of the irregularities, we can calculate all the I(d) by accumu-
lating R . Specifically, for the irregularity that is identified as
computation issues in a set of GPUs, we directly accumulate
R into I of the GPUs. While for irregularity stemming from
the network issues, we traverse all the network devices that
lie on the communication paths among involved GPUs, and
accumulate the R into their /. Given a device d and irreg-
ularities set X, we use the MAP estimation to perform the
accumulation as described in appendix D, which exploits the
prior probability of the devices being anomalous. Figure 13
depicts the communication irregularity “IR” involves GPU1
and GPU2. We accumulate the irregularity rate to all the com-
munication devices between them, i.e. a switch and two links.
While for the computation irregularity “IR” involving GPU3,
we directly accumulate the irregularity rate to GPU3. Finally,
Holmes ranks /(d) and identifies the top K devices with the
highest I(d), which means that they are most likely to be
anomalous and severely affect the training.

5 Evaluation

In this section, we present a series of experiments on Holmes.
Experimental results manifest that Holmes can achieve the
localization accuracy of 97.21% in the models (§ 5.1) trained
in a mega-scale GPU cluster. Our production-level testbed
simulations show that the irregularity localization can be com-
pleted within 30.3 seconds (§ 5.2). Finally, we study Holmes’s
localization details by a case from production (§ 5.3).

5.1 Large-scale Trace-driven Analysis

We collect CommOps logs over a three-month period from
our production training cluster, which is equipped with over
10,000 GPUs, including NVIDIA H800. Each GPU is paired
with an NVIDIA ConnectX-7 Dx NIC, providing a band-
width of 400Gbps. The software systems include Megatron-
LM [41], DeepSpeed [47], and the NCCL [1]. The training
process adopts multi-dimensional parallelism strategies that
encompass tensor- [41], data- [11,46], pipeline- [22,40], and
expert- parallelism [28]. The LLMs are carefully designed
models based on LLaMA [56], LLaMA?2 [57] and GPT3 [7],
with thousands of billions of parameters.

Dataset. We integrate our CommOps logger into our produc-
tion cluster and generate the communication logs accordingly.
Manual diagnosis is conducted to identify anomalous devices
and corresponding irregularities. Firstly, we rely on expert
knowledge to enumerate all the possible anomalous devices.
Subsequent manual inspection evaluates device resource met-
rics (e.g., GPU usage). Suspected devices are isolated upon
confirmation through stress testing.

System configuration. The training set of the detection tree
model is the CommOps log data of LLM training. Specifically,
we train a distinct tree model for every LLM training using
their CommOps logs. Each sample represents the feature of a
specific communication operator. Most of the LLM training
spans several months and we manually construct the training
dataset using a few hours’ logs. For cross-iteration analysis,
given the low probability of concurrent failures in multiple
devices, K is defaulted to 2. The irregularity rate calculation
spans 100 iterations by default.

5.1.1 Modular study

We present the key modular study results below and other
supplementary experiments can be found in appendix E.
Abnormal operator detection accuracy. We first study the
performance of abnormal operator detection in Holmes. Fig-
ure 14(a) compares our RF detector with three baseline meth-
ods, where higher F1-Score indicates better detection perfor-
mance, the details of the setting can be referred to appendix F.
For various scales of the training, the F1-Score of RF ex-
ceeds 0.89. Specifically, when training with 4096 GPUs, the
F1-Score of RF reaches 0.93, surpassing the scores of the
3-sigma rule and K-Nearest Neighbor (KNN) by 0.31 and
0.11, respectively. Even when compared to SVM, Holmes
still achieves a higher F1-Score by 0.07. These phenomena
manifest that our RF detector could detect abnormal operators
correctly even in large-scale training.

Distribution drift adaptation. We then study the auto-tuning
of Holmes against the distribution drift. For a 3072 GPUs
training lasting one month, we set the auto-tuning interval
to one week and train the same RF model for Holmes and
a naive RF detector without tuning. Figure 14(b) illustrates
how the F1-Scores evolve over time. Starting from the second
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Figure 15: End-to-end localization accuracy.

week, Holmes consistently outperforms the native RF. The
F1-Score of Holmes is always above 0.917, while the score
of native RF declines from 0.922 on the first day to 0.906
by the end of the month. Meanwhile, an increase in the F1-
Score is clearly observed on each auto-tuning date. Holmes
automatically collects the feature shift such as iteration time
shift and tunes the attributed value for these features weekly,
keeping high detection performance. Furthermore, the tuning
frequency can be adapted according to the training.
Localization algorithm accuracy. To evaluate the localiza-
tion algorithm, we present per-iteration localization accuracy
on three training with thousands of GPUs. As shown in Figure
14(c), we run the localization algorithm several times inde-
pendently, beginning with 1 to 6 randomly selected monitored
GPUs. The GPUs that have the earliest executed abnormal
operators are then chosen as the localization results. When
monitoring a single GPU, Holmes achieves localization accu-
racy of 91.6%, 88.0%, and 71.1% with 2048, 3072 and 4096
GPUs, respectively. As the training involves more GPUs,
GPUs are more likely to interfere with each other, which lim-
its the localization accuracy. However, since the localization
algorithm starts from few GPUs, we can monitor more GPUs
to improve the localization accuracy in production. For exam-
ple, in training with 4096 GPUs, the accuracy increases from
71.1% to 100% as the monitored GPUs increase.

5.1.2 End-to-end Performance

Baselines. Since there are no existing systems for irregu-
larity localization during training, we adapt the idea of two
anomaly diagnosis counterparts [16, 59] from the field of
(micro-)service computing to irregularity localization. “Seer”
is a neural network based method [16] that directly localizes
the potential anomalous device using the CommOps logs. We
further replace our graph-search algorithm with the ranking
and random walk method [59], called “RW”.

Accuracy of delta. The irregularity refers to the training

iteration time prolongs for & times. Hereby we evaluate
Holmes’s performance when & varies. As shown in Figure
15(a), Holmes can detect the irregularities in most of the train-
ing when 0 varies from 1.06 to 1.12. When the & is less than
1.04, Holmes can not tell the normal iterations and irregular
iterations since the training iteration time fluctuates. While &
is larger than 1.12, Holmes can not detect slight irregularities
like performance fluctuations. We empirically set our default
d of the detection system as 1.1.

Scalability to GPU number. Figure 15(b) shows the end-
to-end localization accuracy when training LLMs at various
GPU scales. With 2048 GPUs, Holmes achieves a localiza-
tion accuracy of 97.2%. Even in the extreme scenario of 8192
GPUs, Holmes maintains an accuracy of 88.2%, while RW
and Seer attain only 78.0% and 80.7%, respectively. RW’s
random walk on COG effectively localizes anomalous commu-
nication devices but cannot detect computational anomalies,
as CommOps logs do not explicitly provide their information.
Seer exhibits rapid accuracy degradation with GPU scaling, as
its CNN+LSTM architecture struggles to model inter-operator
dependencies at extreme scales. Holmes explicitly models the
operator relationships, thereby achieving superior localization
accuracy and interpretability.

Scalability to parallelism dimension. We assess the local-
ization accuracy of Holmes when the training parallelism
varies. The parallelization strategies include the aforemen-
tioned strategies and customized approaches. The LLMs in
our experiments implement various combinations of these
strategies, so each test case is designated by the number of
parallelism dimensions rather than the specific combinations,
as shown in Figure 15(c). For the commonly used 3D and
4D parallelisms, Holmes achieves a median localization ac-
curacy of 94.6% and 89.6%, with a first quartile of 93.6%
and 88.3%, respectively. The more complex parallelism intro-
duces the more complicated communication patterns, leading
to an accuracy decline. However, even with 6D parallelism,
Holmes’s median localization accuracy reaches 86.0%, with a
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Figure 16: Evaluation on Holmes’s detection.

first quartile of 85.2%, which shows that Holmes is adaptable
to existing parallelization strategies.

5.2 Production-level Testbed

Localization latency is evaluated in our production network
environments through a simulation framework that enables
dynamic GPU configuration adjustments. Holmes’s prototype
operates on production network infrastructure, employing
CPU-based log generation to emulate GPU training processes
while preserving real collective communication operator logs.
This approach maintains temporal fidelity by substituting
GPU computation durations with simulated equivalents, with
log transmission mechanisms mirroring production environ-
ments. Our testbed consists of nine machines: one acts as the
Holmes analytics server, while the others serve as training
machines. For example, to simulate a virtual cluster with 2048
GPUgs, each training machine runs 256 log writers, acting as
256 GPU training processes. Each machine is equipped with
an AMD EPYC 7K83 64-Core Processor and a 200 Gbps
NVIDIA ConnectX-6 Dx NIC. Machines are connected to
a Clos network using 10 TCS8400 switches to simulate the
data plane network in production (Figure 22). We compare
Holmes to the 3-sigma rule approach, labeled as “Traditional”,
which uses all GPUs’ logs.

Detection latency. We study the detection latency by adjust-
ing the detection time window size and the number of com-
munication operators. A larger window size means that more
iterations are processed in Holmes. As shown in 16(a), the
overall detection latency for a single GPU log remains within
400 ms. When the window size increases from 1 minute to
15 minutes, the detection latency increases from 111.7 ms to
157.6 ms with 4-5K operators inside a log. The detection la-
tency increases linearly as more operators are involved, since
each operator needs to be processed by the RF model. An
observation is that even when the time window extends to
15 minutes and the number of operators reaches 9-10K, the
detection latency remains as low as 375.7 ms.

Localization with progressive fetching. To reduce collected
data volume and localization time, Holmes implements a pro-
gressive fetching scheme that only collects logs from the
GPUs that are traversed by our localization algorithm. Figure
16(b) shows the collected logs from the training machines to
the analytics server for one localization process. While full
log analysis is used as our baseline. For cases with 9-10K

operators, the average per-iteration traffic load is 24.36 GB,
whereas Holmes’s load is only 0.84 GB, with a reduction of
96.6%. This manifests that our progressive fetching scheme
effectively utilizes only the necessary data, preventing net-
work overload due to excessive CommOps log traffic.
End-to-end localization latency. We evaluate the overall
localization latency of Holmes when training with different
cluster scales. As shown in Figure 16(c), Holmes significantly
outperforms the traditional approach in all scenarios. For in-
stance, the average latency in Holmes is 21.2 seconds when
training with 3072 GPUs, exhibiting an 87.8% reduction com-
pared to the baseline. As the number of GPUs scales from
2048 to 8192, the overall latency of Holmes increases from
15.5 seconds to 30.3 seconds. This increase is due to the pro-
longed detection time for irregular operators and the increased
transmission time for CommOps logs. Figure 16(d) shows
the cumulative distribution of the latency for the training us-
ing 3072 GPUs. Nearly 96.2% of the overall latency values
fall below 30.0 seconds, while the 99th percentile is at 32.8
seconds. This implies the absence of a heavy tail, which is
advantageous for Holmes’s practical operation.

5.3 Case Study

We use an irregularity example from the production to illus-
trate the workflow of Holmes in Figure 17. The training in
this case is executed under typical 3D parallelism, where the
degrees of DP, PP and TP are 96, 8 and 4, respectively.

1) Irregularity detection. At the beginning, Holmes keeps
monitoring the training in GPU 0 (DP:0, PP:0, TP:0). Upon
the detection of an irregular iteration (whose time extends to
10.1s), we perform the abnormal operator detection on GPU
0, and find a Send operator with extended execution time.

2) DFS inside PP group 0. As the Send is a P2P operator
in PP group 0, Holmes fetches the CommOps log in the peer
GPU (DP:0, PP:1, TP:0) according to the COG. We find
that the P2P operator Receive is normal while another Send
operator is abnormal. We keep searching on this Send. After
repeating multiple rounds, we transit to GPU 2304 (DP:0,
PP:6, TP:0) whose A11-Reduce operator is found abnormal.

3) BFS inside DP group 24. The A11-Reduce belongs to
DP group 24, we then detect all the GPUs in this DP group
according to the COG. Only one GPU’s (GPU 2572) corre-
sponding Al1-Reduce is normal, while the other GPUs have
the same abnormal DP A11-Reduce operator. This indicates
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Figure 17: An example of irregularities detection with 3072 GPUs.

that GPU 2572 is the straggler and the rest of the GPUs start
the Al11-Reduce ahead of GPU 2572 and wait till it is pre-
pared. In GPU 2572, the abnormal operator we can detect is
an All-Gather belonging to TP group 402.

4) BES inside TP group 402. In this group, we find that the
same All-Gather is normal only in GPU 2574, whereas no
other abnormal operator in this GPU. We can infer that the
irregularity is caused by the GPU 2574 computing slowly.

Summary. In this example, the number of GPUs we access is
106 (i.e., 6 +96 + 4), which is less than the total number of
3072. Combining with a long-term analysis during hundreds
of iterations, Holmes suggests substituting the GPU 2574.

6 Discussion

Considering operator implementation. Communication op-
erators have been implemented by various algorithms (e.g.,
All-Reduce variants [1, 50]) including ring [44, 55], recur-
sive doubling [49, 55], and topology-aware optimizations
[15,34]. While operator-level behavioral discrepancies en-
able Holmes’s straggler detection, integrating implementation-
specific operator tracking could enhance network device lo-
calization. This refinement, however, risks excessive logging
overhead during multi-hop transmission monitoring — a criti-
cal trade-off requiring future exploration between diagnostic
precision and runtime efficiency.

Resource metric integration. Traditional hardware monitors
provide coarse-grained metrics (GPU utilization, tempera-
ture) with inherent noise and limited LLM context awareness.
Though augmenting Holmes with real-time resource traces
could improve localization — for instance, validating GPU
status during diagnostic — our current focus remains anomaly
characterization and core detection framework development,
reserving multi-source correlation for subsequent research.

Experience in using network telemetry. Initial experiments
with RNIC queue-pair (QP) telemetry achieved full commu-
nication reconstruction via per-chunk logging, yet proved
impractical for large clusters: 10,000 RNICs generated over
10TB/iteration of QP data, exceeding real-time processing
capabilities. This scalability constraint motivated Holmes’s
communication library (CCL)-centric design, balancing ob-
servability with operational feasibility.

7 Related Work

Failure diagnosis in GPU cluster. Recent research on
anomaly analysis in machine learning has focused on fail-
ure diagnosis. A series of works [21,25,43,54,62] employed
error logs for diagnosis. For example, MegaScale [25] di-
agnosed the failure by visualizing the data collected with a
custom CUDA event monitor. Different from them, Holmes
localizes the irregularity according to the communication re-
lationship between GPUs without error logs. Another failure
diagnosis approach was made by resource monitoring, such as
GPU utilization, memory usage, etc [2, 18,23,32]. However,
they lacked awareness of the detailed training process, while
the diagnosis performance highly depends on the granularity
of resource monitoring. Holmes can learn the training pro-
cess precisely at the operator level from the communication
logs. Some works [8,9,48,52,53,58] focus on develop per-
formance debugging tools for high-performance computing
(HPC). Holmes leverages domain-specific knowledge like
parallel training strategies to detect irregularity.

Anomaly diagnosis in distributed applications. Research
has focused on anomaly diagnosis in other distribution appli-
cations, which typically involve detection and localization. In
anomaly detection, some work [24,38,39] directly analyzed
the operational logs, while the others [12,16,26,33,36,61] fo-
cused on leveraging machine learning. For example, Seer [16]
trained a neural network to detect QoS violations. Holmes
enhances the machine learning detection model to adapt to the
distribution drift in LLM training. In anomaly localization, a
series of research [6,29,30,33,59] proposed the idea of build-
ing a graph based on specific applications. MicroHECL [30]
analyzed anomaly propagation chains based on a dynamically
constructed service call graph. Holmes continues the idea
of graph analysis and proposes a novel graph to model the
communication relationship within LLM training.

8 Conclusion

In this paper, we systematically analyze the irregularity phe-
nomenon in LLM training and propose a first-of-its-kind sys-
tem called Holmes for irregularity localization. Holmes em-
ploys an enhanced abnormal operator detection model and a
novel communication operator graph to perform efficient ir-
regularity localization. Evaluation of production traces shows
that Holmes achieves localization accuracy of 97.21%.
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Appendix
A Irregularity statistics

During the three months of tracing LLM training, we man-
ually diagnosed a total of 126 anomalous devices which led
to irregularities. As shown in Table 1, the majority were pri-
marily caused by anomalous GPUs, accounting for 58.7%.
Anomalous NICs were responsible for 23 occurrences, mak-
ing up to 18.3%. Additionally, there were other anomalous
devices involved, such as links, switches and CPUs. For Fig-
ure 3(b), additionally, this increase of irregularity frequency
is sub-linear with the increasing number of GPUs. This is
attributed to the fact that although the expectation of the num-
ber of anomalous devices increases sharply, one irregularity
in overall training can be induced by multiple anomalous
devices when a large number of GPUs are used.

Table 1: Anomalous devices of irregularity during a three
month of LLM training.

Anomalous Device | Count Percentage
GPUs 74 58.7%
NICs 23 18.3%
Links 12 9.5%
Switches 6 4.8%
CPUs 4 3.2%
Others 7 5.5%

B Periodic feature of fluctuation

The performance fluctuations exhibit an interesting periodic
feature. Recall in Figure 6(a), we zoom in the per-iteration
times and scrutinize 60 iterations between 50400 and 50460.
An observation is that performance fluctuation shows a peri-
odicity, approximately occurs once every 6-9 iterations. At
other times, the duration of iterations fluctuates within a small
range between 8.18 seconds to 9.45 seconds. To investigate
the fluctuation, we map the iteration time into the frequency
domain by applying the Discrete Fourier Transform (DFT)
and Figure 18 shows the corresponding amplitude spectrum.
Significant frequency components can be observed at 0.144,
0.288, and 0.432, which corresponds to periods of 6.94, 3.47,
and 2.31 iterations respectively. Although the periodicity may
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not be strict and the impact of each performance fluctuation
varies, this can indicate that performance fluctuation and ab-
normal spike are different irregularities.

15

10

5

Amplitude

0
0.000 0.144 0.288 0.432
Frequency (Hz)

Figure 18: The frequency spectrum.

C Algorithm insights

We use two examples to explain our insights on the algorithm.
DFS for point-to-point communication. We illustrate an
example in Figure 19(a), where an irregularity occurs in stage
2, leading to the overall training being prolonged. Suppose
that the GPU at stage 0 is being monitored, and its “PP” oper-
ator has been identified as irregular. It is unclear whether this
prolonged “PP” operator is due to the communication link
anomaly at stage O, or if it is influenced by the malfunctions
on other GPUs. We then track the same “PP” operator on the
downstream stage 1 and find that its execution time is normal,
which excludes the inter-stage communication issue between
stages 0 and 1. We further backtrack the communication oper-
ators on stage 1 and detect an anomalous “PP” operator. The
reason for backtracking is intuitive, as the prolonged execu-
tion time of one operator is caused by anomalies in preceding
operators or in the operator itself. By repeating the above
procedure, we move to stage 2 and observe an abnormal “EP”
operator, which is different from the previous “PP” operators.
The DFS and the corresponding backtracking trajectories are
illustrated as the arrow lines in Figure 19(a).

BFS for collective communication. As shown in Figure
19(b), where GPU 0 and GPU 1 are in the same TP group,
GPU 1 and GPU 2 are in the same EP group. If the monitored
anomalous operator in Holmes is the “EP”” operator in GPU
2, we traverse the GPUs in the same EP group and locate
the normal “EP” operator in GPU 1. To further diagnose the
anomaly, we backtrack to the preceding communication oper-
ators and identify an anomalous “TP” operator. By traversing
the other GPUs within the same TP group, we locate a normal
“TP” operator in GPU 0. Since no other abnormal operators
are detected in GPU 0, we can infer that the irregularity is
likely caused by GPU 0 computing slowly. The BFS and the
corresponding backtracking trajectories are illustrated as the
arrow lines in Figure 19(b).

Correlation between operators and nodes Holmes local-
izes the irregularities with the correlations among operators
and correlations between operators and nodes. To be specific,
the correlations among operators help us to identify which
operator belonging to a collective communication is the root

Fw BW TP EP PP DP

Stage 0 1. 27 3 1 4 2 3
Stage 1 I auind 1 3 o3
Stage 2 141 2F1e2 % l3 3

(a) DFS in different pipeline stages.

GPU 0 15 1 ECER 2 4—/? BEL 3
GPU 1 15N 1 BRI 2 303
GPU2 1M 1 B2 ‘-1‘ 303

(b) BFS in collective communication groups.

Figure 19: Cause localization examples.

cause of the irregularity. The correlations between operators
and nodes help us to recursively find the GPU where the ir-
regularity takes place. However, deeper integration of these
correlations and Holmes can be further taken into considera-
tion. For example, investigating the local correlation of nodes
and their operators. As this is not the main contribution of our
paper, we leave this as our further research.

D Device-wise irregularity rate decay.

MAP-based /(d) accumulation. The accumulation formula
is shown as the following:

Id)=( ), R()+ad)/Y, ¥ Rx)+a(d)+bd)

X uses d d x uses d

where Beta distribution I(d) ~ Be(a(d),b(d)) is used as the
prior distribution. « = o~ p(d), b= a.- (1 — p(d)), where p(d)
is the device irregularity ratio from our production experience
and o is a scaling factor.

1©)=1(A)+ 1(B)

Spine
Switch C

1B) = 1(6;)

1(4) = 1(Gy)
o Rail Rail Rail Rail . ]
| Rail Switch A | | gpitch ‘ Switch ‘ Switch | | switch | | Réil SwitchB

N

Figure 20: Topology-aware Irregularity rate decay.

In the estimation in § 4.4, we treat each device set equally.
However, this could lead to unfairness since the connection
of the network fabric is uneven. For example, assuming that
irregularities are occurring in both rail switches A and B
which slows down the upside transmission. If we traverse the
network devices, we could detect irregularities that involve A,
B and the spine switch C, and I(C) ~ I(A)+ I(B), as shown
in Figure 20. In this case, C will be identified as the most
possible device in error. Holmes also designs a device-wise
irregularity rate decay mechanism to address this issue. For a
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Figure 21: Evaluation on Holmes’s detection.

network device d with connections C(d) to downside NICs,
we define its decay factor H(d) as follows:

Hd) = ln(C(cé)(;—)e—l)

wherein € = le — 6. By substituting the irregularity rate as
decayed irregularity rate, the final estimation of device anoma-
lous probability is:

Zx uses d K(X) H(d) + a(d)

) ST e a RO)-H () +a(d) + ()

E Evaluation results

We hereby present the supplemental evaluation results of
Holmes. The Network topology used in the testbed is shown
in Figure 22.

Figure 22: Network topology used in the testbed.

CommOps logger overhead. The communication logger’s
performance impact is evaluated across multiple training
scales (Figure 23). Results show training speed degradation of
only 0.064% and 0.083% for 1,024 and 3,072 GPU training
when deploying CommOps logger, respectively. Even in the
extreme scenario with 6144 GPUs, training time increases
by 0.19%, with per-operator logging averaging under 2us.
These metrics confirm the logger’s ultra-lightweight design
and negligible overhead across cluster scales.

=X w/ logger

201 @A w/o logger
) ﬁ N
\ N AN N
1024 2048 3072 4096 6144
Number of GPUs

Time (s)

Figure 23: Impact on training with CommOps logger enabled.

Diagnosis of different types of irregularities. We present the
diagnosis accuracy of the three types of irregularities across

different training scales, as shown in Figure 24. The aver-
age diagnosis accuracy of Performance spike, Performance
fluctuation, and Performance degradation is 90.7%, 93.0%,
93.2% respectively. Detecting Performance spikes is more
challenging because they occur randomly over time, making
it difficult to determine when a spike happening. Performance
fluctuation and Performance degradation are easy to detect as
they typically follow periodic or persistent patterns.

I Spikes BB Fluctuation

90

Accuracy (%)

(o]
o

2048 3072 4096 6144 8192
Number of GPUs

Figure 24: Accuracy for three types of irregularities.

Auto-tuning using different features. We compare Holmes’s
auto-tuning using different features including P75 (75th-
percentile latency), P99 (99th-percentile latency), and mean
operator execution time in Figure 25. Experimental results
show that tail latency-based tuning (P75 and P99) performs
worse than the mean-based strategy, due to their greater sensi-
tivity to irregularities. For example, when training with 8192
GPUs, tuning the detection model using mean operator exe-
cution time achieves the highest F1-Score of 0.91, while all
the others are less than 0.90. Notably, P99 performs slightly
worse than P75, as it is more sensitive to extreme values.

) B w/o tuning EEB tuning P75
80'96‘ B tuning P99 XX tuning mean

w0
- 0.92
[N

0.88-

2048 3072 4096 6144 8192
Number of GPUs

Figure 25: F1-Score of tail latency tuning.

MAP-based irregularity rate accumulation. We conducted
comprehensive experiments to compare the accumulation
approaches of R(x) in cross-iteration device localization as
shown in Figure26. To use the prior device irregularity ratio
from our production experience, we employ a MAP-based
irregularity rate accumulation approach, while we compare
it with the naive linear accumulation without prior. In experi-
ments of different scales, using the prior knowledge is proved
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more effective than calculating the sum of the irregularity
rate. The greatest improvement was observed in the setup
with 8192 GPUs, where the accuracy was 3.3% higher.

B w/o priors X1 w/ priors
100

) ﬂ ﬂ 7N
0 2z
2048 3072 4096 6144 8192
Number of GPUs

Accuracy (%)

Figure 26: Impact of prior knowledge on localization.

Training throughput. In § 5.3 we illustrate an example of
Holmes’s localization and find the root cause of irregularity is
that GPU 2574 computes slow. As shown in Figure 27. After
we isolate the node containing GPU 2574, there are no spikes
observed and the average training throughput increases from
85.43 samples/second to 90.62 samples/second.
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Figure 27: The example training throughput.

F Detailed evaluation of RF

Configuration of baselines of RF models. We compare our
RF detection model with other machine learning models like
3-Sigma, KNN, KNN+PCA. The 3-sigma rule we used is per-
formed over each individual operator’s own time series. Ac-
cording to the 3-sigma rule, the operator elapsed time within
the (u— o, + G) range accounts for 68.27% of all its own
elapsed time series, and the others can be regarded as abnor-
mal, where u is the mean and ¢ is the standard deviation.
Model assessment. We also study the selection of RF models.
Figure 21(a) and 21(b) show the Precision, Recall and F1-
Score when we use Gini impurity and Entropy as the criterion
of RF respectively. In all the evaluated training, the precision
is higher than 0.9, while the Recall is higher than 0.85. In
particular, we can observe that our RF detector obtains the
best F1-Score in training with 3072 GPUs, which is 92.1%
and 92.7% for Gini and Entropy. This means that our RF de-
tector could detect the anomalous operators correctly even in
large-scale training. Figure 21(c) further illustrates the feature
importance distribution within the dataset, highlighting the
key factors that contribute to the detection performance of the
RF model.
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