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Masque QUIC Tunnel Overview
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Privacy Protection

QUIC tunnel between user device and relay
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Transmission Optimization in Taobao
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Masque Tunnel Type
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Performance Comparison

Retransmission leads to better performance
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The Cost of Retransmission

Packet

Loss
Retransmit More Loss
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Limit Sending Less loss
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Congestion may be exacerbated

CC on the tunnel connection



Comparison with/without CC

Mobile Trace with Mahimahi

Why FCT(s) are similar？

Frequent Bandwidth Changes
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Nested CC

Mismatch of CCs
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TECC Solution

Nested CC State 

Synchronization

Monitor Network Status 

at Tunnel Server
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Shorter control loop



TECC Overview
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TECC Feedback Loop

Server Sending Rate Calculation
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Sending Rate - Queue length
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𝜽

𝑺𝒓 𝒕 : sending rate of server

𝑻𝒓 𝒕 : sending rate of tunnel 

𝒒 𝒕 : 𝒒𝒖𝒆𝒖𝒆 𝒍𝒆𝒏𝒈𝒕𝒉 𝐨𝐟 𝐭𝐮𝐧𝐧𝐞𝐥
𝜽: 𝐭𝐢𝐦𝐞 𝐭𝐨 𝐜𝐥𝐞𝐚𝐫 𝐭𝐡𝐞 𝐪𝐮𝐞𝐮𝐞
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𝑺𝒓 𝒕 = 𝑼 𝒕 × 𝑻𝒓 𝒕 , 𝑼 𝒕 ∈ [𝟎, 𝟏]



Sending Rate – Retransmission

⚫Tunnel Retransmission → Packet Queue

𝑺𝒓 𝒕 = 𝑻𝒓 𝒕 −
𝒒 𝒕

𝜽
𝑺𝒓 𝒕 = 𝑻𝒓 𝒕 −

𝒒 𝒕 + 𝜹𝒓 𝒕 𝑻𝒓 𝒕

𝜽

𝑺𝒓 𝒕 = 𝑼 𝒕 × 𝑻𝒓 𝒕 , 𝑼 𝒕 ∈ [𝟎, 𝟏]

When U(t) is too

small？？

𝛿𝑟(𝑡): retransmission rate

𝑼 𝒕 = 𝟏 −
𝒒 𝒕 + 𝜹𝒓 𝒕 𝑻𝒓 𝒕

𝜽𝑻𝒓 𝒕

𝑼 𝒕 = 𝒎𝒂𝒙{𝟏 −
𝒒 𝒕 + 𝜹𝒓 𝒕 𝑻𝒓 𝒕

𝜽𝑻𝒓 𝒕
, 𝟏 −𝐦𝐚𝐱 _𝒑𝒇}

max_pf: maximum percentage of rate reduction 
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Evaluation

Emulated Networks
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MFT: Non-tunnel

MDT: Masque Datagram Tunnel

RMDT: Masque Datagram Tunnel with Retransmission



Evaluation: Performance

TECC reduces FCT, particularly for short flow.

Different file size
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Evaluation: Performance

Different client-tunnel delay

Lower delay -> More benefits
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Evaluation: Performance

Different loss rate

Higher loss rate -> More benefits
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Evaluation: Performance

Different network traces
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More performance gain at the 99th percentile



Evaluation: Overhead

The setup delay increases no 

more than 2%.
Overhead is reduced as flow size 

increases.
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Evaluation: Real-word A/B Tests

mean p95 p99

MST 2.7% 1.9% 6.0% 

TECC 3.9% 4.5% 13.3% 

Group n

Group 2

POP 1

Group 1

POP 2

POP n

Server 1

Server 2

Server n
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Baseline: MDT



Conclusion
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