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> Masque QUIC Tunnel Overview

Multiplexed Application Substrate over QUIC Encryption(Masque)
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> Privacy Protection
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> Transmission Optimization in Taobao
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> Masque Tunnel Type
Head of Line
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Masque Stream Tunnel(MST)
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Masque Datagram Tunnel
with Retransmission(RMDT)




> Performance Comparison
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Retransmission leads to better performance



» The Cost of Retransmission

Congestion may be exacerbated
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5 5

Congested More packets

CC on the tunnel connection ﬁ

Limit Sending

More congested

>

Less loss




> Comparison with/without CC

Mobile Trace with Mahimabhi Frequent Bandwidth Changes
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Why FCT(s) are similar?



> Nested CC
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» TECC Solution

Nested CC State Monitor Network Status

Synchronization at Tunnel Server
Offload CC to Synchronize Network
Tunnel Server Status to Server

Shorter control loop



>» TECC Overview
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> TECC Feedback Loop
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> Sending Rate - Queue length

Sr(t) = U(t) x Tr(t), U(t) € [0,1]
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> Sending Rate — Retransmission

®Tunnel Retransmission — Packet Queue
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» Evaluation

Emulated Networks
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Y Evaluation: Performance

Different file size

6 Average 6 99th percentile
32§ B MFT B8 RMDT 1 B MFT BB RMDT
-¢] BEE MDT BEN TECC 321 BEE MDT BN TECC

@ 8- Onl

— I~ 8-

@ @

LL LL

10K

100K 1M 10M  30M 10K 100K 1M 10M  30M
File Size File Size

TECC reduces FCT, particularly for short flow.
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Y Evaluation: Performance

Different client-tunnel delay
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Lower delay -> More benefits
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Y Evaluation: Performance

Different loss rate
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Y Evaluation: Performance

Different network traces
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» Evaluation: Overhead
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» Evaluation: Real-word A/B Tests
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» Conclusion
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