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Ove rVieW Of Our WAN Worldwide Cloud Services Partner
ISP 1 ISP 2 Cloud computing

Random failures

28"
= Customer complaints

Change plan errors

Global-scale WAN

E-commerce

¢

.......... Economic losses

Datacenter 1 Datacenter 2

Proactive outage prevention to the rescue



- AlibabaCloud | ©
Background: The state of the art C e K

Deployed in our WAN for >3 years
Prevented most reachability errors

Q: What about the remaining?

Batfish [NSDI'15]  Hoyan [SIGCOMM’20] ------

Minesweeper [SIGCOMM17]  DNA [NSDI'22]  ------

_____ Qualitative property:
== ég?} Reachability issues

Datacenter 1
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Background: The state of the art C e K

90% of our outages caused by misconfigurations
are related to traffic load violations

()

ISP 2

w Jingubang (This work):

The first system that is able to check traffic
load properties at production scale

_____ Quantitative property:
o | ég\””:’ Traffic load

Datacenter 1
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MOtlvatlng example Worldwide Cloud Services Partner
G’s PBR config:
PR~ M R
20.0.0.1 - 30.0.0.1 —
G remark dscp 5
dscp = 0 5 Gbps
—
l ., G2 B 10.0.0.2 E 10.0.0.5
fl 8 Gbps
20.0.0.1 - 30.0.0.1 — S — 0006
dSCp — 5 o Gbps o Gbps
A’s BGP RIB:
*30/8, nexthop 10.0.0.5 A’s SR config:
*30/8, nexthop 10.0.0.6 route 10.0.0.5/32, match dscp 5
A’s IS-IS RIB: path 10.0.0.2, 10.0.0.5 weight=10

*10.0.0.5/32, SR tunneled
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Challenge 1: Generalizability C e K

(dscp = O) Packet rewriting

— Tunneling

remark dscp 5

|- A\

5 Gbps

Equal-cost multi-path (ECMP)

Distributed control plane

BGP RIB
nexthop 1
nexthop 1

IS-IS RIB path 10.0.0.2, 10.0.0.5 weight=10

®®
®®

Simulation = Comprehensive protocol support
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Challenge 2: Scalability Wordid Cloud Senvces arive
f2:
20.0.0.1 » 30.0.0.1 — 0(10%) links
ascp =0 0(103) routers 9 @
fi?
20.0.0.1 - 30.0.0.1 —
dscp = 5

0(10°) flows in each hour

A’s BGP RIB:
*30/8
*30/8

A’s IS-IS RIB:
*10.0.0.5/32

0(10°) routes on each router | S N
Novel design & optimization = WAN usability
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Challenge 3: Efficiency C e K

Jingubang Is used In: Multi-stage simulation = Real-time analysis

» Network change analysis: 0(100) changes per week
Network]  Within minutes . .
Result (full simulation)

» Failure tolerance analysis: 0(10*) potential failure cases

Failed Within seconds el . Csimulat
outers/inks esu (Incremental simulation)
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Part 1: Network change analysis € e ot | 220

» Network change analysis: 0(100) changes per week

Within minutes . .
Network Result (full simulation)
change
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Overview of Jingubang o 2

Example: “whether traffic load on A - B exceed 50 Gbps”

Topology & | |
Configurations Traffic load properties
Route simulation Routing tables Property checking Yes/No
untes advertised Traffic simulation Traffic load on each link
iInto our WAN P
»\(\V‘P‘ »\(\\‘\C

(sTeq, dsty, dsep, |intfx|2Gbps)  Flows entering raffic loa
(src,, dstz,dscz?zllnthIBGbps) nto our WAN (Gbps) 20 30

10
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Overview of traffic simulation C2 ababa Clout] Q50

Flows entering

10 our WAN Routing tables

0(10%)

‘ Flow number reduction

TDG construction

0(107)
Reduced flows Traffic distribution graph (TDG)

Traffic load evaluation

Traffic load on each link

11
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T D G D efl n Itl O n Worldwide Cloud ServicLs Partner

A traffic distribution graph (TDG) is a directed acyclic graph, where:

ECMP weights
The flow: °
* fl — (Srcll dStl) dSCpl) \
05
. A
0.5
The location of the flow: The next-hop of the flow:
vé: router A « 1: to be determined
ifl: ingress interface 0 » A: router A
el': egress interface 0 « p;:tunnel

12
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TDG construction €2 AiabaClout| AR

10002 10.0.0.5

f
dscp—S
) 1 y 0.5 ) 1 Y 1 y
na: (fi, 04,01
1

0.5

n3:(f1»7764»F) ne: (f1, ig»l%)

v —— -—_—_ —J
Entering router A BGP lookup & ECMP  Recursive lookup Leaving router A

13



: - ibaba Cloud | ©
TDG construction €2 AiabaClout| AR

f2:
20001—>30001—>

dscp = 0
l 10002 10.0.0.5

£

20001—>30001—" E— _ —_— 10006

dscp = 5

. 1 0.5 1 1
ny: (fvd, L)
1
G 1 1 - A 0.5 A B
1
1 1 .
14
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Traffic load evaluation 2 atbanaiut| Q9

200015 3000 LD

dscp = 0
l 'V 10002 10.0.0.5
20001—>3000 SGbpS E— _ —_— 10006

dscp = 5

q=,
ny: (08, E) [ (fu, w6, p1)

ny7: (fier, A) st (fi, 05, 1) an:(fl,vgl,F)
C Gbps)

15
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Overview of traffic simulation 2 atbanaiut| Q9

Flows entering Routing tables
I

into our WAN
O istruction)
‘ \- Traffic equivalence class
0(107) » Traffic sampling
Reduced flows—" e oo g o G)

Traffic load evaluation

(Separate evaluation)

Traffic load on each link

16
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Traffic sampling C e K

Flows entering into our WAN:

(f1lintfx|8Gbps) The total volume of all flows are kept
(f2lintfy|2Gbps)
To samp\e at most 1 flow:

W|th 5 X 100% probability, generate <f1|mtfx| ﬂGbpS

oo > Repeat 1 time
W|th =5 X 100% probability, generate <f2|mtfy| — Gbps>

\

The probabillity is proportional to the flow's volume

17
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Traffic sampling C e K

Flows entering into our WAN:

(filintfx|8Gbps)
(f2lintfy|2Gbps)

To sample at most k flows:

With % X 100% probabillity, generate <f1|intfx| %Gbps

, - > Repeat k times
With 5 X 100% probability, generate <f2|intfy| — Gbps>

d: The confidence

Theorem:
/ parameter
(1 i 1) In 2M

Given A, u, 6, we need a k statistying k > 27 » P

VV: The total volume

A: The maximum u: The maximum M- The number of links
s absolute error relative error
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Part 2: Failure tolerance analysis € e ot | 220

» Failure tolerance analysis: 0(10*) potential failure cases

Failed Within seconds el . (ol simulat
outers/inks esu (Incremental simulation)

19
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Incremental traffic simulation Nonaide Glous Servicws Pariner
fz- . A’s BGP RIB: “
PS *30/8, t 10.0.0.5
20.0.0.1 - 30.0.0.1 — v30/8. nextloy 10.0.0.¢

dscp = 0
) l .10002 10.0.0.5
13 8 Gb
20001—>30001'—£)E E— _ —_— 10006

dscp = 5

- ne: (f,08,71)
G - A “ A B
20
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Incremental traffic simulation Nonide Gloud Servces Parte
fz- . A’s BGP RIB: “
PS *30/8, T 10.0.0.5
20.0.0.1 — 30.0.0.1 — +30/8. nexthoy 10.0.0.¢
dscp = 0
l / 10002 E 10.0.0.5

f1: 8 Gb
20001—>30001'—£)E I _ —p F1OOO6

dscp = 5
®

%
. 0
1
27

®
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Incremental traffic simulation Nonaide Glous Servicws Pariner
fz- . A’s BGP RIB: “
PS *30/8, t 10.0.0.5
20.0.0.1 - 30.0.0.1 — v30/8. nextloy 10.0.0.¢

dscp = 0 l

£ / 10002 E 10.0.0.5
20.0.0.1 - 30.0.0. 18% e F .

dscp = 5
0 Gbps 0 Gbps 0 Gbps
. 0
ny: (fu, v, 1)
0 Gbps

1
22



Deployment Experience
& Evaluation



Deployment and detected risks

24
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Worldwide Cloud Services Partner

Jingubang has been deployed in our WAN for more than one year

Tens of detected risks have been confirmed by our operators

Change plan | Unexpected Existing
Root causes . . .
errors routes misconfiguration
Percentage 449 33% 23%




Example: Existing misconfiguration

29

Before change

AST

Datace

AS2

Datace

C-J Alibaba Cloud| QRS

Worldwide Cloud Services Partner



Example: Existing misconfiguration

20

Expected change behavior

AST

AS2

Bl

Datacenter

C-J Alibaba Cloud| QRS

Worldwide Cloud Services Partner
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Example: Existing misconfiguration Woride G S Parnr

21

Real change behavior
AST AS2

Datace

d(B1,DC2) > d(B1,B2) + d(B2,DC1)
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Evaluathn End'tO'end perfOrmanCe & accuracy Worldwide Cloud Services Partner
g0 <= = Y=o
. : J ™€ Fullsimulation costs < 5 min
S 50 & ~90% accuracy
‘—g"loo- Timecost o5 & ¢ < 100% due to route monitoring
N _ Accuracy
. N1 N2 WAN .

Network

28
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EvaluatiOn: Real-time failure-tOIerance anaIySiS Worldwide Cloud Services Partner
1.0 I
(4 /
§0.8 5
=Y f : '
% 0.6 | ! Incremental simulation costs < 20 s
= —— N2(s=11%) incr. I
c 0.4 == N2(s=11%) ful P 26.2 X speedup
209 —:= N1(s=100%) incr. ;
£ N /i e N1(s=100%) full /
0.0{ ) | | | ! .
0 20 40 60 80 100 120

Traffic simulation time (s)

29



Evaluation: Traffic sampling

30

Max. accuracy loss

5%
—e— Time
Accuracy loss

3
X

5
X

>
X

(-
5

600

Simulation time (s)
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Worldwide Cloud Services Partner

3.2 X speedup
Accuracy: For all links, either

the relative error < 1.1%, or

the absolute error < 60 Mbps
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Conclusion Nonids Gloud Sorvioss Partnr

31

Significance

* The first system that is able to check traffic load properties at production scale

Results

* We have been using Jingubang in our production WAN for more than one year

» Jingubang has prevented service downtime resulting from traffic load violations
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