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Problem

❌ Low-level abstractions
❌ Private virtual networks à

Required to construct connectivity
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Approach
1. Make connectivity trivial
2. Design around tenant goals
3. Specify these goals on endpoints
4. Put the burden on the cloud provider

set_connectivity()
set_security()
…
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Connectivity Made Trivial

“Publicly routable but default-off”

PRDO

Permit List:
---
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No More Private VIPs?
✔ Easy connectivity anywhere
⚠All public IPs?
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SRC: P3 DST: P1

Modification: Only install 
bindings when external 
connections permitted
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Per-endpoint ACL checks

Wait to install bindings



Approach
1. Make connectivity trivial
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3. Specify these goals on endpoints
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Tenant Goals àAPI

Connectivity:
Availability:

Security:

Performance:

Management:

eip = request_eip(vm_id)
sip = request_sip()
bind(sip, eip)
set_permit_list(eip, permit_list)
annotate(eip, middlebox)
set_qos(region, dst, bandwidth)
set_qos_class(class, five_tuple)
set_tag(eip, tag)

VM
EIP

VM

SIP

EIP

Permit List:
allow <users>
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See the paper for more details



Invisinets in Action
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Invisinets in Action
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Implementation

AWS API Azure API …

Invisinets API

✔ EIPs
✔ SIPs
✔ Permit lists
✔Annotate
✔* QoS
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Now:

AWS 
Invisinets

API

Azure  
Invisinets

API
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Long-Term:



Evaluation
• Scalability
• Addressing Infrastructure
• QoS Controller

• Simplicity
• Case Studies
• Terraform Scrape
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Evaluation
• Scalability
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• QoS Controller
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• Case Studies
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How do we measure this?
à LoC, Boxes, Links, Points of Configuration*

à Resources and LoC Removed

Check out the paper for additional case studies and evaluation

*ignoring endpoints and state that can be scaled arbitrarily



Case Study 1
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Region A Region B

Metric First-Party Aviatrix Invisinets

Boxes 6 18 1

Configuration Points 22 36 4

Links 5 2 0

LoC* >45 ~ 4

FW FW



Case Study 2
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SIP

Case Study 2
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Case Study 2
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Azure

PL
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PL
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Metric First-Party Aviatrix Invisinets

Boxes 6 6 1

Configuration Points 22 22 4

Links 5 5 0

LoC* >80 ~ 4



Terraform GitHub Scrape
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Conclusion
• Declarative API defined on endpoints
• Makes connectivity trivial with PRDO addressing
• Up to 90% decrease in complexity

See our code at https://github.com/smcclure20/invisinets
sarah@cs.berkeley.edu
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