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Abstract For security, isolation, metering and other pur-
poses, public clouds today implement complex network func-
tions at every server. Today's implementations, in software
or on FPGAs and ASICs that are attached to each host, are
becoming increasingly complex, costly and bottlenecks to
scalability. We present a different design that disaggregates
network function processing off the host and into shared re-Figure 1: Today, stateful network functions are implemented on-host in vir-
source pools by making novel use of appliances which tightly t“ﬂ_SWitChesvtN'CtSta?(f r'\:uF:’GA‘S Sh?W” V;'“h a d?r:krgéﬁkggogné’-rwe prfoposel
integrate general-purpose ARM cores with high-speed statefulfgcéf:(?gsegxﬁefeais the datasamar | Pocess e N shared fesotice poos
match processing ASICs. When work is skewed across VMs,

such disaggregation can offer better reliability and perfor-
mance over the state-of-art at a lower per-server cost. We de-
scribe our solutions to the consequent challenges and present
results from a production deployment at a large public cloud.

meet the peak anticipated usage at each server but the
actual usage is far below the peak most of the time, and
on most servers. Moreover, VMs that use networking
features which are only supported by the latest FPGA
or smartNIC cannot be deployed on older hardware; in
turn, this can lead to a sizable waste of non-networking
resources.

1 Introduction

All major cloud providers implement stateful network func-
tions at their servers. These network functions are essential for
network virtualization (e.qg., private address spaces [75, 88]),
enhanced security (e.g., stateful rewalls [14, 15]), load bal-
ancing [56, 87], QoS [62, 68, 92] and cost metering [5, 9, 20].

The key challenges in implementing stateful network func-
tions in a virtualized context are three-fold:

First, the state that must be maintained and accessed

Finally, the tail performance is limited today. For exam-
ple, in the three largest public clouds, we will show that
the number of new connections per second a VM can
support is well below the NIC capacity and is likely bot-
tlenecked on stateful NFs that are applied on each new
connection. Customers who deploy middleboxes in VMs
(such as the Palo Alto VM-series rewall [33]) to secure
access to their other VMs are forced to deploy many
more middleboxes to offset the performance limitations

at line-rate can be per ow (for stateful rewalls) or
per endpoint (to virtualize IP addresses) and can ex-
ceed100MB for many virtual machines. Programmable We propose to disaggregate the processing of stateful net-
switches [24, 25] have small SRAMs and are hence work functions into shared off-host resources pools as shown
appropriate only in niche cases such as to only sup-in Figure 1. Similar to how a customer can pick the CPU or
port a small subset of all ows [83, 85] or in bare- memory for a VM, customers can also now pick a oating
metal settings where the cloud provider has no ac- network interface (fNIC) which explicitly speci es NF re-
cess to the servers [41]. The most widely-used NF im- quirements (e.g., # new ows per second, # concurrent ows)
plementations today combine software in host virtual as well as the network capacity in Gbps. When deploying a
switches [52,57, 88] with FPGAs or smart NICs that are VM, we allocate resources for the fNIC either on-host (that
directly attached to the servers [6, 58]. is, on the vswitch and the FPGA), or at an off-host shared
Next, attaching FPGAs and smart NICs to each server resource pool or some combination at both locations.

is wasteful because these cards must be provisioned to We call out a few advantages from such a disaggregation

in the provider’s NF processing [35].
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Stateful NF | State at each VM | Computation

Private addresg A dictionary that maps customer’s private addresses to the provider’s physical addilesseskups, adds and deletes into the
spaces [2,10,22] one entry per remote endpoint that the VM speaks with. mapping dictionary
Stateful ACLs [32,| Perongoing ow that has passed the ACLs, a hashmap containing the ow’s ve tyipl®okups, adds and deletes into the
36] and the reverse ve tuple per- ow hash table
Billing [5, 9, 20] Total bytes, sliced by windows and per billable communicating entity such as a data¢eMaittiple counters and sketches

or a cloud service; also, bursts and peak rates
Stateful NATSs, load| Per ongoing ow, the newow to masquerade as. Lookups, adds and deletes into the
balancers rewrite dictionary

Table 1: Some example stateful network functions that are implemented at cloud VMs and the associated state and computation. For more details, see [52,57,88].

of stateful NFs. First, we will show that for most of the time of stateful NFs, requests can be any packet that changes state
most of the VMs require much fewer NF processing capacity and so holding requests at speeds of hundreds of Gbps will
than the peak. We can thus reduce cost and power usage byequire a very large packet buffer. We show how to replicate
equipping servers with less capable FPGAs or smart NICs andstatein-line by ping-ponging packets between the replicas
handling all of the spillover load at the shared resource pools.(pairs of programmable NICs) effectively buffering the state-
Next, we can deploy VMs which require novel NF processing changing requests on the network wires.
on any server in the datacenter, including on older hardware, To the best of our knowledge, we are not aware of any prior
as opposed to restricting to just servers that have the latestvork that disaggregates stateful NFs such as connection track-
FPGAs or smart NICs. As noted above, doing so reduces theing rewalls or uses programmable bag-of-NICs appliances
fragmentation of non-networking resources. Third, we show or supports in-line state replication. Some works of oad spe-
how to increase the tail performance for VMs well beyond ci c stateful NFs to top-of-the-rack switches [41, 83, 85, 95]
what is achievable from using the single FPGA or smartNIC but do not support a rich class of NFs and the memaory limit
that is attached to the host; for example, the number of newon To nos restricts them to only speedup a small subset of
connections-per-second a VM can accept may only be limited ows. Andromeda [52] deploys dedicated software middle-
by its NIC capacity. Doing so reduces cost and eases theboxes to process NFs but does not support stateful NFs citing
deployment of middlebox VMs. concerns such as state loss during upgrade or failure and
. . transferring state when of oading . We discuss other related
‘There has been much work on resource disaggregation, o in §7. To sum up, our key contributions are:
Disaggregating stateful NFs is similar in some ways to prior
works that disaggregate resources such as memory, storage or  We build a case to disaggregate stateful NFs by studying
GPU [45,63,74,91] but there are a few key differences. One the functions and telemetry at a large cloud provider (§2).
challenge is with regards to implementing a high-performance We presentSirius which disaggregates a rich class
shared NF resource pool. The pool must simultaneously sup-  of stateful network functions onto pools of P4 pro-
port large state and high-speed packet processing (e.g., 100s  grammable NIC cards. We show how to replicate state
of GBs of states at multi Tbps packet processing rates). Doing inline between pairs of nearby cards such that individual
So requires coherent access over a large memory at a high-  card failure does not adversely impact ongoing connec-
speed. Programmable switches [24, 25] can process at multi  tions (§3.2). We discuss multiple disaggregation design-

Tbps but only have about 1GB of SRAM per switch. We points including those that split or migrate the load of
have implemented an appliance which can be thought of as a a VM across different NF processors (83.3) and show a
bag-of-NICs wherein each NIC contains match-processing- programmable NIC implementation that achieves better
unit ASICs that are programmable in P4 as well as a large performance-over-cost than state-of-the-art (84).
coherently-accessible memory. Each appliancel2d$|C We report results from a production deployment which,
cards, each card has a power draw 8§V, 16GBs usable for in part, show that when VMs of oad ontsirius, their

NF state and can process duplex packets at 100Gbps. stateful NF processing capacity improves by alidut .

Another novel challenge from disaggregating stateful net-
work functions is that fault tolerance shifts from a fate-sharing o Background and Motivation
mode to a single point of failure. That is, when an FPGA or
a smart NIC fails, on!y the \_/Ms on the corresponding host 5 1 gtateful Network Functions
fail but when an appliance (in the shared NF resource pool)
fails the impact is felt by any VM whose fNIC happens to be Table 1 lists some stateful network functions that are sup-
allocated on that appliance. Na vely replicating the state of ported by public cloud providers. As the table notes, some
network functions is hard because both primary-backup style NFs must maintain per- ow state whereas others keep state at
replication [44,51] and Paxos-like protocols [46,48,50,81] coarser granularity. Counters and sketches are used to measure
gueue requests while the state is being replicated. In the casaetwork usage for billing and diagnostics [73]. Customers
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can also con gure (add to) the stateful NFs on their VMs.
As exemplars, we discuss two kinds of stateful NFs that are
widely used in production but less well known academically.
First, virtual network peering [8, 12, 23] allows VMs in dif-
ferent virtual networks to communicate. Doing so requires
all VMs in participating vnets to know how to map a virtual
address belonging to any vnet into the corresponding physi-
cal address. This mapping must be kept up-to-date whenever
VMs are deployed or migrated. Today’s vnet peering imple-
mentations cache the map in a stateful layer at VMs [8,12,23].
Next, private links [7, 11, 29] let VMs communicate with
Paas services that have public IPs on a more direct path. For
example, when a VM in AWS reads from an EBS volume
which has a public IP, na vely, such traf c must go via the
cloud egress gateway similar to traf ¢ to any public IP and
then turn back towards the cloud store. Private links are more
ef cient and secure by having such traf ¢ go directly to the
cloud storage; a stateful layer at each VM encapsulates the
outgoing traf c based on the VMs vnet id and the private IP
address of the PaaS service and, in the reverse direction, a
stateful layer at the PaaS service remembers which virtual
and physical addresses a ow comes from when decapsulat-
ing (so-callecstateful decapand uses that state to encapsulate
packets so that they go back to the appropriate VM. (b) VMs that have high NF load are spread among many nodes and racks.

Figure 2: Characterizing the workload for stateful NFs at a large public
cloud; data collected across ove®MMs in a three month period.

(a) Cumulative distribution function (CDF) of the NF Load at VMs; axes are in
log scale and points on the CDF are unique (VM, minute) tuples.

To sum, associated with each VM in the public cloud,
providers implement numerous stateful network functions.

Among the NFs considered in this paper, the connection- Metric || Containers | Nodes | Racks
tracking rewalls, NATs and load balancers are the most s/ 1423 | 500 | 067
intensive they all require per-connection state. The total 99th / 1354 | 1049 | 252

state to maintain per VM is often large since there can be Table 2: Coef cient-of-variation (=stdews/ avg. ) of the number of newly
hundreds of distinctulesto apply: one per private link, state- arriving ows per minute at each VM compared to the same metric when
ful ACL or vnet peer. NF actions on new connecti’ons are rolled up into the nodes or racks that contain the VMs.

often implemented in software due to complexity and ease-of-

programmability [_52, 57,88] whereas the per-packet actions peak (e.g., by adding FPGAs or smart NICs), can be costly
are implemented in FPGAs or ASICs [6, 58]. and most of the NF processing capability remains unused. We
aim to provision hosts for the average load and handle the
excess load using a disaggregated, logically shared, pool.

Containers with high NF load are spread throughout
We characterize the usage of network functions at Azure. Forthe network: Figure 2b zooms in on VMs and timewin-

each VM and each minute, we obtain the number of newly dows (minutes) which report high NF load; the x axes is a
established ows, the number of active ows and the byte and |ogarithmic bin, that isc = 18 denotes that the numbers of
packet counts. Our results here summarize metrics from anew ows in a (VM, minute) was in the range {#17-5; 2185):

three month period. A typical minute has reports fron1 G The bottom-most line on the gure reports the fractions of dis-
VMs and O(10) nodes. Our key ndings are as follows. tinct containers which exhibit high NF load. If the high-load
Skew in load for NFs: Figure 2a shows that the load for containers were concentrated into a few nodes and racks, then

network functions is skewed; we measure load in terms of the the fraction of nodes and racks which show high load will be
number of newly arriving ows which must be veri ed to be N0 larger than the fraction of containers. However, the gure
policy compliant, the number of concurrently active ows for Shows that highly-loaded containers are spread across many
which state has to be maintained and the number of packetdnore nodes and racks. The case for other NF load metrics is
being exchanged. We see that the median load is multiples'm”ar- About10% of the racks have at least one container
orders of magnitude smaller than the peak load. The insetWhich reported over 50000 new connections in a minute.
zooms in on values further on the tail. Variation in NF load: At the granularity of individual VMs,
When the load is skewed, provisioning every host for the we observe sizable temporal variations in NF load of up to

2.2 NF workload at a public cloud
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one order of magnitude larger than the median (see Figure 15).
However, the variability appears uncorrelated spatially. That
is, the sum of the load of all the VMs in a server or a rack has
smaller coef cient-of-variation (see Table 2). Shared pools of
NF processing capability thus can be provisioned with smaller
peak to average ratios and will be more cost-ef cient.

2.3 Characterizing NF Performance

To measure the state-of-art stateful NF performance of pub-
lic clouds today, we deploy pairs of VMs of different sizes,

6/s)
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= =

#New Conns. (x10
=)
N
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&

[ Cloud1 Cloud?2 Cloud3
- =
L i - !
[ - -
1 1 | | 1 1
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(a) Maximum Connections Per Second achieved.

add a stateful ACL to thelient VM and initiate TCP con- I R el cloust
nections in an open loop to the otheerver VM We pro- z

gressively increase the connection initiation rate and mea- E 107 } i

sure the maximum rate that was achieved and the connec- z 1073

tion establishment latency. Our tool is multi-threaded and D 04k — ¥

asynchronous. We appropriately change various con gura- ‘ ‘ ‘

. . . . . . -5 | | | | |
tion variables and achieve better results than listed in public 10 2 4 6 8 10 12 14 16

datasheets [13, 179, 34]. Figure 3a shows the maximum #CPUs
number of new connections per second (CPS) achieved by | (b) Latency between sending a SYN and getting a SYN-ACK. _
VMs of different sizes on the three largest public clouds today. Figure 3: Bgnchmarklng connection establl;hment rate and latency at dif-
. . . ; ferent VM sizes on three public clouds. The lines connect the average value,
All VMs are identically con gured Ubuntu Linux instances.  hiskers go from Lst to 99th and boxes go from 25th to 75th percentiles.
The variation is over experiment runs likely due to perfor-
mance interference on the VMs or on the network path; we
repeat each point at least ten times. The gure shows that We extend our cloud VM allocator [65, 93] to provision
increasing the VM size tends to increase the CPS perhapdNICs using either resources on the smartNICs that are at-
because the per-VM networking limits improve [3, 21, 28]. tached to servers or one or mageius appliances. Disag-
However, the highest CPS across all public clouds and experi-gregation lets VMs be placed on servers that may not lo-
mented VMs i€0:3M. Figure 3b shows the latency between cally satisfy fNIC requirements. Allocating fNICs to cards
sending a SYN and receiving a SYN-ACK. In the latency plot, is an instance of the multi-dimensional bin packing prob-
we only use trials where most of the connections succeed tolem [61, 86]. A better packing will map more fNICs onto
avoid latency cliffs. The gures show that processing the state- fewer cards. We considered different heuristics and found that
ful NFs which are deployed in public clouds today represents heuristic choice improves ef ciency only when the fraction of
a sizable bottleneck there is a sizable latency when establish-large fNICs (whose resource needs are a substantial fraction
ing new connections and VMs are limited in the number of of the card capacity) is high. In the rest of this section, we
new connections per second that they can sustain. discuss the disaggregated datapitine state replication and
methods to split or move an fNIC’s load between multiple
cards. Our design is modular and can work with different
implementations of the shared processing pool; in 84, we dis-

. . . cuss our P4 programmable cards which in our tests can serve
Sirius offers a new API to of oad network function processing over3M new connections per second ahéM concurrent

into pools of apphances_ that contam_custom_programmable connections while processing a rich set of stateful NFs.
cards. Each VM or container can specify a oating NIC (fNIC)

with requirements on the following dimensions that relate to
processing network functions:

3 Disaggregating NF processing irsirius

3.1 Connectivity and availability

The number of new ows per second (CPS) The NF processing pool igiirius is a collection of appliances.

The maximal number of concurrent ows
Network capacity
Feature, capability selection and ruleset size

In our prototype, an appliance is a pair of 3U servers with six
programmable cards each in PCle slots. Each card has two
100Gbps QSFP+ connectors and 32GB DRAM.

Reliability, ef ciency and exibility were our key consider-

Values for some of these dimensions are already in cloudations when deciding how to connegitius appliances within

provider and NVA vendor datasheets [3,13,19,21, 28, 34];

a datacenter. Adding an appliance to each rack may lead to

Sirius also allows off-the-shelf fNIC sizes that users can pick under-utilization (and fragmentation) since not every rack

from (e.g., aamallfNIC) to help with con guration.

may have enough demand for NF processing. We also aim for

1472 20th USENIX Symposium on Networked Systems Design and Implementation
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Datacenter Core
(e.g., CLOS)

Figure 4: Connectivity diagram. Please read the gures left to right with each subsequent gure eshing out the portion that is highlighted in the preceding
gure. A Sirius appliance can be thought off as a pair of servers lab®leahdS2 respectively that are connected as sho8irius assigns of oaded oating
NICs of VMs to the programmable cards in the servers. We deploy more appliances to keep up with the total NF load.

a high level of reliability since NF processing is crucial for
security and reachability in public clouds, e.g., for ACLs and
private address spaces. Our goal is to ensure that the failure
of any one server, card, link or switch must not degrade NF
processing capability by a substantial amount. We also aim
to independently scale out the NF processing capability as
demand increases, e.g., by adding more appliances. Fina”yFigure 5: In-line replication of connection state 8irius by ping-pong’ing
we want VM placement to not be constrained by the availabil- packets that change state to both the primary and secondary cards.
ity or lack thereof of NF processing capability; that is, VMs
located anywhere in a datacenter should be able to, when
needed, use NF processing from sigus pool. 3.2 In-line Connection State Replication

We choose to conne€irius appliances as shown in Fig-
ure 4. Our minimum deployment unit is one appliance beneath
two top-of-rack (ToR) equivalent switches that connect to the

To avoid individual card failures from affecting ongoing

connections, we duplicate connection state across two pro-

S . rammabl rds. A key novel here is that w

rest of the datacenter network similarly to other ToR switches. gra able ca ds ey novel aspect he €1s that we do so
without buffering packets. Due to the very high packet rates

iléckz gg:::;g\gtgn?:%santiutrheesstgriteacnlil OVSMwIiIrI] ﬁ;\?’e%f t::sa'_[hat these cards handle, holding packets in the primary card
o : . d until state is established on the secondary card, as is done
lent access t@&irius’s appliances thus realizing a large shared

NF processing pool. In our experience wahius, the pri- typically to replicate state [46, 48,50, 81], will require very

: . - large buffers. We discuss a method that replicates state with-
mary bottleneck is the NF processing capability and the stateout anv additional buffering by pind-pond'ing the packets
on the cards. That is, the number of new ows arriving per y 9 by ping-ponging P

second which must be validated and the number of concur—Of each connection that change state. As shown in Figure 5,
._for example, SYNs of a TCP connection which will establish

rent connections for whom state must be maintained (e.g., Nstate on the primary card are also forwarded to the secondary
a stateful load balancer). Our measurements show that the

. ) X card. The secondary card also establishes state for this con
added latency incurred by traf ¢ passing through an appliance S
. d nection in its local memory and forwards the packet back to
is small relatively because traf ¢ between randomly placed

. . : the primary. The primary card then transmits the packet to
mlfr?emctlr_]ggutzlrc icnloidrt?clmgrSttﬁzvﬁﬁ :gsen;;eﬁeoﬁiaiz:’:tg: the destination in the usual way. Both cards independently
1N P ' 99 . delete the state of connections which remain idle beyond an

north-south traf ¢ (which enters or leaves the datacenter). Fi-

nally, the connectivity diagram in Figure 4 preserves access to.age out threshold. Besides avoiding additional buffering, such

. . ) - inlin replication requir nl mall han
the NF processing capability under the following conditions. e state rep catp equires only a sma code change o
send and process ping-pong messages since the code to check

1. At most one of the two green switches in front iaus rules and update state can be reused.

server fails. Each card pair (primary and secondary) exchanges heart-
2. At most one of the two links that connect a given card to beats and fails over independently. That is, if the primary

the switches fails. misses several heartbeats, the secondary card will receive
3. At most half of the links that connect the green switches all of the traf c on fNICs that were assigned to the pair. To

to the red Tier-1 switches fail. achieve such failover, both cards announce BGP routes for
4. At most half of the red switches fail. the fNICs’ virtual IPs; the primary card announces a shorter

The last t diti b that oth ks in th AS path than the secondaryt a slower timescale, a differ-
€ last two conditions above ensure that other racks In theq .,y o heyare controller provisions new replicas (e.g., pairs

CLOS will have at least one valid path to the green swnches.a newly promoted primary with a new secondary card) and

,By prese'rvmg gccess to th(.a.bottlgnepk resource, NF ProCeSSschedules bulk state replication (which we describe below).
ing remains unimpeded argirius will still be able to support

high rates of new ows per second and concurrent ows. 1We discuss corner cases in failover in §A.1.
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The controller also reduces allocatable appliance capacity if3.3  Dividing NF load appropriately

necessary based on the number of cards that are operationasl. ‘ h h that the state for NF b intained
Two control loops at different timescales are commonly used ofar, we have snown that the state Tor IS can beé maintaine

in a disaggregated resource pool with high availability. Here,
we discuss different design points which divide the NF load
between smart NICs that are directly attached to servers and
one or more cards in the disaggregasédlis pool.

to react to faults [67, 80]; to our knowledge, we are not aware
of its use in replicating the state of network functions.

We observe that most of the connection state turns over
quickly. For example, a usage stream that 4idshew con-
nections per second a®@M concurrent connections has the
average connection lastifl. Thus, waiting a bit will allow ~ 3.3.1 Pin fNIC locally or to one card pair
us to move much less state, which belongs to the long-lived
connections, with the trade-off being a small increase in the
period for which state is present on only one card.

The goal of our bulk synchronization is to replicate check-
pointed state from one card to another quickly. There are mul-
tiple ways to implement checkpoints; we append an epoch
value to each record in the state and atomically increment the

value of the current epoch to take a checkpoint since then aIIthe appliance/card which applies NFs and then forwarded to

re(_:orgs with a smaller eppch value will l_)elong to the check- the VM if appropriate. We implement the encap and decap
point< To copy a checkpoint between paired cards, the ARM logic at the smart NICs on the servers

cores on the cards move state in batches over a reliable trans-
port. We tradeoff the overhead of copying checkpoints with ) ) )
an increase in the period wherein only one copy of the state3-3-2 Disaggregation Cost/ Bene t Analysis

exists in the following additional ways: we prioritize moving The above design point already leads to substantial cost sav-
the state of long-lived connections since other connectionsings from disaggregation because one appliance can handle
may close before needing to be moved and we pace the COPYhe NF load of oveR4000VMs on average. We compute
messages so that resource contention (on the memory bus ang\is numper as follows. In §6, we will show that each card
network) does not adversely affect normal activity. used bySirius can process oveltM new connections per sec-

To sum, replicating connection state between a pair of cards 5, (CPS) with an extensive set of NFs. Therelareards per
has the following costs and bene ts. On the costs, storing eaChappIiance. We assume that each VM has an average CPS load
record at two cards halves the total available state St of 4K which is400 the current median load per Figure 2a
applicance can maintain. The NF capacity, say in terms of 5, \ve halve the NF capacity to replicate state as discussed
connections per second that can be handled by an appliancgy, g3 2 Hence, the cost for the additional switches, cables and
also halves for the same reason. The connection setup latency, o appliance in Figure 4 amortize well. Moreover, regard-
increas_es due to the ping-pong. Also, bulk synchronization,ing peak load and temporal variations, note that /290
when triggered, uses memory and network bandwidth. Ony\ms may be distributed over hundreds of racks and, as we

the bene ts, the failure of a single card only impacts ongoing g5y in Table 2, the total load over many rack has much lower
connections for the period before traf ¢ failovers onto the variability. Thus,Sirius can meet SLOs with much smaller
secondary card. In-ight connections, that is, connections surplus capacity in its disaggregated pools.

whose state is not yet present on both cards may only have
to retransmit some SYNs (and FINs). To see why, observe . )
that at any of the four steps for a new connection in Figure 5, 3-3-3  Splitthe load of an fNIC across multiple cards

the failure of either cards at best requires a retransmission. \jith the previous design point, the maximum size of an fNIC
Finally, planned card failures can be handled without any s jimited by the capacity of one card in tis&ius pool. More-
impact as so:X1) promote the secondary and pick a third  gyer, as we will show, packing VMs into appliances is less
card to be the new secondary?) take a checkpointan®g)  ef cient when the size of the balls (i.e., the fNIC size of a
initiate bglk ;ynchronlzathn. Upon completion of the bulk  \/\) becomes close to the size of the bins (i.e., NF capacity
synchronization, the old primary card can be taken offne. iy one card)sirius appliances can also be implemented using

2w . diverse hardware and different NFs may be better suited to

e use a small circular counter to track epoch values. . . . .

3We use a poison bit on the record written to the primary card which will different hardware_- To this end, we ?"m to Spllt the_ Ioa_d of an

be deleted only after the packet pongs back from the secondary to handlefNIC across multiple cards or appliances. That is, different

failures that may happen after step 2 in Figure 5. portions of the traf ¢ entering or leaving one VM can receive
“4As a proof sketch, note that any new connection that reaches the NeWihair NF processing at different cards

primary (old secondary) aftet1 will reach the new secondary via the ping- . L. - .

pong method. Furthermore, all state at the time of the checkpaintyill Consider splitting the load using a hash function

have been reliably copied to the new secondary. hasH(local IP,remote IB mod n, in the encapper, to pick

Here, the load of each fNIC is assigned either to the on-server
smart NIC or to a pair of cards as discussed in §3.2.

To realize pinning to a card pair, the outgoing packets of
an fNIC are encapped in an NVGRE tunnel and sent to the
chosen primary card in th&rius pool which applies NFs on
the packets and forwards them on to the destination. Traf c
in the reverse direction takes an analogous path, rst reaching
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Figure 6: When spilling over NF load, as discussed in §3.3.4, we hash packets
into bins and assign the bins to either lodgl ¢r remote R) NF processing.
The gure shows two assignmentew andold where the proportion of
load that is processed locally5§% and75% respectively. When bins are

into aSirius pool then the corresponding state of all NFs must
move. Intuitively, doing so is complex and our key contribu-
tion is to do so ef ciently and correctly. First, our design aims
to reduce the amount of state that must move to the extent
possible. We hash packet headers, partition the resulting hash
value into a xed number of buckets (s8g), and assign dif-
ferent buckets to be processed for NFs at different locations.
To move load, we change the bucket assignments; that is, to

re-assigned, the gure shows how we reduce the state that must be moved bymove25% of the load from the smart NIC toSirius pool, we

using both bin assignments for a short duration.

from amongn different cards. Such symmetric hasknsures
that the traf c of a ow in both directions will be processed
at the same location which is required by some NFs (e.g.,
NATSs [55]). While this requirement can be met in other ways,

symmetric hashing requires no additional state at the encap,

per and decappers and we use hash functions that are easi
implementable in NICs. Next, some NFs require groups of
ows to be analyzed at one location. For example, a usage
meter or a DDoS detector may want to count all bytes from a

VM that leave the datacenter. Our experience is that most suchb

NFs have mergeable actions [39], for example, to compute
the total byte count, we can add up the partial sums from dif-
ferent processors. Many sketches (such as hyperloglog [54]
count-min [49]) are mergeable with small reduction in accu-
racy [39, 40]. Finally, when an fNICs traf c is split across

multiple NF processors, the ruleset corresponding to the fNIC
must be installed at all of the corresponding processors; in

practice, doing so adds overhead but is tenable because th

total state at the NF processors is dominated by the per- ow
state, counters and sketches rather than ruleset size; similarl
processing the ruleset dominates the computation at the N
processor over the one-off installation of the ruleset.

3.3.4 Usesirius as a load spillover

Thus far, all our load allocations have been static. That is, the
whole or a portion of an fNICs traf ¢ was allocated statically
to the server’'s smart NIC or to%irius pool. An alternative is
to move NF load that cannot be processed loadyiyamically
into aSirius pool. For example, we may start processing all
of the NF load locally on the server’s smart NIC and when
the total load nears smart NIC capacity, shed the excess loa
into theSirius pool. Doing so will allow cloud providers to
offer burstable SLOs on NF processin@neSirius appliance
can scale to even more VMs compared to the pinned design
point above because only the excess the load of fNICs will be
steered to the appliance.

Na vely supporting such dynamism would requineving
the state of NFs. For example, if a portion of the traf c that
was to be processed on the smart NIC must now spill over

5Burstable allocations are already available for CPU and memory. They
allow short-duration bursts or price differently the average and peak usage.

would reassign a quarter of the buckets that were being pro-
cessed at the former location to the latter. Instead of moving
all of the NF state that corresponds to a moving bucket we
movelazily as shown in Figure 6. Effectively, newly created
state (e.g., state for new connections) immediately re ects the
current bucket assignment but for the previously established
state, we delay movement by a short peribd Connections
I\'/vith duration belowt will not move and we observe that
I%ng—lived connections comprise a small fraction of all con-
nections. The trade-off here is that we can rebalance load less
frequently (once perr). Our second idea is that many kinds
of state can be re-created at the new NF processing location
y just processing packets. For example, stateful ACLs insert
the ve tuples into a dictionary. The necessary information to
create such state the ve tuple is presentin every packet
of a ow and so, instead of moving state, we mark and steer
packets to their new NF processing location. For state that
cannot be recreated in this way, we craft new packets that
include the packet header of the original ow and the state
and transmit these packet to the new NF processing location.
hen the new location acknowledges creating the requisite
state, the previous processing location deletes its state and
oad steering will exclusively use the new bucket assignment.

4 Ef cient and high-rate NF processing

Thus far, we have discussed how to disaggregate the process-
ing of stateful network functions in public clouds by using
cards that (1) support inline replication of state (83.2), (2)
support various disaggregation design points including load
splits and state movement (§3.3), and (3) implement a rich set
of network functions (Table 1 and §2.1). Any implementation
that satis es these requirements can be used in this design

dncluding, for example, software-only or switch-only imple-

mentations. Here, we discuss our implementation which uses
a speci ¢ kind of programmable NIC and compares favorably
on functionality, performance and cost.

To process stateful network functions ef ciently and at a
high rate, we use the P4 programmable card shown in Figure 7
which has two 100 (or 200)GbE QSPF+ connectors, multiple
pipelines that are programmable in P4, coherent shared mem-
ory, ARM cores for the more complex data plane processing
and specialized logic for encryption and compression.

Relative to FPGA-based smart NICs [58], conjoining
match-process-units (MPUSs) that are programmable in P4
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(b) Card functional diagram (above) and an actual pic-
(a) Architecture diagram of our programmable ASIC. ture (below).

Figure 7: Hardware used to enable ef cient and high-rate NF processing.

Metric H Sirius H Other Packet Processors
DSC-200 Tono | Tono2

Bandwidth (Tbps) 0:4 6:5 128

Memory 32GB 0:48GB 0:8GB

# Match Action 5 4 4

Pipelines

# Stages/ pipeline 4 12 20

Packet Buffer up to mem. 22MB 64MB

Integrated general- 16 0 0

purpose cores

Table 3: Salient differences between packet processing hard-
ware;Sirius uses the DSC-200 card [4] to support stateful
network functions at a high scale and performance. Figure 8: Stateful Load Balancer with NAT as implementedSikius.

with general purpose ARM cores gives us better programma-tiple MPUs to update different elds of a PHV. The MPUs
bility and performance at a lower power cost. Intuitively, implement a novel domain-speci c instruction set architecture
power usage decreases because unlike FPGAs which exposeith an emphasis on bit eld manipulations and fast header up-
generalgate-levelprogrammability, our card only exposes dates. We also use wide instructions (e.g., 64bit wide) which
programmability in P4 that is needed to process protocols andlets us use richer encoding and fewer instructions.
stateful NFs ef ciently. We use the ARM cores.to handle pro- Coupling ARM cores and MPUs: Our card connects the P4
grams that may be challenging to implement in P4 [72] such pipelines via a high speed network-on-chip (NOC) to a full
as reliably exchanging state migration messages (see §3-2)-system-on-chip (SOC) subsystem with multicore ARM A-72
Packets ow through one or more ingress and egress p4CPUs. P4 programming determines Which portions of packet
pipelines and go through ARM cores only if needed. Each data, headers, or metad_ata_should be dellvereql to the DRAM
pipeline operates @00Gbps (ovel50M packets per second) and_ARM on a_per-appllcatlon, per-packet basis. To supp_ort
thus ensuring line rate on both interfaces. We parse a packefhained operations which may combine a P4 control operation
once and populate a packet header vector (PHV) which is used/ith non-P4 operations, such as encryption or data integrity
by later stages. Each pipeline has local SRAM and TCAM checksum veri catlon,'we attach a chalnlqg buffer q"_ectly to
to store high bandwidth tables and can also access the shareH® NOC to support high-bandwidth multi-hop chaining.
DRAM through a coherent shared memory which hides mem- lllustrative Example: Using the case of a stateful load-
ory latency. A table engine at the beginning of each stage balancer, we call out key aspects of how our hardware imple-
protects against stalls by processing multiple PHVs, issuing mentation improves upon the state of the art. Figure 8 shows
high latency reads in advance (e.g., to the DRAM), and mov- a functional view of our stateful load balancer implementa-
ing to an MPU the next PHV for which all data is available. tion. The relevant state (table shown with light background) is
Each stage has multiple match-process-units (MPUs) whichstored in DDR memory on the card. The logic boxes (shown
never stall and have dedicated write paths to the stage datdn dark background) are implemented in the MPU pipelines
buffer wherein writes are merged at a bit level to allow mul- and the exception path (for a new ow which does not have a
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hit in the ow table) is handled by ARM cores. When load is unclear how dRMT's scheduler, which calculates a static
balancers are implemented without per- ow state (e.g., using schedule at compile time to guarantee deterministic through-
a stateless hash function), any change to the pool of targetgput and latency, generalizes to the case of stateful NFs, the
will disrupt ongoing ows; for example, a failure in one of DSC supports stateful NFs more simply by dividing the work
the targets will cause the hash function to change from mod- between P4 pipelines and ARM cores.

tomodn 1andall ows whose targets change will be dis-
rupted [83]. Recognizing this issue, several large enterprises
deploy stateful load balancers which remember per ow the
target that the ow was assigned to [56, 83,85, 87]. Prior work

5 Implementation

o We have implemented several stateful network functions (in-
that proposes to accelerate stateful load balancers is limited bycluding those in Table 1) on the programmable NIC shown

on.swnch memory, for example, Sail sh [85] uses the.To N0 in Figure 7 from AMD Pensando. We have also added new
chipset to support a few thousand stateful connections per .

. . : code to the smartNICs attached to the hosts in Azure to steer
switch, while the other ows are processed in software and re-

. traf c to and from the disaggregateslri ool. The result-
ceive no bene ts. In our tests, one card can support Gt ggreg rius p

. . ing system, alongside software controllers to provision and
concurrent connections a3l new connections per second. ; o . .
monitor the fNICs, is in public preview at Azure [1] .

We note a few aspects that help us achieve such performance:
Although the ow table (in grey on the left in Figure 8)
has one entry per ongoing connection, the rewrite table
uses indirection and can be signi cantly smaller in size.
Our table datastructures allow for more expressive
rewrites including changes to the MAC addresses. Thus
we can use a single rewrite table for multiple NFs beyond
load balancing (e.g., NVGRE encap [30]).

We allow partitioning the MPU programs (shown in dark
in Figure 8) among multiple pipelines so as to leverage
data proximity.

We divide the table ownership between ARM cores and 6.1 Methodology
MPUSs to avoid coordinating multiple writers.

When a new ow arrives for load balance, an ARM core
installs entries in the ow and rewrite tables and reinjects
the rst packet of that ow into the MPU pipelines.

6 Evaluation

First, in a lab setting using full line-rate traf c generators,
we show results for how the programmable NICs used in
'Sirius handle stateful network functions. We also evaluate key
failure scenarios. Next, we report results from Azure wherein
fNICs of virtual machines and network virtual appliances are
of oaded toSirius.

Figure 9 shows our three experimental setups. On the left,
in a lab, we use a traf c generator that sends and receives
packets at hundreds of Gbps. We also mimic failures of the
ToR switches, links, and cards to evaluate our state replication.
Comparing with recent works [42, 47, 79, 94], two of the The othertwo setups usrius’s production deployment in

P4 pipelines in the DSC (thegress andEgress pipelines Azure_. Figure 9b measures the performance between virtual
at the bottom of Figure 7a) resemble recon gurable match Machines (VMs) and Figure 9c measures the performance of
tables (RMT) [42] except that the DSC also has pipeline-local N€tWork virtual appliances (NVAs) [13,18,33] when deployed
SRAM and not just stage-local SRAM. However, unlike RMT, ©N VMs. Here, we compare the default method that t'he public
all of the DSC pipelines can access shared DRAM through co-¢loud uses to process stateful NFs versus of oading those
herent caches. The DMA pipeling@¥-, Rx-, Sx-}DMA in Fig- NFs ontoSirius. In Elgure 9b,_ we of oad the oating NIC; of

ure 7a) are novel and are triggered by timers and doorbellsP0th the VMs ontirius. In Figure 9c, we of oad the oating
from a programmable scheduler. PANIC [79] addresses chain-N!CS of the middlebox VM ontirius.

ing of oads and is similar to the DSC which also uses spe- Stateful NFs: For the setup in Figure 9a, each card enforces
cialized of oads (for crypto, compression and others,®ée  alarge prioritized set of stateful ACLs. As shown in Table 4,
oads in Figure 7a). However, while the DSC chains of oads, each ACL rule is a conjunction of predicates on sets or ranges
of oads are not central to the use of DSC #irius. Flex- of source and destination addresses, ports and protocol. Rules
Core [94] discusses runtime re-programmability of switches; apply in priority order and may either accept or deny a con-
they add and remove P4 functions on an SN3000 [31] switch nection. Some rules are speci ¢ to individual VMs whereas
with minimal disruption to ongoing activity. We do not dis- others apply to all VMs in a vnet or subscription. Recall
cuss re-programmability of the DSC cards in this paper. from §2.1 that stateful rewalls maintain per- ow state of all
dRMT [47] pools all of the per-stage memory into shared ongoing connections so as to admit traf c in the reverse di-
memory that is accessible to any stage and uses a run-torection. As discussed in §83.3, the cards also encap and decap
completion model wherein a packet is fully handled at one the packets to intercede on traf ¢ transparently. For the VM-
processor (and not in a sequence of match-action stages as ito-VM setup in Figure 9b, VMs in the public cloud already
RMT). Our card offers larger shared DRAM instead. While it run many stateful NFs by default, for example, to virtualize
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(a) Testbed (b) VM to VM: Default vs. of oading toSirius (c) NVAs with fNICs of oaded toSirius

Figure 9: Evaluation setups. On the left is a testbed where we use iXIA breakingpoint [27] to generate traf c cf@@ops. The other two gures depict our
experiment setups in Azure. We deploy VMs of different sizes and compare the performance when the Azure-speci c stateful NFs are of dgidesl @ro
the right we measure the performance of network virtual appliances (such as the Palo Alto VM-series rewall) when using oating NICs that of Saisanto

Granularity of Total #Conjuncts (pre xes or ranges)

ACL sot H #Rules | g 1P| Dest.IP | Srcport | Dest port ponged betwegn the cards as discussed in §3.2. Each datapoint
TNIC lovel 02 | 5102 5102 T02T 1021 is a several minute experiment and the errorbars show the
Subnet level 26 1168 1168 141 141 range of measured values.

Subscription 8 394 394 57 57

Table 4: The ACLs for a stateful rewall deployed on the cards in Figure 9a; Since some stateful _N Fs are evaluated on every packet, we
note: some ACLs are unique per oating NIC whereas others are common rst measure the maximum number of packets per second

across all fNICs in a subnet or an entire subscription. (PPS) that our card can support by having the traf ¢ generator
conac send the smallest possible UDP packets at the highest possible
aoroe pe || Resource Capacly rate® Figure 10a shows that our card supports ds@vl
Mem. (GB) 8 | 16 | 32 | 64 | 128 | 256 packets per secorldTypical packets are larger, e.g., many
NIC Capacity (Gbps) 1 2 4 8 16 30

are MTU-sized, and so our card can process complex stateful
NFs at line-rate with a fair amount of headroom.
The end-to-end latency through the card6dB and150(B

their network [2, 10, 22] or to estimate traf c bills [5,9,20]. Packetsis 336 s and 314 s respectively.

In addition, we inserL000prioritized stateful ACLs on the We also vary the number of concurrent ows which in-
client VM: these ACLs are similar to those in the testbed Creases the state on the card and can make NF processing

experiment. For the middlebox experiment in Figure 9c, we More challenging. Figure 10a shows only a modest decrease

con gure each middlebox with the reference load speci ed N PPS up t®4M concurrent ows; state for these many ows
by the middlebox vendor. uses up most of the 32GB of DRAM on each card.

VMs: Wi | larl dLi b SK Finally, Figure 10a shows results for low power states of our
S Ve (E)\I/'a u?tedpopu ahr y-use T |bn|ux UWumlrJ] Uf/l?/lt card wherein we decrease the frequency of the MPU pipelines
various public clouds as shown in Table 5. We choose S from their baseline value df.5GHz. Observe that we achieve

with varying numbers of cores, _fromto 64 vcpus; the other 33% lower power draw with only 5% drop in PPS. Thus,
resources vary roughly proportionally as shown. dynamic power cycling appears viable.

Trafc: In Figure 9a, we generate UDP and TCP ows of Next, when new connections arrive (or old connections

dlffe_rent sizes at different rat_es N an open loop using asyn- nish) the state maintained in a stateful NF processor must
thetic traf ¢ gene_rator [271. Th|s_ appllance_ must be phys_|cally change. To measure the maximum number of new connections
connected to switches and so, in the pubhc_ cloud experlments,per second (CPS) that one card pair can support, we have the
we use VM-based traf ¢ generators. The Linux network stack ¢ - generator issue TCP connections in an open-loop with

]E:annothgenerate smgll TCP connections gt high ratesr,1 €910 payload Figure 10b shows the packet drop probability (y
ewer than50K zero-byte ows per core [82]. We use the 5, qq i i log scale) near our desired operating poiBivbf

TREX tool instead which, using DPDK, can generate TCP- CPS. Lower values to the right are better. Since SYN and FIN

like connections at much higher rates [37]. packets ping-pong between the cards, each card effectively
processes twice as many state changes. The remaining packets

6.2 Processing Stateful NFs iisirius of the connection, however, only go through the primary card.
Also, recall from 84 that only the ARM cores change state and

To sum, the experiment here will show that when supporting SyNs are reinjected into the MPUs after the ARM cores apply

arich set of stateful ACLs (Table 4) the programmable NIC the ruleset. Figure 10b shows that while 68V power state

used bySirius can support up t8M new TCP connections  has very little effect on CPS, the lowest power st&@N)

per second (Figure 10b) and ov&M UDP packets-per-  reduces the CPS to abaisM. We are not yet sure why and
second (Figure 10a). The latency to ping-pong state messages

between a card pair is less than 4@Figure 10c). 6Each packet i418B due to VXLAN tunneling with an interframe gap
: . of 12B and the ethernet preamble&8 [38]. Thus, on &00Gbps link, the
In more detall, F'lgure 10 shows the thruput and Iat'encEy generator issues roughly 90M packetss.
Wh_en the two cards in Figure 9a are set up as a state repllc:_:\tlng 7per previous calculation, this amounts to 60Gbps.
pair; that is, all state changes for SYNs and FINs are ping- 86 packets per connection: SYN, SYN-ACK, ACK, FIN, FIN-ACK, ACK

Table 5: The capacity of various resources for the SKUs used in Figure 9.
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(a) The packets-per-second through our card when mairfa)rFhe fraction of packets dropped when our card is suljeft.atency from sending a SYN to receiving a SYNACK
ing different numbers of concurrent ows. to open loop load, a line for each power state. and to ping-pong the SYN between cards.

Figure 10: Card measurements in the lab setup shown in Figure 9a: when applying per connection the thousands of stateful ACLs shown in Table 4, the gures
show the thruput in PPS, packet drop probability and latency at different card power levels.

are looking into this issue. Change ‘ HPloW | ot ples dlmp'jj;dCar " f:tce%‘gfy

For the CPS test above, Figure 10c measures the latency be-(a) Planned switchover 0 [ 0:00316% 0 [ 189ms
tween sending a TCP SYN and receiving a SYN-ACK and the (), "0RLS ine to 0 | 0:00929% | 0:0000227% |  5:75ms
latency portion that is attributed to ping-pong between cards.™ (c) CardT’s finks to 0 | 0:00835% | 0.0000201% | 5.01ms
The latency is at at lower CPS load but grows super-linearly 2ot ToRs are down

at higher demands likely due to queuing at the ARM cores Table 6: Testing state replication under different fault scenarios in Figure 9a
or at reinjection. We note that RPCs can achieve a smallerwith 3M new TCP ows/s. Note, recovery in milliseconds and the extremely
Iatency [70 84] by reusing connections and the Iatency heresmall fraction of packets that were dropped most of which are due to route

. . reconvergence at the ToR switches. The drops aBttes cards are all
is better than that measured at the three clouds in Figure 3b.packets that cannot be transmitted because the link to the next hop is down.

6.3 Stateful NFs under faults _ i :

Scenario (¢) mimics the failure @fard1. Here, the ToRs
For the setup in Figure 9a, we have the traf ¢ generator issue detectCard1 as being down and route all fNIC traf ¢ on the
small TCP ows open-loop at the rate 8W per second. The  backup BGP route t@ard2. Contemporaneouslgard2 rec-
ows are spread ovet6 oating NICs evenly allocated to the  ognizes the failing peer, promotes itself to be the primary, and
two Sirius cards. We examine the impact of three changes: noti es the Sirius controller asking for a new secondary card.
If card state was not replicated, half of all ongoing connec-
tions will receive RSTSs in this scenario. Table 6 shows that no
connections break. Instead, only a few packets are dropped
most of which are at the ToRs. A few ows retransmit SYNs
For each scenario, we conduct three different experimentsand FINS which may have been lost without completing the
each lastings0s and report average values. Each experiment pingpong in Figure 5 but none of the connections timeout.
comprises roughlg80M TCP connections antt08B packets.
Table 6 shows that none of the oyﬁrokeas in there were g4 \VM-to-VM: Of oading fNICs to  Sirius
no RSTs or connection time-outs in all three scenarios.

During planned switchover of load, as discussed in 83.2,Figure 11 shows the maximum connections per second
Card2 advertises itself as the new destination for all of the achieved between pairs of VMs for the scenario in Figure 9b.
oating NICs that were mapped t0ard1. During the ensuing  Recall from §6.1 that we use TREX, a DPDK based generator
route reconvergence, the ToR switches ded@0316%of on the VMs to create small TCP connections as many and
the packets and there are no drops at either of the cards. Aas quickly as possible. These VMs have the default stateful
na ve switchover would cause RSTs on half of the ongoing NFs from public cloud and we add rougHl900Orandomly
connections (all conns with state Gard1). generated stateful ACLs (see 86.1). The gure shows that

In scenario (b), whergoR1's links to both cards are down, most of the VM SKUs, when onboarded onSiius, are only
the net available network capacity in/out of the cards halves limited by the NIC capacity. That is, our tool makes as many
but the CPS remains unaffected because, as noted in §3.1connections as possible given the capacity limit of the NC.
Sirius retains large network capacity to the cards even when The gure shows that witlsirius, one VM pair can achieve
half of the connecting links fail. Table 6 shows that recovery 5 _
here is slower and there are more drops because more routes 10210062% and ©126% of the TCP ows respectively

. . packets per TCP connection each of whickhi8bytes after VxLan
must reconverge. The cards also see transient drops Wh'leencapsulation which translates1@65K CPS per Gbps of NIC capacity.
their paths move over ttoR2. NIC capacities of the VMs are as shown in Table 5.

(a) planned switchover fromard1 to Card2,
(b) links betweermoR1 and both cards go down and
(c) Cardl goes down.
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(a) Thruput achieved by iPerf with different numbers of TCP ows. The candle-
sticks show quartiles (bars) and the min and max values (whiskers) over many
pairs of VMs and minutes.

Figure 11: When the oating NIC of a VM is mapped onto ti®érius pool,
showing the maximum CPS achieved between pairs of VMs.

over1:5M connections per second. This value is below the
maximum value per card 3M CPS from Figure 10b due to
inef ciencies we believe in the code that steers fNIC traf ¢
in the Azure smartNIC [58]. The gure also shows the CPS
achieved using c5n series instances at EC2 using the same
tool, the same con guration and the same guest OS. The lower
CPS could be because EC2 emp|0y3 different stateful NFs at (b) RTT using ping, TCP connections on raw sockets and a DPDK app that

. . . bounces UDP packets. In the candlesticks, the bars correspond to quartiles and the
each VM* uses a different NF processing SyStem [6]1 app“es whiskers are the 10th and 90th percentiles. The triangle, square and circle above
explicit rate limits or some combination of all of the above. each bar show the 99th, 99.9th, and 99.99th percentile values respectively.
Comparing also with Figure 3a, we show that usSigus Figure 12: Copjpa_ring the datapath of AccelNet [58] with the disaggregated
a VM can achieve roughlg to 10 higher CPS. Further, ~Path througtSirius in Azure.
recall from §3.3 thasirius can split the load of a VM between

multiple cards and so even higher CPS may be achievable. establishes TCP connections on raw sockets. As the gure

shows, for such app&irius offers a better RTT than AccelNet

6.5 Measuring theSirius datapath in Azure because althougsirius may have a longer physical path, Ac-
- _ celNet takes much longer to process the stateful NFs for each
To compare the datapath offered by thieius fNICs with new TCP connection. A third set of applications, on the right

the default datapath in Azure, we randomly and repeatedlyin Figure 12b, achieve very small latency by bypassing both
deploy VMs and measure the latency and thruput on the two the kernel network stacks (using an optimized DPDK app that
datapaths. Each VM in this experiment is equipped with three \ye puilt) as well as the cloud’s stateful NFs (by using UDP
virtual NICs, one of which is used as the management inter-packets). As the gure shows, the typical latency for such
face and the other two are con gured to (&#gus or AccelNet apps isl5 s and50 s respectively on the AccelNet [58] and
(the default in Azure) [58] respectively. The results shown are sjriys datapaths. Note also the values on the tail. We conclude
over millions of packets and tens of unique VM pairs. that any additional latency due Sirius will only be visible

Figure 12a shows that the thruput achieved is nearly identi-to a small subset of applications and that for the vast majority
cal; with a small number of TCP ows, iPerf [26] can reach  of TCP-like traf ¢ Sirius represents a clear improvement.
the NIC capacity on both of the datapaffis.

Figure 12b shows the latency for three kinds of applications. . .
On the left are applications such as ping, teping and hping36-6  Of oading fNICs of middlebox NVAs
which use the traditional in-kernel network stack. Such apps
do not see any change in their RTT when usiius. Notice
that with Sirius the datapath between a VM pair traverses up
to two programmable NICs corresponding to the VMs’ oat-
ing NICs. However, any increase in the physical length of the
network path appears to be masked by the latency added b
the guest kernel network stacks. In the middle of Figure 12b
is the latency for the custom tool that we used in §2.3 which

For the experiment setup shown in Figure 9c, Figure 13 shows

the CPS achieved by traf ¢ through different middlebox VMs.

We generate results f@irius using32 core VMs as clients

and servers of the traf c and of oad the oating NIC of

the middlebox VM ontcsirius. For all of the public clouds,

Yve pick the best possible CPS numbers from datasheets re-

leased by the middlebox vendors [13,19, 34]. The gure

shows that usin@irius substantially improves the achievable
HAs noted in Table 5, the NIC capacity limits for th6 and64 core VMs throughput because the stateful network functions that cloud

that we used here are 8Gbps and 30Gbps respectively. providers apply by default on the middlebox VM are often
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of all ows, e.g., top-k by rate [41, 83, 85]. To compensate,
TEA [73] pairs To nos with memory on remote servers and
uses RPCs to access the remote state. When state is remote,
it is challenging to achieve high performance and reliability.
Also, To nos lack integrated general-purpose cores which
forces TEA to build, in P4, a new RPC and a new reliable
transport. WithSirius, each card has much larger memory. We
replicate state between NICs on nearby servers in one pool
and our general-purpose ARM cores simplify the logic. We
believe that pairing cards which have tightly-integrated MPUs
and ARM cores facilitates richer forms of disaggregation.
Figure 13: The CPS (# new connections per second) at which trafc can  Another alternative is to use custom FPGAs with large
bg sent throggh three different middlebox netvyork virtual appliances on memory (e.g., Xilinx and Altera). We are unaware of any
different public clouds and when onboarded o8idus.
works that match the performance and power draw of our
cards using FPGAs. We believe that (1) P4 programmable
MPUs are fundamentally more ef cient than FPGAs [43, 76,
77], and (2) carefully dividing work between MPUs and ARM
cores is key for high performance.

7 Related Work We discuss other related work in §C.

the limiting factor to middlebox performance.

The key focus ofirius is to disaggregate stateful network
functions onto pools of programmable NICs which tightly 8 Conclusion
integrate P4-programmable MPUs and general purpose ARM
cores with a large coherent memory system. Vgitius, we

show how to replicate connection state inline so that indi-
vidual card failure does not adversely impact ongoing con-
nections (83.2), discuss multiple design-points which split or
migrate the load of a VM across different NF processors (83.3)
and offer an implementation that achieves better performance

Stateful network functions are a key cog in today’s public
cloud architectures. We disaggregate their processing into
a shared pool. Doing so avoids paying for smart-NICs at
each server that are provisioned to support peak load, reduces
constraints in VM placement and increases performance on
the tail. Moreover, we attach this shared pool to the data-
over-cost than state-of-the-arF (84). o center network at the layer off which most packets bounce
We are unaware of any prior characterization of the NF i the c| OS and so the latency and bandwidth overhead
load at a large public cloud (§2.2). However, the case for dis-¢qm nackets taking a detour to the shared pool is small. We

aggregation based on NF load being skewed across VMs andyp,\, 3 novel and simple solution that replicates connection

decorrelated (that is, having smaller variance when conS|d—state between pairs of cards without buffering packets while

eredin aggregates such as at rack-level) is similar to the Case?eplicating state. We use NICs that have large memory, P4-

made to disaggregate other resources [59,66,74,78,89,91,96}grammable match-action pipelines and integrated general-
The state-of-the-art in processing stateful network func- purpose ARM cores. Our results from deployment at Azure

tions is either in vswitch software or on programmable FP- gow that network usage at VMs can reach NIC capacity

GAs that are directly connected to the host [6, 57, 58]. AN- gyen when complex stateful NFs are executed on each new
dromeda [52] processes NFs at dedicated software middle¢qnnection and every packet.

boxes but explicitly states that they do not support stateful
functions listing concerns such as ‘state loss during upgradeAcknowledgements: We heartily appreciate the efforts of
or failure’, ‘transferring state when of oading’ and ‘ensuring  several team members whose work was crucial for the Sirius
that ows are ‘sticky’ to the hoverboard that has the correct project including Aditya Baskar, Vivek Bhanu, Prachi Pravin
state’ [52]. We address some of these challenges in §3 and tdBhavsar, Weixi Chen, Nikita Dabir, Manasi Deval, Sumit
the best of our knowledge are the rst to disaggregate the rich Dhoble, Steve Espinosa, Osman Ertugay, Daniel Firestone,
class of stateful NFs listed in Table 1 and §2.1. Shashank Gupta, Arun Jeedigunta, Sarat Kamisetti, Sam Kim,
Of oading stateful network functions is non-trivial since  Guohan Lu, llias Marinos, Omar Mbarki, Kaixiang Miao,
a large amount of memory to maintain state must be accessiKevin Pacella, Tommaso Pimpo, Vikas Prabhakar, Pirabhu
ble at high speeds. SRAMs support switch linerates but areRaman, Rohit Kumar Sharma, Yusef Skinner, Gabriel Silva,
expensive and so we use a bag of NICs architecture withPrince Sunny, Hayden Udelson, Lihua Yuan, Zhenhua Yao,
memory coherence. Some prior works of oad speci ¢ state- Xinyan Zan, Yuanyuan Zhou and Qi Zhang. We also thank
ful NFs into programmable hardware [41, 83, 85]; however, the anonymous reviewers and our shepherd Aurojit Panda for
they use switches and can only of oad only a small subset feedback on the paper.
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B.1 Packing oating NICs into Sirius cards

[96] Yinggiang Zhang, Chaoyi Ruan, Cheng Li, Xinjun Yang,

Wei Cao, Feifei Li, Bo Wang, Jing Fang, Yuhui Wang, Table 7 shows the sizes of the oating NICs tisatus offers

Jingze Huo, and Chao Bi. Towards cost-effective and and the card capacity. 8irius appliance had2 cards. We
elastic cloud database deployment via memory disag_evaluate several vector bin packing heuristics [61, 86] to pack

gregation.Proc. VLDB Endow.2021.

A Discussion

A.1 Complications in failover

It is possible for the ToR switches (shown in green in Fig-
ure 4), which probe the cards for liveness, to reach different
liveness estimates for a card pair. That is, one of the switches
can conclude a card is down while the other switch concludes
otherwise. Similarly, even though we use multiple heartbeats
and there are multiple network paths between a card pair, it is
possible that so many consecutive heartbeats are lost allowing
one of the cards in a card pair to conclude that the peer is
down even though the peer is alive.split-brain happens

when different parts of the network assume that different cards
(in a card pair) are responsible for an fNIC. Recall that the
primary card announces a BGP route with a smaller AS path

fNICs ontoSirius cards. Our results in Figure 14 show that:

The optimal choice of a packing heuristic, in terms of
packing ef ciency, depends on the size distribution of
the fNICs and whether or not we split load of an fNIC
across multiple cards.

In some cases, such as when small fNICs dominate the
workload, any heuristic can achieve the average capacity
bound? which assumes that there are no card boundaries
and that all resources are in one large pool.

Splitting the load of an fNIC across cards substantially
improves ef ciency but also increases state that must
be maintained on cards since rulesets belonging to split
fNICs must now be deployed on multiple cards. The per
ow and per endpoint state substantially dominates the
ruleset size however. Nevertheless, we aim to split only
fNICs that have large resource needs.

which helps resolve some of these complications. In addition,

total capacity on

*?bound = mimesourceavg. FNIToad onr
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(a) Packing ef ciency when the fNICs listed in Table 7 (b) Comparing the packing ef ciency when the fNICs (c) The case of Figure 14b except with the load from
arrive as per the production distribution from §2.2. listed in Table 7 arrive with an equal probability. each fNIC split evenly across two cards.

Figure 14: Comparing different vector bin packing strategies when mapping oating NICs (granularity of resource allocation for network functions supported by
Sirius as listed in Table 7) to 8irius appliance with 12 cards.

Term . Resource Sizing
#New Flows (Mil- | # Concurrent | Throughput
lions Per Sec.) Flows (M) (Gbps)
FNI_XXS 0:05 1 5.0
FNI_XS 0:10 1 10.0
FNI_S 0:25 2 125
FNI_M 1:00 2 125
FNI_L 2:00 4 125
FNI_XL 3:00 16 50:0
Sirius card 3:00 | 16 | 2000

Table 7: The resource sizes, along multiple dimensions, $ivats associates
with different kinds of oating NICs. Cloud customers can choose which
oating NIC to associate with their VM.

(a) Temporal changes in NF load; showing the total load at three randomly
chosen nodes; note: y axes is in log scale.

B.2 Variation in the load for NFs at Azure

We analyze load variability across all containers in Azure
using the same dataset described in §2.2.

Figure 15a shows the temporal variation in the cumulative
NF load. The gure shows many short-lived spikes, some
of which are larger tha# ; note y axes is in log-scale. We
also see some innate variability in the steady-state load across
these nodes.

Figure 15b is a 2D matrix where each entry represents
the number of containers that have the corresponding (x, y)
value. The x axes is the average numbers of new ows in each (b) Clustering containers based on their average NF load and the coef cient of
minute. The y axes is the coef cient of variation in the same Vvariability (=stdev/ avg) of their NF load.
metric (=stdev./ avg.). Both axes are in log-scale. As well, the Figure 15: Additional characterization results from the dataset in §2.2.
number of containers which is shown as a heat plot on the
right is also in log scale. The gure shows that most of the
containers have betwedr to 1000new ows per minute
and the coef cient of variation is typically betwe@nl and1l.
While the variability is high for many containers, containers
with more average load appear to only have slightly higher
variability and there are no unexpected patterns.

ment from the backup. Our method is also different from
Paxos-like protocols [46, 48,50, 81] where replicas rst agree
on an order in which to process requests and then process
the requests. The key difference is that both alternatives hold
requests while replication is underway. In the case of stateful
NFs, requests are packets that change state and so holding re-
guests at speeds of hundreds of Gbps will require a very large
C Additional Related Work packet buffer. To our knowledge, we are unaware of any prior
work that ping-pong’s packets between replicas which effec-
State replication for fault tolerance has received much atten-tively holds the requests on the network wire. Redplane [72]
tion; see [53, 64] for a review. Our method in 83.2 is different replicates the state between programmable switches and a
from the primary-backup style replication [44,51] wherein server-based remote state store but must cope in P4 with route
the primary processes requests, forwards state changes to thehanges that happen between the switches and the server-
backup and emits responses after receiving an acknowledgebased store. Our method is simpler and more performant.
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For the case of moving state on-the- y between multiple
NF processors, OpenNF [60] is perhaps the rstto describe
in detail the multiple issues that arise. Their solution how-
ever buffers all the packets that arrive while the state is being
moved at an SDN controller (e.g., Floodlight [16]) which
becomes a scaling bottleneck. OpenNF [60] reports results
for O(100) ows (e.g., aloss-free move involving state for
500 ows takes only215ms ) whereas each fNIC iSirius
can have many millions of ongoing ows. Similar to Red-
Plane [72], StatelessNF [69] and [71] store relevant NF state
in an external state store (e.g., in a RAMCloud [69]). As
noted above, relative t®irius (which stores state in a nearby
secondary card), we believe that storing state in an external
state store has higher intrinsic overheads.
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