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If history is any guide, the ongoing attempts in 2012 to improve American cyberse-
curity through legislation will continue the practice of “admiring the problem” but 
not provide significant or lasting cybersecurity improvements for the nation. Many 
of the Internet security concerns first discussed in the mid-1990s still exist today, 
and the assorted recommendations to remedy them have not changed much, either. 
What has changed, however, is the importance of the Internet to contemporary 
society and the increased risks we face as a result of failing to learn from history in 
our attempts to address the problem of securing America’s cyberspace.

For example, in 1996, just before the “Dot-Com Revolution,” the Senate Permanent 
Subcommittee on Investigations conducted a survey of Fortune 1000 companies 
to explore the then-emerging concerns of Internet security and its importance to 
the country. In 1997, the “Manhattan Cyber Project” again examined these issues 
and developed additional recommendations regarding computer and networked 
systems security. That same year, the report of the Presidential Commission 
on Critical Infrastructure Protection (PCCIP) echoed those prior findings and 
offered its own recommendations from a national security perspective. After 9/11, 
the “National Strategy to Secure Cyberspace” (2003), the President’s Information 
Technology Advisory Committee’s cybersecurity report (2005), the “Compre-
hensive National Cybersecurity Initiative” (2008), the Center for Strategic and 
International Studies’ “Securing Cyberspace for the 44th Presidency” (2008), and 
the “White House Cybersecurity Policy Review” (2009) all offered similar recom-
mendations, as have numerous other proposals, reports, analyses, task forces, and 
pundits over the years. Among the most prominent and oft-repeated recommen-
dations include the sharing of cybersecurity information, fostering closer coop-
eration between government and commercial firms on cybersecurity activities 
(“public-private partnerships”), funding new cybersecurity research, acknowledg-
ing an ever-changing threat landscape, respecting privacy and civil liberties, and 
developing a public education campaign about cybersecurity.

Unfortunately, technology changes and time passes, but people remain the same. 
Longtime cybersecurity professionals, myself included, are frustrated that such 
ideas, when dusted off and reiterated anew, are greeted warmly by Washington 
policymakers, who typically end up proposing the same solutions again while hop-
ing for a different outcome [1]. (Einstein had a term for this behavior.) Therefore, I 
offer three new recommendations to counter this trend and, perhaps, lead to mean-
ingful discussions about actually improving American cybersecurity:
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First, we must realize that many, but certainly not all, of our cybersecurity 
problems are self-inflicted. Although we are enamored by the promise and allure 
of new computing technologies and services, in our rush to embrace these innova-
tions we often overlook their potential risks to our well-being and ability to remain 
resilient in the face of adversity. For example, much has been said over the past 
fifteen years about protecting our national critical infrastructures as they became 
more interconnected—and as we became more dependent upon them. However, a 
fundamental problem remains: if, as a nation, we consider something to be a criti-
cal national resource whose disruption by a cyber-attack might endanger public 
safety and security, effectively securing it requires more than a new National 
Strategy, greater numbers of cybersecurity professionals, or more technological 
countermeasures. It necessitates spending the time and resources to “raise the 
bar” at a fundamental technical and operational level to make things more difficult 
for adversaries or accidents to cause us problems in the first place. Admittedly, 
this may incur significant upfront costs for critical infrastructure providers to 
implement but will likely provide them a higher degree of operational resilience, 
assurance, and cost savings over the long term. The “Build Security In” initiative of 
the Department of Homeland Security (DHS) represents such an approach toward 
software development; however, the same concepts also are applicable to new 
hardware systems and entire technology infrastructures.

Being truthful with ourselves also means that we acknowledge facts that make 
us uncomfortable regarding our cybersecurity activities and reviewing where 
we have gone wrong, both in practice and policy. We are barraged constantly 
with warnings about the dangers (both real and perceived) that Internet-based 
hackers, terrorists, foreign agents, or criminals pose to the security of our water 
treatment facilities, power grids, and other national critical infrastructures so 
vital to society, but we continue to connect them to the public Internet where such 
adversaries lurk—and then wonder why incidents happen. Evidently, such pre-
ventable vulnerabilities exist in our critical infrastructures: a March 2012 White 
House-sponsored cybersecurity exercise centered around an incident triggered by 
a hacker gaining access to New York’s power grid systems from the public Internet 
using an email attack known as “phishing” [2, 3]. Yet none of the current legislative 
initiatives to improve American cybersecurity proposes that these critical systems 
be removed from the public Internet—an action that would reduce the number of 
Internet-based attacks on those systems, if not eliminate the danger entirely. In 
other words, our own behavior makes it easy for costly, and in many cases prevent-
able, cybersecurity problems to occur.

Second, our national dialogue about cybersecurity must transcend sensa-
tionalism and special interests. Apocalyptic and overused terms like “Digital 
Pearl Harbor” and “Cyber Katrina” or “Cyber 9/11” must be eliminated from the 
national lexicon in order to allow rationality and facts to form the basis of proac-
tive public discourse about cybersecurity instead of the reactionary fear-based 
perceptions implied by the use of such phrases. National cybersecurity policy 
discussions must include experts from across the spectrum of Internet users and 
the cybersecurity community instead of drawing on the same people represent-
ing the same organizations who recite the same talking points as they have over 
the past fifteen years—including those who stand to profit by providing solutions 
to persistent and unresolved cybersecurity problems [4], whose unrelated legisla-
tive concerns might disrupt normal cybersecurity activities and routine Internet 
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operations [5], threaten constitutional liberties [6], or override existing legal 
protections [7, 8].

Information is crucial to establishing a common understanding and for conduct-
ing objective analysis of problems. Therefore, since many cybersecurity concerns 
are shared by government, business, and individual users alike, minimizing the 
amount of cybersecurity information that is classified, instead of increasing 
the number of people granted access to the allure of secret information (much of 
which is needlessly made secret to begin with), will assist this process of public 
understanding and is something that even former CIA and NSA Director Michael 
Hayden agrees with [9]. An expanded public understanding of our cybersecurity 
situation can indirectly, if not also more objectively, inform national lawmakers 
about the current state of cybersecurity when deliberating far-reaching national 
policies related to it. These simple actions will help ensure that cybersecurity 
policy discussions are based on the professional knowledge of those most closely 
working in the field and not exclusively on apocalyptic speculation, special-inter-
est posturing, or information that cannot be analyzed or disputed independently 
and publicly.

Finally, and perhaps most important, there must be meaningful accountability 
for cybersecurity. Inculcating and sustaining a national and deep-seated com-
mitment to cybersecurity success has become marginalized by the all-too-human 
tendency to cut corners for the sake of convenience. Although many of America’s 
cybersecurity problems are self-inflicted, there are few real consequences faced by 
those responsible beyond short-term financial costs and adverse publicity. Absent 
meaningful consequences for cybersecurity failures, there is little incentive to 
overcome the inertia of the problematic status quo.

In terms of accountability, commercial and government organizations would not 
integrate emerging technologies [10] into their computing environments without 
first considering the risks and their ability to function should those resources 
become denied, disrupted, or degraded through intentional or unintentional inci-
dents. This commits them either to forgo such innovations or spend the requisite 
resources to ensure that the security and availability of critical infrastructures 
and citizen data over the long term are not sacrificed in the name of enticing cost 
savings or operator convenience in the near term. Thus, “accountability” need not 
be externally applied but can emerge through voluntary internal process improve-
ments—which may or may not involve new expenditures or dramatic changes to 
daily operations. However, when likely preventable cybersecurity incidents do 
occur, meaningful external accountability and consequences must be brought to 
bear upon organizations failing to implement effective cybersecurity practices that 
would have prevented the incident [11]. Instead, new legislative proposals purport-
ing to improve cybersecurity offer broad indemnification to companies, which 
allows them to escape responsibility for their actions—or lack thereof—when 
cybersecurity problems occur [12]. Accordingly, implementing accountability for 
cybersecurity must also extend to policymakers and regulators for their roles in 
developing the laws and oversight mechanisms that create or perpetuate such 
problems, and for creating bureaucratic situations that preclude effective, long-
term national leadership on cybersecurity matters.

New laws alone will not solve America’s cybersecurity problems. Successfully 
managing America’s cyber risks depends on our ability to be honest with ourselves 
and having the courage to act from a position of fact and objective, rational knowl-
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edge while accepting responsibility for our actions. Only then will we be able to 
achieve greater effectiveness and long-term sustainability in our national cyber-
security posture, practices, and policies. To do otherwise will demonstrate that 
we have not learned from history and will perpetuate the problematic situation 
witnessed today.
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