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In contrast to extensive research on client-side smart
home security, the security of the cloud servers that control
these client-side devices has received less attention from researchers. This is particularly concerning—e.g., recent work
shows that if an attacker can control enough high-wattage IoT
devices, the attacker can cause power grid failures [4]. Implementing attacks at scale by compromising individual smart
home devices is not straightforward due to the sheer number
of devices that must be hacked. Thus, compromising cloud
servers can be a more practical approach. In fact, the year
of 2018, alone, has seen a huge number of compromises to
cloud servers, including those operated by many well-known
companies (e.g., Facebook [3], Sony [7], Target [5] etc.)
In addition to large-scale attacks on physical infrastructures, there are other concerns with trusting the cloud: (1)
Privacy: Smart home devices collect a great deal of information about users [6]. Private data can be leaked if a cloud
server is compromised. (2) Traffic Analysis: It may be possible to learn information by observing traffic patterns [1]. For
example, such an analysis could reveal that when the thermostat’s mode transitions (e.g., from Home to Away), it always
sends a packet of a specific length [2]. By watching traffic,
attackers could discover whether people are home.
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Figure 1: System Overview
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Our Approach: F IDELIUS Motivated by these security
and privacy concerns, this paper presents F IDELIUS. F I DELIUS provides consistency and security to smart home
devices even in the presence of compromised servers in realistic smart home environments that include the presence of
intermittent network accesses. Figure 1 presents an overview
of the F IDELIUS system. A F IDELIUS deployment consists of
(1) an untrusted cloud-based server that provides connectivity
between clients, (2) any number of clients that are smart home
devices, and (3) any number of clients that are smartphone
apps. Our server implementation is architected as a FastCGI
server that communicates with the Apache Web Server. We focus our work on providing a secure key-value storage system
targeted at IoT applications. While existing systems use adhoc protocols for communicating data, the standard key-value
abstraction is powerful enough to subsume a wide-range of
adhoc protocols. We do not impose special requirements on
server hardware; instead, the F IDELIUS enforcement runs on
each client device. Clients communicate with the server; in
the absence of Internet connectivity, they can also communicate with each other locally to maintain functionality. This
design is well matched for the smart-home environment where
devices are mutually connected in a local home network.
Our work makes the following contributions:1
• Secure Transactional Key-Value Store: It presents a keyvalue store that provides strong security and privacy guarantees even if the server is malicious.
• Local Control: It presents an algorithm supporting local
control of smart home devices when connectivity is lost.
• Transactional Programming Model: It presents developers with a transactional model to abstract consistency and
availability tradeoffs that arise from network partitions.
• Evaluation: Compared to Particle.io, F IDELIUS reduces
more than 50% of the data communication time and increases battery lifetime by 2×. Compared to PyORAM,
F IDELIUS has 4-7× faster access times with 25-43× less
data transferred.
1 F IDELIUS

is released at http://plrg.ics.uci.edu/fidelius/.
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