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Abstract
The increase in privacy concerns among the users has led to
edge based analytics applications such as federated learning
which trains machine learning models in an iterative and collaborative fashion on the edge devices without sending the
raw private data to the central cloud. In this paper, we propose a system for enabling iterative collaborative processing
(ICP) in resource constrained edge environments. We first
identify the unique systems challenges posed by ICP, which
are not addressed by the existing distributed machine learning
frameworks such as the parameter server. We then propose the
system components necessary for ICP to work well in highly
distributed edge environments. Based on this, we propose a
system design for enabling such applications over the edge.
We show the benefits of our proposed system components
with a preliminary evaluation.
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Introduction

Current Trends: In the past few years, there has been a proliferation of edge devices such as mobile phones, laptops, IoT
sensors [9]. To perform any kind of analytics over the data
generated on these edge devices, organizations typically need
to bring in all the data into a central data center. Once the
data is brought in one place, the organizations can perform a
variety of analytics such as traditional SQL-based analytics,
machine learning based model training and inference, and
graph analytics. The large amount of data transfer from the
edge devices to the central cloud leads to high data transfer cost and is often unacceptable [32]. This issue has been
addressed in a number of geo-distributed analytics (GDA)
systems [19, 21, 24]. However, since the actual data is transferred from the edge devices to the data center, the privacy
of the user is violated in these GDA systems. The users may
not always want to share sensitive data. Sending anonymized
data from the edge device to the data center ensures the user
privacy but this may not work in all cases. Hence, there is a
need for approaches which enable analytics without transferring the raw data out of the edge devices. In this paper, we
present a system for iterative collaborative processing (ICP)
in a resource constrained edge environment with a focus on
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contributions

machine learning applications. The edge devices collaborate
to complete the model training in multiple iterations. Example applications include distributed machine learning [27],
federated learning [30] and federated multi-task learning [35].
The techniques proposed in this paper can be extended to
other applications such as distributed graph analytics [22].
Challenges in Resource Constrained Edge Environments:
Most of the existing approaches consider intra-DC environment where the resources are typically sufficient, homogeneous and the variation in resource availability is low [7, 27].
Recent approaches [19, 21, 24] have considered network and
compute heterogeneity in geo-distributed inter-DC environments. But in edge environments, the resource availability
has much more dynamism and constraints which introduces
new challenges. The edge devices are constrained in terms of
storage (disk space), compute (CPU, RAM), network bandwidth (3G, 4G, LTE) and battery power. Additionally, the
devices are highly unreliable due to various reasons. For instance, the resource utilization may suddenly change due to
user intervention or the device may go offline due to loss of
network connectivity. Moreover, the user privacy needs to be
ensured in edge environments. These challenges require us
to specifically design systems for resource constrained edge
environments.
Research Contributions: In this paper, we identify the
unique challenges in performing ICP over the edge as compared to the data center environment. We propose the system
components necessary for handling the dynamism and heterogeneity in resource availability. Specifically, these components adaptively tune the amount of computation by proactively monitoring the system resources and by balancing the
computation load among the edge devices to run tasks efficiently in a fault tolerant manner even in the case of failures.
We also present a prototype implementation and show the benefits of our proposed techniques with a preliminary evaluation.
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Related Work and Challenges

Distributed Machine Learning Systems: There are a number of distributed machine learning systems for data center environments [7,13,14,26,27]. Parameter server framework [27]
is the most popular approach for large scale distributed machine learning in data centers. It allows a large number of

workers to jointly build a global model by updating the shared
parameters in the parameter server. It is mainly designed
for homogeneous environments where there isn’t much compute and network heterogeneity. It provides fault tolerance
on the server side by replicating the parameters across multiple machines and on the worker side by replacing a dropped
out worker or a straggler with another worker. The replication strategy is not feasible in edge environments where the
resources are constrained and replication would waste critical resources which can be utilized elsewhere. Replacing
the dropped out device with another device is also not trivial in edge environments where the raw data exists only on
its source device as compared to the data center environment where the data is persisted outside the worker. Hence,
parameter server framework cannot work out-of-the-box in
edge environments. To mitigate the above mentioned dropout
and straggler issues, we propose task migration and load balancing techniques based on proactive monitoring of system
resources.
Geo-Distributed Analytics Systems: Recently, there has
been a growing interest in geo-distributed data analytics
where the data remains at the geographically distributed data
centers and the query is executed in a geo-distributed manner [21,24,32]. These systems consider compute and network
heterogeneity but do not consider machine learning workloads and instead focus on map-reduce or SQL workloads.
Gaia [19] is a recent geo-distributed machine learning system which addresses the network bandwidth scarcity and
heterogeneity by aggregating insignificant updates of a parameter and communicating it to other data centers only when
the aggregated updates are significant enough. It utilizes the
parameter server framework which is not suitable for edge
environments as discussed above. The solutions proposed for
handling compute and network heterogeneity in these systems
do not incorporate the drastic variation in resource availability
over time as is the case in edge environments. In our work,
we propose adaptive tuning of the amount of computations
based on the current resource availability to handle the drastic
variation in resource availability over time.
Federated Machine Learning: Federated learning [1] is an
emerging machine learning paradigm which enables the edge
devices to collaboratively learn a global shared prediction
model while keeping all the training data on device, decoupling the ability to do machine learning from the need to
store the data in the central data center. Example applications
include next-word prediction and search query suggestions in
smartphone keyboards [17, 37], human activity recognition
using mobile phones [8] and predicting health events such
as heart attack risk using wearable devices [31]. TensorFlow
Federated [6] has been recently released for supporting such
applications.
Federated multi-task learning [35] is another emerging
paradigm which builds separate but related models for each of
the edge devices instead of building a single global shared pre-

diction model for all the devices. MOCHA [35] is a recently
proposed federated multi-task learning framework which focuses on the algorithmic aspects of ensuring model convergence in a heterogeneous network by tolerating variable
amount of computations on different devices. FedProx [33] is
yet another federated learning framework for tackling the statistical heterogeneity in the data generated at the edge devices.
It takes a simplistic approach of selecting a subset of available
devices and uses the updates from this subset to build a global
model. None of the above mentioned frameworks focus on
when and how to enable the variable amount of computations
on different devices. Additionally, they do not ensure model
convergence in the cases when the device dropout rate is high.
In our work, we propose system techniques for when and
how to enable the variable amount of computations on edge
devices and also address high drop out rate via task migration
and load balancing strategies.
Google [3] has recently built a TensorFlow based system
for Federated learning [11]. Their system makes many simplistic assumptions about the edge environment. Only those
mobile devices which are idle, charging, and connected to
WiFi, are selected for performing federated computations. The
computations are aborted if any of these conditions change.
Stragglers are simply ignored by the system. An iteration is
considered complete if sufficient number of devices report
back within the deadline. These assumptions fail to work in
case of federated multi-task learning where each device has a
separate model to train. In our work, we take an orthogonal
approach to solve the dynamic resource availability, fault tolerance and straggler issues, and propose system techniques
which also work for federated multi-task learning type of
applications.
Machine Learning Inference at the Edge: Performing machine learning inference at the edge devices in collaboration
with the edge and cloud servers is a very popular area of
research [16, 20, 23, 25]. Machine learning inference is not
iterative in general i.e. it does not require multiple rounds
of communication between the server and the edge devices.
Hence, the challenges in machine learning inference in resource constraint edge environments are different than those
in iterative collaborative processing such as model training.
As an example, the fault tolerance and device dropout issues
discussed above are not relevant for inference. In our work,
we focus on iterative collaborative processing over the edge.

3 Our Proposal
3.1 System Model
Our system considers a star topology similar to other systems
mentioned in §2. As shown in Fig. 1, there is a central controller (can be an edge cloudlet or a cloud server) coordinating
with all the user edge devices. These devices collaborate in
two ways: via the central controller as well as directly in a
peer-to-peer fashion. Note that the data is present at the user
edge devices and it is not shared with the central controller to

Figure 1: System Model: Star topology with a central controller coordinating with all the user edge devices.
ensure user privacy.
Iterative Collaborative Processing (ICP): ICP involves performing a set of computations in multiple iterations. Model
training task in machine learning is one such example. The
computations start with the central controller communicating the initial values of the model parameters to all the edge
devices. Each device updates the model parameters using its
local dataset and sends it to the central controller. The central controller then updates the model parameters using the
individual model parameters from all the devices1 and sends
back the updated model parameters to the devices for next
iteration. Further iterations happen until the model parameters
has converged. Every iteration has a deadline within which
all the devices must send back their updates. Any updates
received after the deadline are simply ignored.

3.2

Proactive Monitoring and Prediction

As discussed in §2, the high variations in resource availability
over time in edge environments, warrants the need for proactive monitoring of the system resources so that the system can
quickly react to any changes in the resource availability. To
this end, we propose resource monitors to be added as system
components in edge-based systems for ICP. More specifically,
we propose a compute monitor for monitoring the compute
(CPU, GPU, FPGA) utilization, a battery monitor for monitoring the current battery level and battery drain rate, a network
monitor for monitoring the uplink and downlink bandwidth
and a storage monitor for monitoring the available persistent
storage. We argue that the overhead of running all the monitors on the device is negligible since devices like laptops,
mobile phones etc. already have them running as part of the
background processes.
In addition to proactive monitoring, we also propose predicting the resource availability at any point in time by analyzing the resource utilization pattern of the edge devices.
We argue that many of the edge devices will have resource
utilization pattern based on the device’s usage and device’s
location throughout the day. Prior work [36, 40] has shown
that the application usage on mobile devices indeed exhibits
temporal patterns. A possible approach is to find such patterns in the device’s resource consumption by periodically
logging the resource consumption statistics and then building

a prediction model using the collected time series data with
the help of existing learning methods [12, 18]. Additionally,
there is some work in modeling and predicting the mobile devices application usage [28, 34, 38, 39]. These works consider
various factors such as the user’s application usage characteristics, the temporal context of application usage, point of
location of device etc. for predicting the next application to
be used by the user. Some of these techniques can be extended to incorporate the resource consumption statistics logs
to predict the resource utilization in the near future. This will
help the system react more intelligently to varying resource
availability over time. We employ this proactive monitoring
and prediction for adaptive tuning, task migration and load
balancing as discussed next.

3.3

Adaptive Tuning

In order to make sure that every edge device finishes the
model update within the deadline stipulated by the controller,
we propose adaptively tuning the update computations based
on the information received from the resource monitors. A
single iteration2 at the edge device for model update typically involves iterating through all the data points in the local
dataset. Therefore, based on the resource availability, we can
choose a subset of data points to iterate through, in the local
dataset. The percentage of data points selected for performing
the model update will affect the update quality3 . Fig. 2 shows
the impact of varying percentage of data points selected in every iteration on the update quality for an example application.
Higher the percentage, higher the quality of the model. Therefore, the system must choose the maximum percentage of data
points which can be processed within the stipulated deadline,
considering the constraints on the available resources.
Resource-Computation Profile: Deciding the percentage of
data points based on the resource availability requires building a resource-computation profile which can estimate the
amount of computations that can be performed within the
deadline based on the resource availability. This profile can
be built by varying the system load by running various types
of applications and identifying the amount of computations
which the device was able to perform within a particular time
period for various levels of system load. This only needs to
be done once unless the system hardware, OS or training
algorithm changes in which case the profile can be rebuilt.
As part of our initial experiments, we evaluated a simpler
approach to schedule variable amounts of computations in
order to meet the deadline. In this approach, during execution,
our compute monitor measures the amount of time a device
takes to process a small subset of the points and uses that to
estimate the subset of points which can be processed within
a deadline. This is done periodically to handle the scenarios where the system load changes during the execution. As
shown in §5, the device is able to meet the deadline fairly
2 This

1 Actual

update rule depends on the specific algorithm or application.

is the iteration with respect to the controller.

3 By quality, we refer to the rate of convergence of the model loss function.
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Figure 2: Effect of the number of computations on the rate
of convergence of the loss function: Higher the number of
points processed per iteration, faster the convergence.
Figure 3: DeCaf Architecture
well even with this simple approach.
Additionally, there are two time horizons which we need to
consider while tuning: the amount of computations which can
be performed in the next iteration and the amount of computations which can be performed in the entire training period.
Both are highly correlated. Choosing a higher amount of computations for the next iteration may lead to high resource
consumption (such as battery power). Hence, the amount of
computations needs to be tuned such that the device’s overall resource consumption is not too high until the end of the
training period.

on the other device4 . Losing few iterations during migration
is acceptable as long as the number of missed iterations is not
high. Also, the local dataset is going to be small in general
and if the trusted device set is in the same local network, then
the total migration time is going to be small.
In addition to task migration, we also propose load balancing which involves migrating a task from a device with high
resource utilization to another device in the trusted device set
with low resource utilization. This will ensure that no device
is over-utilized and the overall quality of the trained model(s)
is improved.

3.4
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Fault Tolerance and Load Balancing

As discussed in §3.3, the amount of computations performed
in one iteration affects the update quality. Therefore, the system should not reduce the amount of computations below a
certain threshold. If the resource availability is too low, then
the system will not be able to perform the minimum amount
of computations. In such a case, we propose migrating the
task to another edge device. But since the data also needs
to be moved to another device, we introduce the concept of
trusted device set so as to ensure the user privacy which is
one of the primary reasons for edge-based ICP.
Trusted Device Set: Every device will have a set of devices
whom it trusts and to whom it can migrate the task to, if
required. We argue that this is a fair assumption since in today’s time, each person owns multiple digital devices (mobile
phone, laptop, tablet, desktop etc.) [5] and it is possible to
have devices belonging to people in the same organization,
family, social circle etc in the same trusted device set.
Whenever any device encounters that it is not possible
for it to perform the minimum amount of computations, it
will send a migration request to all the devices in its trusted
device set. The prospective devices will reply back if they are
willing to accept another task along with their most recent
resource availability information. Then the constrained device
can choose a device from the candidate devices and migrate
the task with its most recent model parameters and its local
dataset. The constrained device can choose a device with the
minimum migration time and the minimum increase in load

Implementation

We built a prototype called DeCaf which incorporates the proposed techniques in §3. Fig. 3 shows its various components.
DeCaf has two main modules:
• DeCaf Controller: The controller module runs on the central server and coordinates with all the workers (running
on edge devices). It has a request handler for handling all
the requests from the worker and passing on the received
parameters from the workers to the iteration manager. The
iteration manager updates the model parameters at the end
of every iteration. The updated parameters are sent to the
workers via the request handler.
• DeCaf Worker: The worker module runs on the edge
device. The compute monitor monitors the compute resources5 . The iteration manager in the worker module
fetches the updated parameters from the controller. It also
tunes the amount of computations to the current available
resources information fetched from the resource monitors.
Migration manager implements the fault tolerance and load
balancing strategies.
All the communication between the worker and the controller
is initiated by the worker and happens over sockets. The architecture can be easily extended to use message queues like
RabbitMQ [4] or Kafka [2] for the communication mechanism.
4 This

is just one policy. Other policies can also be considered.
other monitors is a work-in-progress.

5 Implementing

Figure 4: Adaptive Tuning: The system tunes the amount of
computations performed per iteration based on the resource
availability to meet the deadline.

Figure 5: Fault Tolerance: If the compute resources becomes too constrained, the system migrates the task to another
worker which has low compute load.
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tifies the need to migrate the task from the highly resource
constrained worker to a less utilized worker so as to ensure the
minimum number of computations performed per iteration.
In Fig. 5, we can see that when the number of computations
per iteration goes below a user-defined threshold (30% of
the default in this case), the migration manager identifies the
need to migrate the task to another trusted worker. Using the
mechanism explained in §3.4, the migration manager chooses
a trusted worker and migrates the task to this trusted worker.
After migration, the task resumes performing computations
(in this case, equal to the default number of computations) on
the trusted worker. Note that the task missed a couple of iterations during migration and hence, the number of computations
for those iterations are shown as zero in the figure.

Evaluation

We show a preliminary evaluation of the proposed techniques
in this section. We run DeCaf in an edge environment consisting of 2.9 GHz Intel Core i5 MacBook Pro as the worker
nodes. The workers communicate with a remote central controller running on a Intel(R) Xeon(R) CPU E5-2620 v3 @
2.40GHz machine. We use MOCHA [35] for implementing
Support Vector Machines as our test application.
Adaptive Tuning: We show how the iteration manager tunes
the number of computations performed per iteration based on
the current resource availability so as to meet the deadline set
by the central controller. We disable the migration manager
to independently evaluate the performance of adaptive tuning.
We vary the compute load on the worker node and show the
number of computations performed per iteration. In Fig. 4,
we can see that the number of computations performed per
iteration is high when the compute load is low. Similarly, the
number of computations is low when the compute load is high.
In all cases, the iteration manager chooses the minimum of
the default number of computations and the estimated number
of computations possible within the deadline. An important
point to note here is that at higher compute load, the iteration
manager has to tune the number of computations by a relatively larger amount as compared to the lower compute load
scenario. This is because at higher compute load, the worker
has relatively more number of processes competing for the
limited compute resources.
Fault Tolerance: We show how the migration manager iden-
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Conclusion

User privacy has been an important aspect while designing
any software system in recent times. In this paper, we explored the challenges associated with systems for iterative
collaborative processing (ICP) in a dynamic edge environment and presented system components to tackle them. The
proposed components adaptively tune the amount of computations by proactively monitoring the system resources and
by balancing the computation load among the edge devices
to run tasks efficiently in a fault tolerant manner. We focused
on machine learning applications but the proposed techniques
can be extended to handle any ICP based application. We
believe that a substantial amount of additional research work
is required for implementing ICP in edge-based systems.
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Discussion

Our work on DeCaf is a preliminary attempt on tackling the
challenges in ICP in heterogeneous edge environment. There
are several open and possibly undiscovered challenges. We
discuss some of these in this section.
Network Heterogeneity: A thorough evaluation is necessary
to analyze the impact of network variability as it involves
various factors like latency, bandwidth and network availability especially in WAN environment. Additionally, we have
to take into consideration the model size along with the network heterogeneity. For instance, the size of the parameters
being exchanged can range from KBs to GBs and as a result,
the time taken to transfer over the variable bandwidth link
will impact the amount of computation that can be performed
within the deadline.
System Topology: In addition to the star topology considered
in this work, some of the recent works [10] also consider a
fully decentralized peer-to-peer topology for federated learning where each node exchanges the parameters from its neighbors and transmits the updated weight for next iteration. Here,
each node has a dual responsibility of being an edge node
as well as a controller. As a result, each node has to potentially cater to different deadlines set by different neighboring
nodes. Satisfying these different requirements concurrently is
a challenge which needs to be further explored.
Other Applications for ICP: In this work, we focused primarily on federated machine learning. Distributed graph analytics is another application domain which fits in ICP. The
existing work in distributed graph analytics is mostly aimed
at single data center environment [15, 29] or geo-distributed
data center environments [22]. The techniques proposed in
this paper are general and not specific to machine learning but
further research is required to identify the unique challenges
posed by graph analytics in an edge environment.
Resource Prediction: The prior techniques [38, 39] on predicting the application usage in edge devices requires aggregating logs from all the edge devices to a central location
and then building a prediction model using the collected data.
This also raises privacy concerns which is the motivation for
ICP in edge environment. Hence, these techniques need to be
modified to ensure privacy before they can be used to predict
the resource availability in edge devices.
Fault Tolerance: The central controller approach is not scalable in a geo-distributed environment since it might become
a point of contention. Hence, enabling fault tolerance at the
controller level is a separate challenge. One possibility is to
consider an intermediate layer of secondary controllers with
each secondary controller aggregating updates from a group
of edge devices and then sending the aggregated update to
the central controller. Similar design is discussed in Google’s
federated learning system [11].
For the edge devices, the proposed fault tolerance mechanism aims to identify scenarios where a device is not able
to perform the minimum amount of computations required

for maintaining model quality. It is also helpful in scenarios
where the system is able to predict drop out events of a device
such as very low battery, loss of network connectivity or surge
in resource consumption. We note that this mechanism will
not be able to handle scenarios where the device drops out
unexpectedly due to reasons such as unexpected shutdown of
devices or manual interference of a user etc. Further research
is required to handle such scenarios.
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