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Abstract

The running of applications in containers has emerged as
a popular trend in the industry. The cold start of a container
involves a sequential time-consuming process of image down-
loading and image unpacking. The high cold-start latency
significantly prolongs the startup time of containerized appli-
cations and could potentially violate responsiveness SLAs in
serverless computing or during service automatic scaling to
handle burst requests. To accelerate container startup, state-of-
the-art systems pull the container image on demand. Unfortu-
nately, they suffer from userspace I/O interposition overhead,
maintainability, and/or performance fluctuation.

This paper presents CoFS, a novel filesystem based on ex-
tended FUSE for fast container startup. The insight is that
the container image is built only once with a fixed read-only
filesystem tree from the perspective of containers. This mo-
tivates CoFS to construct a minimal perfect hash function
(MPHF) at image building time and to store metadata of files
in a container image in a dense array indexed by their hash
value. MPHF is collision-free and space-optimal. Leveraging
the excellent properties of MPHF, CoFS accomplishes lookup
request through less than one single I/O operation in most
cases (unless the filename is excessively long) from kernel
space, effectively avoiding the costly userspace lookup pro-
cess in FUSE. Furthermore, CoFS constructs another MPHF
that enables parallel lookup based on full path hashing, so as
to further accelerate the path resolution. For data access, CoFS
leverages sparse files provided by the in-kernel host filesys-
tem to implement fine-grained data caching, and accesses
cached data from kernel space. The evaluation shows that
CoFS outperforms state-of-the-art systems that achieve fast
container startup, and compared to fuse-loopback, a FUSE-
based loopback filesystem, the lookup performance improves
by up to 86%.

*laurence.liwang @ gmail.com
TCorresponding author, wugingbo@Xkylinos.cn

1 Introduction

Running applications in containers managed by container or-
chestration tools like Kubernetes offers numerous advantages
that enhance their scalability, portability and reliability, while
also streamlining development and deployment processes. De-
spite the advantages, the cold start of a container involves sev-
eral sequential steps of image downloading, image unpacking,
container configuring, and container starting. The study [14]
shows that pulling image accounts for 76% of container start
time, but only 6.4% of that data is read. Depending on image
size, pulling can be extremely time consuming. This results in
high startup latency, which significantly prolongs the startup
time of containerized applications, and could potentially vio-
late responsiveness SLAs in serverless computing or during
service automatic scaling to handle burst requests.

In order to reduce the startup latency, Overlaybd [19],
Nydus-fuse [1], Nydus-erofs [1] and eStargz [S5] are proposed
to implement on-demand pulling (also called lazy pulling).
On-demand pulling means that a container can run without
waiting for the completion of pulling the entire image, and
required image data is fetched on demand. The idea of these
systems is to introduce a new index-able and seek-able con-
tainer image format, and rely on a userspace daemon which
serves containers’ image read request and interacts with the
remote image registry to download data on demand.

Among them, Overlaybd works at the block level, while all
other systems operate at the filesystem level. Implementing
at the filesystem level enables page cache sharing of con-
tainer image data across multiple containers [27]. Nydus-fuse
and eStargz are implemented based on FUSE, as described
in detail later, due to the inherent design of FUSE, they in-
cur high file metadata lookup latency, as well as overhead of
context switch and data copy. In contrast, Nydus-erofs mod-
ified the code of erofs [12], a read-only filesystem used on
resource scarce systems such as smart phones, to interact with
fscache [15] to cache downloaded image data for subsequent
access. Both erofs and fscache run in the kernel, so it mini-
mizes the userspace I/O interposition. However, for the first

USENIX Association

24th USENIX Conference on File and Storage Technologies 415



time access to any data, the userspace fscache backend needs
to download it from remote image, synchronously write it
on disk, and notify fscache kernel driver of the data chunk
ID. After that, the fscache kernel driver can access the re-
quired data. This long call chain from erofs to fscache and
then to userspace daemon, along with synchronous and addi-
tional I/O operations, makes its performance even lower than
Nydus-fuse (§4). Besides, fscache increases the complexity
of maintenance, making it difficult to control when the cached
data will be evicted, leading to performance fluctuation.

While FUSE facilitates the support of flexible custom im-
age file parsing and downloading from the remote image
registry, implementing on-demand image pulling based on
FUSE faces the following challenges.

First, prior to reading a file, the Linux kernel performs
iterative path traversal to retrieve its metadata (i.e., inode), and
the path-name resolution process results in several LOOKUP
requests forwarded to the userspace FUSE daemon, which
incurs overhead of multiple context switches and request copy.

Second, for the access to downloaded data, FUSE still needs
to forward the read request to userspace for processing, which
incurs overhead of context switch and data copy.

We tackle these challenges by designing a novel filesystem
based on extended FUSE for fast container startup (called
CoFS). To accelerate the file lookup operation, the insight
is that the container image is built only once with a fixed
read-only filesystem tree from the perspective of containers.
When building a container image in the form of a compressed
file, all files and subdirectories in the container root directory
are recursively traversed, with the metadata of each file being
extracted and stored separately. We are motivated to introduce
a new metadata file layout to carefully arrange the metadata
entries, such that they are indexed by hash values which can
be computed at lookup time. Specifically, CoFS constructs
a minimal perfect hash function (MPHF) at image building
time and stores file metadata entries in a dense array indexed
by their hash values. Compared to the time spent on extract-
ing, compressing and packing files when building an image,
the time taken to construct a MPHF is acceptable. MPHF is
collision-free and space-optimal. Leveraging the excellent
properties of MPHF, CoFS is able to accomplish lookup re-
quest through less than one single I/O operation in most cases
(unless the filename is excessively long) from kernel space,
effectively avoiding the costly userspace lookup process in
FUSE. Furthermore, CoFS constructs another MPHF with the
full file path as the key, to implement parallel lookup which
further accelerates the path resolution process.

To accelerate data access, CoFS implements fine-grained
data caching by maintaining local sparse files which incre-
mentally mirror remote files accessed. This enables CoFS to
introduce a fast I/O path that directly requests cached data
from kernel space, without context switch and data copy over-
head incurred by FUSE. Another advantage is that it achieves
a more container-friendly data layout, as the data required

during container startup is stored contiguously, thereby po-
tentially accelerating startup in subsequent container runs.
Experimental results show that CoFS outperforms state-of-
the-art systems that achieve fast container startup, and com-
pared to fuse-loopback, it achieves up to 86% higher lookup
performance.

2 Background and Related Work

2.1 FUSE

FUSE is a state-of-the-art framework for developing
userspace filesystems. FUSE consists of two main compo-
nents: the FUSE driver within the kernel and the FUSE dae-
mon in userspace. The driver registers a filesystem to inter-
face with the VFS, and simply serves as a communication
channel between the VFS and the userspace daemon, by di-
rectly forwarding filesystem requests and responses between
them. Given the numerous advantages offered by the FUSE
framework, such as ease of development and maintenance,
over a hundred FUSE filesystems have been developed and
deployed both in research settings [6,24,26,28] and in pro-
duction [25, 29]. On the downside, it introduces frequent
context switches and costly data copy between kernel and
userspace, and thus inevitably yields poor runtime perfor-
mance. Several optimizations have been proposed to optimize
the performance of FUSE. ExtFUSE [2] enables the userspace
filesystem to register simple eBPF [8] code snippets into the
kernel to accelerate the FUSE driver. However, ExtFUSE
cannot accelerate the costly first-time construction of inodes,
because eBPF’s sandboxing constraints restrict direct access
to image metadata files and disk I/O operations. XFUSE [16]
proposes the use of multiple communication channels to in-
crease parallelism in FUSE. RFUSE [4] employs a per-core
ring buffer structure as a communication channel and effec-
tively mitigates the overhead of FUSE. On the one hand, these
approaches are orthogonal to CoFS, and can be used to accel-
erate the slow I/O path of CoFS. On the other hand, the idea
that CoFS utilizes MPHF to accelerate metadata lookup in
read-only filesystems is independent of FUSE and can also
be applied to in-kernel filesystems.

2.2 Container Image

The container image [17] is designed to be composed of mul-
tiple incremental layers to enable incremental image distri-
bution. The container runtime is responsible for creating and
managing the lifecycle of containers and leverages a union
filesystem [3,21] to provide a root filesystem to containers.
The union filesystem is a filesystem that transparently com-
bines multiple directories into a merged view. The *merged
view’ refers to the unified virtual filesystem that combines
the contents of multiple underlying directories into a single
coherent view presented to applications, allowing applications
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to access files as if they were stored in a single directory. For
a union filesystem, the underlying directories are categorized
into two types: lower directories and upper directories. The
lower directories are read-only layers that contain the base
files and directories, to provide the initial set of files and di-
rectories that are visible in the merged view. For example, in
container scenarios, the lower directories typically contain
the layers of a container image, one layer corresponds to one
directory, which are read-only and shared among multiple
containers. The upper directory is a read-write layer where
changes made to the unified virtual filesystem are recorded.
It sits on top of the lower directories in the union stack.

The container image layers are traditionally represented by
tar.gz files, which are neither index-able nor seek-able. This
means that reading any bit of data requires pulling the entire
layer file, and to uncompress and decode the entire tar file for
the target data. Overlaybd (overlay block device) [19] pro-
poses a block-level layering image format, which creates a
virtual block device that presents a combined view of multiple
underlying block devices. It introduces a seek-able compres-
sion file format called ZFile to support on-demand pulling.
Nydus [1] proposes seek-able RAFS image format to im-
plement on-demand pulling, the previous version of Nydus
(call it Nydus-fuse) is implemented based on FUSE. To avoid
the overhead of FUSE, the latest version of Nydus (call it
Nydus-erofs) is implemented based on the in-kernel erofs [12]
filesystem and fscache, a in-kernel caching framework for net-
work filesystems. It modifies erofs to interact with fscache for
container image access. Stargz format [13], i.e., a seekable
tar.gz format is introduced by taking advantage of the fact that
multiple gzip streams can be concatenated. Instead of com-
pressing the entire layer as a single large file, Stargz divides
the files into smaller chunks. Each chunk is then individually
compressed. Based on Stargz, eStargz [5] is proposed with
additional features like runtime optimization and content ver-
ification. FlacIO [20] proposes an optimization that stacks on
the on-demand pulling systems to reduce network overhead.

2.3 Minimal Perfect Hash Function

A perfect hash function is a type of hash function that guaran-
tees no collisions for a given set of input keys. This means that
each key is mapped to a unique hash value within a specified
range. Mathematically, if a function H that maps m keys to n
integers, where n > m, and for any two keys k; and k», it holds
that H(k;) # H (k). Further, a perfect hash function is called
minimal when n == m. In other words, each key is mapped
to a unique integer in the range from O to m — 1. This makes
the minimal perfect hash function particularly space-efficient
because they use the minimum number of hash values re-
quired to avoid collisions. Czech et al. proposed an optimal
algorithm for generating a MPHF with linear time complexity
O(m) [7]. We apply their algorithm to construct a MPHF for
a filesystem tree, described in §3.1.

3 Design and Implementation

3.1 MPHF Construction

The MPHF construction algorithm [7] (hereinafter referred
to as the MPHF algorithm) takes a key set M as input, each
key is a distinct string. It finds a MPHF on M. The MPHF
algorithm outputs two integers and three arrays. Given the
output as well as an input string, the MPHF value for the
input can be computed using two levels of hash functions.
The first one, the input string is mapped to two integers within
a specified range using two independent hash functions. Each
hash function is implemented by randomly generating an
array, performing byte-wise multiplication between the array
and the input string, and then taking the result modulo n. The
second one, the two output integers are used as indices to
query the third array, and the corresponding two elements
are summed. The sum modulo m produces a hash value. The
third array is constructed by the MPHF algorithm such that
the hash value is unique.

Specifically, the output of the algorithm is {m,n, T}, T, g},
where m = |M|, i.e., the number of keys;  is an integer greater
than m; T1 and T, are arrays of random integers modulo #,
with a length of the longest key, i.e., the number of characters
in the longest string within M. They are used to implement the
first level of hash functions; g is an array of integers ranging
from O to m — 1, with a length of n. It is used to implement the
second level of hash functions. Given the output, the MPHF
value for a key k € M can be calculated by applying Equa-
tion | and Equation 2. First apply Equation 2 to map k to
two uncorrelated integers within [0,n — 1], using 77 and T»
respectively, where |k| denotes the length of the key k and
k[j] denotes its jth character, treated as a number; T;(j) is
the jth element in array 7;. This also explains why the length
of T; equals the length of the longest key. Next, as shown in
Equation 1, use the two integers f; (k) and f> (k) (outputs from
Equation 2) as indices to look up array g, respectively. Sum
the corresponding elements and compute the result modulo
m. The result is the hash value of the MPHF # for k.

h(k) = ((f1(k)) +g(f2(k))) mod m, ke M (1)

|k
filk) = (Y, T:(j) *k[j]) mod n,k e M,i € {1,2}  (2)
j=1

An MPHF is constructed for a fixed set of keys. For an
invalid key, computing the MPHF value will still yield a hash
value. By storing keys in the value array as well, and using the
hash value as an index to locate the target value in the value
array, one can verify the legitimacy of the key by comparing it
with the stored key. Because for a valid key, the MPHF guar-
antees no collisions, therefore there is no need for collision
handling.
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To construct a MPHF for a filesystem tree, we first assign a
unique inode number to each file, then each key corresponds
to a file and consists of the parent inode number and the file-
name. The MPHF algorithm needs the key to be a string. We
concatenate the parent inode number and the filename into a
string to serve as the algorithm’s input. We generate 77 and
T>, by randomly generating (max_len + 4) integers modulo
n, respectively, where max_len is the maximum length of the
filename and 4 is the number of bytes for a 32 bits inode num-
ber. The maximum length of the filename refers to the longest
filename among files in the container image. According to
Equation 2, The length of 77 and 75 needs to be equal to the
longest key’s length, and each key’s length is the filename’s
length plus 4. The space for storing the output of MPHF al-
gorithm is O(m). According to the mathematical proof [7] as
well as our evaluation (§4), the MPHF algorithm converges
quickly when n > 2 % m, for example, when n = 3 xm, the
expected number of iterations in the MPHF algorithm for
large m is about V3. Assume m = 1000000, n = 2500000,
that is, there are one million files in the container image, then
the space required to store the output of MPHF algorithm is
about 9.5MB. For details on the MPHF algorithm, refer to the
Appendix.

3.2 Image Format

CoFS introduces its image format based on eStargz (§2.2)
format. eStargz contains a dedicated metadata file in JSON
format named stargz.index.json, which records metadata of
all files in the image. These metadata can be divided into
two parts: one part is the metadata required for constructing
the inode, and the other part is used to locate the file data
within the compressed image file, such as the block number
and offset. CoFS removes and reorganizes the first part into
another binary file named cofs.inode.array. Its layout is shown
in Figure 1, where {m,n, T}, T»,g} correspond to the variables
in the output of the MPHF Algorithm. The file starts with a
fixed-length header of 12 bytes, where *magic’ is 2-byte magic
number; ‘m’ and 'n’ are 4-byte integer; ’length’ is 2-byte
integer to indicate the number of elements in the array 7.
’T>’ has the same length as *77’. Next are three arrays 77,
’T>’ and ’g’, where each element in these arrays is a 4-byte
integer. Next is the metadata array, with each element being a
file metadata entry with a length of 120 bytes, including all
metadata of the corresponding file recorded in the original
eStargz metadata file. For symbolic links and whiteouts, they
have corresponding inodes in the container image file, and
are handled as regular inodes. For a lookup request, the Linux
VES will handle relative path resolution and symbolic link
traversal, and pass the parent inode number and the filename
to CoFS to lookup the corresponding inode. In the case of
hard links, several files reference the same inode, i.e., multiple
keys correspond to the same value. We allocate an element
in the metadata array for each hard link, and these elements

store identical metadata to meet the condition that a MPHF
maps one key (one hard link) to one value (one element of the
metadata array). The tail stores additional metadata, such as
filenames exceeding 16 bytes in length, extended attributes,
if any.

metadata array extra metadata

Figure 1: The metadata file layout.

3.3 CoFS Implementation

CoFS consists of two components, cofs-snapshotter and cofs-
driver. cofs-snapshotter is implemented as a containerd snap-
shotter plugin based on the eStargz snapshotter [5], running
in userspace. Containerd [11] is one of the most popular
container runtime systems, which executes and manages the
lifecycle of container. Containerd introduces a plugin mech-
anism called snapshotter (the name is not quite relevant to
snapshotting operation), with the aim of decoupling the un-
derlying filesystem driver and efficiently handling the storage
and retrieval of container image layers as filesystem direc-
tories. The snapshotter is responsible for downloading the
image and preparing local directories, i.e., lower directories
and upper directory for the union filesystem (§2.2), serving as
containers’ root directory. cofs-snapshotter is an implemen-
tation of containerd snapshotter; cofs-driver is implemented
based on FUSE driver, running in kernel space.

The I/O path for applications within containers is shown
in Figure 2. Lookup/read requests go from applications to
union filesystem, such as overlayfs. If overlayfs finds that
the requested file metadata/data is located in the lower direc-
tory, they go to cofs-driver. For lookup requests, cofs-driver
responds directly. For read requests, cofs-driver acts as a gate-
way, if requested data has already been downloaded before,
as a fast path, it directs the requests to local in-kernel filesys-
tem. Otherwise, like a standard FUSE, cofs-driver directs the
requests to cofs-snapshotter. cofs-snapshotter downloads re-
quested data from remote image file, unpacks and returns it
to cofs-driver. The detailed description is provided below.

cofs-snapshotter. The function of cofs-snapshotter con-
sists of two parts. The first part is invoked prior to container
creation. The process is as follows.

(1) Start an asynchronous task to pull the metadata file
cofs.inode.array, skipping other files in the image. Then open
it and notify the file descriptor to cofs-driver using ioctl;

(2) For each layer of the image, two directories are created.
One serves as the mirror directory to cache downloaded data,
and the other is mounted as a FUSE filesystem, with the
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container CoFS

<---» fast path

application cofs-snapshotter «<—> image repository
w

/ 1_ \ user space
kernel space

union filesystem lower dir host filesystem

(overlayfs, aufs etc.) cefdriven (xfs, ext4 etc.)

W

Figure 2: The I/O path of CoFS.

path of the mirror directory as a mount option to notify the
cofs-driver. These FUSE directories are then passed to the
union filesystem to provide a merged view, to serve as the
container’s root directory.

The other part is invoked during container I/O. It serves
as the FUSE daemon in userspace. Upon receiving a read
request, it fetches data from the corresponding remote file, and
returns it to cofs-driver. Next it checks the mirror directory if
its mirror file exists. If not, it creates an empty file, using the
inode number of the corresponding remote file as the filename,
with the same nominal size. It then asynchronously writes
fetched data to the same range of the mirror file.

cofs-driver. cofs-driver is implemented based on FUSE
driver with the following extensions. A ioctl interface is intro-
duced to allow applications to notify the metadata file. In the
implementation of ioctl, cofs-driver reads the metadata file,
verifies the magic number, reads {m, n, T, T>, g} and buffers
them in memory.

Lookup Process. For a lookup request with parent inode
and filename as input, cofs-driver calculates the MPHF value
using {m,n,Ti,T»,g}, uses it as the index to locate the cor-
responding element in the matadata array, reads the element
from the metadata file and compares the parent inode ID and
the filename length. If either does not match, the target file
does not exist. Next, check if the filename length exceeds 16
bytes. If not, compare directly with the element’s filename
field. If not match, the target file does not exist. Because for a
valid key, the MPHF guarantees no collisions, therefore there
is no need for collision handling. If both parent inode number
and the filename match, the in-memory inode is constructed
according to the information in the element. This process
requires at most one I/O operation. If the corresponding disk
block is already in the page cache, no I/O is needed. In con-
trast, for traditional local filesystems like ext4, the I/O count
for inode lookup without caching typically depends on both
directory size and directory depth. If filename length exceeds
16 bytes, the filename field in the corresponding element of
the metadata array records the offset of the filename in the
metadata file. Based on which, the filename is read from the
tail of the metadata file, i.e., the "extra metadata" area in
Figure 1, for comparison.

Data Access. The process of read request is shown in Al-
gorithm 1. In Line 2, cofs-driver retrieves the pointer mirror

recorded in the inode. If it is NULL, cofs-driver checks if
the mirror file exists in Line 4. If it exists, cofs-driver opens
the mirror file, sets mirror to point to the mirror file’s inode
structure in memory and records mirror’s value into the in-
memory inode structure of the original file to be read in Lines
5-8. Next cofs-driver checks if the mirror file is a sparse file.
If it is, the invocation of vfs_Iseek in Line 13 returns the off-
set to the next hole in the file greater than or equal to offset.
Then cofs-driver verifies whether the mirror file has been fully
downloaded. If so, a flag is set on the mirror inode to avoid
further checks in Lines 14 — 17. If the mirror file is not a
sparse file, or the data in the range [offset, offset+length) is
present, cofs-driver directly accesses the in-kernel filesystem
to retrieve data in Lines 19 — 21. Otherwise, it forwards the
request to cofs-snapshotter as original FUSE does.

Algorithm 1 The read procedure of cofs-driver.
1: procedure COFS_READ(inode *inode, uint64 offset, uint64
length, char *buffer)
mirror <— get_mirror(inode)
if mirror == NULL then
Check if the mirror file exists
if it exists then
open the file and construct the in-memory inode
structure, and set mirror to reference that inode

AR

7: set_mirror(inode, mirror)
8: end if
9 end if
10: if mirror then
11: flag < get_flag(mirror)
12: if flag == PARTIAL then
13: next <— vfs_lseek(mirror, offset, SEEK_HOLE)
14: if next == FILE_SIZE && vfs_lseek(mirror, 0,
SEEK_HOLE) == FILE_SIZE then
15: set_flag(mirror, FULL)
16: flag < FULL
17: end if
18: end if
19: if flag == FULL Il next - offset > length then
20: return vfs_read(mirror, offset, length, buffer)
21: end if
22: end if
23: Send the request to cofs-snapshotter

24: end procedure

For the algorithm to work, the write and Iseek operations
must be mutually exclusive, because cofs-snapshotter and
cofs-driver may simultaneously write to and read from the
same mirror file. Mainstream filesystems (such as xfs, ext4
and btrfs) all ensure this. Take ext4 as an example, prior to
writing, the Linux VES will lock the corresponding file inode
for exclusive access until the data has been written into page
cache. The implementation of Iseek in ext4 will acquire the
same inode lock. If Iseek indicates that a data range is present,
the following read operation will guarantee to access correct
data from the page cache.
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Figure 3: The cold startup time of different containers.

3.4 Path Resolution Acceleration

The Linux VES performs path resolution through iterative in-
ode lookup for each path component sequentially. The MPHF
algorithm exhibits an attractive property that it allows arbi-
trary specification of desired hash values, followed by con-
struction of a hash function based on these values. This en-
ables the construction of two MPHFs which map files to the
same hash values, using different keys. One key is the parent
inode number and filename as previously described, and the
other key is the full path of a file. We implement a kprobe
program [18] to be attached to do_filp_open function in the
Linux kernel to intercept file-open operations. It retrieves the
file path from the function argument. If the path is a relative
path, it appends the process’s current working directory to
construct an absolute path. If the path refers to a CoFS filesys-
tem and the depth exceeds three levels, it passes this path to a
Linux workqueue kernel thread. The kernel thread traverses
the file path from the last layer in reverse order. For each layer,
it calculates the MPHF hash value based on the absolute path,
and reads data from the CoFS metadata file to construct the
inode if it is not already in memory. Otherwise, stop. Because
the Linux kernel performs inode lookups in a top-down or-
der. In contrast, our inode lookup adopts a bottom-up order.
Therefore, if an inode is in memory, it guarantees that all of
its ancestor inodes must also be in memory. This process runs
concurrently with do_filp_open operations, accelerating the
path resolution.

4 Evaluation

We have implemented cofs-driver on Linux kernel 6.9.1, and
cofs-snapshotter on stargz-snapshotter 0.15.1. We conduct
all the experiments on a machine with dual 10-core Xeon
E5-2640 V4 2.40GHz CPUs, 128GB RAM, one dual port
1GbE NIC, and one 4TB HDD. The image repository is run-
ning on another machine connected by gigabit network. This
configuration simulates the limited download bandwidth of a
remote shared image repository.

We compare the following systems, CoFS, CoFS-gzip, tra-
ditional, Nydus-fuse, Nydus-erofs and eStargz. CoFS employs

Image Size.es Size.co Build.es | Build.co
mariadb-10.7.3 126.2 MB | 128.4 MB 23s 25.36 s
redis-6.2.6 41.5 MB 41.6 MB 6.75s 7.64 s
tomcat-10.1.0 330.6 MB | 330.9 MB 22.92s 26.14 s
elasticsearch-8.1.1 | 5354 MB | 535.5 MB 51.34s 54.469 s

Table 1: The size and the building time of container images.

the 1z4 compression algorithm, which is faster than gzip and is
the one used by Nydus. CoFS-gzip uses the gzip compression
algorithm, which is the one adopted by eStargz. The versions
of Nydus and eStargz used for our evaluation are 2.2.5 and
0.15.1, respectively. Both Nydus and eStargz implement a
simple prefetching strategy by downloading remote image
file in the background. The configuration of system sys with
background download turned on is denoted sys-p. We mea-
sure cold startup time of containers using bucketbench [10].
The test is conducted ten times, with the cache cleared be-
tween each run. The original bucketbench immediately stops
the container after starting it, we modify its code to wait for
the container to output user-defined container-specific char-
acters (ready message, to indicate the service is ready). The
images in traditional format are downloaded from the im-
age repository of eStargz [9]. We use "nerdctl image convert
—nydus/estargz" command to convert images in traditional for-
mat to Nydus and eStargz formats, respectively. The images
used in the evaluation are listed in Table 1, which are com-
monly used services for online businesses. Columns 2 and 3
list the image size in eStargz format and CoFS format (gzip
compression), respectively; Columns 4 and 5 list the time
taken to build eStargz and CoFS image (gzip compression)
from the one in traditional format, respectively. According to
the results, the increases in both image size and build time are
negligible.

Figure 3 shows startup time of aforementioned containers.
CoFS outperforms all other systems on all containers. The
results also demonstrate that background download degrades
performance in most cases, because the size of the entire
image file is much larger than the size of the data accessed
during container startup. The ineffective background down-
load competes for local network bandwidth and I/O resources.
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Figure 4: The average lookup time of CoFS over fuse-
loopback.
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Figure 5: The p99 lookup time of CoFS over fuse-loopback.

To measure the lookup performance, we use System-
Tap [23] to capture the execution time of the fuse_lookup
function during container startup. To evaluate FUSE, we ex-
tract container image into a local directory, and use a simple
loopback FUSE filesystem fuse-loopback [22] to mount it as
a FUSE directory, which is specified as the image storage
directory to create container. The test is conducted ten times,
with the page cache cleared between each run. The average
lookup time and the p99 lookup time are shown in Figure 4
and Figure 5, respectively, where cofs-nonp represents the
experimental results with parallel lookup turned off, namely,
the performance improvement of cofs relative to cofs-nonp
reflects the effectiveness of parallel lookup. The error bars in
the Figure 4 represent standard error values. As the results
show, CoFS outperforms fuse-loopback by 73% to 86% for
the average lookup time. For elasticsearch containers, par-
allel lookup achieves an 28% performance improvement in
average lookup time compared to non-parallel lookup.

Nodes Time.max (s) | Time.avg(s) | c.max | c.avg
1000 0.029 0.016 2.6 2.26
10000 0.334 0.141 2.8 2.33
100000 4772 1.899 3 2.46
1000000 63.24 34.042 32 2.46

Table 2: The computation time for random graphs.

To measure the computation time of MPHF Algorithm, we
randomly generate graphs of different sizes, with ten graphs
for each size. The results are shown in Table 2. In columns
labeled c.max and c.avg, ¢ equals n/m, where n and m are vari-
ables from the output of MPHF algorithm (§3.1). c.max and
c.avg represents the maximum value and the average value of
¢, respectively. As the results show, for a graph with one mil-

lion nodes, the average computation time is 34 seconds. Given
that the building time for the image of this scale requires at
least several minutes, the computation time is negligible.
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Figure 6: The performance of accessing a cached file. The
bandwidth is measured under sequential read with a block size
of 512KB, I/0O depth of 8; The average latency is measured
under random read with a block size of 4KB, I/O depth of 1.

To evaluate the read performance of cached data, we gener-
ate a 100GB file with random data in a Ubuntu-22.04 image
and upload it to repository. Based on which start a container,
read the generated file once inside the container, to make
sure it downloaded. Next clear host’s page cache. Then run
fio on this file inside the container. The results are shown
in Figure 6, the traditional system, Nydus-erofs and CoFS
have almost identical performance, because they access the
downloaded data in kernel space. Specifically, the traditional
system accesses downloaded data via the host filesystem,
while Nydus-erofs via erofs together with fscache, and CoFS
via cofs-driver. All these components operate within the ker-
nel. In comparison, Nydus-fuse and eStargz rely on FUSE
daemon in userspace to access downloaded data, as a result,
the performance of Nydus-fuse and eStargz is lower because
of the overhead of FUSE.

5 Conclusion

This paper presents CoFS, a novel filesystem based on ex-
tended FUSE for fast container startup. CoFS leverages
MPHEF to improve lookup performance of FUSE-based filesys-
tems, and directly requests the host filesystem for downloaded
data in kernel space. The experimental results show that CoFS
outperforms state-of-the-art systems that achieve fast con-
tainer startup, and compared to fuse-loopback, a FUSE-based
loopback filesystem, it effectively optimizes the lookup per-
formance.
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Appendix

In this section, first, we briefly introduce the idea of the MPHF
algorithm. Then, we describe the detailed algorithm to con-
struct a MPHF for a file system tree.

Construct a graph G = (V,E), where V ={0,1,...,n— 1},
and E = {(f1(k), f2(k)) : k € M}. In other words, each key
corresponds uniquely to one edge in the graph. Associate with
each edge a unique number A(e) € [0,m — 1], i.e., the desired
hash value. The problem is to look for an assignment of values
to vertices, i.e., a function g : V — [0,m — 1] such that Ve =
(u,v) € E, (g(u) +g(v)) mod m = h(e). If G is acyclic, the
function g can be constructed through the following simple
algorithm, for each connected component of G choose an
arbitrary vertex v, set g(v) = 0 and traverse the component
using a depth-first search, beginning with the vertex v. If
vertex w is reached from vertex u through edge e, set g(w)
such that (g(u) +g(w)) mod m == h(e).

The MPHF algorithm shown in Algorithm 2 consists of
two steps: mapping and assignment. In the mapping step,
construct G as described above, check if G is acyclic. If so,
proceed to the assignment step; otherwise, increase the value
of n and repeat the above process. In the assignment step, g
is derived. The function HASH in Line 11 implements the
operation defined by Equation 2.

Algorithm 2 Construct a MPHF for a filesystem tree.

1: procedure CONSTRUCT_MPHF
input: a key set M
output: a MPHF on M

2: c+2
3: m < |M|
4: max_len < the maximum length of the filename in M
5: Ty + randomly generate (max_len+4) integers
6: T> + randomly generate (max_len+4) integers
7: > the mapping step
8: n<-c*xm
9: Construct a graph G = (V,E), where V = {0,1,....n— 1},
and E=0
10: for each key k € M do
11: E = EU(HASH(k,T1,n),HASH(k, T3, n))
12: end for
13: if G is cyclic then
14: c+c+0.2goto 8
15: end if
16: > the assignment step
17: Number all edges from O to m — 1, and define the function
h:E — [0,m— 1] returns the edge number
18: for each connected component of G do
19: choose an arbitrary vertex v
20: g(v)«0
21: traverse the connected component using a depth-first

search, beginning with vertex v. If vertex w is reached
from vertex u through edge e, set g(w) such that
(g(u) +g(w)) mod m == h(e)

22: end for

23: Return {m,n,T,T>,8}

24: end procedure
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