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Abstract
This paper presents the first large-scale field study of
NAND-based SSDs in enterprise storage systems (in contrast
to drives in distributed data center storage systems). The study
is based on a very comprehensive set of field data, covering
1.4 million SSDs of a major storage vendor (NetApp). The
drives comprise three different manufacturers, 18 different
models, 12 different capacities, and all major flash technologies (SLC, cMLC, eMLC, 3D-TLC). The data allows us
to study a large number of factors that were not studied in
previous works, including the effect of firmware versions, the
reliability of TLC NAND, and correlations between drives
within a RAID system. This paper presents our analysis,
along with a number of practical implications derived from it.

1

Introduction

System reliability is arguably one of the most important
aspects of a storage system, and as such a large body
of work exists on the topic of storage device reliability.
Much of the older work is focused on hard disk drives
(HDDs) [2, 26–28], but as more data is being stored on
solid state drives (SSDs), the focus has recently shifted to
the reliability of SSDs. In addition to a large amount of
work on SSDs in lab conditions under controlled experiments [3, 5–11, 13, 18–21, 31, 32, 36], more recently, the
first field studies reporting on SSD reliability in deployed
production systems have appeared [22, 23, 29, 34]. These
studies are based on data collected at data centers at Facebook,
Microsoft, Google, and Alibaba, where drives are deployed
as part of large distributed storage systems. However, we
observe that there still are a number of critical gaps in the
existing literature that this work is striving to bridge:
• There are no studies that focus on enterprise storage
systems. The drives, workloads, and reliability mechanisms
in these systems can differ significantly from those in cloud
data centers. For example, the drives used in enterprise
storage systems include high-end drives and reliability is
ensured through (single, double or triple parity) RAID,
instead of replication or distributed storage codes.
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• We also observe that existing studies do not cover some of
the most important characteristics of failures that are required
for building realistic failure models, in order to compute
metrics such as the mean time to data loss. This includes, for
example, a breakdown of the reasons for drive replacements,
including the scope of the underlying problem and the
corresponding repair action (RAID reconstruction versus
draining the drive), and most importantly, an understanding
of the correlations between drives in the same RAID group.
In this paper, we work toward closing these gaps and provide the first field study of a large population of SSDs deployed in NetApp’s enterprise storage systems. Our study
is based on telemetry data for a sample of the total NetApp
SSD population over a period of 30 months. Specifically,
our study’s SSD population comprises of almost 1.4 million
drives and includes drives from three different manufacturers,
18 different models, 12 different capacities, and four different flash technologies, i.e., SLC, cMLC (consumer-class),
eMLC (enterprise-class), and 3D-TLC. The data collected
for these drives is very rich, and includes information on
drive replacements (including reasons for replacements), bad
blocks, usage, drive age, firmware versions, drive role (e.g.,
data, parity or spare), among a number of other things. This
paper presents the results from our analysis with a focus to
close the gaps in existing work.

2
2.1

Background
Description of the Systems

The basis of our study is telemetry data from a large population of NetApp storage systems deployed in the field. The
systems, also referred to as filers, employ the WAFL file system [17] and NetApp’s Data ONTAP operating system [24],
which uses software RAID to provide resiliency against drive
failures. The RAID subsystem can be configured to use SSDs
in a Raid-TEC [16] (triple Parity), RAID-DP [12] (double Parity), or RAID-4 [25] (single Parity) configuration. The SSDs
within a RAID group are homogeneous (same manufacturer,
model, and capacity); the drives’ deployment time can vary

18th USENIX Conference on File and Storage Technologies

137

(from a few months to several years), but most SSDs within
a RAID group were deployed at the same time. Systems run
on custom Fabric-Attached Storage (FAS) hardware and use
drives manufactured by other companies. They serve data
over the network using file-based protocols such as NFS and
CIFS/SMB, and/or block-based protocols, such as iSCSI.
Filers vary widely in their hardware configurations, in
terms of CPU, memory, and number of drives. They are divided into two groups: one that uses SSDs as an intermediate
write-back caching layer on top of HDDs, and another consisting of flash-only systems (called All Flash FAS (AFF)).

2.2

Description of the Data

The majority of all NetApp systems in the field send weekly
NetApp Active IQ® bundles (previously called AutoSupport),
which track a very large set of system and device parameters, but do not contain copies of the customers’ actual data.
This information is collected and automatically analyzed for
corrective action and for detecting potential issues.
Our study is based on mining this collection of NetApp
Active IQ messages. More precisely, our data set consists of
10 snapshots, each of which is based on parsing the entire
body of NetApp Active IQ support messages at 10 different
points in time: Jan/Jun 2017, Jan/May/Aug/Dec 2018, and
Feb/Mar/April/May 2019. Each snapshot contains monitoring
data for every filer (and its drives) and consists of all those
NetApp Active IQ messages that were collected before the
end of the corresponding month. Moreover, the data set provides information on filers and their configuration, including
information on its different RAID groups and the role of a
drive within a RAID group (data, parity, or hot spare drive).
Finally, a separate data set contains an entry for each drive
that was marked as failed during the course of our study.
These drives are being replaced (typically by a hot spare) and
sent for offline testing and diagnosis. In the remainder of the
paper, we use the terms replacement and failure interchangeably. The data set also contains a reason type for the majority
of SSD replacements, explaining why the drive was replaced.

3

Summary Statistics

In this section, we present baseline statistics on the characteristics of the drives in our population and summary statistics
on various reliability metrics.

3.1

Drive characteristics and usage

The first six columns in Table 1 describe the key characteristics of the different drive families in the SSD population,
including manufacturer and model (in anonymized form),
capacity (ranging from 200GB to 15.3TB), interface (SAS
versus SATA), flash technology (SLC, cMLC, eMLC, 3DTLC), lithography and the model’s program-erase (PE) cycle
limit, i.e., the maximum number of PE cycles it is rated for
(ranging from 10K to 100K). Each drive family contains a
few thousand to hundred thousand SSDs. Finally, as shown in
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Table 1, the population spans a large number of configurations
that have been common in practice over the last years.
The next four columns in the table present some summary
statistics on how the different drive models have been used,
including the over-provisioning (OP) factor (i.e., what fraction
of the drive is reserved as spare capacity mostly to enable
drive-internal garbage collection), the date when the first
drive of this model was deployed, the median number of
years drives have been powered on, and the mean and median
fraction of the drives’ rated life that has been used (i.e., the
number of PE cycles the drive has experienced as a percentage
of its PE cycle limit, as reported by the drive).

3.2

Health metrics

The last three columns in Table 1 provide statistics on three
different drive health and reliability metrics. Specifically:
• Percentage of Spare Blocks Consumed: Each drive reserves
an area (which is equal to 2.5% of the total drive capacity
for the SSDs in this study) for remapping the contents of
blocks that the drive internally declares as bad, e.g., due to
an excessive error count. The Percentage of Spare Blocks
Consumed metric reports what percentage of this area has
been consumed (population mean and median).
• Number of Bad Sectors: Data ONTAP keeps track of a
drive’s defect list, known as g-list. This list is populated
with a new entry every time the operating system receives
an unrecoverable error for a block. The mean and median
length of this list are reported as the Number of Bad Sectors.
• Annual Replacement Rate (ARR): We make use of the
common Annual Replacement Rate metric, defined as number
of device failures divided by numbers of device years.

3.3

High-level observations

Below, we make a number of first observations based on
Table 1, before we delve into a more detailed analysis of our
data set in the remainder of this paper:
• The average ARR across the entire population is 0.22%, but
rates vary widely depending on the drive model, from as little
as 0.07% to nearly 1.2%. These numbers are significantly
lower than numbers previously reported for data center drives.
For example, even the worst model in our study (ARR of
1.2%) is at the low end of the range reported for SSDs in
Google’s data centers (range of 1-2.5% [29]). The rates are
also significantly lower than common numbers reported for
hard disk drives (i.e., 2-9% [26, 28]).
• Even for drive models that are very similar in their technical
specifications (e.g., same manufacturer, flash technology,
capacity, age), ARR can vary dramatically, e.g., 0.53% for
II-G 15TB drives versus 1.13% for II-C 15.3TB drives.
• The spare area reserved for bad blocks is generously
provisioned for the typical drive: even for drives that have
been in the field for several years, the percentage of consumed
spare blocks is on average less than 15%. Even the drives in
the 99th and 99.9th percentile of consumed spare blocks have
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Manufact./
Model
I-A

I-B

I-C

I-D
II - A
II - B
II - C
II - D
II - E

II - F

II - G

II - H
II - I

II - J

II - K
II - L
II - M
III - A

Cap.
(GB)

Drive characteristics
Inter- Flash
face
Tech.

200
400
800
1600
400
800
1600
400
800
1600
3800
3800
3840
3800
8000
15300
960
3800
400
800
3800
400
800
1600
800
960
3800
8000
15000
800
200
400
800
400
800
1600
100
100
100
200

Lith.

PE
Cycl.

OP

SAS

eMLC

2xnm

10K

28%

SAS

eMLC

1xnm

10K

28%

SAS

eMLC

1xnm

10K

28%

SAS
SAS
SAS
SAS

eMLC
3D-TLC
3D-TLC
3D-TLC

1xnm
V2
V2
V3

10K
10K
10K
10K

28%
7%
7%
7%

SAS

3D-TLC

V3

10K

7%

SAS

3D-TLC

V3

10K

SAS

3D-TLC

V2

10K

28%
28%
7%
28%

SAS

3D-TLC

V2

10K

28%

SAS
SAS

cMLC
eMLC

1xnm
2xnm

10K
30K

28%
28%

SAS

eMLC

1xnm

10K

28%

SATA
SATA
SATA
SAS

SLC
SLC
SLC
eMLC

4xnm
3xnm
5xnm
2xnm

100K
100K
100K
30K

28%
28%
28%
28%

Usage characteristics
First
Drive
Rated Life
DeployPower
Used (%)
ment
Years
Apr ’14
3.95
1.26 / 0
Apr ’14
3.93
0.52 / 0
Mar ’14
3.19
0.07 / 0
Mar ’14
3.74
0.01 / 0
Dec ’15
2.69
3.99 / 3
Jan ’16
2.58
1.87 / 2
Jan ’16
2.55
1.68 / 2
Jan ’17
1.7
7.48 / 7
Jan ’17
1.45
6.01 / 6
Mar ’17
1.53
5.62 / 5
Jan ’17
1.12
5.15 / 4
Jul ’17
1.01
4.01 / 3
Dec ’15
2.57
0.09 / 0
Oct ’16
1.77
0.01 / 0
Sep ’17
1.06
0.01 / 0
Sep ’16
1.21
0.06 / 0
Oct ’16
1.54
0.06 / 0
Oct ’16
1.8
0.01 / 0
Dec ’16
2.12
0.59 / 0
Jan ’17
1.7
0.08 / 0
Dec ’16
2.02
0.05 / 0
Jan ’16
2.52
0.86 / 0
Feb ’16
2.55
0.19 / 0
Jan ’16
2.87
0.09 / 0
Apr ’18
0.38
0.03 / 0
Jan ’18
0.5
0.11 / 0
Jan ’18
2.89
0.09 / 0
May ’18
0.45
0/0
May ’18
0.46
0/0
Nov ’14
3.61
1.34 / 0
Aug ’09
4.83
5.24 / 2
Dec ’10
3.86
2.2 / 0
Dec ’10
4.66
0.69 / 0
May ’15
3.37
2.32 / 0
Jul ’15
3.21
0.41 / 0
Jun ’15
3.36
0.13 / 0
Apr ’12
0.43
1.4 / 1
May ’10
5.97
2.05 / 1
Jul ’10
4.23
1.63 / 1
Dec ’12
5.89
3.08 / 1

Reliability metrics
% of Sp. Number
ARR
Blocks
of
Bad (%) (all)
Cons.
Sectors
1.36 / 1
0.58 / 0
0.19
1.54 / 1
2.96 / 0
0.16
1.22 / 1
3.39 / 0
0.15
1.46 / 1
6.2 / 0
0.21
2.49 / 2
0.9 / 0
0.14
3.7 / 4
4.62 / 0
0.17
3.55 / 3
6.01 / 0
0.23
1.83 / 2
1.86 / 0
0.12
4.21 / 4
5.58 / 0
0.27
4.19 / 4
6.41 / 0
0.09
9.86 / 10
14.97 / 0
0.59
10.01 / 10
12.34 / 0
0.23
11.88 / 12
0.03 / 0
0.31
12.01 / 12
0.36 / 0
0.13
12.38 / 12
0.03 / 0
0.69
13.13 / 13
1.35 / 0
1.13
16.05 / 15
0.03 / 0
0.12
12
0.34 / 0
0.11
19.19 / 15
0.01 / 0
0.09
15.33 / 15
0/0
0.10
12 / 12
0.26 / 0
0.13
12.31 / 12
0.01 / 0
0.48
12.19 / 12
0.01 / 0
0.36
11.66 / 12
0.15 / 0
0.52
0/0
0/0
0.18
0/0
0.03 / 0
0.18
11.64 / 12
0.15 / 0
0.28
0/0
0.25 / 0
0.37
0/0
0/0
0.53
7.49 / 7
1.36 / 0
0.10
6.7 / 6
0.31 / 0
0.07
8.09 / 8
0.29 / 0
0.07
6.94 / 7
4.53 / 0
0.11
6.9 / 7
0.08 / 0
0.18
6.77 / 7
0.36 / 0
0.21
8.59 / 9
0.49 / 0
0.38
3.78 / 4
3.62 / 0
0.14
3.73 / 4
0.51 / 0
0.06
14.82 / 13
0.18 / 0
0.11
0.02 / 0
6.18 / 0
0.07

Table 1: Summary statistics describing our population of drives. Whenever a column includes two values (separated by “/”),
these correspond to the mean and median values of that population, respectively.
consumed only 17% and 33% of their spare blocks.
• The typical drive remains far from ever reaching its PE
cycle limit. Even for models where most drives have been
in the field for 2-3 years, less than two percent of the rated
life is consumed on average. Even the drives in the 99th
and 99.9th percentile of rated life used have consumed only
15% and 33% of their rated life, respectively. Hence, for
the vast majority of drives, early death due to wear-out after
prematurely reaching the PE cycle limit is unlikely.

4

Reasons for replacements

There are different reasons that can trigger the replacement of
an SSD and also different sub-systems in the storage hierarchy
which can detect issues that trigger the replacement of drives.
For example, issues might be reported by the drive itself, the
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storage layer, or the file system. Table 2 describes the different reason types that can trigger a drive replacement, along
with their frequency, the recovery action taken by the system
(i.e., copying out data from the drive to be replaced versus
reconstructing the data using RAID parities), and the scope
of the problem (i.e., risk of partial data loss, risk of complete
drive loss, or no immediate problems). In our data set, the
reason type is missing for 40% of all replacement events due
to issues with the data collection pipeline. These issues are
not related to the actual reason for the replacements. Hence,
we can assume replacements with a missing reason type to be
proportionately spread over the remaining categories. Therefore, the frequency of each replacement type is normalized to
account for the missing data. We group the different reason
types behind SSD replacements into four categories, labelled
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Category

Type

Pct.

SCSI Error

32.78%

ARR
(%)
0.055

A

B

C

D

Unresponsive
Drive
Lost Writes

0.60%

0.001

13.54%

0.023

Aborted
Commands

13.56%

0.023

Disk Ownership
I/O Errors

3.27%

0.005

Command
Timeouts

1.81%

0.003

Predictive
Failures

12.78%

0.021

Threshold
Exceeded

12.73%

0.020

Recommended
Failures

8.93%

0.015

Description

Recovery
Action

The SCSI layer detects a hardware error reported by the SSD, that is severe
enough that immediate replacement of the drive and reconstruction of the data
is triggered. For example, these errors could be due to ECC errors originating
from the drive’s DRAM that prevent it from functioning properly.
The drive has completely failed and become unresponsive.
A lost write is detected when the contents of a 4K WAFL block (read from
the SSD) are inconsistent based on its signature, which includes attributes
and version number. Since there are many potential causes with the same
symptom, a heuristic is used to decide whether to fail the disk or not. If
multiple such errors occur within one SSD and no errors within any other
SSD, then the former SSD is marked as failed.
This error is generated due to an aborted command and is reported either by
the SSD itself or the Storage Layer. For instance, this error can occur when
the host sends some write commands to the device, but the actual data never
reach the device due to an issue on the host or due to connection issues.
This error is related to the sub-system responsible that keeps track of which
node owns a disk. In case an error occurs during the communication with
this sub-system, then the SSD is immediately marked as failed.
SSDs internally keep track of timers and also the Storage Layer maintains its
own timers for every command sent to each SSD. This error indicates that the
operation could not be completed within the allotted time even after retries.
The SSD reports this error based on a pattern of recovered errors that have
occurred internally using its own thresholds and criteria, as specified by the
corresponding manufacturer.
The Storage Health Monitor sub-system keeps track of different parameters
for each SSD and in case a threshold (e.g., on the number of media errors) is
exceeded, the SSD is proactively replaced.
This error is reported by the system and indicates that the drive should be
replaced in the near future. This failure type is less strict and less urgent than
Threshold Exceeded failures.

RAID
Reconstr.

RAID
Reconstr.

Scope

Full

Partial

RAID
Reconstr.

Partial

Disk Copy

Zero

Table 2: Description of reason types that can trigger a drive replacement. Disk copy operations are performed only where
possible, i.e., a spare disk must be available; otherwise, the data of the replaced drive is constructed via RAID reconstruction.
from A to D, based on their severity.
The most benign1 category is category D, which relates to
replacements that were triggered by logic either inside the
drive or at higher levels in the system, which predicts future
drive failure, for example based on previous errors, timeouts,
and a drive’s SMART statistics [33].
The most severe category is category A, which comprises
those situations where drives become completely unresponsive, or where the SCSI layer detects a drive problem severe
enough to trigger immediate replacement of the drive and
RAID reconstruction of the data stored in it.
Category B refers to drive replacements that are taking
place when the system suspects the drive to have lost a write,
e.g., because it did not perform the write at all, wrote it to a
wrong location, or otherwise corrupted the write. The root
cause could be a firmware bug in the drive, although other
layers in the storage stack could be responsible as well. As
there are many potential causes, a heuristic is used to decide
whether to trigger a replacement or not; specifically, if multiple such errors occur within one SSD and no errors within
any other SSD, then the former SSD will be replaced.
Finally, in category C most of its reasons for replacements
are related to commands that were aborted or timed out.
1 We

call them “benign” as the drive was still operational before getting
replaced. Also, recovery is minimal (disk copy versus RAID reconstruction).
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When examining the frequency at which individual replacement reason types are reported, we observe that the single
most common reason type are SCSI errors, which are responsible for ∼33% of all replacements and are unfortunately also
one of the most severe reason types. The other severe reason for drive replacements, i.e., a drive becoming completely
unresponsive, is reported for only 0.60% of all replacements.
Fortunately, one third of all drive replacements are merely
preventative (category D) using predictions of future drive failures and are hence unlikely to have severe impact on system
reliability. A detailed investigation of predictive replacements
(not covered in the table due to space reasons) reveals that the
most common trigger behind a preventative replacement is
exceeding the threshold of consecutive timeouts.
The two remaining categories are roughly equally common and both have the potential of partial data loss if RAID
reconstruction of the affected data should turn out unsuccessful. The first category (C) refers to aborted and timed out
commands, and makes up ∼19% of all reason types. The
other category (B) refers to lost writes. This is an interesting
category, since it is somewhat less clear whether it is the drive
or other layers in the stack that are to blame for the lost write.
We will come back to the different reason types for replacements at various places in the remainder of the paper, when
we will, for example, consider how the frequency of different
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Factors impacting replacement rates

In this section, we evaluate how different factors impact the
annual replacement rate of the SSDs in our data set. We conduct our analysis on eMLC and 3D-TLC SSDs, and exclude
cMLC and SLC drives due to insufficient data.

0.28
0.26
0.24
0.22
0.20
0.18
0.16
0.14
0.12
0.10
0.08
0.06
0.04
0.02
0.00

< 1%
≥ 1%

0.16
0.14

RLUsed
< 1%
≥ 1%

0.12
0.10
0.08
0.06
0.04
0.02
0.00

A
B
C
D ALL
Replacement Category

(a) 3D-TLC Drives.

5.1

0.18

RLUsed

Annual Replacement Rate (%)

5

Annual Replacement Rate (%)

reason types behind replacements varies depending on drive
capacity, lithography, age, or firmware version.
Finding 1: One third of replacements are associated with
one of the most severe reason types (i.e., SCSI errors), but on
the other hand, one third of drive replacements are merely
preventative based on predictions.

A
B
C
D ALL
Replacement Category

(b) eMLC Drives.

Usage and Age

Usage, and the wear-out of flash cells that comes with it, is
well known to affect the reliability of flash-based SSDs; drives
are guaranteed to remain functional for only a certain number
of PE cycles. In our data set, SLC drives have a PE cycles
limit of 100K, whereas the limit of most cMLC, eMLC, and
3D-TLC drives is equal to 10K cycles, with the exception of
a few eMLC drive families with a 30K PE cycles limit.
Each drive reports the number of PE cycles it has experienced as a percentage of its PE cycle limit (the “rated life
used” metric, recall Section 3.1), allowing us to study how
usage affects replacement rates. Unfortunately, the rated life
used is only reported as a truncated integer and a significant
fraction of drives report a zero for this metric, indicating less
than 1% of their rated life has been used. Therefore, our first
step is a comparison of the ARR of drives that report less
than 1% versus more than 1% of their rated life used. The
results for eMLC and 3D-TLC drives are shown in Figure 1,
which includes both overall replacement rates (“All”), and
rates broken down by their replacement category (A to D).
Throughout our paper, error bars refer to 95th percentile confidence intervals and we exclude two outlier models, i.e., II-C
and I-C, with unusually high replacement rates to not obscure
trends (except for graphs involving individual drive families).
We also perform statistical tests and calculate p-values
to confirm our hypotheses (where applicable). For each test
case, we perform a two-sample z-test [1]. Since our analysis is
based on replacement rates, we need to calculate and compare
the replacement rates of the two groups in each test. For each
group, we create 1,000 random samples of replacement rates;
in each sample, the replacement rate is measured based on a
randomly chosen set of 1,000 SSDs from the corresponding
group. Finally, we perform a z-test on the two sets of samples
and report the calculated p-value associated with the test.
Figure 1 provides evidence for effects of infant mortality.
For example, for eMLC drives, the drives with less than 1%
rated life used are more likely (1.25X) to be replaced than
those with more than 1% of rated life used (the estimated
mean replacement rates of the two populations are 0.168
and 0.126 respectively, whereas the corresponding p-value is
equal to 6.3211e-45). When further breaking results down by
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Figure 1: Annual replacement rate per flash type based on
the drives’ “rated-life-used” percentage.
reason category, we find that drives with less usage consistently experience higher replacement rates for all categories.
Making conclusive claims for the 3D-TLC drives is harder
due to limited data on drives above 1% of rated life used,
resulting in wide confidence intervals. However, where we
have enough data, observations are similar to those for eMLC
drives, e.g., we see a significant drop in lost writes for drives
above 1% of rated life used.
We also looked separately at drives that are extensively
used (more than 50% of their PE cycles) and their typical
reasons for replacement. We see the trend of decreasing rates
of lost writes continues here, as we don’t observe a single
case related to lost writes among these drives. One possible
explanation is that lost writes might be related to firmware
bugs, and as firmware gets updated to improved versions over
the course of a drive’s life, rate of lost writes drops. We take
a closer look at firmware versions in Section 5.5. It’s also
possible that issues leading to lost writes typically become
evident early in a drive’s life and the drive gets replaced before
it makes it to more than 1% or 50% of its rated life.
Another interesting observation is that the heavily used
drives are more likely to be replaced due to predictive failures
compared to the overall population. This could mean that issues leading to predictive failures are only exposed after some
significant usage (e.g., hardware problems that cause media
errors and bad blocks, which then trigger failure prediction,
require thoroughly exercising the NAND). Alternatively, it
could mean that after more drive usage more data is available
on the drive’s health status, which improves predictions.
We also look at replacement rates as function of a drive’s
age measured by its total months in the field. Figure 2 (top)
shows the conditional probability of a drive being replaced
in a given month of its life. i.e., the probability that the drive
will fail in month x given that it has survived month x-1.
We observe an unexpectedly long period of infant mortality
with a shape that differs from the common “bathtub” model
often used in reliability theory. The bathtub model assumes a
short initial period of high failure rates, which then quickly
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5.2

Flash and drive type

The drive models in our study differ in the type of flash they
are based on, i.e., in how many bits are encoded in a single
flash cell. For instance, Single Level Cell (SLC) drives encode
only one bit per cell, while Multi-Level Cell (MLC) drives
encode two bits in one cell for higher data density and thus
a lower total cost, but potentially higher propensity to errors.
The most recent generation of flash is based on Triple Level
Cell (3D-TLC) flash with three bits per cell.
The last column in Table 1 allows a comparison of ARRs
across flash types. A cursory study of the numbers indicates
generally higher replacement rates for 3D-TLC devices compared to the other flash types. Also, we observe that 3D-TLC
drives have consumed 10-15X more of their spare blocks.
For a more nuanced comparison between 3D-TLC and
eMLC we turn to Figures 1 and 4, which also take usage
and lithography into account. Figure 1 indicates that ARRs
for 3D-TLC drives are around 1.5X higher than for eMLC
drives, when comparing similar levels of usage. Figure 4
paints a more complex picture. While V2 3D-TLC drives
have a significantly higher replacement rate than any of the
other groups, the V3 3D-TLC drives are actually comparable
to 2xnm eMLC drives, and in fact have lower ARR than the
1xnm eMLC drives. So, lithography might play a larger role
than flash type alone (we take a closer look at in Section 5.4).
We are also interested in differences between the enterpriseclass eMLC drives and consumer-class cMLC drives. Unfor-
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drops [14, 15, 28, 35]. Instead, we observe for both 3D-TLC
and eMLC drives, a long period (12–15 months) of increasing
failure rates, followed by a lengthy period (another 6–12
months) of slowly decreasing failure rates, before rates finally
stabilize. That means that, given typical drive lifetimes of 5
years, drives spend 20-40% of their life in infant mortality.
We wondered whether these unexpected results might just
be an artifact of our heterogeneous population, since each line
in Figure 2 (top) is computed over a population comprising
different drive families with different drive ages and characteristics. We therefore plotted in Figure 2 (bottom) the same
probabilities, but this time only over a subset of drive families
with similar characteristics (e.g., age and lithography). Again,
we observe the same trends, and in fact in some aspects even
slightly more pronounced: the duration of the two phases is
similar in length and for 3D-TLC drives, the ratio of the peak
failure rate to the lowest rate is even larger (a factor of 2.5X).
It might be surprising at first that we do not observe an
increase in ARR for drives towards the end of their life. The
reason is that the majority of drives, even those deployed for
several years, do not experience a large number of PE cycles.
Their fraction even in the population of older drives is too
small to drive up the overall ARR.
Finding 2: We observe a very drawn-out period of infant
mortality, which can last more than a year and see failure
rates 2-3X larger than later in life.

eMLC
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Figure 2: Conditional probability of failure based on a drive’s
age (number of months in the field) for all drive families (top)
and a subset of them (bottom), i.e., II-A, II-B, and II-F for
3D-TLC drives and I-B, I-C, I-D, and II-J for eMLC drives.
tunately our data set contains only one family of cMLC drives
(II-H). Interestingly, we find that this one family of cMLC
drives reports much lower replacement rates than eMLC families of similar age and capacity (i.e., II-H drives vs II-J drives).
Narayanan et al. [23] report replacement rates between 0.51% for their consumer class MLC drives, with the exception
of a single enterprise class model, whose replacement rate
is equal to 0.1%; however, the authors in [23] consider only
fail-stop failures. In our study, we consider different types of
failures and thus, the reported replacement rates would have
been even smaller had we considered only fail-stop failures.
Finally, we observe that SLC models are not generally
more reliable than eMLC models that are comparable in age
and capacity. For example, when we look at the ARR column of Table 1, we observe that SLC models have similar
replacement rates to two eMLC models with comparable capacities, i.e., II-I and III-A drives (their difference is small
but still statistically significant, i.e., the estimated mean replacement rates of the two populations are 0.112 and 0.091
respectively, with a p-value equal to 5.0841e-22). This is
consistent with the results in a field study based on drives in
Google’s data centers [29], which does not find SLC drives to
have consistently lower replacement rates than MLC drives
either. Considering that the lithography between SLC and
MLC drives can be identical, their main difference is the way
cells are programmed internally, suggesting that controller
reliability can be a dominant factor.
Finding 3: Overall, the highest replacement rates in our
study are associated with 3D-TLC SSDs. However, no single
flash type has noticeably higher replacement rates than the
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Figure 3: Figure 3a shows the annual replacement rates for the drive families shipped with multiple capacities. Figures 3b
and 3c show replacement rates for different capacities broken down by their replacement category, for 3D-TLC drives and eMLC
drives, respectively. In these figures, the 3800GB and 3840GB capacities have been consolidated.
other flash types studied in this work, indicating that other
factors, such as capacity or lithography, can have a bigger
impact on reliability.

5.3

Capacity

The drives in our data set range in capacity from 100GB to
15.3TB and most drive families include drives of different
capacities, which allows us to study the effect of drive capacity
on replacement rates. One would expect the rate of failures
that are due to underlying hardware issues (such as failure of
NAND cells or DRAM) would grow with capacity. On the
other hand, failures that are related to firmware bugs are not
likely to be strongly correlated with capacity (all else being
equal). In the remainder of this section, we test our hypothesis
of NAND related problems increasing with capacity.
First, we turn to the reported numbers on bad sectors in
Table 1. We observe that consistently within each drive family,
the total number of bad sectors continuously increases with
capacity. For example, for model I-C, the average number of
bad sectors per drive is growing from 1.9 to 5.6 to 6.4 to 14.97
for capacities of 400, 800, 1600 and 3800 GB, respectively.
Moreover, the percentage of drives with a non-zero count of
bad blocks continuously increases with capacity.
Figure 3a explores how overall ARRs change with capacity
by plotting the ARR of different drive families, broken down
by capacity. We make a slightly more nuanced observation
for ARR, compared to the bad sector count. For smaller
capacities, in the range of 200 to 1600 GB, the ARR shows
no clear relationship with capacity. It might be that for these
smaller capacities replacements are dominated by reasons
other than issues with the underlying NAND. The trend starts
to change around 1600GB, as for four out of the five families
that have 1600GB drives, those drives have the highest ARR.
And for larger capacities, there is a clear trend for increasing
ARRs. The 15TB drives always have higher ARR than the
other drives in the same family. The 3800GB and 8000GB
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drives always have higher ARR than the drives less than
3800GB within the same family.
We also looked for differences in the reasons for replacement between smaller and larger capacity drives and made
an interesting observation: for the largest capacity drives,
the rate of predictive failures is lower than for smaller capacity drives. In contrast, the most severe failure reason, i.e.,
an unresponsive drive, occurs at a much higher rate for the
larger capacity drives than for the smaller capacity drives. Figures 3b and 3c illustrate this observation, as they break down
the ARR by capacity and replacement category for different
flash technologies. Among the eMLC drives, the 3800GB
and 3840GB capacities and among the 3D-TLC drives, the
8TB and 15TB capacities have very high rates of replacement
due to an unresponsive drive, compared to smaller capacities. They also have a lower rate of replacements due to
predictive failures. This means that the replacement rate associated with high capacity drives is not only bigger, but also
has potentially more severe consequences. Another potential
implication is that failures of large capacity drives are either
harder to predict or the prediction algorithms have not been
optimized for them. It may be possible that the severe failures and unpredictability of such failures is an artifact of the
larger DRAM footprint associated with large flash capacity,
rather than the flash capacity itself. Potential for such impact
could be mitigated by upcoming architectures such as Zoned
Storage (ZNS) [4, 30] that obviate the need for large Flash
Translation Layer (FTL) tables in DRAM and consequently
reducing the DRAM footprint.
Finding 4: Drives with very large capacities not only see
a higher replacement rate overall, but also see more severe
failures and fewer of the (more benign) predictive failures.

5.4

Lithography

Lithography has been shown to be highly correlated with a
drive’s raw bit error rate (RBER); models with smaller lithog-
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Figure 5: Annual replacement rates per firmware version.

Figure 4: Annual replacement rate per flash type and lithography broken down by replacement category.

5.5

raphy report higher RBERs according to a study based on
data center drives [29], but not necessarily higher replacement rates. We explore what these trends look like for the
drives in enterprise storage systems. To separate the effect
of lithography from flash type (i.e., SLC, cMLC, eMLC, 3DTLC), we perform the analysis separately for each flash type.
The bar graph in Figure 4 (right) shows the ARR for eMLC
drives separated into 2xnm and 1xnm lithographies broken
down by failure category, also including one bar for replacements of all categories. We observe that the higher density
1xnm drives experience almost twice the replacement rate
of 2xnm drives (the p-value is equal to 4.2365e-120). Also,
replacement rates for each of the individual reason categories
are higher for 1xnm drives than for 2xnm, with the only exception of reason category A, which corresponds to unresponsive
drives. Finally, we also observe that the 1xnm drives also have,
on average, consumed a larger percentage of spare blocks (an
indicator of developing bad blocks) and developed a larger
number of bad sectors, despite the fact that they are generally
younger than the 2xnm drives.
In contrast to eMLC drives, the 3D-TLC drives see higher
replacement rates for the lower density V2 drives, which internally have fewer layers than V3 (the corresponding z-test
returns a p-value equal to 2.7624e-275). When breaking replacement rates down by reason category, we observe that
consistently with the results for eMLC drives, the only category that is not affected by lithography is category A, which
corresponds to unresponsive drives. Regarding the percentage of spare blocks consumed, we observe comparable values
between V2 and V3 drives (if we exclude the II-G family,
which is much younger than the others).
Finally, for SLC drives, we do not see a clear trend for
replacement rates as a function of lithography; however, we
also have limited data, with only one drive model in each
lithography for SLC drives.
Finding 5: In contrast to previous work, higher density
drives do not always see higher replacement rates. In fact,
we observe that, although higher density eMLC drives have
higher replacement rates, this trend is reversed for 3D-TLC.

Given that bugs in a drive’s firmware can lead to drive errors
or in the worst case to an unresponsive drive, we are interested
to see whether different firmware versions are associated with
a different ARR. Each drive model/family in our study experiences different firmware versions over time. We name the
first firmware version of a model FV1, the next one FV2, and
so on. An individual drive’s firmware might be updated to a
new version, but we observe that the majority of drives (70%)
appear under the same firmware version in all data snapshots.
Figure 5 shows the ARR associated with different firmware
versions for each drive model. Considering that firmware
varies across drive families and manufacturers, it only makes
sense to compare the ARR of different firmware versions
within the same drive family. To avoid other confounding factors, in particular age and usage, the graph in the figure only
includes drives with rated life used of less than 1% (the majority of drives). We have also analyzed the data in different
ways, for example by including only drives that appear consistently under the same firmware version in all data snapshots,
observing similar results.
We find that drive’s firmware version can have a tremendous impact on reliability. In particular, the earliest versions
can have an order of magnitude higher ARR than later versions. This effect is most notable for families I-B (more than
factor 2X decrease in ARR from FV1 to FV2), II-A (factor
8X decrease from FV2 to FV3) and II-F (more than 10X decrease from FV2 to FV3). The corresponding z-tests return
extremely small p-values and thus, confirm our results.
We note that the effect where earlier firmware versions
have higher replacement rates persists even if we only include
drives whose firmware has never changed in our data snapshots, e.g., we compare drives that spend their entire lives in
FV1 and compare them to drives who only saw FV2. This provides confirmation that the effect is actually due to firmware
versions, and not due to infant mortality, where the earlier
version is used at an earlier time of a drive’s life and the later
version during a later point in life.
A likely explanation is that later firmware versions include
bug fixes and improvements over earlier versions. This expla-
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Figure 6: Annual replacement rates per flash type based on the drives’ bad sectors count. Figure 6a breaks results down by drive
family and Figures 6b and 6c by replacement category.
nation is further supported by our observation that the failures
that decrease the most when moving from FV1 to later versions (e.g., for the two families with the highest decrease
in ARR, II-A and II-F) are failures in categories B and C
(lost writes and timeouts), both of which could be caused by
firmware problems.
Interestingly, we also observe cases where the ARR increases with increasing version numbers, albeit not as frequently. One example is family II-J, where FV5 has a significantly higher ARR than FV2 or FV4. The difference between
FV2 and FV5 is more than factor of 10X when considering
only drives that do not change firmware version (graph omitted for lack of space). One possible explanation is that as the
firmware code base evolves, it becomes more complex and
the new code also introduces new bugs.
Finding 6: Earlier firmware versions can be correlated
with significantly higher replacement rates, emphasizing the
importance of firmware updates.

5.6

All Flash FAS (AFF) Systems

We also looked at whether a drive’s type of usage, i.e., either
as part of an AFF system or as part of a caching layer, affects
its replacement rate. We find no indication that within a drive
family, replacement rates vary as a function of type of usage.

5.7

Device Role

We also studied whether drives within a RAID group have
different replacement rates, depending on their role in the
RAID group (i.e., data and parity), but found no indication
of statistically significant differences. This might indicate
that WAFL is effective at balancing load across drives and
minimizing the number of parity updates.

5.8

Over-provisioning

We also looked at the amount of over-provisioning (OP) as
a factor, but find no clear correlation between the amount of
over-provisioned space and ARR. One reason might be that
the typical drive in our population is far from reaching its en-
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durance limit. Therefore, the potential endurance-increasing
effects of over-provisioning do not become relevant.

5.9

Number of bad blocks

In this section, we are exploring the relationship between
a drive developing bad blocks and replacement rates. We
consider two different metrics associated with bad blocks.
The first metric is the length of the g-list, also referred to as
defect list, which is maintained by Data ONTAP and contains
an entry for every block generated an unrecoverable error
upon access. Since the g-list is empty for a large fraction
of drives (99.04%), we distinguish between drives with an
empty and a non-empty g-list, and plot their ARR separately.
Figure 6a shows the results broken down by drive family.
We observe that drives that have experienced at least one
unrecoverable error (i.e., they have a non-empty g-list) have
significantly higher replacement rates. Part of this observation might just be an artifact of predictive drive replacements
(category D), as predictions might be based on the length of
the g-list. We therefore plot in Figures 6b and 6c the same
rates, but broken down by replacement category.
Not surprisingly, we see that there is a strong correlation
between a non-empty g-list and predictive failures (category
D); however, the more interesting observation is that also
for the other replacement reasons, there is a correlation between having a non-empty g-list and the drive being replaced.
That means developing unrecoverable errors is indicative of a
variety of future issues a drive might develop.
The second factor we consider is the number of consumed
spare blocks inside each individual SSD. While we omit full
results due to lack of space, we note that again we observe
similar correlations.
Finding 7: SSDs with a non-empty defect list have a higher
chance of getting replaced, not only due to predictive failures,
but also due to other replacement reasons as well.
Finding 8: SSDs that make greater use of their overprovisioned space are quite likely to be replaced in the future.

18th USENIX Conference on File and Storage Technologies

145

150

200

Time Difference (in Days)

Figure 7: Time difference between
successive replacements within RAID
groups.

7

% of RAID Groups

% of RAID Groups

8

0.8
0.7
0.6
0.5
0.4
0.3

6
5
4
3

0.2

2

0.1

1

0.0

0
3
5
10
11
12
16
18
21
23
24

100

9

0.9

3
4
5
10
11
12
16
18
19
21
22
23
24

50

1.0

3
4
5
10
11
12
16
18
19
21
22
23
24

0

% of RAID Groups

Cumulative Probability

0.0 0.2 0.4 0.6 0.8

Median
Average

5.5
5.0
4.5
4.0
3.5
3.0
2.5
2.0
1.5
1.0
0.5
0.0
RAID Group Size

RAID Group Size

RAID Group Size

(a) RAID groups that experience at
least 1 replacement.

(b) RAID groups that experience
multiple replacements.

(c) RAID groups with replacement
that experience at least 1 follow-up
replacement (within 1 week).

Figure 8: Statistics on replacements within RAID groups.

6

Correlations between drive failures

A key question when deriving reliability estimates, e.g., for
different RAID configurations, is how failures of drives within
the same RAID group are correlated.
As a first measure of correlation, we explore the probability
that a RAID group will experience a drive replacement following a prior drive replacement. More precisely, we start by
computing the empirical probability that a RAID group will
experience a drive replacement in a random week; this probability is equal to 0.0504%. Then, we compute the probability
that a RAID group will experience another drive replacement
within a week following a previous drive replacement. The
probability is equal to 9.39%, that is, more than a factor of
180X increase compared to the probability that a drive replacement will occur within a random week. We speculate
on a few possible reasons that could explain this. First, RAID
reconstruction imposes an additional load to the other drives
of the group and exposes latent errors, as these drives must be
fully scanned to reconstruct the data of the failed drive. Second, shared environmental issues (e.g., overheating, power
surge), could affect multiple drives from the same group simultaneously, as they are all placed within the same filer.
For a more detailed understanding of correlations, we consider all RAID groups that have experienced more than one
drive replacement over the course of our observation period
and plot in Figure 7, the time between consecutive drive replacements within the same RAID group. We observe that
very commonly, the second drive replacement follows the preceding one within a short time interval. For example, 46% of
consecutive replacements take place at most one day after the
previous replacement, while 52% of all consecutive replacements take place within a week of the previous replacement.
Another important question in RAID reliability modelling
is how the chance of multiple failures grows as the number
of drives in the RAID group increases. Figure 8a presents,
for the most common RAID group sizes, the percentage of
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RAID groups of that size that experienced at least one drive
replacement. As one would expect, larger RAID groups have
a higher chance of experiencing a drive replacement; yet,
the effect of a RAID group’s size on the replacement rates
saturates for RAID groups comprising more than 18 drives.
However, we make an interesting observation in Figure 8b,
when we look at the percentage of RAID groups that have
experienced at least two drive replacements (potential double
failure): this percentage is not clearly correlated with RAID
group size, except for maybe very small RAID groups of three
or four drives. The largest RAID group sizes do not have a
higher rate of double (or multiple) failures.
The reason becomes clear when we look at the conditional
probability that a RAID group will experience a replacement,
given that it has already experienced another replacement, in
Figure 8c. More precisely, for each RAID group size, we consider the RAID groups that had at least one drive replacement
and compute what percentage of them had at least one more
replacement within a week. Interestingly, we observe there
is no clear trend that larger RAID group sizes have a larger
chance of one drive replacement being followed by more replacements. Note that, as already mentioned, the chance of
experiencing a drive failure grows with the size of the RAID
group (Figure 8b); however, the chance of correlated failures
does not show a direct relationship with the group’s size.
Finding 9: While large RAID groups have a larger number
of drive replacements, we find no evidence that the rate of
multiple failures per group (which is what can create potential
for data loss) is correlated with RAID group size. The reason
seems to be that the likelihood of a follow-up failure after a
first failure is not correlated with RAID group size.

7

Related Work

Four recent field studies have looked at failure characteristics
of SSDs in data centers at Facebook, Microsoft, Google, and
Alibaba, respectively [22, 23, 29, 34]. Our work is different
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in that we focus on enterprise storage systems, rather than
distributed data center storage and is the first to report on
TLC drives, large capacity drives (8 TB and 15 TB), and
several models with 10xnm lithographies. Moreover, our
study considers a large number of factors that were not studied
in previous work, such as the effect of firmware versions and
failure correlations within a RAID group.
Where we report statistics that were also considered in
previous work, we have included a comparison in the relevant
sections of our paper. In other cases, a direct comparison with
failure rates reported in prior work is not meaningful. For
example, the Facebook [22] and Microsoft [23] studies focus
on unccorrectable errors and fail-stop events respectively,
which are different from the drive replacements considered in
our study. Furthermore, fail-stop events do not always lead
to drive replacements, and other events that might lead to
replacements are not included in the rates reported in [23].
Similarly, while the study of drives at Alibaba [34] includes
a breakdown of reason for replacement, their taxonomy is
different, with categories that do not map to ours. Moreover,
their work does not report on rates of failures (only the relative
frequency of reasons).

8

Lessons learned

• Our observations emphasize the importance of firmware
updates, as earlier firmware versions can be correlated with
significantly higher failure rates (§5.5). Yet, we observe
that 70% of drives in our study remain at the same firmware
version throughout the length of our study. Consequently,
we encourage enterprise storage vendors to make firmware
upgrades as easy and painless as possible, so that customers
apply the upgrades without worries about stability issues.
• A question that often comes up when configuring RAID
groups is how the size of a group, in terms of number of
drives, will affect its reliability. After all, intuitively, more
drives create more potential for failures. Our observations
show that larger RAID groups might not be as bad as often
thought. While large RAID groups have a higher number
of drive replacements, we have no evidence that the rate of
multiple failures per group (which is what creates potential
for data loss) is correlated with RAID group size (§6).
• Our results highlight the occurrence of temporally
correlated failures within the same RAID group (§6). This
observation indicates that single parity RAID configurations
(e.g., RAID-5), might be susceptible to data loss, and realistic
data loss analysis certainly has to consider correlated failures.
• Drives with very large capacities experience higher failure
rates overall and see more severe failures (§5.3). The higher
failure rate could stem from the larger amount of NAND and
dies on the drives, emphasizing the importance of a drive and
its system being able to handle a partial drive failure, such
as a die failure. NetApp is working toward this direction
by carving out the lost capacity of a dead die from the OP area.
• Our observation regarding the smaller rate of predictive
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failures for larger capacities (§5.3) also brings up the question
whether large capacity drives require different types of failure
predictors and potentially more input from the drive on its
internal issues (e.g., a bad die or issues with DRAM).
• There is renewed concern around NAND-SSDs reliability
with the introduction of QLC NAND, whose PE cycle limit
is significantly lower than current TLC NAND. Based on our
data, we predict that for the vast majority of enterprise users,
a move towards QLC’s PE cycle limits poses no risks, as 99%
of systems use at most 15% of the rated life of their drives.
• There has been a fear that the limited PE cycles of NAND
SSDs can create a threat to data reliability in the later part of
a RAID system’s life due to correlated wear-out failures, as
the drives in a RAID group age at the same rate. Instead, we
observe that correlated failures due to infant mortality are
likely to be a bigger threat. For example, for the 3D-TLC
drives in our study, the failure rate at the peak of infant
mortality is 2.5X larger than later in life (§5.1).
• We observe unexpected behavior for failure rates as a
function of age (§5.1). In contrast to the “bathtub” shape
assumed by classical reliability models, we observe no
signs of failure rate increases at end of life and also a very
drawn-out period of infant mortality, which can last more
than a year and see failure rates 2-3X larger than later in
life. This brings up the question what could be done to
reduce these effects. One might consider, for example, an
extended, more intense burn-in period before deployment,
where drives are subjected to longer periods of high read
and write loads. Given the low consumption of PE cycles
that drives see in the field (99% of drives do not even use
up 1% of their PE cycle limit), there seems to be room
to sacrifice some PE cycles in the burn-in process. More
detailed recommendations would require a more thorough
understanding of the relationship between PE cycles and
failure rates; we are currently working on collecting such data.
• When choosing among drive types/models, our results indicate that from a reliability point of view, flash type (i.e., eMLC
versus 3D-TLC) seems to play a smaller role than lithography
(i.e., 1xnm versus 2xnm eMLC) or capacity (§5.2–5.4).
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