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Abstract
Due to the processing of cryptographic functions, Cryptographic File Systems (CFSs) may require significant processing capacity. Parallel processing techniques on CPUs or GPUs
can be used to meet this demand. The CTR mode has two particularly useful features: the ability to be fully parallelizable
and to perform the initial step of the encryption process ahead
of time, generating encryption masks. This work presents an
innovative approach in which the CTR mode is applied in the
context of CFSs seeking to exploit these characteristics, including the anticipated production of the cipher masks (speculative encryption) in GPUs. Techniques that demonstrate how
to deal with the issue of the generation, storage and management of nonces are presented, an essential component to the
operation of the CTR mode in the context of CFSs. Related to
GPU processing, our methods work to perform the handling
of the encryption contexts and control the production of the
masks, aiming to produce them with the adequate anticipation
and overcome the extra latency due to encryption tasks. The
techniques were applied in the implementation of EncFS++,
a user space CFS. Performance analyzes showed that it was
possible to achieve significant gains in throughput and CPU
efficiency in several scenarios. They also demonstrated that
GPU processing can be efficiently applied to CFS encryption
workload even when working by encrypting small amounts
of data (4 KiB), and in scenarios where higher speed/lower
latency storage devices are used, such as SSDs or memory.

1

Introduction

In the era of storing data in cloud services, where they end
up being written to server disks scattered around the world,
it is increasingly important to deal with data confidentiality
before it is actually stored. Cloud storage services typically
provide secure communication channels in the data transfer
process. However, they do not bother encrypting the files
before writing and transferring them, which usually results in
data being stored in clear text format.
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One way to get around the problem of storing files in clear
text is to use a Cryptographic File System (CFS). By using
cryptographic techniques, they act transparently, encrypting
the data before they are actually stored. CFSs can apply encryption functions at different levels of the data storage and
retrieval process, and can encrypt individual files, directories,
partitions, and entire disks. CFSs typically encrypt the contents of files in blocks, in order to allow accesses at random
without having to decipher them completely. They use block
ciphers and modes of operation that dictate specific rules on
how the encryption process should be performed.
CFSs have intensive processing demands due to the volume of data and the cost of cryptographic functions. Parallel
processing techniques on CPUs or GPUs can be used to meet
these demands. As a way to achieve better performance on
these systems, you can use the parallel processing capabilities
offered by multiprocessor computers and servers, whether in
the form of multiple CPUs or GPUs.
The acceleration of symmetric GPU encryption algorithms
is a well-studied subject, including the Advanced Encryption
Standard (AES) [1] [19] [18] [13] [6] [12], in addition to its
application in the context of CFSs [26] [14] [10] [25]. One of
the studies related to the acceleration of AES in GPUs resulted
in the AES (WAES) Warped, presenting significant performance gains [28]. This study also resulted in the creation
of the WAESlib library, which can be used to facilitate the
integration of applications with the use of AES cryptographic
processing in GPUs.
A major feature of WAES, apart from GPU processing, is
the use of the operating mode called Counter (CTR). The
CTR mode has two particularly useful features: the ability
to be fully parallelizable in both encryption and decryption
operations and the ability to perform the initial step of the
encryption process in advance, generating what we call the
encryption masks.
In addition to exploring the first characteristic, WAES also
explores the second, making it capable of computing encrypted data in advance. So when an application actually
needs encrypted data, it will already be available, ready to
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be used. This feature may prove useful in a number of situations, allowing effective GPU encryption of small amounts
of data, something indicated to be impracticable in previous
research [26] [14] [10] [25]. Since most file system have
blocking factor of 4 KiB or lower, using WAES can bring
interesting results.
However, endowing a CFS with the ability to process its
cryptographic functions by a parallel processor is not restricted to the simple use of a library. For this to be done
efficiently, there are significant challenges to overcome.
A first concern would be about how to implement the CTR
mode in a CFS respecting the security requirements required
by the mode. It is necessary to treat issues related to an essential element to the operation of the CTR mode called nonce.
These issues pertain to their generation, storage and management. The resulting implementation needs to ensure that the
use of the CTR mode does not cause negative impacts to the
CFS performance, which could nullify the gains from parallel
processing the cryptographic functions.
Another point with direct connection to the parallel processing of the encryption workload regards to how to manage
the CFSs encryption contexts, controlling the production of
encryption masks on the multicores or GPU for subsequent
use in data encryption and decryption tasks. The read and
write operations, either sequential or random, have different
characteristics, which requires the creation of different techniques for managing these contexts in order to produce the
encryption masks with adequate time in advance. A related
issue is about how to aggregate enough work for the cores, for
parallel processing from typically sequential workloads generated by each CFS client application, without compromising
latency on the CFS operations.
This paper presents techniques that try to overcome these
challenges and constitute the main contribution of this work.
The authors are unaware of previous work that has used the
CTR mode in the context of CFSs, mainly seeking to exploit
the advantage of being able to produce the encryption masks
in a speculative way. The main objective of such an approach
is to obtain a better performance of the CFS in order to achieve
higher throughput and more efficient use of CPUs.We specifically deal with aspects related to the counter mode encryption.
Authentication issues could be dealt with at FS level or also in
conjunction to the encryption processes. In the latter case, our
techniques could also be applied in conjunction to other authenticated encryption methods (e.g. GCM [3] or OCB [22])
that are parallelizable and work with similar counter mode
constraints.
The techniques presented were validated through the creation of the EncFS++ CFS, based on the preexisting CFS
called EncFS [7]. The results show that it was possible to
obtain significant performance improvements (in throughput
and CPU efficiency) in several scenarios, even in very low
latency environments where the base file system (FS) was
stored in memory. In SSD disk micro-benchmarks this im-
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provement reached a maximum of 269% in throughput and
112% in CPU efficiency for sequential writing of large blocks.
Indeed, in the most adverse scenario for SSDs, the random
reading, it was possible to achieve gains of 18% in throughput
and 18% in CPU efficiency. The results also demonstrate that
the applied techniques allowed performance improvements
even when processing small amounts of data (requests of 4
KiB). Our approach was also evaluated in a scenario of low
latency "devices", by locating the tested file system in memory (RAM). We also present synthetic macro-benchmarks
performed in solid-state disks.
The rest of this paper is organized as follows: In Section 2
we introduce background aspects related to CTR encryption
mode, cryptographic storage systems and the GPU encryption library used in our work. We discuss related work in
Section 3. Issues related to CTR implementation and storage on CFSs are shown in Section 4. The management of
encryption contexts is presented in Section 5. We show micro
and macro-benchmark evaluations of our proposed scheme in
user space CFS EncFS++ in section 6. Finally we present our
conclusions in Section 7.

2

Background

This section presents some concepts relevant to the understanding of this work. The operation of the CBC and CTR
modes is discussed, emphasizing the advantages of the CTR
mode. Examples of cryptographic storage systems and the
different levels at which they can act on the Linux IO subsystem are also presented. EncFS is also previously presented
considering that the techniques of this work are implemented
on this. Finally, we present WAES, and its WAESlib library,
which exploit the advantages of CTR mode and allow the
execution of cryptographic functions in GPUs.

2.1

CBC and CTR Operation Modes

CFSs encrypt files in fixed-size blocks so that you can access parts of them without having to encrypt or decrypt them
completely. The blocks are coded using block ciphers that
subdivide these blocks into smaller blocks (usually 64 or 128
bits), processing them individually [16] [20] [23]. The processing of these smaller blocks during encryption must follow
specific rules which are known as operation modes. Among
these modes are the CBC and CTR [2].
In CBC mode, each cipher block depends on the clear
text block (P), the key (K), and the previous ciphertext block
(C). In the encryption process, before a block is encrypted, it
undergoes an operation of XOR with the previously encrypted
block. The encryption operation can be seen in Figure 1a. The
CTR mode employs a counter that is incremented for each
new block processed. This counter, called nonce, is encrypted
and then used in a XOR operation with the clear text to produce
the ciphertext, as in Figure 1b.
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Figure 1: CBC and CTR encryption process.

The CBC mode requires the use of an initialization (IV)
vector. Data in IV should not be predictable, ie an attacker
with use of some clear text should not be able to predict the
IV that will be used in the future process of encryption. The
choice of data to be used to populate the IV should follow
specific rules. Generally, a pseudorandomly generated number
is used, which is encrypted with the same key used in the
remainder of the encryption process [20] [23] [4] [2].
In CTR mode, the use of nonce enforces a unique nonce
and key pair. That is, the same nonce can not be used in different encryption operations with a given key in the encryption
process. This leads to the explicit need to control nonce increment between different encryption processes that use the
same key [2].
With regard to the parallel execution capability of the
blocks, in CBC this is not possible. This is due to the fact that
the encryption of a particular block depends on the encryption
of the previous block. Only the decryption process can be parallelized. In contrast, the CTR mode is highly parallelizable
since there is no dependence between the blocks. In addition,
since encryption can be done only on nonce it is possible to
generate encryption masks in advance. Thus, these masks will
be ready to be used when the data is known.
Besides the efficiency characteristics of CTR, it has proven
security bounds. In fact, the concrete security bounds one gets
for CTR-mode encryption, using a block cipher, are no worse
than what one gets for CBC encryption [15].

2.2

Cryptographic Storage Systems

Software-based storage systems can operate at different levels
of the Linux I/O subsystem. For this reason, the integration
of cryptographic resources into this system can be done in
several ways, giving rise to different types of cryptographic
storage systems.
There are file systems that act on user space, communicating with kernel space through libfuse and the FUSE module [27]. Because they run in user space, they offer greater
flexibility, not requiring elevated user privileges to be configured, used, and even developed and tested. On the other
hand, by constantly calling from the user to kernel space, they
cause a lot of context changes, which compromises their performance. An example of a CFS of this category is EncFS [7].
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Other systems are implemented as kernel modules, communicating directly with the Virtual File System (VFS). By
running entirely in kernel space, they significantly reduce the
need for context switches, improving their performance. An
example of this category is eCryptfs [8].
Another approach is to act on the block layer through the
device mapper. In this way the encryption will occur only in
an agnostic form acting on blocks to the file system itself.
They present the best performance, at the cost of not being as
flexible as the systems described above. Dm-crypt exemplifies
such a system.
The positioning in the Linux IO subsystem of each of these
three system examples can be seen in the Figure 2.

Figure 2: Cryptographic storage systems placement on Linux I/O
subsystem.

2.3

EncFS

The implementations of this work were realized on a cryptographic FS called EncFS [7]. The main reason for choosing
EncFS was that it is well known and run in user space, which
has two important advantages: it facilitates development / testing and allows direct access to the CUDA [17] library, which
is only available in user space.
In its encryption processes EncFS can use AES, Blowfish and Camellia symmetric block ciphers available in the
OpenSSL library. In order to be able to randomly access data
within an encrypted file, its contents are encrypted in blocks
with fixed sizes. The size is set during FS creation and can
range from 1 to 4 KiB. In full block encryption, it uses CBC
mode of operation.
Three different types of IVs are used in block encryption.
The first is the IV contained in the volume key (IVV ). The
second is the IV of the file (IVA) and the third is the IVs for
encryption of the blocks within the files (IV B). The IVV is
stored in the final bytes of the volume key (V K), which is
generated randomly in the FS creation. IVA is also generated
randomly in creating a new file. NumBlock corresponds to
the block number within the file. IV B is obtained by applying
the following cryptographic hash function:
IV B = HMAC_CT X(V K, IVV k (NumBlock

L

IVA))

Because EncFS uses CBC mode, the IVs used in block
encryption (IVBs) must meet the unpredictability requirement. This is why the concatenation of different IVs and the
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application of the cryptographic hash function is done. Considering the same file stored in a given EncFS system, VK,
IVV and IVA remain constant, the only variable being the
block number. This feature has advantages over performance,
as it allows the IVBs to be dynamically calculated, and it is
not necessary to store them. In addition, the same IVB can
be reused in rewriting processes of the same block within a
same file.

2.4

WAES and WAESlib

WAES (Warped AES) [28] is the implementation of a high
performance algorithm for heterogeneous parallel processing employed for data encryption using GPU. WAES was
implemented with 128-bit and 256-bit keys in CTR mode.
The heterogeneous part of WAES refers to the possibility of
performing all the steps of the CTR operation mode on the
GPU or performing the final part of XOR with the text to be
encrypted or decrypted in the CPU.
WAES explores the characteristic of the CTR mode of operation to implement a technique called speculative encryption.
From the moment you have the encryption key and nonce,
WAES can compute and pre-populate buffers with encrypted
data. In this way, these data are available in advance and are
called encryption masks.
Anticipating the production of encryption masks in conjunction with performing the final XOR step of CTR mode
on the CPU are critical to efficient processing when working
with small amounts of data in GPUs. This anticipation allows
you to compensate for the latency involved in GPU operations
such as data transfer and GPU kernel activation. Performing
the final XOR step on the CPU avoids the need to transfer the
data to be GPU encrypted.
WAES also allows buffer aggregation, which are processed
in the same WAES kernel activation. The buffers aggregation
technique decreases the latency and increases the utilization
of the GPU processing cores, consequently resulting in higher
bandwidth, thus being a promising technique to be used with
file systems submitted to workloads composed of requests in
the 4 KiB range.
The techniques proposed by WAES were implemented and
made available in a library called WAESlib. Calling this library will prepare the CUDA environment and launch the
WAES kernel which will pre-compute the encryption masks.
Calls to masks made through WAESlib are asynchronous,
freeing the application to perform other tasks while the encryption masks are computed on the GPU.
WAESlib also offers a priority feature that can be used to
control the production order of encryption masks. Contexts
defined with higher priority have their masks produced before.
This feature can be explored by trying to sort the production
of the masks according to the order in which blocks of a file
are accessed.

96

17th USENIX Conference on File and Storage Technologies

3

Related Work

The GPU acceleration of symmetric block ciphers is a wellknown subject in the literature [1] [19] [18] [13] [6] [12].
Some of these researches aim to take advantage of the acceleration of these ciphers in cryptographic storage systems. In
this section we first present research that worked with systems
running in user space and in the sequence those that worked
with systems running in kernel space.
In user space. The Engine-CUDA [21] project features
an OpenSSL engine capable of performing symmetric GPU
encryption operations. The project is used in the development
of the work done in [6], where the engine has been improved
and extended, being implemented other ciphers such as DES,
Blowfish, IDEA, Camellia and CAST5. Results show that
GPU processing becomes effective above 16 KiB and can be
eight times better when approaching 8 MiB.
In [5], CrystalGPU is presented, which is a framework
that aims to facilitate the integration of GPU processing into
applications. This framework is used in the implementation
of a FUSE-based CFS called CRSFS [26] [14]. In this work
the encryption algorithms used are the AES operating in the
ECB and CBC modes. Experimental results show that it is
advantageous to use CPU processing for data sizes up to 4
KiB and GPUs for data above 16 KiB.
In kernel space. The OpenBSD Cryptographic Framework
(OCF) [11] is a framework developed with the goal of providing a service virtualization layer within the kernel by offering
an API that hides the specific details of each accelerator. The
work presented in [9] uses the Linux version of the OCF to
integrate the GPU processing resources into this framework,
allowing to execute in NVIDIA GPUs symmetric encryption
operations using AES in ECB mode.
Gdev [10] is a runtime system designed to run in the kernel
space to manage the use of the GPU in a way that is similar
to the processes running on the CPU. Its main feature is to
control the GPU without relying on proprietary drivers and
access libraries that run in user space. One of the practical applications demonstrated is the eCryptfs adaptation to perform
encryption on the GPU. For writing operations the gain was
up to 2x.
The GPUStore [24] [25] is a runtime and framework system designed to facilitate the integration and efficient use of
GPU processing for data storage systems that run in kernel
space. In [25] as a practical application, the GPUStore is used
to accelerate code inside the kernel from the dm-crypt, and
eCryptfs. For data encryption above 256 KiB, the performance
was 36 times better.
Two points can be highlighted in relation to the state of the
art presented. First, when applying the processing acceleration
of the cryptographic functions in GPU to file systems none of
the work took advantage of the CTR mode. To our knowledge,
the work proposed in this paper is the first to explore the CTR
mode in this context. The second is that results in the reviewed
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work indicate that GPU processing only begins to be efficient
when working with larger size requests (> 16 KiB).
The use of the CTR mode for CFS proposed here allows
new forms of performance gain not exploited in previous
work: exploring the ability to produce the encryption masks
speculatively in the GPU; and to avoid transferring the data to
be encrypted or decrypted from the CPU to GPU. These techniques allow to compensate for the additional latency inherent
to the GPU processing that are especially impacting when
the size of the requests is small, according to the research
data presented. Moreover, we show that the data space needed
for nonce storage is very small and that it can be retrieved
and operated without compromising performance. Our approach is applicable, with some adaptation, to other counter
mode encryption methods that include authentication and are
parallelizable, including on multicores.

4

CTR Implementation on CFSs

Before we can exploit the benefits of using CTR in the context
of CFSs, it must be adapted to operate in CTR mode. One
essential element for the operation of the CTR mode is the
nonce. We must carefully think the ways to generate and store
these nonces as these factors can impact the performance
of the CFS and possibly cancel any impending gains from
the application of speculative encryption using GPU processing. This section presents some techniques that address such
issues.

4.1

Nonces Generation

Considering the issue of nonces generation and seeking to
satisfy the demand for nonce uniqueness [3] in the CTR mode,
this work proposes a deterministic form for its generation. The
technique relies on a single global counter that is incremented
on each write or rewrite of a data block in the FS. The numbers
generated by this counter are used as nonce in the encryption
and decryption functions. Considering, for example, the use
of a 128-bit block cipher, the nonce must also have that size.
Therefore, a 128-bit counter can be used.
In implementations such as the OpenSSL library, the least
significant nonce bits are used as an internal counter incremented every 16 bytes of encrypted data. The amount of bits
required for this counter is given by the formula log2 (x/16),
where x is the number of bytes to be encrypted with this nonce.
Since nonces must be unique, the amount of blocks that can be
written or rewritten is given by 2128−x , where x is the amount
of reserved bits.
Figure 3 illustrates the format of the global counter and the
least significant bits reserved for the internal counter of the
CTR mode.
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Figure 3: Nonce obtained from CFS global counter.

4.2

Nonces Storage

Regarding the storage of nonces, when a FS block is written,
the nonce used in its encryption process is obtained from
the FS global counter. In a future process of reading the
same block, in order to be able to decipher its contents, it is
necessary that the same nonce be passed as a parameter to the
decryption functions. Therefore, it must be stored for future
retrieval since any rewritten block needs a different nonce and
file blocks may have been updated in any given order.
A naive method would be to store the nonces individually,
prepending each block. However, this approach is inappropriate for random reading because it makes it difficult to read
nonces in advance in order to trigger the anticipated generation of encryption masks. In addition, FS block sizes are
already page aligned and doesn’t have the space to include
the nonces.
One way to work around this problem is to store nonces
separately from the encrypted file. Thus, they occupy contiguous regions on disk, streamlining the processes of reading and
writing. Also, since each nonce has only 16 bytes, accessing
it individually is not efficient. In addition to storing them
in separate files, it is also interesting that they be read and
written in a clustered fashion.
However, grouped and separate storage is not the ideal
solution for all cases. In a scenario that works with very small
files, containing few blocks of data, reading and writing an
entire group of nonces can lead to wasted memory and disk
space. Ideally, we would store the initial nonces of all files in
a single storage location. Only when a file occupies a greater
number of blocks, its other nonces begin to be stored in a
separate and exclusive file.
To deal with the storage situation of the initial file nonces,
this paper proposes a solution based on the Unix inodes storage system. This structure was called nonce node (nnode).
There is a single file responsible for storing the nnodes of all
files stored in the FS. The general structure of this file can be
seen in Figure 4a.
At the beginning of the nnodes structure (file) the FS global
counter is stored. Following is a counter that controls the
amount of nnodes used, as well as a bitmap that is intended
to control the allocation of nnodes. The nnodes themselves
are in the sequence. Each file stored in the FS has an nnode
allocated to it and stored in that structure. In the expansion of
an nnode, shown in Figure 4b, you can see the information
contained in it. They are the inode number of the file (used to
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Figure 4: Nonce nodes (nnodes) file format (a). Detail of a nnode
(b). Exclusive nonce file format (c).

index the file to nnode), followed by the first 16 nonces of the
file.
Considering that an nnode is used to store the first 16
nonces of a file, assuming for example that the FS uses 4
KiB blocking factor and supposing files of up 64 KiB, only
the structure of one nnode is sufficient to store its nonces.
This form of storage helps to optimize access to small files as
it allows nnodes to be stored in near regions on the disk. In addition, it also helps to avoid wasting disk space by allocating
larger structures for storing an entire group of nonces.
If a file grows beyond the 16 blocks, the other nonces begin
to be stored in a separate and unique file for each file stored
in the FS. The format of this file can be seen in Figure 4c.
Nonces are stored in groups of 256 nonces to match the size
of a 4 KiB memory page. This implies that that one nonce
group is stored for each 256 ∗ 4 KiB segment of a file (i.e. a 1
MiB file segment). This way the overhead, in terms of disk
space to keep the nonces, stays negligibly under 0.4% (i.e. at
most 4KiB/1MiB).

5

Encryption Contexts Management

In order to understand some of the techniques proposed in this
work, which aim to use WAESlib efficiently in the context of
CFSs, it is necessary to briefly describe its operation. One of
the main components of the library is the so called encryption
contexts: a kind of logical organization used by the library to
control the production and application of encryption masks.
Basically, the use of the library is a process that involves
calling a context definition function to start the production of
the encryption masks and then call the functions that apply
these generated masks.
In the use of the context definition function, the identification number of the context being defined, the identification
number of the previously defined key, nonce and a priority
number are given. The call to this function is asynchronous,
releasing the application to perform other tasks. After the
function call, the library can fire the WAES kernel so that
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it begins computing the encryption masks in advance in the
GPU.
Internally the priority is used by WAESlib to aggregate and
define the order in the production of the masks. As the masks
are generated, they are transferred to the system memory and
are available for use in the data encryption and decryption
functions.
The other two main functions are used to instruct WAESlib
to encrypt and decrypt data. In your call information such
as the context identification number, the buffer containing
the data to be encrypted or decrypted and its size is passed.
These are synchronous functions that cause WAESlib to use
the previously calculated encryption mask for the context in
question, available in system memory, to effectively encrypt
or decrypt the data. This final step consists of a bitwise XOR
operation between the data and the mask generated, being
performed in the CPU.
Despite its simplified use, there are significant challenges
involved in this process. They mainly concern how to effectively group, define, and use these encryption contexts in
writing and reading operations. One of the main contributions
of this paper is to present some techniques that show how
to do this. They demonstrate how to use encryption contexts
to ensure that encryption masks are produced promptly in
advance and are readily available at times when they are required to effectively encrypt and decrypt blocks of data. These
techniques seek to explore how files stored in the CFS are
accessed, for example by examining data locality issues and
access patterns.

5.1

Encryption Context Pools

The approach carried out in this work in grouping the encryption contexts was based on the idea of pools that are used
differently according to the operation being performed. We
identified the need to create at least two group types: a unique
pool of encryption contexts, at CFS level, used in sequential
and random write operations; and several pools of contexts for
decryption, one per open file, used in sequential and random
read operations. The working idea of these pools is described
in the following two subsections.
5.1.1

Contexts Pool for Encryption/Writing

In order to hide the latency involved in the process of generating the masks in the GPU, as well as its transference from the
memory of the device to the system memory, it is essential
that the triggering of the masks generation occurs as soon
as possible. This work proposes the use of a single pool of
contexts used for the generation of masks that can be used in
the process of block encryption. Consequently, they can be
used in the processes of writing and rewriting blocks of all
CFS files.
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Using as an example a pool containing eight contexts, when
the CFS is mounted, eight contexts will be allocated for this
pool. The current value of the CFS counter is copied and
used to define the contexts contained in the pool using a
nonce corresponding to the value of that counter, which is
incremented with each defined new context. Respecting the
need to keep the least significant bits of the counter reserved
and considering a CFS that uses blocks of 4 KiB, the counter
increases in the value of 256 (as each 4 KiB data block totals
256 AES blocks).
The queue start (pool beginning) indicator is used to store
the context ID containing the oldest mask generated. At the
end of this process, shown in Figure 5a, the CFS will have an
amount corresponding to the size of the pool in masks ready
to be used in block encryption processes.

Figure 5: Contexts pool usage example for encrypting blocks in
write operations.

However, in order to avoid wasting nonces and avoid the
need to temporarily store the nonces used to generate masks,
the CFS counter is only effectively incremented when a mask
is used in the encryption process. The nonce to be saved
to be used in the future process of decrypting the block is
obtained from the value of the CFS counter when mask usage
occurs. Soon after, the counter is incremented, corresponding
to the value used before in the generation of the mask of the
subsequent context. The queue start indicator is then moved.
After consuming the mask, the context that contained the
newly used mask is reused to trigger the generation of a new
mask. Thus, all contexts are always maintained with a new
mask. The priority used in this context reset (redefinition)
may be as small as possible, since the mask to be produced
will only be consumed after all others. The value of nonce to
be used in the generation of the next mask can be obtained
through the formula x = y+(1 << w)∗z, where x corresponds
to the next nonce y the current value of the CFS counter, w
the amount of reserved bits of CTR mode and z the size of
the pool of writing contexts. Figure 5b illustrates the state of
pool after consumption of a mask, followed by generation of
a new mask.
5.1.2

Contexts Pool for Decryption/Reading

The context pool used for decryption, and consequently in the
reading processes, works as a mask window that is shifted
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according to the region of the file being read. In this technique,
each open file has its unique context pool whose trigger for
masking occurs according to the block number being accessed.
The window is positioned on the first read block, generating
the masks for the subsequent blocks according to the size of
the pool. As the blocks are read and the masks consumed
in the decryption processes, the window is shifted and new
masks are generated.
The Figure 6 illustrates the behavior of the pool of contexts
containing the generated masks in a sequential read process,
initiating at the beginning of the file. Also taking as an example a pool containing eight contexts, when the file is opened,
the nonces of the first eight blocks are used to define the
encryption contexts that begin to produce the masks.

Figure 6: Contexts pool usage example for decrypting blocks in
sequential read operations.

The priority feature offered by WAESlib can be exploited
to dictate the production order of these masks. Thus, when
defining each of the contexts of the window, one can define
the context contained at the beginning of the window with the
highest possible priority, gradually decreasing this priority in
the definition of subsequent contexts. The masks needed to
decipher the first blocks are getting ready before the masks
of subsequent blocks.
As illustrated in Figure 6, after consumption of the mask
referring to the 0th block, one can trigger the production of
the mask for block eight with the lowest possible priority,
since the trend is that it will be used only after consumption
of the masks from the previous blocks. In a purely sequential
reading, this process repeats itself, with the consumption of
the mask at the beginning of the window and the subsequent
production of a new mask at its end.
The sliding window technique can also be applied for random access. In this case, its beginning is always moved to the
position corresponding to the first block being read. When this
displacement occurs, two situations may occur at first: (i) the
window is fully shifted to an earlier position, i.e. (x − y) > z,
where x is the previous initial position of the window, y the
new starting position and z the size of the window; (ii) the
window is shifted fully forward, where (y − x) > z. Both situations are illustrated in Figure 7a and 7b, respectively. Because
the new starting positions are completely outside the previous
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window, it is necessary to reset (redefine) all contexts for new
masks to be generated.

Figure 7: Window moved to a far position with the redefinition of
all contexts inside the pool.

The other two situations refer to cases where, after moving
the window, part of the new window ends up overlapping
the previous one. These situations occur when the window
is moved to a near previous position, that is (x − y) <= z;
and when it is shifted to a near posterior position, that is,
(y − x) <= z. The figure 8a and 8b illustrates the first and
second case, respectively. In these situations, the window that
occupied the previous position contains some masks that can
be reused, it is not necessary to redefine the contexts of the
positions that overlap, making the process more efficient.

Figure 8: Window moved to a near position with reuse of previously
produced masks.
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6

Evaluation

As a way of validating the techniques discussed in the previous sections, they were implemented on the EncFS CFS.
We have called this new version EncFS++. The performance
analyzes in this section compare EncFS and EncFS++. The
EncFS version is the original, using CBC mode and with
exclusive CPU processing. The EncFS++ version uses the
CTR mode implemented according to the ideas discussed
in Section 4, as well as the encryption context management
techniques for GPU processing discussed in Section 5.
Performance measurements were performed at the microbenchmark level measuring throughput with 4, 64 and 128
KiB requests in read and write operations both sequentially
and randomly. To measure throughput the tool fio was
used; to measure CPU utilization, the pidstat tool was
used to exclusively monitor the EncFS and EncFS++ processes and subprocesses. Macro-benchmarks were also performed with the filebench tool, as described at the end of
this section. The tests were performed on a computer running Linux OS with 4.10 kernel, using Intel Core i7-7700HQ
@ 2.8GHz, 32 GiB memory and Western Digital SSD disk
model WDS240G1G0A. The libfuse version used was 2.9.4,
OpenSSL 1.0.2g and WAESlib 2.01g. The GPU used was
an NVIDIA GeForce GTX 1070 (mobile version), in CUDA
9.2 environment. The micro-benchmark measurements were
performed on a 16 GiB file, being repeated 10 times and taking the simple arithmetic mean of the results. Among the
measurements, the base FS (ext4, default settings) was unmounted, re-created and remounted. Among all the repetitions,
the caching pages were discarded.
As a way of comparing CPU utilization between versions,
an index called CPU utilization efficiency was used. It was calculated using the following formula: x = (y/z)/(w/k), where
x corresponds to the efficiency index being calculated, y and
z correspond to the throughput and utilization value of CPUs
reached in the version being compared; w and k correspond
to the value of bandwidth and CPU utilization reached in the
version with which the comparison is being made. Thus, it is
possible to obtain a comparison between the amount of work
performed by each version contrasted with the percentage of
CPU usage.
Figure 9 shows the bandwidth values obtained in the two
versions of EncFS, in a sequential read scenario with base
FS stored on disk (SSD) and in memory. In the secondary
y axis (right side) the percentage of the bandwidth variation
of EncFS++ is displayed in relation to its original version.
Table 1 displays the values obtained. The next to last column
shows the percentage increase or decrease in bandwidth. Positive and green values indicate that the EncFS++ version had
an increase in bandwidth compared to the original version.
Negative values in red means the opposite. The last column
shows the calculated efficiency values. Values above 1 were
colored green indicating more efficient CPU usage in the
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EncFS++ version. Values below 1 were colored red indicating
less efficient use.

Figure 10: Throughput variation (sequential write+encrypt).

Figure 9: Throughput variation (sequential read+decrypt).

Req.
Size
(KiB)
4
64
128

Sequencial Write+Encrypt (SSD)
EncFS
EncFS++
EncFS++/
(CBC, CPU) (CTR, GPU)
EncFS
Thrput CPU Thrput CPU Thrput CPU use
(MB/s) (%) (MB/s) (%) Var. (%) efficiency
97.43 10.41 179.86 11.75 84.61 1.64
203.79 10.55 650.71 14.16 219.30 2.38
199.87 9.93 738.43 11.75 269.44 3.12

Sequencial Write+Encrypt (Memory)
EncFS
EncFS++
EncFS++/
(CBC, CPU) (CTR, GPU)
EncFS
Thrput CPU Thrput CPU Thrput CPU use
(MB/s) (%) (MB/s) (%) Var. (%) efficiency
102.88 10.42 188.11 12.19 82.83 1.56
214.71 11.00 806.92 18.59 275.82 2.22
211.56 10.43 897.25 18.94 324.12 2.33

Table 2: Throughput and CPU utilization: sequential write+encrypt.

Table 1: Throughput and CPU utilization: sequential read+decrypt.

With the base FS stored on disk, it is perceived that the
maximum throughput gain in EncFS++ is approximately
52%, with an increase in CPU utilization efficiency around
60%. However, the bandwidth number reached approaches
the throughput limit supported by the disk (500 MB/s). With
base FS stored in memory (Figure 9b), it can be seen that it is
possible to obtain much more significant gains, up to 359%
in throughput and 135% in CPU use efficiency.
The significant performance improvement in the reading
operations deserve to be highlighted, mainly because they involve the use of the decryption functions. CBC mode also has
the same advantage as CTR mode in that it can be parallelized
in the decryption processes. Therefore, a simple application
of the CTR mode, without exploiting the parallel processing
in GPU, would not have many advantages with respect to the
improvement in throughput.
The results of the sequential writing operations can be seen
in Figure 10 and the values in the Table 2. In the sequential
writing scenario, EncFS++ also has a significant throughput
gain of up to 269%, using base FS on disk, and 324% with
FS in memory. CPU utilization efficiency, is up to 212% and
133%, with base FS stored on disk and memory, respectively.
In both cases, direct write to disk (O_DIRECT) was not used
because it was not supported by EncFS. As a consequence,
writing occurs first on cache pages. For this reason, the values
written to disk and memory are very close and values exceed
the bandwidth limit of the SSD disk.
Significant gains in both sequential reading and sequential
writing demonstrate the effectiveness of context pool management techniques in order to be able to produce encryption
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masks well in advance. Even in a scenario of very low latency as in the case of base FS stored in memory. It is also
important to highlight the gains obtained in the measurements
involving 4 KiB requests, demonstrating that it is also possible to perform GPU processing efficiently when the CFS
works with small amounts of data. As described in Section
3, previous research indicates that this is only feasible with
larger requests (> 16 KiB).
The results of the random read can be seen in Figure 11
and the values in the Table 3.

Figure 11: Throughput variation (random read+decrypt).

Req.
Size
(KiB)
4
64
128

Random Read+Decrypt (SSD)
EncFS
EncFS++
EncFS++/EncFS
(CBC, CPU) (CTR, GPU)
Thrput CPU Thrput CPU Thrput CPU use
(MB/s) (%) (MB/s) (%) Var. (%) efficiency
17.80 1.93 18.71 3.75 5.14 0.54
96.48 4.37 107.95 5.35 11.88 0.91
120.17 5.34 142.50 5.38 18.57 1.18

Random Read+Decrypt (Memory)
EncFS
EncFS++
EncFS++/EncFS
(CBC, CPU) (CTR, GPU)
Thrput CPU Thrput CPU Thrput CPU use
(MB/s) (%) (MB/s) (%) Var. (%) efficiency
166.68 10.37 59.72 8.30 -64.17 0.45
290.74 11.40 541.54 17.12 86.26 1.24
297.11 11.45 684.10 17.37 130.25 1.52

Table 3: Throughput and CPU utilization: random read+decrypt.

Before discussing the results of random reading, it is important to explain how the random reading generated by the
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fio tool occurs. When generating the random accesses, the
tool determines the next block to be randomly accessed based
on a uniform distribution. While all blocks of a file are not
accessed, the reading of a previously held block does not repeat. Since the CFS was configured to encrypt blocks of 4
KiB, requests of 4, 64 and 128 KiB result in access to 1, 16
and 32 blocks, respectively.
The context pool for reading is designed to be used for both
sequential and random reading. In sequential reading this pool
was configured to contain 64 contexts (window size). That
means, in every read request, 64 encryption masks will be produced. In sequential reading, this is not a problem, since the
blocks are read in sequence and all masks are used. However,
considering the random access of 4 KiB, if a window of 64
contexts is used, mostly the first mask produced is consumed,
as the chances of the next block to be read in the sequence is
low in random read patterns. Consequently, a significant overhead would have occurred in the production of 63 masks that
are not harnessed. Therefore, in random readings, the size of
the window was adapted according to the size of the request.
For the 4, 64 and 128 KiB requests, windows containing 2, 8
and 16 encryption contexts were used.
First, by analyzing the results with the base FS stored in
memory, in the 64 and 128 KiB requests, there are gains in
throughput (86% and 130%), but they are smaller than the values obtained in sequential reading (319% and 359%). If you
use smaller windows, you also reduce the level of advance
that masks are generated when the request is being served. It
is also important to highlight the issue of full window offset
when a new random read request occurs. All window contexts need to be reset and there is less time for the masks
corresponding to the initial blocks of the request to be ready,
causing the application to wait for its production.
In the random 4 KiB requests and FS in memory there
are significant throughput losses (64%) and low CPU use
efficiency. Considering the random access where it is not
possible to predict the next block to be accessed and due to
the use of a small window (2 contexts), there is no way to
shoot the mask production well in advance. Therefore, with
each block accessed, the application needs to wait for the
mask to be ready, adding latency to the decryption process.
The scenario is aggravated by the fact that the base FS is
stored in memory, because in this case there is neither the
time to read the block on disk, in which, in parallel, the mask
could be generated. In Figure 11a, it can be seen that there are
no throughput losses in 4 KiB requests, which demonstrates
how disk access time can be exploited as a way to compensate
for processing latency in GPU kernel launches. One solution
to circumvent this outcome is to either lower the latency in
GPU decryption library setup or to resort to pure CPU CTR
decryption when 4K random read patterns are presented to
the FS.
In contrast, according to the performance observed in the
64 and 128 KiB requests, even without having the access
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time to disk to produce the masks, the use of a slightly larger
window (8 and 16 context) and the technique of launching the
production of a mask for the block n positions ahead (where n
corresponds to the size of the window), are enough to achieve
a certain level of advance in the production of the masks. Thus,
even in this scenario of very low latency (without access to
disk), we still have gains in throughput.
However, although disk access time can be exploited as a
way to compensate for the latency of GPU processing, it also
acts against WAESlib’s ability to aggregate encryption contexts, mainly in the random read scenario. As a consequence,
the efficiency in the use of GPU processing resources is reduced and the overheads inherent in GPU processing (GPU
kernel launching and mask transfer) become more significant.
Even with these adversities, there are still gains in this case
with the base FS stored on disk, although modest, from 5%
up to 18% in throughput boost.
Regarding CPU utilization efficiency, in the disk FS scenario, there is a reduction of about 46% (i.e. 0.54 efficiency) in
the 4KiB requests, the worst case. In practice, this means that
it would not be possible to ameliorate CPU utilization in these
small requests sizes, given the throughput levels achieved.
We have observed that polling mechanisms, either internal
in CUDA or in the GPU encryption library, generate slightly
higher CPU overhead when waiting longer for disk operations
to complete. This is an issue to be further investigated. One
possible solution was dicussed before, for the small 4KiB
random read case from memory.

Figure 12: Throughput variation (random write+encrypt).
Random Write+Encrypt (SSD)
EncFS
EncFS++
EncFS++/
Req. (CBC, CPU) (CTR, GPU)
EncFS
Size
Thrput
CPU
Thrput
CPU
Thrput
CPU use
(KiB)
(MB/s) (%) (MB/s) (%) Var. (%) efficiency
4 96.61 10.36 173.46 11.54 79.54 1.61
64 202.53 10.50 640.83 14.06 216.42 2.36
128 198.91 9.91 739.30 11.60 271.69 3.17

Random Write+Encrypt (Memory)
EncFS
EncFS++
EncFS++/
(CBC, CPU) (CTR, GPU)
EncFS
Thrput CPU Thrput CPU Thrput CPU use
(MB/s) (%) (MB/s) (%) Var. (%) efficiency
99.81 10.28 182.13 11.94 82.47 1.57
213.83 10.97 801.79 18.57 274.96 2.21
211.47 10.43 888.46 18.89 320.13 2.32

Table 4: Throughput and CPU utilization: random write+encrypt.

The results of the random writing can be seen in Figure
12 and the values in the Table 4. The outcomes in this scenario are very close to the sequential writing scenario. This
is because writing occurs in memory regardless of whether
the base FS is on disk or memory, as explained before. In
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encryption work. This means that there is potential margin
for scalability at the GPU side, provided bottlenecks at the
FS/storage layers are resolved.
macro-benchmark - fileserver.f (SSD)

210

500
Throughput (MB/s)

Throughput (MB/s)

220
200
190
180
170
160
150

1 thread

2 threads

4 threads

macro-benchmark - webserver.f (SSD)
macro-benchmark - webserver.f (SSD)

400
300
200
100
0
1 thread

2 threads

EncFS (CBC, CPU)

EncFS++ (CTR, GPU)

eCryptfs (CBC, CPU)

eCryptfs (CBC, CPU, AESNI)

4 threads

Figure 13: Macro-benchmarks (SSD).

Threads

EncFS (CBC,
CPU)
Thrput CPU
(MB/s) (%)
1 164,8 9,9
2 188,2 11,4
4 196,2 12,3
EncFS (CBC,
CPU)
Thrput CPU
(MB/s) (%)
1 192,3 8,0
2 239,7 10,8
4 234,8 10,0

Threads

addition, the pool of contexts used in sequential and random
writing is the same, including with respect to its mechanism of
operation. There are significant gains with both disk (271%)
and memory (320%) FS, citing the maximum numbers. There
are also improvements in CPU efficiency of up to 217%and
132%, respectively.
On the synthetic macro-benchmark analyses, two example
workloads from filebench were used: f ileserver. f (characterized by a mix of read and writes operations) and webserve f . f
(characterized mainly by read operations). EncFS++ performance was compared to the original EncFS and with eCryptfs.
The hardware accelerated (AESNI) as well as the CPU version
of eCryptfs were used due to the fact that it is also stacked over
ext4 FS (figure 2), but operating in kernel space. Measurements with simultaneous access by 1, 2 and 4 threads were
performed. In this scenario, the base FS (ext4) was stored on
a SSD disk.
Greater throughput gains occurred in the webserver. f workload (Figure 13 and Table 5). The gains are up 145% when
compared to EncFS and ranges from 44% to 130% with respect to eCryptfs. In the f ileserver. f workload, the gains
were more modest: between 9% and 27% when compared to
EncFS and and between 2% and 33% contrasted to eCryptfs.
It is important to note that with the base FS stored in SSD, the
maximum throughput supported by the disc imposes a limit
to the gains. Despite the theoretical limit of 540/465 MB/s
(read/write) supported by the SSD, in practice this value is
400/200 MB/s (measured by dd tool with bs=128k, same size
as iosize parameter used in the filebench tool). Regarding CPU
use efficiency, there were also gains. Compared to EncFS
in the f ileserver. f workload, these gains ranged between
120% and 170% and in webserver. f it was between 60% and
80%. The gains against eCryptfs in the f ileserver. f workload
stayed between 110% and 190%, and in webserver. f ranged
from 90% to 120%.
A comparison with eCryptfs(AESNI), a CFS executing
AES encryption in hardware, is a fair experiment with macrobenchmark workload. In particular because the latency at submitting encryption tasks is much lower than spawning GPU
work, and this FS works in kernel space. Even in this case, the
performance of EncFS++ proved competitive with respect to
throughput capacity. EncFS++ showed gains between 8% and
32% in webserver. f workload. In the f ileserver. f workload,
the throughput practically stayed the same. The negative point
in this scenario was in the efficiency of CPU usage, especially
in the webserver. f workload where, in the worst case, there
was a reduction of 60%.
Nevertheless, it is important to highlight the low GPU utilization in the experiments (Table 5). GPU utilization was
only up to 25% in the webserver. f benchmark and around
half of this amount in the f ileserver. f workload. Also, this
GPU use is lowering with more threads, as expected, because
in this case, more threads competing for disk access generate more delays at this level, consequently generating less

Macro-benchmark – fileserver.f (SSD)
eCryptfs eCryptfs (CBC,
EncFS++
(CBC, CPU) CPU, AESNI)
(CTR, GPU)
Thrput CPU Thrput CPU Thrput CPU GPU
(MB/s) (%) (MB/s) (%) (MB/s) (%) (%)
157,2 8,8 206,9 4,6 209,4 4,7 10,5
201,9 11,5 212,4 4,4 214,0 5,8 12,8
209,7 16,1 216,1 10,9 215,1 5,8 11,4
Macro-benchmark – webserver.f (SSD)
eCryptfs eCryptfs (CBC,
EncFS++
(CBC, CPU) CPU, AESNI)
(CTR, GPU)
Thrput CPU Thrput CPU Thrput CPU GPU
(MB/s) (%) (MB/s) (%) (MB/s) (%) (%)
204,9 10,9 422,5 3,6 471,8 11,2 25,5
211,1 11,2 316,1 3,6 418,3 10,5 23,3
222,9 11,7 296,2 7,0 322,3 8,8 19,1

Macro-benchmark – fileserver.f (SSD)
EncFS++/
EncFS++/
EncFS++/
EncFS(CBC) eCryptfs(CPU) eCryptfs(CPU,AESNI)
Thrput CPU use Thrput CPU use Thrput CPU use
Var. (%) efficiency Var. (%) efficiency Var. (%) efficiency
2,5
1,2
1,0
27,1 2,7 33,2
6,0
2,1
0,8
0,8
13,7 2,2
2,6
2,9
-0,4
1,9
9,6
2,3
Macro-benchmark – webserver.f (SSD)
EncFS++/
EncFS++/
EncFS++/
EncFS(CBC) eCryptfs(CPU) eCryptfs(CPU,AESNI)
Thrput CPU use Thrput CPU use Thrput CPU use
Var. (%) efficiency Var. (%) efficiency Var. (%) efficiency
11,7
0,4
145,4 1,8 130,3 2,2
2,1
32,3
0,5
74,5 1,8 98,2
1,9
8,8
0,9
37,3 1,6 44,6

Table 5: Macro-benchmarks: numbers (SSD).

7

Conclusion

CFSs have intensive processing demands due to the volume
of data and the cost of cryptographic functions. Parallel processing techniques on CPUs or GPUs can be used to meet
these demands. As a way to achieve better performance on
these systems, you can use the parallel processing capabilities
offered by multiprocessor computers and servers, whether in
the form of multiple CPUs or GPUs.
In the application of the encryption functions, different
modes of operation can be used, among them the CTR mode.
It has interesting advantages, including the ability to be
fully parallelizable and allowing the generation of encryption masks in advance. This work sought to explore both,
including the anticipated generation of encryption masks in
the GPU. The authors of this work are unaware of previous
works that have explored them in the context of CFSs, which
makes our approach innovative. While this work applies such
techniques with the use of GPUs for parallel encryption tasks,
they could also be exploited using CPUs only or in heterogeneous (CPU+GPU) solutions.
In this work, techniques were proposed to overcome two
important challenges. The first concerns the use of the CTR
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mode in the context of CFSs. Issues related to the management of nonces were addressed, including techniques for their
generation and storage. The main objective was to ensure
that the management of the nonces did not cause a significant
decrease in the performance of the CFS, which could nullify
the later benefits of parallel encryption tasks.
Future work involves macro-benchmark analysis using real
workloads primarily to better evaluate the performance of
context pools. This will allow to identify the need for improvements in management techniques created, or even the
creation of new techniques. There is also the intention to apply the approach carried out in this work on storage systems
that run in the kernel space, since these systems also usually
demand greater processing capacity and we can circumvent
extra delays introduced by user space modules.
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