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Abstract

It's possible to manipulate the headphones, earphones,
and simple earbuds connected to a computer, silently
turning them into a pair of eavesdropping microphones.
This paper focuses on the cyber security threat this be-
havior poses. We introduce 'SPEAKE(a)R,' a new type
of espionage malware that can covertly turn the head-
phones, earphones, or simple earbuds connected to a PC
into microphones when a standard microphone is not
present, muted, taped,' or turned off. We provide tech-
nical background at the hardware and OS levels, and ex-
plain why most of the motherboards and audio chipsets
of today’s PCs are susceptible to this type of attack. We
implemented a malware prototype and tested the signal
quality. We also performed a series of speech and record-
ing quality measurements and discuss defensive counter-
measures. Our results show that by using SPEAKE(a)R,
attackers can record human speech of intelligible quality
and eavesdrop from nine meters away.

1. Introduction

Audio playing equipment such as loudspeakers, head-
phones, and earphones are widely used in PCs, laptops,
smartphones, media entertainment systems, and more. In
this section we refer to any audio playing equipment that
contains speakers (loudspeakers, headphones, ear-
phones, etc.) as speakers.

Speakers aim at amplifying audio streams out, but a
speaker can actually be viewed as a microphone working
in reverse mode: loudspeakers convert electric signals
into a sound waveform, while microphones transform
sounds into electric signals. Speakers use the changing
magnetic field induced by electric signals to move a dia-
phragm in order to produce sounds. Similarly, in micro-
phone devices, a small diaphragm moves through a mag-
netic field according to a sound’s air pressure, inducing
a corresponding electric signal [1]. This bidirectional

1 "Why has Mark Zuckerberg taped over the webcam
and microphone on his MacBook?" [4]

mechanism facilitates the use of simple headphones as a
feasible microphone, simply by plugging them into the
PC microphone jack. It should be clear that in practice,
speakers were not designed to perform as microphones
and the recorded signals will be of low quality.

1.1. Jack retasking

A typical computer chassis contains a number of audio
jacks, either on the front panel, rear panel, or both. These
jacks are the sockets for plugging in various audio equip-
ment such as speakers, headphones, and microphones.
Each jack is used either for input (line in), or output (line
out). The audio ports usually have a conventional color-
ing system; typically green is used for speakers (output
jack), blue for line in (input jack), and pink for micro-
phones (input jack).

Interestingly, the audio chipsets in modern motherboards
and sound cards include an option to change the function
of an audio port at software level, a type of audio port
programming sometimes referred to as jack retasking or
jack remapping. This option is available on Realtek's
(Realtek Semiconductor Corp.) audio chipsets, which
are integrated into a wide range of PC motherboards to-
day. Jack retasking, although documented in applicable
technical specifications, is not well-known, as was men-
tioned by the Linux audio developer, David Hennings-
son, in his blog:

"Most of today’s built-in sound cards are to some degree
retaskable, which means that they can be used for more
than one thing. ...the kernel exposes an interface that
makes it possible to retask your jacks, but almost no one
seems to use it, or even know about it" [2].

1.2. Microphone-less eavesdropping
The fact that headphones, earphones, and earbuds are
physically built like microphones, coupled with the fact



Figure 1. Illustration of SPEAKE(a)R. Headphones (scenarios A, B),
speakers (scenario C), and earphones (scenario D) are connected to a
computer which has no microphone. A malware running on the com-
puter turns them into microphones. Note that in scenario C the method
requires 'passive' loudspeakers, which are rarely in use today.

that an audio port’s role in the PC can be altered pro-
grammatically, changing it from output to input, creates
a vulnerability which can be abused by attackers. A mal-
ware can stealthily reconfigure the headphone jack from
a line out jack to a microphone jack. As a result, the con-
nected headphones can function as a pair of recording
microphones, thereby rendering the computer into an
eavesdropping device — even when the computer doesn't
have a connected microphone (Figure 1).

In this paper we provide a technical overview of
SPEAKE(a)R — a malware that can covertly transform
headphones into a pair of microphones — and show how
it can be exploited in different scenarios. We also evalu-
ate the malware’s efficacy and the recording quality, and
present defensive countermeasures.

1.3. Scope of the attack

The attack described in this paper is mainly relevant to
headphones, earphones, and simple earbuds. It is also
relevant to a type of speaker that is passive (see Section
2.1), without an internal amplifier. Although such speak-
ers are in use today [3], they are much less common in
modern desktop PCs. This effectively limits the scope of
the attack to headphones, earphones, and earbuds.

1.4. Attack scenarios

In the context of cyber security, the attack scenario is rel-
evant to spyware or malware with an espionage intent.
Such spying malware may have the capability of keylog-
ging, stealing files and passwords, and audio recording.
There are two main scenarios for using headphones as a
microphone.

Microphone-less computers. This scenario involves a
PC that is not equipped with a microphone but has con-
nected headphones. A malware installed on the com-
puter, can turn the headphones into a microphone for
eavesdropping.

Disabled microphones. In this scenario, the computer
may be equipped with a microphone, which at some
point was disabled, muted (with an 'off' button), or taped
(e.g., in laptops [4]). This typically occurs when the user
wants to increase security and ensure a conversation’s
confidentiality. In these cases the malware provides the
ability to record using the headphones.

The rest of this paper is structured as follows: Technical
background is provided in Section 2. Section 3 discusses
design and implementation. Section 4 describes the eval-
uation and experimental results. Section 5 presents re-
lated work. Countermeasures are discussed in Section 6.
We conclude in Section 7.

2. Technical Background

In this section we provide the technical background nec-
essary to understand the attack at the hardware, chipset,
and OS levels.

The fact that speakers can be used in reverse mode and
hence, can function as microphones, has been known for
years and is well documented in professional literature
[1] [5]. However, this alone doesn’t raise a security con-
cern, since it requires that a speaker be intentionally
plugged into the microphone jack (an input port) in order
to play the role of a microphone.

A glance into the security related issues of such a
'speaker-as-microphone' scenario can be found in a par-
tially declassified document released by the NSA in
2000, in response to an appeal of an earlier Freedom of
Information Act (FOIA) request. The document is a
guide to the installation of system equipment that takes
into account red/black security concerns. It contains the
following paragraph:

"In addition to being a possible fortuitous conductor of
TEMPEST emanations, the speakers in paging, inter-
com and public address systems can act as micro-
Phones and retransmit classified audio discussions out
of the controlled area via the signal line distribution.
This microphonic problem could also allow audio from
higher classified areas to be heard from speakers in
lesser classified areas. Ideally. Such systems should not
be used. Where deemed vital, the following precautions
should be taken in full or in part to lessen the risk of the
system becoming an escape medium for NSI." (NSTIS-
SAM TEMPEST/2-95, RED/BLACK INSTALLATION

(61 [7D).
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Figure 2. Basic illustration of audio recording and playing, demon-
strating that the speaker and microphone are inverses of each
other.
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2.1 Speakers, headphones, earphones, and earbuds
Dynamic microphones are the inverse of dynamic loud-
speakers. In the former, sound pressure variations move
a membrane attached to a coil of wire in a magnetic field,
generating an electric current/voltage. The inverse hap-
pens with loudspeakers: the electric voltage associated
with a sound drives an electric current through a coil in
the magnetic field, generating a force on the coil and
moving the membrane attached to it, producing sound in
the air (Figure 2). In fact, in simple intercom systems the
same mechanism is used as either a microphone or loud-
speaker.

Note, however, that the reversibility principle poses a
limitation: the speaker must be passive (unpowered),
without amplifier transitions. In the case of an active
(self-powered) speaker, there is an amplifier between the
jack and the speaker; hence, the signal won't be passed
from the output to the input side [8]. Since most modern
loudspeakers have an internal amplifier [9], the threat
presented in this paper is primarily relevant to head-
phones and earphones, and not to the loudspeakers typi-
cally connected to a PC.

2.2 Jack retasking/remapping

Desktop PCs may have a built-in, onboard audio chip or
external sound card. Typical PCs include various analog
input and output jacks. Input jacks are used for micro-
phones or other sources of audio stream. The input data
is sampled and processed by the audio hardware. Output
jacks are used for loudspeakers, headphones, and other
analog output playback devices. As noted, the capability
of changing the functionality of the audio jacks is re-
ferred to as jack retasking or jack remapping.

Intel High Definition (HD) Audio (the successor of
AC'97) is the standard audio component on modern PCs.
Jack retasking is now part of the Intel High Definition
Audio specification [10]. In this standard, the audio chip
on the motherboard is referred to as an audio codec. The
audio codec communicates with the host via a PCI or
other system bus. Realtek Semiconductor Corp. provides
the audio codec chip for many motherboard and chipset
manufacturers and is thus integrated in a wide range of
desktop workstations and notebooks. The most common
Realtek codecs in PCs are the multi-channel high defini-
tion audio codec series presented in Table 1.

Table 1. Realtek codec chips that support ]ack retasking
Realtek codec chips | Integrated in
(all support jack
retasking)
ALC892, ALC889,
ALC885, ALC88S,
ALC663, ALC662,
ALC268, ALC262,
ALC267, ALC272,
ALC269, ALC3220

Desktop PCs,
Notebooks

As noted in the table, the codec chips listed support jack
retasking. In this paper we primarily focus on Realtek
codec chips, since they are the most common codecs in
PCs. It's important to note that other codec manufactur-
ers support jack retasking as well [11] [12].
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Figure 3. Jack retasking at the hardware level.

2.3 Hardware interface

At the hardware level jack retasking means that the re-
taskable audio jacks are connected with both ADC (ana-
log-to-digital convertor) and DAC (digital-to-analog
convertor) components and hence, can operate as input
(microphone) or output (speaker) signal ports.

Figure 3 shows input/output retasking at the hardware
level, based on the Realtek design [13]. The schematic
diagram of the mic/line physical sockets illustrates two
electrical circuits connected to the same physical socket.
Choosing the input configuration enables the leg of the
IBUF to rise, powering on the buffer and allowing the
signal to enter the computer. In contrast, choosing the
output configuration enables the legs of the OBUF and
the AMP to rise and enables the output buffer and ampli-
fier. This action allows the signal to flow out from the
computer to the socket. When buffers are not enabled,
signals cannot pass through.

3. Design & Implementation

The HD audio component consists of the controller and
codec chips on the HD audio bus. Each codec contains
various types of widgets, which are logical components
that operate within the codec. Software can send mes-
sages (or verbs) to widgets in order to read or modify
their settings. Such verbs are sent via the HDA link,



which is a serial interface that connects the audio codec
to the host PC. Typical messages to the audio codec are
structured as [NID] [Verb] [Payload], where NID
is the node identifier (e.g., the widget to operate on),
Verb is the type of operation (e.g., set configuration),
and Payload contains the parameters for the operation
(e.g., the configuration parameters).

The HD audio codec defines a number of pin widgets.
Each pin, including the audio jack ports, has its own con-
figuration. The configuration includes the jack color, lo-
cation (rear, front, top, etc.), connection type (in or out),
and other properties. For example, in the Realtek
ALC892 chip, pins 14-17 (LINE2-L, LINE2-R, MIC2-
L, MIC2-R), pins 21-24 (MIC1-L, MIC1-R, LINEI1-L,
LINE1-R), and pins 35-36 (FRONT-L, FRONT-R) are
the analog input and output pins. In the retaskable pins
(e.g., 14-17) it is possible to change the default configu-
ration and its functionality from out (e.g., headphone or
speaker) to in (microphone) and vice versa. The HDA
specification defines the complete codec architecture
that allows a software driver to control various types of
operations [10].

3.1 Kernel interface

The vendors of audio codec chips, such as Realtek and
Conexant, provide kernel drivers which implement the
codec's functionality, including retasking, and expose it
to the user mode programs. For example, the Realtek
driver for Microsoft Windows allows remapping the au-
dio jack via specific values in the Windows Registry
(HKEY LOCAL MACHINE\SYSTEM\CurentCon-
trolSet\Control\Class\{4D36E96C-E325~-
11CE-BFC1-08002BE10318}\0000\Set-
tings\). A guide for how to remap Realtek onboard
jacks in Microsoft Windows can be found in [14]. The
Linux kernel, a part of the Advanced Linux Sound Ar-
chitecture (ALSA), exposes an interface that enables the
jack configuration; the hda-jack-retask tool is a
user mode program for Linux that allows the manipula-
tion of the HD audio pins' control via a GUI interface
[15].

3.2 Architecture

The architecture of the SPEAKE(a)R malware is shown
in Figure 4. The SPEAKE(a)R malware consists of a user
level process and a kernel level driver. The user level
process manages the set of malware tasks, such as com-
munication, command and control (C&C), persistency,
keylogging, and so on. The kernel level driver is in
charge of retasking the jacks from output to input and
vice versa. The main operational scenario involves a PC
that is not equipped with a microphone (or in which the
microphone is muted or turned off) but has connected
headphones, earphones, or passive speakers.

User-level
I ©
process
Retasking requests
SPEAKE(a)R
module @
HD Audio
(ALSA) @

v Configuration verbs

Kernel-level

HD Audio Codec Chip Hardware

Figure 4. SPEAKE(a)R architecture and components.

In this scenario a malware process runs in the user mode
(Figure 4, a), reconfiguring the headphone jack into a mi-
crophone jack by sending a retasking request to the ker-
nel module SPEAKE(a)R driver (Figure 4, b). The ker-
nel driver sends the configuration verb to the HD audio
codec through the HD audio interface (Figure 4, c),
which sends it to the audio codec via the HD audio bus.

Kernel level vs user level. Communicating with the HD
audio code chip via the kernel module provides the high-
est level of stealth, since the malware operations are not
exposed to user level monitoring (e.g., anti-virus). In-
stalling a kernel level driver requires root or administra-
tor privileges which can be acquired by stealing creden-
tials or exploiting a privilege escalation vulnerability in
the system. However, a kernel level component is not
necessary for the implementation of the SPEAKE(a)R
malware. A malware can communicate with the HD au-
dio hardware from the user level via command line tools
and system APIs in Linux and Windows OSs [16] [17].
These tools and APIs send the configuration verbs via
the standard audio driver already installed in the system.
The drawback of retasking the audio jacks from the user
level is that it is less stealthy. Anti-virus, intrusion detec-
tion systems (IDS), and intrusion prevention systems
(IPS) can detect the malicious activity, block it, and raise
an alert.

Stealth. During normal system behavior the audio out-
put reconfiguration takes place only while the head-
phones are not in use by the user. To avoid detection, the
SPEAKE(a)R kernel module detects when audio output
is triggered (e.g., the user is playing music) and instantly
reconfigures the microphone jack back into a headphone
jack.

Enhancing quality. The infected computer may be
equipped with both a microphone and headphones, but
the headphones are better positioned for the desired re-
cording, e.g., the headphones are closer to the voice



source, and hence, they can achieve better recording
quality. In this case, the headphone jack is configured
into a microphone jack, as in the microphone-less case.

4. Evaluation and Experimental Results

Headphones, earphones, and speakers were not designed
to perform as microphones in terms of quality and fre-
quency range. Nevertheless, our proposal is rooted in the
ability of obtaining a reasonable audio channel when us-
ing headphones as a microphone. This section describes
a series of experiments performed that are aimed at ob-
jectively assessing both the drop in audio quality associ-
ated with this arrangement. Specifically, we investigate
the relative degradation in audio quality in a variety of
controlled experimental setups using either a micro-
phone or a headphone to record human speech. We also
investigate the headphones’ effectiveness as a receiver in
digital communication.

4.1 Experimental setup

We obtained a series of audio quality measurements in
order to evaluate audio degradation when the audio is
recorded via headphones instead of a standard micro-
phone. To measure speech intelligibility in different ex-
perimental setups, we examined a set of pre-recorded
sentences used in speech research. More specifically, we
used a list of phonetically balanced sentences in Ameri-
can English ("Harvard sentences') as our clean audio ref-
erence [18]. The list is comprised of simple phrases con-
taining phonemes (in the same proportion as spoken
English), which are often used for standardized develop-
ment and testing of telecommunication systems, from
cellphones to voice over IP. This methodology enables
quick and automatic evaluations of speech coding proto-

cols. The list of the Harvard sentences used in our exper-
iments appears in Appendix A.

The actual reference audio used during the experiments
was taken from the open speech repository for research
[19]. We used an 8 kHz recording of one of the lists by a
male and female speaker. The audio was played through
commercial multimedia computer speakers (Genius SP-
S110) and recorded using an off-the-shelf microphone
device (Silverline MM202) and headphones (Sennheiser
HD 25-1 II). Several objective speech quality measures
were evaluated to estimate the degradation associated
with the use of the headphones as described below. The
experimental setups varied based on the distance be-
tween the computer playing the sound and the recording
computer.

4.2 Speech quality

The speech quality measures used in this research were
evaluated using the SNReval toolbox [20]. We used the
five popular objective speech quality measures described
briefly below for each experimental setup. More details

and implementation information for these measures can
be found in [20].

(1) NIST STNR. Speech to noise ratio, defined as the
logarithmic ratio between the speech power and
noise power estimated over consecutive 20 msec.

(2) WADA SNR. Waveform Amplitude Distribution
Analysis. In this SNR formulation, speech and noise
are assumed to follow pre-defined probability distri-
butions. WADA SNR is claimed to be a more stable
measurement in terms of bias and variance, com-
pared to NIST SNR.

(3) SNR_VAD. The energy ratio between speech and
noise regions designated by some voice activity de-
tection (VAD) procedure.

(4) BSS EVAL (SAR). Blind Source Separation per-
formance. Evaluated as the source to artifact (SAR)
ratio between the clean reference signal and the
noise component "separated" from the degraded
speech signal

(5) PESQ. Perceptual Evaluation of Speech Quality.
Measures speech quality using a psychoacoustic
model to compare the reference and degraded
speech signals.

The first three measures focus on some version of signal-
to-noise ratio (SNR), the ratio between the energy of
some speech signal to that of its contaminating noise. In
contrast, the last two measures reflect the distortion level
of the recorded speech signal with respect to the refer-
ence pre-recorded (played aloud) signal and are more di-
rectly related to the intelligibility level of the recorded
speech.

Table 2. Reference
NIST STNR (dB) = WADA SNR (dB) | SNR VAD (dB)
40.5 49.2 10.1

Table 3. Headphone recordings

Dis- NIST STNR WADA SNR SAR | PESQ
tance (dB) SNR(dB) = VAD = (dB) | MOS
(m) (dB)
1 7.5 3.0 2.8 3.7 2.6
3 7.0 -20.0 -7.2 2.8 2.0
5 6.5 -20.0 -6.1 -5.9 2.0
7 7.8 2.4 -11.0 = -5.5 2.2
9 8.0 -10.4 206  -4.3 2.0



Table 4. Microphone recordings

Distance NIST WADA SNR SAR PESQ
(m) STNR SNR (dB) VAD (dB) MOS
(dB) (dB)
1 29.0 22.6 6.7 8.7 2.5
9 13.8 8.0 4.8 -3.8 2.0
Table 5. ACC coding/decoding
Dis- NIST WADA SNR SAR PESQ
tance STNR SNR (dB) VAD (dB) MOS
(m) (dB) (dB)
0 (Ref.) 39.5 54.4 2.1 12.0 3.5
1 7.5 4.9 -2.0 2.7 2.5
5 6.5 -1.2 -9.4 -5.6 1.9
9 7.8 -1.2 -19.2 -4.5 1.9

Table 2 contains the SNR measurements in decibels (dB)
of the reference signal used in the experiments, namely,
a sequential recitation of sentences in the Harvard sen-
tences list. Note that SAR and PESQ measures are not
included, since this table addresses the pre-recorded ref-
erence signal alone.

Tables 3 and 4 show the results for the speech quality
measures for headphone and microphone recordings for
different recording distances. Table 5 shows the quality
degradation of the reference signal and headphone rec-
orded speech after encoding and decoding, reproducing
a subsequent transmission of the acquired speech via the
Internet. The codec used was the Advanced Audio Cod-
ing (AAC) [21], the potential MP3 successor and default
codec for YouTube, the iPhone, iPod, and other media
devices. This codec has a compression ratio of approxi-
mately ten to one. We note that in general, SNR meas-
urements are highly dependent on an accurate segmenta-
tion of speech versus noise excerpts. Therefore, in order
to optimize segmentation accuracy and consistency
across the different setups investigated, voice activity de-
tection was estimated for the reference and not recorded
signals. This segmentation was then applied to pairs of
reference and recorded signals after they were time-
aligned through cross-correlation.

Summary: The results above show a decrease in the
SNR when replacing the microphone with headphones
for the recordings. Nevertheless, note that the SAR and
PESQ indices are much less affected by this change.
These indicators, being directly correlated with intelligi-
bility, support our subjective evaluation in which the
headphone recordings in our experiments were judged to
be intelligible.

4.3 Spectral analysis

In addition to the objective SNR measures presented, we
also provide frequency domain graphs corresponding to
features used in the above calculations, comparing four
transmission setups: (1) microphone, one meter away
(from the computer), (2) headphones, one meter
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Figure 5. Average signal and noise energy bands for micro-
phone, one meter apart (top left); headphones, one meter apart
(top right); headphones, five meters apart (bottom left); and
headphones, nine meters apart (bottom right).
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Figure 6. Energy histograms for microphone, one meter apart
(top left); headphones, one meter apart (top right); headphones,
five meters apart (bottom left); and headphones, nine meters
apart (bottom right).

away, (3) headphones, five meters away, and (4) head-
phones, nine meters away.

Figure 5 displays average energy in voice-active regions
(signal) compared to the average energy in voice-inac-
tive (noise) regions. Note the sharp drop in the SNR in
the headphone channel setup for frequencies above
around 1500 Hz in comparison with the microphone
setup. High frequencies are further compromised as re-
cording distance increases.

Figure 6 contains histograms for the energy levels in dec-
ibels for each frequency band. The histograms illustrate
the lack of spectrum variability for the headphone spec-
tra in comparison with that of the microphone. Note, as



well, the relatively flat energy distribution for the head-
phones, especially at higher frequencies.

The results portrayed in the figures and tables indicate
that of the speech quality measures utilized the
BSS EVAL (SAR) and SNR VAD are those most cor-
related with intelligibility. These measures consistently
decrease as the distance increases, are far better for mi-
crophone recordings (versus headphone recordings), and
decrease after AAC coding, as expected. The SAR index
is of particular interest, since it is known to correlate, to
a certain extent, with subjective ratings thus assessing
speech intelligibility. Note, for instance, that the SAR in-
dex for a microphone positioned nine meters away from
the speech source is in between the indices obtained for
headphones located three and five meters apart from the
speech source. In addition, note that the codec’s impact
on degradation does not contribute to a substantial de-
crease in the speech quality.

4.4 Channel capacity

Thus far we have assessed the speech recording quality
attained using headphones as microphones for speech
transmission. In this sub-section, we investigate the po-
tential of using the headphone acquired acoustic waves
to convey digital information, in terms of channel capac-
ity. We focus on frequencies beyond the hearing range,
which can be seen as secure and covert channels for
transferring information between two computers.

Channel capacity (C) is a measure of the theoretical up-
per bound on the rate at which information can be trans-
mitted (in bits per second) over a communication chan-
nel by means of signal S. Under the assumptions of ad-
ditive interfering Gaussian noise (N) and available
bandwidth (B (Hz)), the channel capacity can be calcu-
lated using the Shannon-Hartley theorem [21]:

C =Bl <1+S)
= b l0g; N

As the formula indicates, the higher the SNR and chan-
nel bandwidth, the higher the amount of information that
can be conveyed. Note that for large SNRs (S/N >>1)
C = 0.33 % B *SNR (dB). Using this approximation,
Figure 7 shows SNR values and respective channel ca-
pacity measured for different frequency ranges in our ex-
perimental setup, calculated as follows. Similar to the
previous experiments, pure sinusoidal tones were played
from a source located at different distances from the re-
ceiving computer and recorded via the headphones at a
44.1 kHz sample rate. The SNR was measured for con-
secutive 100 Hz frequency bands up to 22 kHz as the
power ratio between the respective frequency tone and
the average background noise over the bandwidth.
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Figure 7. Channel capacity and SNR as a function of frequency.

SNR values were then used to evaluate the channel ca-
pacity for each of the 100 Hz bandwidth sub-channels
for different transmission distances, using the linear ap-
proximation previously described.

Our experiments suggest that headphones turned into mi-
crophones have significant potential for covert infor-
mation transmission, particularly considering that nor-
mal human hearing capabilities typically decrease at fre-
quencies over 10 kHz, and large inaudible spectrum
regions are available for communication at reasonable
rates.

4.5 Improving SNR by combining headphone channels
Headphones and earphones contain two speakers (right
and left) which are transformed by SPEAKE(a)R into
two microphones (channels). It known that the SNR of
sampled audio can be reduced by averaging the outputs
of the two channels. Assuming that the noise signals pre-
sent in different channels are random and thus uncorre-
lated, combine the headphone/loudspeakers’ right and
left channels would average out the noise, while enhanc-
ing the desired signals which are correlated. Theoreti-
cally, the uncorrelated noise sums as a root sum square,
resulting in a v/2 increase, while perfectly correlated sig-
nals increase by a factor of 2. This difference yields a 3
dB increase in the SNR. Nevertheless, in practice, we did
not succeed in improving the SNR of speech signals ac-
quired through the headphones. We aligned and com-
bined right and left headphone channels, but the overall
SNR gain obtained was a marginal 0.1 dB. We believe
that due to the headphone channels’ proximity, there is a
high level of correlation between the channels, and the
averaging process is inefficient.

5. Related Work

It is known that PC malware and mobile apps can use a
microphone for spying purposes, and many types of spy-
ware with recording capabilities have been found in the
wild [22] [23] [24] [25] [26] [27]. In 2015, Google re-
moved its listening software from the Chromium



browser after receiving complaints about potentially ex-
posing private conversations [28]. More recently, Face-
book was suspected of (and denied) using a mobile de-
vice's microphone to eavesdrop on conversations so it
could better target ads [29]. In addition, there are cur-
rently many applications sold on the Internet that facili-
tate the use of microphones and cameras to gather infor-
mation for surveillance and other purposes [30]. How-
ever, such mobile or desktop applications require either
built-in or external microphones.

The general principle that an audio speaker is the exact
inverse of an active microphone has been well known for
years [5], as are the security concerns it raises [7] [31].
Lee et al. suggested turning the computer speaker into a
microphone to establish covert communication between
two loudspeakers at a limited distance of 10 centimeters
[31]. Their work provides comprehensive measure-
ments of different covert acoustic scenarios. However,
most of the loudspeakers connected to PCs today have
an integral amplifier which prevents passing any signal
from output to input, and consequentially, the threat of
turning speakers into microphones in modern PCs for
eavesdropping hasn’t attracted much interest by security
researchers, aside from [31].

6. Countermeasures

Countermeasures can be categorized into hardware and
software countermeasures.

6.1 Hardware countermeasures

In highly secure facilities it is common practice to forbid
the use of any speakers, headphones, or earphones in or-
der to create so-called audio gap separation [32]. Less
restrictive policies prohibit the use of microphones but
allow loudspeakers, however because speakers can be re-
versed and used as microphones, only active one-way
speakers are allowed. Such a policy was suggested by the
NSTISSAM TEMPEST/2-95, RED/BLACK installation
guide [33]. In this guide the protective measures state
that "Amplifiers should be considered for speakers in
higher classified areas to provide reverse isolation to pre-
vent audio from being heard in lesser classified areas."
Some TEMPEST certified loudspeakers are shipped
with amplifiers and one-way fiber input [34]. Such a pro-
tective measure is not relevant to most modern head-
phones, which are primarily built without amplifiers.
Another solution is to implement the amplifier on-board
within the audio chipset. Other hardware countermeas-
ures include white noise emitters and audio jammers
which offer another type of solution aimed at ruining au-
dio recordings by transmitting ambient sounds that inter-
fere with eavesdroppers and don’t allow them to accu-
rately capture what is being said [35].

Table 6. Defensive Countermeasures

Countermeasure Pros Cons

Prohibit the use of head- Hermetic | Low usability

phones/earphones/speakers protection

Use one way speakers/on- Hermetic | Not relevant to

board amplifiers protection | headphones and

earphones

Disable BIOS/UEFI audio co- | Easy to Low usability

dec deploy

Enforce kernel driver policy Easy to Can be manipu-
deploy lated by rootkits

Detect the jack retasking Easy to Can be manipu-
deploy lated by rootkits

Use white noise emitters/audio | Generic Hard to deploy

jammers solution due to the envi-

ronmental noise
generated

6.2 Software countermeasures

Software countermeasures may include disabling the au-
dio hardware in the UEFI/BIOS settings. This can pre-
vent a malware from accessing the audio codec from the
operating system. However, such a configuration elimi-
nates the use of the audio hardware (e.g., for playing mu-
sic, Skype chats, etc.) and hence, may not be feasible in
all scenarios. Another option is to use the HD audio ker-
nel driver to prevent the jack retasking or to enforce a
strict jack retasking policy. For closed source OSs (e.g.,
Microsoft Windows) such a driver must be developed
and supported by the various audio codec vendors. In an
improved approach, the kernel driver would prevent only
out-to-in (speaker to mic) jack retasking, while enabling
the use of other types of jack retasking. The kernel driver
could also trigger an alert message when a microphone
is being accessed, requesting explicit approval of such an
operation from the user. In the same manner, anti-mal-
ware and intrusion detection systems can employ API
monitoring to detect such unauthorized speaker-to-mic
retasking operations and block them. A list of counter-
measures, along with their pros and cons, is provided in
Table 6.

7. Conclusion

Audio playing devices such as headphones, earphones,
and simple earbuds can be seen as microphones working
in reverse mode: speakers convert electric signals into a
sound waveform, while microphones transform sounds
into electric signals. This physical fact alone may not
pose a security threat, however modern PC and laptop
motherboards include integrated audio codec hardware
which allows for modification of the audio jacks' func-
tionality (from output to input) in software. In this paper



we examine this issue in the context of cyber security.
We present SPEAKE(a)R, a malware that can render a
PC, even one without microphones, into a eavesdropping
device. We examine the technical properties of audio co-
dec chips and explain why modern PCs are vulnerable to
this type of attack. We also present attack scenarios and
evaluate the signal quality received by simple off-the-
shelf headphones (with no microphone) when used as a

microphones. Our

results show how by using

SPEAKE(a)R, attackers can record human speech of in-
telligible quality and eavesdrop from nine meters away.
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Appendix A

The Harvard sentences used in our experiments

S0 WD =

Oak is strong and also gives shade.

Cats and dogs each hate the other.

The pipe began to rust while new.

Open the crate but don't break the glass.
Add the sum to the product of these three.
Thieves who rob friends deserve jail.

The ripe taste of cheese improves with age.
Act on these orders with great speed.

The hog crawled under the high fence.

0. Move the vat over the hot fire.



