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Abstract

Federated Learning (FL) remains vulnerable to Gradient Inver-
sion Attacks (GIA), where shared gradients can reveal clients’
private data. Existing attacks struggle under early-stage initial-
ization variations and often produce coarse reconstructions.
In this paper, we identify sparsity changes in shared gradi-
ents as the primary source of this sensitivity and propose
an initialization-resilient GIA with a coarse-to-fine design,
achieving fine-grained recovery. The coarse stage aligns gra-
dient directions and constrains non-zero entries to mitigate
sparsity changes, while the fine stage refines magnitude align-
ment by a hybrid metric combining Cosine distance with a
deformed Manhattan term. Extensive experiments against
five baselines show up to 200% PSNR gain (25.4 — 47.7 dB)
under sensitive initializations on CIFAR-10/100, with consis-
tently delivering fine-grained recovery across four datasets
and the entire FL lifecycle. Our method maintains competi-
tive performance with SOTA baselines across batch sizes and
local steps and reveals persistent leakage on several popu-
lar models and insufficient defenses, underscoring the urgent
need for stronger privacy-preserving mechanisms.

1 Introduction

As a collaborative machine learning model training frame-
work on distributed data, Federated Learning (FL) is regarded
as a promising solution to balance model performance and
privacy concerns [20,23]. A classic FL scenario follows an
iterative gradient-sharing process in a client-server setup: the
server distributes a global model to clients, each client com-
putes gradients from its private data and sends them to the
server, which updates the model by aggregating the client
gradients. Through iterative gradient computation and aggre-
gation, the global model can learn from clients’ private data
without directly accessing it.

While FL offers a decentralized approach to model training,
it is not as privacy-preserving as initially believed. Gradients,
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Figure 1: Workflow of Gradient Inversion Attack(GIA): re-
constructing private data by matching gradients.

which encode private data in high-dimensional space, can
be exploited to reconstruct sensitive information. Gradient
Inversion Attacks (GIA) exemplify this threat, enabling the
recovery of private data from gradient observations [48]. As
shown in Fig. 1, attackers can reconstruct the underlying in-
put from randomly initialized dummy data by minimizing the
Euclidean distance between their gradients [50,52]. However,
the practicality of GIA remains controversial. A key limita-
tion is its instability over the FL lifecycle. Specifically, after
several rounds of local updates, GIA performance deterio-
rates sharply, yielding noisy and uninformative reconstruc-
tions [34,43]. Given FL’s dynamic client participation, clients
can mitigate leakage risks by simply joining later, further
weakening GIA’s effectiveness in practice.

To improve attack stability, Geiping et al. proposed a widely
adopted solution: Cosine-distance-based GIA [13]. They
observed that as FL progresses, model accuracy improves
while gradient norms shrink, making traditional Euclidean-
distance-based GIA unstable due to its sensitivity to magni-
tude changes. In contrast, cosine distance emphasizes gradient
direction over magnitude, thereby mitigating this instability.
However, this approach still faces two key limitations. First,
it does not address instability in the early stages of FL, where
variations in model initialization can degrade attack perfor-
mance, particularly for models initialized with normal distri-



butions [34,37]. Since such variations do not affect gradient
magnitude, Cosine-distance-based GIA remains vulnerable.
Second, by focusing solely on gradient direction, this method
often yields coarse reconstructions, akin to a blurred image
that captures overall structure but lacks fine details. Although
later work improved this by assigning different weights to gra-
dient distances across layers [40,42], these methods require
extensive empirical tuning, increasing costs to deploy GIA.

To address the above limitations, we propose an
initialization-resilient, coarse-to-fine GIA that enables fine-
grained reconstructions. Our method is motivated by an em-
pirical analysis showing that variations in model initialization
induce changes in the sparsity of clients’ shared gradients,
which negatively correlate with the performance of existing
GIA methods. To mitigate this issue, we design a two-stage
optimization framework that explicitly stabilizes inversion
under sparsity variations. Our contributions are summarized
as follows:

* We propose an initialization-resilient, coarse-to-fine GIA
achieving fine-grained recovery across the FL lifecy-
cle. The coarse stage aligns gradient directions and con-
strains non-zero entries to mitigate sparsity changes,
while the fine stage refines magnitude alignment along
the pre-aligned directions with a deformed Manhattan
term.

We conduct extensive experiments with six state-of-
the-art baselines and limit the attacker’s knowledge to
simulate attackers in realistic FL systems. Our method
achieves up to 200% PSNR improvement (from 25.4 —
47.7 dB) under sensitive initializations on CIFAR-
10/100. It consistently delivers fine-grained recovery
across five datasets, demonstrating competitive perfor-
mance across varying batch sizes and local steps, under-
scoring an underestimated leakage from gradients.

We evaluate the method against two popular perturbation-
based defenses-Differential Privacy and Gradient
Pruning-commonly used to mitigate gradient leakage.
Our results show that insufficient application of these de-
fenses leads to significant privacy leakage, even in high-
sensitivity scenarios, highlighting the need for stronger
privacy-preserving mechanisms

2 Related Work

2.1 Gradient Inversion: Attacks

GIA reconstructs private data by matching gradients [48].
The choice of distance metric is crucial. Based on the metric
used to compare gradients, prior GIA work largely falls into
two groups: Euclidean-distance-based GIAs and Cosine-
distance-based GIAs.

Euclidean-distance-based GIAs. Magnitude- distance-based
GIA measures the degree of gradient matching by directly
calculating the magnitude difference between two sets of gra-
dients. Magnitude- distance-based GIA measures the degree
of gradient matching by directly calculating the magnitude
difference between two sets of gradients. Zhu et al. [52] in-
troduced the first Euclidean-distance-based GIA. Attackers
minimize Euclidean distance by jointly optimizing the data
and the label. Later, Zhao et al. [50] showed that the label
can be inferred directly from gradients. This led to improved
Deep Leakge in Gradient (iDLG), which splits the attack into
label inference and data recovery. This simplification reduces
computational complexity and leads to a significant quality
improvement. Yin et al. [44] used meta-information from spe-
cific layers (e.g., Batch Normalization statistics) as regulariza-
tion. This enabled high-resolution recovery on well-trained
models. However, Euclidean distance is sensitive to gradient
magnitude changes. During FL, gradient norms shrink over
global epochs [2, 13,34]. As a result, these methods tend to
degrade in later stages of FL unless additional information is
available.

Cosine-distance-based GIAs. Cosine distance is another
common metric for comparing gradients. Since cosine dis-
tance measures the difference in gradient directions, it is less
affected by changes in gradient magnitudes, ensuring sta-
ble performance throughout the FL lifecycle [13]. However,
two key issues persist. First, their stability is compromised
under initialization variations. Recent studies highlight the
sensitivity of GIA to changes in initialization [34, 37, 47].
Since initialization variations often do not affect gradient mag-
nitudes, Cosine-distance-based GIAs also degrade. Second,
their reconstruction quality is often suboptimal. Since cosine
distance only measures the direction of gradients, it leads
to coarse reconstruction. This typically results in a blurry
image with unclear facial features or missing background de-
tails. While later works attempted to address this by assigning
layer-specific weights to gradients [40,42], these approaches
require extensive empirical tuning, significantly increasing
the deployment cost of GIA.

Our Positioning. We present a GIA that is resilient to ini-
tialization variation and recovers fine-grained details across
the FL lifecycle. Building on observations of initializa-
tion sensitivity [37], we identify gradient-sparsity shift in
shared gradients as a key factor and design an initialization-
resilient reconstruction procedure to mitigate it. Unlike Co-
sine—distance—based GIAs, which align only gradient direc-
tions and yield coarse reconstructions [13], our coarse-to-fine
method first aligns directions and then magnitudes, yielding
consistent gains while avoiding manually tuned, per-layer
distance weights [40,42]. These improvements are achieved
under a minimum-knowledge, honest-but-curious attacker
with no auxiliary information about the private data [44],
underscoring practical risks in real-world FL deployments.



2.2 Gradient Inversion: Defenses

From an implementation perspective, defenses against GIA
fall into two families:

(i) Encryption-/Protocol-based defenses. These methods
are based on Homomorphic Encryption (HE) and Secure Mul-
tiparty Computation (SMC) [39,49]. HE encrypts per-client
gradients and supports aggregation on ciphertexts, while SMC
masks/secret-shares per-client gradients and ensures only the
aggregated results are accessible. These mechanisms provide
strong privacy guarantees by encrypting per-client gradients,
but incur additional computation and communication over-
head [45]. Additionally, since clients’ gradients are hidden,
server-side detection of poisoned or arbitrary updates is pre-
cluded without additional defenses [36]; if aggregated, such
updates can degrade model performance.

(i) Perturbation-Based Defenses. These methods perturb
gradients before sharing, most commonly via Differential Pri-
vacy (DP) [17,34] and Gradient Pruning (GP) [31,32,34,52].
DP aims to ensure that gradients computed from different
data are statistically indistinguishable, by clipping them into
a bounded threshold and perturbing with Gaussian noise. GP
aims to reduces the information encoded in the shared gradi-
ents, which will sparsify a fraction of gradients entries with
small magnitudes, and attackers are only visible to the ground
truth value of large entries. As their perturbation strengths in-
creases (e.g., DP with smaller clipping bound and higher noise
variance, GC with larger pruning ratios), the observed gradi-
ents deviate further from the true private-data gradients, and
GIA performance declines [47]. However, training on these
perturbed gradients typically reduces model accuracy and
slows convergence, raising significant privacy—utility trade-
offs in practice [19,36]. But without sufficient perturbations,
residual leakage to private data might persist [52]. Therefore,
designing such practical defenses that balance both privacy
and utility remains a critical open challenge.

Our Positioning. We study the privacy leakage of gradient
in practical FL and argue that prior failures of GIAs can lead
to an underestimation of risk. Specifically, we present a GIA
that is resilient to initialization variation and reconstructs
fine-grained details across the FL lifecycle. Our coarse-to-
fine approach yields consistent gains over prior work under a
minimum-knowledge, honest-but-curious threat model, indi-
cating residual risk in realistic settings. We further evaluate
Perturbation-Based Defenses, including DP (gradient clipping
and Gaussian noise injection) and GP (gradient sparsification).
We find that when these perturbations are insufficiently strong,
significant leakage can persist. This observation illustrates the
risk of several defenses popular for gradient leakages [32,34],
which weakens perturbations to achieve better privacy—utility
trade-offs.

3 Preliminaries

3.1 Threat Model

Our threat model strictly follows established standards for
evaluating privacy leakage in practical FL systems [10,34] and
extends them to a more constrained scenario for quantifying
practical leakage. Details of the threat model are outlined
below.

Envisioned Attacker(s). We assume that the server in the FL
system is a minimum-knowledge-limited, honest-but-curious
attacker, targeting a randomly selected client as the victim.
The attacker’s profile is outlined in three parts.

Firstly, Goal and Methodology. The attacker seeks to re-
construct the victim’s private data. The attacker achieves this
goal by performing GIA on the victim’s shared gradients.

Secondly, Timing. GIA occurs during a single, randomly
chosen global training round, with the attacker observing
shared gradients for only that round. This restricts the at-
tacker’s available knowledge, as multi-round observations
[40] or targeting performance-boosting rounds [34] could
enhance the attack.

Thirdly, Abilities and knowledge. The attacker adheres
strictly to the FL protocol, without altering any components
or protocols. The attacker’s knowledge is limited to the es-
sentials required for performing GIA, such as models, loss
functions, data dimensions, and the number of samples in the
gradients [10, 34]. [23]. Privacy-sensitive meta-information,
such as Batch Normalization statistics, is assumed to be un-
available, as clients can omit it without affecting FL train-
ing [34,43].

Threat surfaces. Our threat surface primarily arises from the
gradient-sharing mechanism inherent to FL [20, 23]. Shared
gradients from clients act as a potential entry point for the
privacy leakage to their private data. This threat is particularly
relevant in practical FL systems, where gradient accessibility
is essential for detecting malicious clients. The server must
validate gradients from all clients to prevent harmful updates,
such as poisoned or randomly generated gradients, from being
aggregated. Such updates could significantly degrade model
performance [33, 36].

Generality & Practicality. The generality and practicality
of our approach are demonstrated in three aspects. First, we
consider a standard FL system driven by clients’ gradient
sharing [20, 23], which inherently exposes entry points for
privacy leakage. Second, we assume a minimum-knowledge-
limited, honest-but-curious attacker, which strongly adheres
to standards to evaluate the practical privacy risks in the FL.
system [10, 34]. Third, our attack does not rely on assump-
tions about specific model structures or data complexity (e.g.,
image resolution), making it applicable across a wide range
of FL tasks.
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Figure 2: Overview of coarse-to-fine GIA. The coarse stage stabilizes direction alignment with non-zero entries constraints by
Eq. (1); the fine stage refines magnitudes with directional alignments by Eq. (2).

3.2 Problem Formulation

Given a machine learning model F (x;6) and a loss function
L(F(x;0),y), a random client in FL holds n > 1 private dat-
apoints (x,y) , where data x € R"*? and label y € R" . The
client calculates the gradient g = %Z?:l VoL(F(x;;0),y;) and
shares it to the attacker. The attacker aims to reconstruct these
private datapoints (x,y) by observing the gradient g. Specifi-
cally, the GIA attacker first initializes dummy data ¥ € R"*?
and then optimizes it to obtain X* by minimizing the following
objective:

X =argmin d(g,g) + R(X)
X

Where g = 1¥7 | VoL(F(%;;6),y;) is the gradient of the
dummy data ¥, and the label of private data y could be di-
rectly inferred from observing the gradient g [5,13,41]. d(-,-)
is the distance measure between gradients, and R(X) is the
regularizing term of ¥ in GIA.

4 Coarse-to-fine Gradient Inversion Attack

We propose a Coarse-to-fine GIA that mitigates initialization
variability and enables fine-grained reconstruction of client
data. The whole scheme is illustrated in Fig. 2, consisting of a
two-stage optimization on randomly initialized dummy data.

In the following subsections, we first state the motivation of
this proposal by investigating two empirical observations re-
garding on reconstruction performance, and then describe the

proposed methods in details, and finally show the integrated
algorithm.

4.1 Observation and Motivation

Our motivation derives from two empirical observations re-
garding the impact of initialization changes on reconstruction
accuracy.

1. We observed that variations in model initialization lead
to changes in the sparsity of shared gradients, which in
turn induce instability in GIA.

. We compared the reconstruction accuracy under Cosine-
distance-based and Euclidean-distance-based attack ob-
jectives. The results indicate that the Euclidean-distance-
based loss exhibits more unstable performance than the
Cosine-distance-based loss when facing changes in spar-
sity.

Specifically, the details are shown as follows:

Observation 1. Figure 3 presents our empirical study on
InvG [13], which is used here as a representative GIA. We
randomly sample 20 datapoints from each of the CIFAR-10
and CelebA-HQ datasets and evaluate them under Kaiming-
Normal [16], Kaiming-Uniform [16], Orthogonal [29], and
Transferred [25] initialization schemes. We find that the pixel-
wise reconstruction fidelity (PSNRT) decreases as gradient
sparsity increases, with an average Pearson correlation of
—0.677 on CelebA-HQ and —0.478 on CIFAR-10. Accord-
ing to commonly used statistical conventions [6], Pearson
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Figure 3: Qualitative comparison of GIA [13] under varying
gradient sparsity on ResNet-18. The figure reports recon-
struction fidelity measured by PSNR (1) across different ini-
tialization methods on CIFAR-10 and CelebA-HQ. Pearson
correlation coefficients ([—1, 1]) between gradient sparsity
and PSNR are shown to summarize their relationship.

correlation coefficients with absolute values in the range of
approximately 0.3-0.5 are typically regarded as moderate,
while values above 0.5 indicate a stronger association. These
observations indicate a clear negative relationship between
gradient sparsity and reconstruction fidelity.

Observation 2. Figure 4 presents our empirical study under
the same setup as Fig. 3. We consider two representative
GIAs: iDLG [50], which adopts a magnitude-based alignment
objective, and InvG [13], which is based on directional align-
ment. To ensure a fair comparison, we focus on the CIFAR-
10 dataset, where both methods are applicable, and evaluate
them using their original implementations. Across different
initialization schemes, we observe a consistently stronger neg-
ative correlation between gradient sparsity and reconstruction
fidelity for magnitude-based alignment than for directional
alignment. Specifically, with higher gradient sparsity (e.g.,
Kaiming-Normal [16]), InvG [13] is still able to produce
meaningful reconstructions in most cases, while iDLG [50]
more frequently yields noise-perturbed reconstructions. These
observations suggest that, in terms of GIAs’ objectives, direc-
tional alignment is relatively more robust to increased gradient
sparsity compared to magnitude-based alignment.
Motivations. Existing work has demonstrated that combining
cosine-based and magnitude-based losses typically yields su-
perior gradient recovery [12], indicating their complementary
potential. However, they typically adopt a fixed-weight linear
combination of the two losses throughout the attack process,
with limited analysis of their behavioral differences under
varying initializations. Our empirical results reveal that as
shared gradients become sparser, the reconstruction quality
of magnitude-based loss degrades more significantly. In con-
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Figure 4: Qualitative comparison of GIAs under varying gra-
dient sparsity on CIFAR-10. Following the setup in Fig. 3,
we visualize InvG [13] and iDLG [50], whose objectives are
based on directional and magnitude alignment, respectively,
across different initialization schemes. Pearson correlation co-
efficients between gradient sparsity and PSNR are r = —0.478
(directional) and r = —0.555 (magnitude).
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trast, cosine-based loss demonstrates greater robustness under
identical settings. Based on these observations, we argue that
simply “combining both losses simultaneously” fails to lever-
age their respective strengths. To address this, we propose
a two-stage optimization strategy. In the first stage, we use
a purely directional objective which yields a coarse recon-
struction and is more robust to initialization. In the second
stage, we introduce a reweighted L; loss to finely align gra-
dient magnitudes. Overall, the two-stage design achieves a
better trade-off between optimization stability and fine-detail
recovery.

4.2 Coarse Stage: Aligns Gradient Direction
for Initialization-Resilient

In the coarse stage, we target initialization sensitivity, which is
associated with gradient sparsity changes and degraded inver-
sion quality. We focus on directional alignments to alleviate it,
which takes benefits from the relative robustness of direction
alignments towards initializations changes. Specifically, our
optimizing target is formulated as Eq. (1):

di(g,8) = 1—cos(g,g) + i (1 —cos(gs, gs)),

S = i 7= 0

{l\g #0}, n
8s (gt)tESv
gs = (gi)ies-

Here, the set S indicates the support set of the gradient g,
with § = supp(g) = {i|g; # 0}. The first term constraints g to
align with g in the global direction over all coordinates. The
second term computes cosine distance restricted to the support
of g, focusing directional matching on coordinates where the
target gradient carries non-zero signals. This complements the
global cosine term by focusing on the signal-bearing subspace,
which reduces the influence of off-support components of g
when g becomes sparse.



Our experiment results in Sec. 5.6 indicates a stabler re-
constructions of the overall structure (SSIMT, structural simi-
larity) of the image. This aligns with the target of this stage,
which is to provide a stabler reconstructions by coarse output,
ensuring a better start-point of next stage reconstruction.

4.3 Fine Stage: Aligns Magnitude along Gra-
dient Directions

In the fine stage, we refine the coarse reconstruction into a
fine-grained recovery by matching gradient magnitudes while
preserving the already-aligned direction. Specifically, our op-
timization objective can be formalized as:

1
dZ(gag):l_COS(gvg)—'_}"ZZjT‘nggj_gjL (2)
where A, controls the relative strength of the magnitude term.
The first term 1 — cos(g, g) retains the directional constraint,
preventing the optimization process from deviating from the
true direction after introducing the magnitude term.

The second term is a reweighted L; loss, designed to pre-
vent the overall objective from being dominated by large-
magnitude coordinates. When |g;| > 1, we have 1+ |g;| =
|g;|, and the contribution of the j-th coordinate is approxi-
mately

L 18 =3l
gl &9
which corresponds to a relative-error matching: by normal-
izing the discrepancy with the magnitude ’g |, it effectively
removes the impact of numerical scale. This normalization
forces the optimizer to attend to every coordinate in the gra-
dient vector, regardless of its absolute size, instead of being
biased toward a few large entries. When |g;| ~ 0, the weight
reduces to 1/(1+|g;|) = 1, and the term degenerates to the
standard absolute error |g; — g;|. Here, the constant “1” in
the denominator acts as a safeguard to maintain numerical
stability and avoid division by values close to zero.

b

4.4 Algorithm and Regularizer

Algorithm. In summary, our method follows a progressive
coarse-to-fine design, first achieving robust coarse reconstruc-
tion via directional alignment and then refining fine-grained
details through magnitude alignment, thereby mitigating ini-
tialization sensitivity while enabling fine-grained recovery.
The full procedure is summarized in Algorithm 1.

Regularizer. Following prior work [13, 40, 42], we adopt
Total Variation (TV) loss, a common regularization term that
improves image recovery quality by enforcing smoothness. It
is formulated as follows, with 3 as a rescaling hyperparameter:

B/2
Roo(@) = X (Gt =50+ (i —2)2) 7.
L

Algorithm 1 Coarse-to-fine Gradient Inversion Attack

Input: Distributed model F (x;0),
Loss function L(F(x;0),y),
Client’s shared gradient g,
Learning rate of the coarse stage o,
Learning rate of the fine Stage o,
Iterations to optimize in the coarse stage 71,
Iterations to optimize in the fine Stage 7>,
R(x) Regularization terms for data
Output: Reconstructed private data point (£*,5*)
// Initialize dummy data point
1: § < directly inferring from g
2 X+ N ~(0,6%)
// Coarse Stage

> by prior arts [44]
> random noises

3: foriin 1,2,...,71 do
& g VoL(F(%8).5)
50 S« {i]gi#0}
6: gs < (&i)ies
7. gs < (8&i)ies
8 di(g,8) « 1—cos(g,g)+M(1—cos(gs,gs))
9: X+ xX—o1Vx [dl(g,g)+R(i)]
10: end for
// Fine Stage

11: foriin 1,2,...,7> do

12: g* + VoL(F(%;0),5)

13: dr(g,8) + 1—cos(g,g) +k22iﬁm|§i*gi|
14 B i-mVilda(gg) +R(T)]

15: end for

16: X5, 7" + X,§

17: Return &*, *

The regularization is applied uniformly across stages as:

R(E) = R1(%) = Ro(£) = M Ros(5).

Adaptive Scaling on Regularizer. We set 3 = 4, consistent
with prior work [13,40,42]. To avoid manual fine-tuning, we
scale A, adaptively as:

Ay = Ay (x) = —0.00008 log(scale(x)) 4+ 0.0005.  (3)

This design is motivated by the multiscale nature of images:
coarse outlines dominate at small scales and induce larger
TV losses , while finer details emerge at larger scales and are
reflected in smaller-magnitude regularization terms. Thus, A,
should increase with image scale. Following [40], we tested
linear, exponential, and logarithmic scaling, and found the
logarithmic form in Eq. (3) yielded the best reconstruction
quality.



S Experiment

We comprehensively evaluate our coarse-to-fine cosine-
distance GIA against six state-of-the-art baselines across five
diverse datasets , addressing the following questions:

Q1. (Initialization Stability): Can our method overcome
sensitivity to model initialization in the early stages of FL?
Q2. (Lifecycle Stability): Does it remain effective as models
converge throughout the FL lifecycle?

Q3. (Training Generality): How does the method perform
in common FL settings involving batched gradient averaging
or multi-step aggregated updates?

Q4. (Scenario Generality): Does it generalize across model
architectures? Does it enlarge the unsafe operating regime,
where popular defenses have not offered sufficient protection?

How does the method affect the operating regimes under
which existing defenses provide limited protection?

Q1-Q2 evaluate the persistence of the threat across the FL
lifecycle, while Q3-Q4 assess its practical viability. Exper-
iments are conducted on a server equipped with an Intel(R)
Xeon(R) Gold 5218 CPU and five NVIDIA GeForce RTX
3090 GPUs, using PyTorch 1.13.1, and CUDA 11.7.

5.1 Experimental settings

Dataset. We evaluate on five standard 3-channel image
datasets, normalized to zero mean and unit variance, span-
ning low- and high-resolution settings. The low-resolution
datasets are CIFAR-10 (10 classes) [21] and CIFAR-100
(100 classes) [21], with resolutions 32 x 32 x 3. The high-
resolution datasets are ImageNet ILSVRC 2012 (1000
classes) [8] and CelebA-HQ [22] (307 classes), Lung and
Colon Cancer [22] (LC25000, 5 Classes) [3], with resolutions
224 % 224 x 3. For CelebA-HQ, we follow the preprocessing
of previous work [25], segmenting it by identity, removing
identities with fewer than 15 images, and applying a 4 : 1
train—test split.
Models. We conduct experiments on ResNet-18 [16], ResNet-
34 [16], DenseNet-121 [18], and MobileNet-V2 [28]. For
MobileNet-V2 , we adopt the the architecture configuration
used in prior privacy attacks on CelebA-HQ [26]. To further
validate performance on well-fitted models, we also evaluate
on open-source pretrained ResNet-18 models and reproduce
the training process by their provided scripts, including one
trained on CIFAR-10 from the Detector Library [7] and an-
other trained on CelebA-HQ from Latent-HSJA [25].

All comparative experiments are conducted on ResNet-18,
a commonly adopted backbone in GIA [40,42] and defense
evaluations [32, 34]. We adopt ResNet-18 with the above
open-source configurations, as it achieves strong test accuracy
(77.3% on CelebA-HQ [25] and 95.3% on CIFAR-10 [7] ),
ensuring that the evaluated models are applicable and free
from degenerate training regimes.

Baselines. We adopt the Breaching framework as the imple-
mentation backbone. Breaching ', together with its predeces-
sor InverseFed ,has been widely used in prior GIA-related
research, supporting both attack development [13, 40, 42]
and evaluation [10, 32, 34]. Using this framework, we bench-
mark six representative GIA methods, grouped by their dis-
tance measures. For Euclidean-distance-based GIA, we in-
clude iDLG [50], an early approach, and SAPAG [37], which
improves stability under varying initializations. For Cosine-
distance-based GIA, we consider InvG [13], a foundational
method, along with AGIC [40] and HFGradInv [42], which
enhance reconstruction fidelity through layer-wise reweight-
ing of gradient distances. For the hybrid-distance-based GIA,
we evaluate FedLeak [12], which combines directional and
magnitude alignments. Baseline-specific implementation and
adaptation details are provided in the Appendix A and our
released code [51].

Evaluation Setup. In our evaluation, we follow the experi-
mental setup used by prior baselines that (i) assume the same
threat model as ours and (ii) report their performance under
this evaluation pipeline [13,40]. All experiments are con-
ducted under a unified setup, including data partitioning, gra-
dient computation, and gradient matching.

For GIA configurations, all attacks use the same label infer-
ence strategy [44], constrained to the same attacker knowledge
and regularized with only TV loss. Each method is optimized
for up to 30,000 iterations and the best intermediate result is
reported. Each experiment is repeated 20 times with randomly
sampled private data in each trial, and reported metrics are
averaged across trials. Optimization is retried 5 times per trial
to retain the best outcome.

For FL settings, we assume a conceptual system with
K = 40 clients. Following common practice in prior GIA
studies that target single-round participation [12, 13,42], we
use a held-out test split as private client data and perform
GIA on the corresponding gradients or updates, emulating an
attacker targeting a newly participating client at an arbitrary
training stage. At each attack instance, a conceptual client
samples a mini-batch of size B from the test set and performs
E steps of local SGD on this batch before sharing the result-
ing gradient or accumulated update with the server. When
E =1, the shared signal reduces to the single-step per-client
gradient. Each attack instance independently samples both the
client and its mini-batch, without assuming persistent client
identities or fixed client datasets.

We note that the baseline FedLeak [12] also has a released
protocol that differs from the Breaching setup used in our
study. For consistent comparison across all considered attacks
and defenses, our main results evaluate all methods under
the same Breaching setup. Separately, we reproduce FedLeak
under its released implementations [11] in Appendix B by
running the authors’ code without modification.

Thttps://github.com/JonasGeiping/breaching
Zhttps://github.com/JonasGeiping/invertinggradients



Dataset(Resolutions) & Metrics Ours FedLeak = HFGradlnv AGIC SAPAG InvG iDLG
CelebA-HQ PSNR 1 20.593 11.107 14.843 10.962 9.918 12.632  13.325
(224 %224 % 3) LPIPS | 0.445 0.712 0.608 1.153 1.230 0.902 0.957
SSIM 1 0.549 0.269 0.382 0.282 0.193 0.345 0.306

ImageNet PSNR 1 20.460 11.919 15.579 11.367 10.679 14412 13.488
(224 Xg224 «3) LPIPS | 0.418 0.772 0.597 1.076 1.182 0.771 0.838
SSIM 1 0.540 0.242 0.357 0.283 0.222 0.359 0.325

LC25000 PSNR 1 21.212 12.831 11.760 11.367 8.451 14210  12.093
(224 % 224 % 3) LPIPS | 0.274 0.673 0.509 1.000 1.210 0.646 0.826
SSIM 1 0.562 0.248 0.258 0.281 0.181 0.361 0.306

CIFAR-100 PSNR 1 45.671 12.127 16.718 23.327 10.655 22.128  25.860
(32% 32 % 3) LPIPS | 0.016 0.273 0.084 0.016 0.299 0.064 0.016
SSIM 1 0.889 0.189 0.617 0.831 0.260 0.741 0.841

CIFAR-10 PSNR 1 47.737 14.048 16.516 22.613 11.376 22.650  25.495
(32% 32 % 3) LPIPS | 0.026 0.243 0.121 0.022 0.350 0.056 0.069
SSIM 1 0.894 0.275 0.524 0.807 0.259 0.785 0.779

Table 1: Quantitative comparisons (Batch Size = 1) on ResNet-18 with Kaiming-Normal initialization [16].

Metrics. Following prior work [40, 42], we use three met-
rics to evaluate attack performance: peak signal-to-noise ratio
(PSNRY), perceptual image similarity (LPIPS]), and struc-
tural similarity index measure (SSIMT). PSNR (1)) measures
pixel-wise distortion. LPIPS(]) is a perceptual similarity met-
ric that measures the distance between deep feature repre-
sentations of two images, where lower values indicate higher
perceptual similarity. SSIM (1) measures the similarity of
overall image structure by jointly considering luminance, con-
trast, and structural components.

Implementations Details. Consistent with other baselines,
each stage is also optimized for 77 = 7> = 30,000 iterations,
with the best intermediate result from the coarse stage used for
the next refinement. In the coarse stage, we use the Adam op-
timizer with a learning rate of 0.1 with learning rate schedul-
ing and signed-gradient optimization as in InvG [13]. A; is
fixed to 0.05 in all experiments and applied with a delayed
schedule, activated only in the later phase of the coarse stage
(T > 18,000). This follows a coarse-to-fine optimization strat-
egy [42], where early iterations focus on reconstructing domi-
nant content, and regularization is introduced later to refine
details. In the fine stage, we apply Adam with a learning rate
of 0.01, scheduled by a cosine strategy from epoch 10,000.
A2 is set to the reciprocal of the amount of gradients, and A;,
is calculated via Eq. (3), taking values of 0.0002 for CIFAR-
10/100 and 0.005 for ImageNet, LC25000 and CelebA-HQ
reconstructions.

5.2 Evaluations across Initialization Variations

We first analyze the initialization sensitivity and lifecycle re-
construction performance of GIAs under batch size 1 and
local step 1. This is an ablation setting that reduces confound-
ing factors from multiple samples or local updates [10, 13].
We test all GIAs under four common initialization strate-
gies: Normal (Kaiming-Normal [16]), Uniform (Kaiming-
Uniform [16]), Orthogonal [29], and Transfer [25]. For the
Transfer initialization, model parameters are taken from the
model pre-trained on ImageNet.

Susceptible Initializations. We begin with the well-known
and challenging Normal initialization scenario [34,37], which
constitutes the primary focus of this paper. Table | reports
the average performance of 20 trials across four datasets. Our
method consistently outperforms all baselines, achieving up
to a 200% gain on CIFAR-10 (25.5 — 47.7 dB) and a similar
improvement on CIFAR-100 (25.9 — 45.7 dB). We present
case studies on CelebA-HQ (Fig. 5) and LC25000 (Fig. 5) in
this section, while results on ImageNet (Fig. 23) are provided
in the appendix. Most methods yield noisy reconstructions,
making it difficult for attackers to discern the original content.
HFGradInv reduces noise in its reconstructions but collapses
contrast and color fidelity, hindering attackers from discerning
the original content in darker images (third result from the
right in Figure 5). In contrast, our method preserves bright-
ness, contrast, and color temperature, achieving nearly noise-
free reconstructions and thereby effectively addressing GIA’s
sensitivity in this scenario. Our improvements are first evi-
dent in face recognition scenarios (Fig. 5). While prior work
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Figure 5: Qualitative comparisons on CelebA-HQ (Batch Size
= 1) using ResNet-18 with Kaiming-Normal initialization
[16] .This figure corresponds to Table 1.

(e.g., HFGradlInv [42]) can recover coarse and blurry facial
structures in such sensitive settings, substantial inconsisten-
cies in global appearance—such as brightness, contrast, and
color temperature—remain in their reconstructions. These
inconsistencies significantly reduce facial recognizability, par-
ticularly in low-illumination cases (e.g., the third image from
the right in Fig. 5). In contrast, our method produces recon-
structions with more consistent global appearance, yielding
facial images that are more visually recognizable and there-
fore indicative of higher privacy leakage risk. This effect is
even more pronounced in medical imaging scenarios (Fig. 0).
Under well-aligned global appearance factors, our method can
clearly delineate lesion boundaries, making clinically relevant
pathological structures directly observable.

Initialization Variations. We evaluate robustness under four
initialization strategies on CIFAR-10 and CelebA-HQ. Figure
7 compares reconstructions of the same image across meth-
ods. Baselines show large performance fluctuations. While
Cosine-distance-based GIAs could recover facial features un-
der specific cases (e.g., Transfer), they yield unstable or noisy
outputs in most cases. HFGradInv and AGIC provide partial
improvements through gradient subset selection, but fail to
generalize. For instance, HFGradInv produces a misaligned
face (first image, third row). In contrast, our method yields
consistent reconstructions with far fewer variations across
initializations. Table 2 corroborates this result: our approach
outperforms all cosine-distance-based GIAs in PSNR, SSIM,

iDLG(Zhao et. al. Arxiv'20) - LPIPS!: 0;826

Figure 6: Qualitative comparisons on LC25000 (Batch Size
= 1) using ResNet-18 with Kaiming-Normal initialization
[16] . This figure corresponds to Table 1.

Dataset & Metrics Ours HFGradlnv AGIC InvG
PSNR 1 19.468 17978 12.802 15.107
CelebA-HQ LPIPS | 0.374 0.395 0.829 0.784
SSIM 1 0.535 0.508 0.362 0.410

PSNR 1 41.439 22901 26.656 32.917
CIFAR-10 LPIPS | 0.009 0.053 0.011 0.019
SSIM 1 0.950 0.754 0.874 0912

Table 2: Quantitative comparisons (Batch Size = 1) averaged
over Kaiming-Normal [16], Kaiming-Uniform [16], Orthogo-
nal [29], and Transfer [25] initializations on ResNet-18.

and LPIPS under all evaluated initializations, demonstrating
strong resilience to initialization variations.

5.3 Evaluations throughout FL’s Lifecycle

Since GIA instability in FL is largely driven by increasing
model accuracy [13, 37, 40], we evaluate privacy leakage
throughout model training, following prior practices [13,40].
We evaluate on CIFAR-10 and CelebA-HQ at five accuracy
checkpoints: initialization, 25%, 50%, 75%, and the maxi-
mum (open-sourced trained model). CIFAR-10 uses Normal
initialization and CelebA-HQ uses Transfer initialization.
Figures 9 and 10 report reconstruction results: right subfig-
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Figure 7: Qualitative comparisons on CelebA-HQ with Batch
Size = 1, attacking on ResNet-18 with initializations varying.

Model Test ACC 1.0% 22.7% 50.8% 69.1% 77.3%
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Figure 8: Qualitative comparisons on CelebA-HQ (Batch Size
= 1) using ResNet-18 under varying test accuracy, with the
two most competitive methods reported in Fig. 10 shown for
conciseness.

ures show average PSNR across methods, and left subfigures

compare our method with the strongest baseline in detail.

Our method achieves higher restoration accuracy across both
datasets in most cases.

We observe a slight PSNR drop at certain intermediate
stages (e.g., CelebA-HQ at 23% accuracy), where PSNR is
comparable to or slightly below the strongest baseline. Such
behavior is consistent with prior observations that gradient
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Figure 9: Quantitative comparisons on CIFAR-10 (Batch Size
= 1) using ResNet-18 under varying test accuracy [7]. (a)
Detailed comparison with the strongest baseline. (b) Average
performance across all methods.

1% 23% 51% 70% 77% 10 12 14
Test Accuracy Average PSNRT
(a) (b)

Figure 10: Quantitative comparisons on CIFAR-10 (Batch
Size = 1) using ResNet-18 under varying test accuracy [25].
(a) Detailed comparison with the strongest baseline. (b) Aver-
age performance across all methods.

inversion performance can fluctuate across training stages
[10,37]. During these stages, reconstructions may exhibit mi-
nor spatial shifts [44], which are heavily penalized by pixel-
wise metrics such as PSNR. This effect is also reflected in
our qualitative results (Fig. 8), where reconstructions from
both our method and baselines show varying degrees of spatial
misalignment across training stages. Importantly, fine-grained
facial structures remain well preserved despite these fluctu-
ations, and this advantage also extends to the later training
stage (Fig. 24 in appendix). Overall, these results support fine-
grained recovery from single-round gradients across different
stages of the FL lifecycle.

5.4 Evaluations across Batch Sizes and Steps

We next evaluate performance under various FL training
settings, where clients either share averaged gradients from
batches (Batch Size B > 1) or models locally trained for > 1
steps (steps £ > 1). Since GIAs cannot directly access gradi-
ents of each private data in these cases, their reconstruction
quality typically degrades [34,38,43]. Experiments are con-
ducted on CelebA-HQ and CIFAR-10 with Normal initializa-
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Figure 11: Quantitative comparisons on CelebA-HQ and
CIFAR-10 under varying batch sizes, using ResNet-18 with
Kaiming-Normal initialization [16].
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Figure 12: Qualitative comparisons on CelebA-HQ under
varying batch sizes, using ResNet-18 with Kaiming-Normal
initialization [16]. For conciseness, only the two most com-
petitive methods reported in Fig. 11 are shown.

tion, optimized by SGD with learning rate 0.0001 to simulate
multi-step local updates sharing as prior arts [40].

Batch Size Variations. Fig. | | reports PSNR as B varies. Our
method achieves improvements over prior baselines when
(B < 8). As the batch size further increases (B > 16), the
performance margin diminishes, and our approach remains
comparable to the best-performing baseline.

This trend is expected: GIA tasks become increasingly dif-
ficult when gradients are aggregated over more samples [13],
since per-sample signals must be disentangled from averaged
updates [48]. While side information can partially mitigate
this effect [15, 44], it is excluded by our threat model. As vi-
sualized in Fig. 12, increasing B leads reconstructions to tran-
sition from fine-grained details toward coarser, structure-level
representations, resulting in a reduced performance margin.
This convergence reflects the intrinsic difficulty of GIA under
heavy aggregation, rather than the instability of our approach.

A further evaluation of the performances in these harder
aggregation regimes (B = 16,32) is provided in our ap-
pendix. Table 5 and Table 6 show that, under large batch
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8 1 2 4 8
Batch Size

Figure 13: Quantitative comparisons on CelebA-HQ using
ResNet-18 with Kaiming-Normal initialization [16], under
varying batch size and local steps, comparing against the best-
performing baseline from Fig. 11.

sizes (B = 16,32), the achievable PSNR decreases relative
to small-batch settings, and the performance differences be-
tween methods become less pronounced. In this regime, our
method achieves PSNR comparable to the strongest base-
line, while yielding modest but consistent average gains in
LPIPS/SSIM, despite occasional regressions in individual
settings. Fig. 21 and 22 provide qualitative case studies on
CelebA-HQ. Despite blurred outputs, our reconstructions re-
tain coherent global structures. Overall, our method remains
competitive under batch aggregation without extra assump-
tions.

Batch Size & Step Variations. Figure 13 further evaluates
batched gradients and multi-step local updates on CelebA-HQ
(B€{1,2,4,8} and E € {1,2,4,8}) with Normal initializa-
tion. Our method achieves a higher average PSNR than the
strongest baseline (15.79 vs. 14.02), while PSNR decreases
with larger B or E for all methods due to stronger aggregation.

5.5 Evaluations across Models and Defenses

Model Variations. Although our main evaluations are con-
ducted on ResNet-18, we additionally examine whether simi-
lar leakage behaviors arise across other commonly used FL
architectures. Figure 15 reports results on MobileNet-v2,
ResNet-34, ResNet-18, and DenseNet-121, all initialized with
Normal [16]. Our method successfully reconstructs recog-
nizable facial features on ResNet-18/34, and exhibits clear
leakage on MobileNet-v2. Even on DenseNet-121, which
yields the lowest PSNR among the evaluated models, our
reconstructions still preserve coarse structural information
of the private data. These results suggest that gradient-based
leakage is not confined to a specific architecture, but can man-
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Figure 14: Defenses evaluations: qualitative comparisons on
CelebA-HQ (Batch Size = 1) using ResNet-18 (test accuracy
53%) under Differential Privacy [1] , with varying clipping
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Figure 15: Models evaluations: comparisons on CelebA-HQ
(Batch Size = 1) using several popular models with Kaiming-
Normal initialization [16].

ifest across diverse model designs commonly adopted in FL.
Defenses Evaluations. Motivated by the underestimated leak-
age we observe, we evaluate several widely studied privacy-
preserving defenses [4, 10]. Our goal is to assess whether
these defenses provide sufficient protection against gradient
leakage. We focus on the single-sample gradient setting (batch
size B = 1) for this sanity check, where leakage is strongest
and where our attack shows the largest improvements in our
experiments. Prior work also evaluates defenses under B = 1
as a worst-case setting [32,34]. As batch size increases, GIA
performance tends to degrade, and defense effectiveness is
expected to increase [10, 34], which is also consistent with
our observations.

DP Evaluations. We observe that clipping substantially re-
duces reconstruction quality at early stages, while its im-
pact diminishes at later stages. Figure 25 in Appendix illus-
trates the effect of flat clipping (FClip) with different clipping
bounds across training stages. This behavior is consistent with
prior findings that gradient norms are typically larger early in
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Figure 16: Defense evaluations: comparisons on CelebA-
HQ (Batch Size = 1) using ResNet-18 with Kaiming-Normal
initialization. Gradient pruning defenses (Magnitude [52],
Soteria [32], OUTPOST [34]) are evaluated under varying

pruning rates.
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Figure 17: Ablation study: qualitative comparisons on
CelebA-HQ (Batch Size = 1), using ResNet-18 initialized
with Kaiming-Normal initialization [16].

training, so clipping is triggered more frequently and distorts
the shared signal more strongly [17]. As training progresses
and gradient norms shrink, clipping is activated less often,
making it insufficient as a standalone defense in our setting.
We further vary the privacy budget in an intermediate stage
(Fig. 14). Even with noise addition, we observe residual leak-
age of facial attributes when € < 103, and visually concerning
leakage up to € < 10*, consistent with prior observations on vi-
sually recognizable leakage ranges [12]. Overall, DP reduces
but does not eliminate gradient-based leakage, reflecting the
inherent privacy—utility trade-off.
Gradient Pruning Evaluations. We also evaluate three
pruning-based defenses in Fig. 16: Magnitude [52], Sote-
ria [32], and OUTPOST [34]. Using the pruning rates sug-
gested by the original papers, we find that reconstructions
can remain visually recognizable at moderate pruning levels.
In particular, under pruning rates up to 70% (global prun-
ing in our implementation), our method still exhibits non-
negligible leakage for Magnitude and Soteria. OUTPOST
provides stronger suppression in our experiments, although
its protection weakens as training progresses in our setting.



5.6 Ablation Study

We evaluate each component’s contribution to enhancing GIA
through stepwise modifications of prior work [13]. Quantita-
tive results are in Table 3, with a case study in Fig. 17.

1. Adaptive Scaling TV Loss (regularizing by Eq. (3)):
Adaptive scaling TV Loss reduces noise production in recon-
structions. As shown in Table 3 and Fig. 17, PSNR increases
from 13.325 to 14.821.

2. Coarse stage GIA (using objective in Eq. (1)): Direc-
tional aligning with Eq. (1) improves the alignments in key
facial features and overall structures of the image (i.e., image
structure, contrast). Table 3 shows improvements in LPIPS
and SSIM, with minimal PSNR loss. With an increase in the
structural scores, this method highlights the reconstruction
quality of key content, and stabilizes the reconstruction qual-
ity under scenarios suffering strong gradient sparsity.

3. Coarse-to-fine GIA (adding Fine Stage): The fine stage
produces the largest PSNR improvement (14.716 — 20.593),
enabling fine-grained recovery. It also improves LPIPS
(0.445) and SSIM (0.455), enhancing perceptual quality and
maintaining structural integrity, demonstrating its effective-
ness in providing a fine-grained recovery.

6 Limitations and Future Works

While this work demonstrates a stronger privacy leakage
through GIA in practical FL settings, it also highlights the
boundaries of what current methods can achieve under certain
realistic FL conditions. These limitations point to important
areas for further research.

Limitations: Leakage in Limited Training Settings. In FL,
clients typically share batch-averaged gradients (B > 1) or up-
dates with multiple local steps (E > 1). Although our method
remain competitive performances under these settings, recon-
struction quality degrades substantially for both GIA methods
. This suggests that gradient leakages are most pronounced in
computation-constrained scenarios (e.g., personalized FL or
mobile devices with limited data per round), while attackers
may face difficulties in large-scale FL systems with heav-
ier local training and aggregation, limiting applicability in
enterprise-level deployments.

Limitations: Sensitivity to Model Architecture. Though
our method reveals persistent gradient leakage on several
popular models, its reconstruction quality varies across model
structures and can degrade or fail for certain architectures,
indicating that attack effectiveness is architecture-dependent.
This variability may limit consistency across different FL
setups, motivating future work on improving robustness to
architectural differences.

Future directions. Rather than diminishing the contribution
of this work, these limitations highlight important research
challenges and open the door for future advancements: (i)
Develop stronger attacks that are robust to various training

Method

InvG [13]
+ TV rescale (by Eq. (3))
Coarse Stages GIA
Coarse-to-fine GIA

PSNR 1 LPIPS| SSIM 1t

13.325 0.902 0.382
14.821 0.664 0.388
14716  0.654 0.397
20.593  0.445 0.455

Table 3: Ablation Study: quantitative comparison on CelebA-
HQ (Batch Size = 1) using ResNet-18 with Kaiming-Normal
initialization [16].

settings, especially for larger batch sizes and steps in large-
scale FL systems. (ii) Improve GIA’s resilience to model
structure variations, enabling more consistent and reliable
privacy leakage across models and architectures. (iii) Lever-
age insights from these limitations to design more effective
privacy defenses that address the leakage from gradient, ulti-
mately strengthening privacy-preserving mechanisms in FL.

7 Conclusion

We presented a coarse-to-fine gradient inversion attack that
integrates rescaled total variation and non-zero component
alignment to improve stability and fidelity of reconstructions.
Our method achieves initialization-resilient and fine-grained
recovery in both early-stage and across the FL lifecycle under
observations to small batch gradients, consistently outper-
forming prior approaches. Our experiments exposing privacy
risks across several common FL models, and highlight the
privacy risk for insufficient defense adopting.

At the same time, our evaluation shows that leakage dimin-
ishes rapidly when observing to gradients in larger batch sizes
and updates trained for multiple local steps, indicating that the
strongest risks are concentrated in computation-constrained
settings. By demonstrating both lifecycle-wide recovery under
gradient observations and the limitations of its applications,
our study advances the understanding of when and how gra-
dient leakage arises, and highlights the vulnerable scenarios
for strong leakage persisting. Our implementation and eval-
uation framework would be released for promoting further
researches.
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Ethical Considerations

We adhered to the USENIX Security Ethics Guidelines in con-
ducting this research. All experiments were performed exclu-
sively on publicly available datasets, including CelebA-HQ,
ImageNet, CIFAR-10, and CIFAR-100. No private, sensitive,
or real-world user data was accessed or processed, ensuring
that no individual was directly affected by our work.

All evaluations were carried out in simulated FL environ-
ments. We did not deploy the proposed attacks on production
systems, nor did we attempt to extract data from operational
services. Our methodology is limited to controlled experimen-
tal settings, which prevents any potential harm to real users
or organizations.

Instead of proposing specific countermeasures, by demon-
strating an improved attack, we aim to motivate the devel-
opment of more robust defenses in future work. We system-
atically study the stability of GIAs to provide a clearer un-
derstanding of realistic privacy risks. We believe that dis-
closing these findings is necessary to raise awareness within
the community and to highlight scenarios where current de-
fenses—specifically Differential Privacy and Gradient Prun-
ing—may be insufficient if applied with weak perturbation
parameters.

We further consider the implications of our findings for
key stakeholders, including developers, policymakers, and
users. For developers: Our results indicate that reliance on the
natural instability of gradients during the early training stages
(initialization) offers a false sense of security. Consequently,
deploying FL without rigorous privacy auditing—even in
the initial epochs—is risky. For policymakers and users: It is
crucial to recognize that while FL mitigates data centralization
risks, it does not strictly guarantee privacy against advanced
gradient leakage in its current form. We recommend that
FL systems should be deployed with caution and must be
paired with sufficiently strong defense mechanisms to protect
participants from the potential privacy breaches highlighted
in this study.

Open Science

To support transparency and reproducibility, we archive our
implementation on Zenodo [51]. The release includes arti-
fact instructions, dependencies, datasets, models, initialization
schemes, attacks, and defenses used in our experiments. All
materials are complied with the USENIX open science pol-
icy and are made publicly available to facilitate independent
validation.
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A Implementations Details

In our experiments, all attacks with available implementations
are adapted to or integrated into the Breaching framework,
ensuring that all GIAs are conducted and evaluated under a
unified and consistent setup. For HFGradlInv [42] and InvG
[13], we reuse their implementations, as both are provided
within the Breaching codebase. For AGIC [40], we adapt
authors’ shared implementation from InverseFed (an earlier
version of Breaching) into the uniformed framework. For
iDLG [50], we integrate from the public implementation and
replace the original L-BFGS optimizer with Adam to improve
optimization stability when attacking deeper models such as
ResNet-18, following common practice in prior work [13,40].
For SAPAG [37], we implement the method based on the
algorithm described in the paper, as no public implementation
was available at the time of our study.
FedLeak [12]. We use its publicly released Zenodo imple-
mentation (v1) [11]. Unlike other baselines, FedLeak is GAN-
based: the attacker optimizes the generator G(2;6) to pro-
duce reconstructions £, rather than directly optimizing £ as
Breaching supported. Fully integrating FedLeak into Breach-
ing would require framework-level changes that could affect
other baselines. We therefore keep the original FedLeak im-
plementation and apply only minimal interface adaptations
to run it within the Breaching evaluation pipeline (e.g., same
models and shared gradients) while preserving its attack de-
sign. All runs follow the released FedLeak behavior, with the
following two adaptations applied for compatibility:
Adaptions 1. Resolution-consistent evaluation. FedLeak
generates at 2 x lower resolution and upsamples for compar-
isons (e.g., 128 x 128 x 3 — 256 x 256 x 3) [11]. Breaching
computes metrics without resizing and requires reconstruc-
tions at the target resolution. We therefore remove FedLeak’s
upsampling step and generate directly at the target resolution.
Adaptions 2. Supporting our target resolutions. FedLeak
generates in a fixed set of image resolutions (i.e.,
{32,64,128,256}) [11], whereas our evaluation includes
224 x 224 x 3 datasets (ImageNet, CelebA-HQ, LC25000).
We therefore extend FedLeak to output the target resolution
while preserving the original generations in the resolution 32.
For 224 x 224 x 3, it generates 256 x 256 x 3 and determin-
istically rescales to 224 x 224 x 3 for gradient alignment and
metric evaluation. We consider two commonly used GAN
rescale strategies, namely resize [27] and center-crop [9]. We
evaluate both strategies under the FedLeak evaluation setup
using the images from the original FedLeak release. We also
evaluate on LC-25000 and ImageNet, as in FedLeak [12].
For each dataset, we use two sampling schemes (first five
mini-batches and five random mini-batches). This yields 21
instances with batch size B = 16; following FedLeak, we
select the variant with higher PSNR. Qualitative results are
shown in Fig. 18 and quantitative results in Table 4. We use
Resize [27] as the default.
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(a) Resize [27] (b) Center-crop [9]

Figure 18: Downsampling strategies: evaluation on the
FedLeak release images (batch size = 16, best-of-5) [11].

Strategies Bestt Median{ Average 1
Resize [27] 13.021 12.470 12.357
Center-crop [9] 12.929 12.283 12.201

Table 4: Downsampling strategies. Quantitative comparison
(Batch Size = 16, best-of-5) in terms of PSNR 1 under three
statistics. Metrics are computed with 5 independent retries
per experiment and averaged over 21 evaluation instances.

B FedLeak Released-setup Reproduction

This appendix reports additional results under the original
FedLeak evaluation setup using the authors’ released im-
plementation [11]. We summarize two observed differences
between the FedLeak setup (this appendix) and the Breach-
ing setup (main experiments), consistent with prior discus-
sions [10, 35].

Implementations. Unless stated otherwise, we follow the pro-
tocol in Sec. 5.1 for our method. FedLeak results are produced
by running the authors’ released code [11]. When we report
best-of-k, we use the same restart budget and selection rule
for all methods (including FedLeak) for consistent reporting.
Evaluations. Under the FedLeak setup, FedLeak reconstructs
substantially better than it does in our main experiments
(Breaching setup). Our method is weaker than FedLeak in
this setup, but still reveals recognizable semantic content. Fig-
ure 19 illustrates this with qualitative comparisons on the 16
images provided in the released FedLeak codebase [11], using
batch size B = 16 and best-of-5 reporting.

To further evaluate both methods under this setup, we run
additional experiments on LC-25000 and ImageNet using
10 randomly sampled batches per dataset. For these exper-
iments, we use B = 16 and follow the FedLeak reporting
protocol (single run per batch) [11]. Figure 20 summarizes
the comparisons on our representative failure cases (i.e., the
highest-LPIPS | reconstructions for our method). Despite
lower reconstruction quality, our method still reveals the edge
of recognizable semantic content across the sampled batches.
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Figure 19: FedLeak Released-setup: evaluation on the its
release images [11] (batch size = 16, best-of-5).

These results suggest that GIA performance can vary across

evaluation setups, consistent with prior observations of setup-
dependent effects [10,35]. We therefore summarize two ob-
served differences between the FedLeak setup (this appendix)
and the Breaching setup (main experiments). These setup dif-
ferences can change gradient computation and are plausible
contributors to the cross-setup performance gap.
Setup differences. In additional investigation, we found that
the FedLeak setup is also adopted in some prior GIA stud-
ies [46,52]. Compared to the Breaching setup used in our
main experiments, we identify two differences in model and
execution in the FedLeak setup:

* Layer-level: Both setups use the same backbone archi-
tecture, but the FedLeak setup additionally changes it by
replacing ReLU activations with Sigmoid [11,46].

¢ Execution-level: The FedLeak setup evaluates gradients
in train mode [11, 46], whereas the Breaching-based
setup adopted by our baselines typically evaluates in the
eval mode [13,40,42].

Consistent with prior observations [10, 14,35], these factors
can change gradient computation in GIA, affecting both the
victim’s generation of shared gradients and the attacker’s min-
imization of gradient distance. As a result, GIA performance
can differ across setups that vary in these factors.

On the layer level, swapping ReLLU for Sigmoid changes
the gradient map (zeroing negatives vs. saturation at large
magnitudes), and prior work reports that such activation
changes can affect inversion behavior [10, 14]. On the ex-
ecution level, for mode-dependent layers (e.g., Batch Nor-
malization and Dropout), switching between train and eval
mode changes forward propagation (output) and backward
propagation (gradients), which can lead to different inversion
outcomes across modes [30, 35].

Takeaway. We reproduce results under the released FedLeak
setup by running the authors’ implementation without modifi-
cation [11]. Under this setup, both FedLeak and our method
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Figure 20: Cross-setup evaluation on LC-25000 and Ima-
geNet with 10 randomly sampled batches per dataset (Batch
Size = 16, one run per batch). We report our worst-case re-
constructions, i.e., those with the highest LPIPS |.

behave differently than in our main Breaching-based experi-
ments. Our method still recovers recognizable semantic con-
tent under both setups, but reconstruction quality varies across
setups. This underscores setup sensitivity in GIA arising from
deployment-level choices in FL (i.e. sensitivity to specific
layers introduced [14, 30, 35]). Together with the main experi-
ments, we include these results to show how GIA performance
varies across different setups. This highlights its sensitivity
to such variations and motivates future work on improving
robustness.

C Experiment Results



Dataset Methods Uniform [16] Normal [16] Orthogonal [29] Transfer [25]

Ours 10.93/0.21/0.36 8.92/0.23/0.31 13.63/0.16/0.44 11.27/0.22/0.33 9.90/0.21/0.34
CIFAR-10 HFGradlnv 11.81/0.24/0.32 10.74/0.26/0.29 11.83/0.24/0.32 11.33/0.20/0.38 13.36/0.27/0.28
FedLeak 12.35/0.40/0.15 12.87/0.53/0.05 11.76/0.25/0.26 12.75/0.50/0.06 12.04/0.31/0.23

Ours 10.34/0.73/0.27 8.11/0.97/0.24 12.39/0.62/0.26 10.67/0.71/0.28 10.19/0.62/0.28
LC-25000 HFGradlnv 9.81/0.81/0.24 7.73/1.05/0.24 11.12/0.72/0.17 10.20/0.76 /0.27 10.22/0.71/0.27
FedLeak 11.18/0.69/0.22 10.34/0.82/0.11 11.53/0.68/0.26 10.50/0.70/0.24 12.34/0.57/0.27

Ours 13.21/0.65/0.36 14.20/0.61/0.37 14.43/0.60/0.40 14.67/0.67/0.37 9.53/0.72/0.28
CelebA-HQ HFGradlnv 13.36/0.66/0.34 14.57/0.60/0.38 13.36/0.67/0.29 15.31/0.65/0.39 10.19/0.73/0.29
FedLeak 11.10/0.76/0.19 11.41/0.86/0.05 10.83/0.76/0.28 11.34/0.77/0.11 10.81/0.66/0.30

Average

Table 5: Quantitative comparisons (Batch Size = 16) using ResNet-18 under four initializations (PSNR 1/ LPIPS | / SSIM 1).

Dataset Methods Uniform [16] Normal [16] Orthogonal [29] Transfer [25]

Ours 10.44/0.20/0.35 8.69/0.23/0.31 12.68/0.15/0.41 10.59/0.22/0.32 9.78/0.20/0.35
CIFAR-10 HFGradlnv 11.48/0.24/0.31 10.45/0.24/0.31 12.93/0.29/0.25 11.24/0.23/0.31 11.28/0.20/0.36
FedLeak 12.22/0.39/0.15 12.75/0.55/0.03 11.58/0.24/0.26 12.63/0.48/0.06 11.91/0.30/0.25

Ours 12.06/0.70/0.33 8.44/0.92/0.25 12.61/0.62/0.25 10.57/0.72/0.28 10.63/0.58 /0.30
LC-25000 HFGradlnv 12.28/0.71/0.31 7.62/1.04/0.24 11.58/0.71/0.16 10.27/0.75/0.28 10.32/0.71/0.28
FedLeak 11.49/0.68/0.23 10.00/0.84/0.11 12.66/0.68/0.27 10.96/0.64/0.29 12.36/0.57/0.26

Ours 10.56/0.71/0.27 13.10/0.64/0.35 12.51/0.65/0.36 13.48/0.72/0.34 9.15/0.79/0.26
CelebA-HQ HFGradInv 9.95/0.80/0.24 13.33/0.64/0.35 12.37/0.68/0.27 13.88/0.71/0.35 9.56/0.81/0.27
FedLeak 11.10/0.77/0.19 11.37/0.87/0.05 10.86/0.76/0.29 11.31/0.76/0.13 10.84/0.68 / 0.28

Average

Table 6: Quantitative comparisons (Batch Size = 32) using ResNet-18 under four initializations (PSNR 1/ LPIPS | / SSIM 1).

Batch =16 Normal Uniform Transfer Orthogonal PSNRT/LPIPS!/SSIMT (Mean)

Ours
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Figure 21: Qualitative comparisons on CelebA-HQ (Batch
Size = 16), on ResNet-18 under four initializations, This fig-
ure corresponds to Table 5.

13.358/0.663/0.338

M

11.097 /0.761/0.187

HFGradinv
[AAAI'24]

FedLeak
[Sec.’25]

W - ”i 11.096 /0.766 / 0.186
INE R

Figure 22: Qualitative comparisons on CelebA-HQ (Batch
Size = 32), on ResNet-18 under four initializations, This fig-
ure corresponds to Table 6.
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Figure 23: Qualitative comparisons on ImageNet (Batch Size
= 1), on ResNet-18 with Kaiming-Normal initialization [16].
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Figure 24: Qualitative comparisons on CelebA-HQ (Batch
Size = 1) on ResNet-18 with test accuracy 77.3% [25].
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Figure 25: Defenses evaluations: qualitative comparisons on
CelebA-HQ (Batch Size = 1) using ResNet-18 under varying
test accuracy. We evaluate gradient clipping (FClip) [24] with
varying clipping bounds.
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