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Abstract

Traditional Wi-Fi Positioning System (WPS) spoofing at-
tacks, while seemingly effective, have failed to raise major
WPS security concerns due to their lack of stealth and persis-
tence. This paper introduces a novel WILD Attack that under-
mines WPS security by subverting its core infrastructure—the
Location Lookup Table (LLT). In this attack, an adversary
remotely submits falsified crowd-sourced reports for target
Wi-Fi access points, inducing WPS providers to update LLT
based on falsified rather than legitimate data. We examine
four widely deployed WPS providers—Google, Apple, A-Map,
and WiGLE-and observe that they all accept falsified reports
and apply distinct policies to resolve conflicts between legiti-
mate and falsified data. Exploiting these policies, the attacker
can induce two forms of LLT subversion: LLT Entry Tamper-
ing and LLT Entry Removal, both persisting for weeks even
after the attacker ceases activity. We further present three case
studies that show the real-world impact of the WILD Attack
and propose countermeasures to mitigate such threats.

1 Introduction

Wi-Fi Positioning Systems (WPS) serve as a valuable com-
plement to GPS-based localization [4,38,42,45], not only in
environments where GPS signals are weak (e.g., indoors or
dense urban areas), but also on devices that lack GPS hard-
ware, such as desktop computers and IoT devices. When a
device attempts to determine its location using WPS, it scans
for nearby Wi-Fi access points (APs), collects their Basic
Service Set Identifiers (BSSIDs), and sends this list to a WPS
provider. The provider then queries its maintained database,
commonly referred to as the Location Lookup Table (LLT),
which maps each BSSID to its recorded geographic coordi-
nates and returns the estimated location to the device.

Due to its critical role, WPS has been a target of spoofing
attacks for decades [7, 10,31, 37]. A classic WPS spoofing
attack involves first collecting the BSSIDs of APs from a
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Figure 1: Scheme of the WILD Attack.

spoofed location—the site the attacker wants the victim device
to believe it is in. The attacker then replays these BSSIDs
at the victim’s actual location by deploying rogue APs that
impersonate legitimate ones. Meanwhile, the attacker jams
signals emitted by legitimate APs at the victim’s site so that
victim devices receive only the rogue Wi-Fi signals. When
these devices query WPS providers with the detected BSSIDs
from rogue APs, the providers return the spoofed location, as
those BSSIDs are mapped to spoofed coordinates in the LLT.
Such attacks can therefore mislead location-based services.

Prior WPS spoofing attacks are insightful and inspiring
(e.g., [11,37]); however, they suffer from certain limitations,
primarily due to their lack of stealth and persistence. Specif-
ically, all such attacks require the attackers to be physically
near the victim and emit anomalous Wi-Fi signals, which in-
evitably raise the victims’ suspicion. Additionally, spoofing
is only effective when the rogue signals are being broadcast;
once they stop, victim devices quickly revert to reporting their
correct location. Given that attackers have no knowledge of
when victims will need localization services, such short-lived
attacks often have a limited impact.

Toward this, we raise two key questions: (1) Is it possible
to attack WPS remotely? In other words, can the attacker
undermine victims’ WPS-based localization without being
physically near the victim? (2) Is it possible to sustain the



undermining with minimal effort? Ideally, the attack effect
persists even after the attacker ceases all activities. To explore
these questions, we shift our focus from physically setting
rogue APs near victims—as traditional WPS spoofing attacks
do—to attack the core WPS infrastructure, specifically the
LLT, whose integrity is critical to WPS security.

Unlike traditional databases, which are maintained and up-
dated through protected internal channels, WPS providers
rely on crowd-sourced data to maintain or update their LLT
databases. Each time a mobile device uses WPS for localiza-
tion, it can contribute raw data that helps update the LLT. This
introduces a potential, yet unexplored vulnerability: Can an
attacker exploit the crowd-sourcing process to directly attack
and subvert the LLT? If so, the attacker could remotely target
the LLT entries associated with APs surrounding the victim,
thereby undermining the victim’s WPS-based localization.

To explore this vulnerability, we introduce a novel WPS
Infrastructure-Level Disruption attack, referred to as WILD
Attack. As illustrated in Figure 1, the attacker first remotely
acquires the BSSIDs of legitimate APs (e.g., AP-T1) sur-
rounding the victim’s actual location (referred to as target
APs/BSSIDs). Then, at an attacker’s chosen location, she
broadcasts these BSSIDs by crafting forged Wi-Fi signals. De-
vices at this site, including attacker-controlled devices as well
as nearby unwitting user devices, thus receive these forged
signals and report them, along with the GPS coordinates of
the attacker’s chosen location, as falsified crowd-sourced data
to WPS providers. The providers are induced to update LLT
based on these falsified reports, mapping the target BSSIDs to
the coordinates of the attacker’s chosen location instead of the
victim’s actual location, thereby subverting the corresponding
records. In this attack, no rogue APs or suspicious signals
appear near the victim. When a device at the victim’s actual
location later sends BSSIDs from nearby APs to the WPS
provider for localization, it receives an incorrect result due to
the subverted LLT.

In the WILD Attack, the falsified data is submitted through
real devices and the normal crowd-sourcing procedure, mak-
ing it difficult for WPS providers to detect. Meanwhile, the
attacker’s chosen location can be any site under her control or
accessible to her, which directly addresses our first question
of whether WPS can be attacked without physical proximity.
Furthermore, as WPS providers do not update LLT entries in
real time, the subverted records can persist after the attacker
ceases activity, answering the second question of whether con-
tinuous disruption is feasible with minimal ongoing effort.

To launch the WILD Attack, the attacker must overcome
two key challenges. The first is understanding how WPS
providers handle falsified reports: specifically, whether they
are accepted and under what conditions they can induce the
LLT to be updated with falsified rather than legitimate reports.
This challenge arises because, when falsified reports for the
target BSSIDs are submitted from the attacker’s chosen lo-
cation, those BSSIDs remain physically operational at the

victim’s actual location and are included in legitimate reports
from nearby devices. Thus, WPS providers receive conflicting
data for the same BSSIDs from distinct geographic locations.
To understand LLT update semantics under this condition, we
examine four representative WPS providers: Google WPS [8],
Apple WPS [3], A-Map [1], and WiGLE [43]. We systemati-
cally confirm that all these providers accept falsified reports
and apply distinct policies to resolve conflicts between si-
multaneous legitimate and falsified data. Exploiting these
policies, the attacker can strategically manipulate falsified
data reporting and induce two LLT subversion patterns: LLT
Entry Tampering, where the target entries are overwritten with
falsified coordinates; and LLT Entry Removal, where the tar-
get entries are eliminated. In particular, Google WPS exhibits
LLT Entry Tampering, with recorded coordinates overwritten
after 11 days of falsified reporting, while Apple WPS exhibits
LLT Entry Removal, with all target entries eliminated within
just 3 days. Notably, regardless of the pattern, the subverted
records persist even after the attack ceases, with no recovery
for at least 4 weeks. The other two providers display sim-
ilar patterns, which confirms the general applicability and
long-lasting impact of the WILD Attack.

The second challenge is remotely acquiring a complete set
of BSSIDs surrounding the victim’s actual location, which
is essential to identify which LLT entries to subvert. Prior
work shows that the Apple Geolocation API can return nearby
BSSIDs when queried with a known one [29], but this capabil-
ity alone is insufficient, as the attacker lacks any initial BSSID
at the victim’s site. To address this, we introduce a Hop-by-
Hop Expansion strategy, where the attacker begins with a
known AP (e.g., one under her control) and iteratively queries
the Apple API to discover neighboring BSSIDs, progressively
advancing toward the victim’s actual location. However, this
approach often reveals only a subset of the target BSSIDs. To
achieve full coverage, we propose a complementary Last-Hex
Enumeration strategy. With both strategies, we show that the
attacker can remotely obtain over 90% of the target BSSIDs.

To demonstrate the impact of the WILD Attack, we present
three real-world case studies. While modern localization sys-
tems typically combine GPS and WPS to determine a device’s
location [17, 25], we show that, regardless of GPS status,
undermining WPS via the WILD Attack severely degrades
localization integrity, contradicting the common belief that
GPS always guarantees accurate positioning. Specifically, the
WILD Attack can induce:

» Large-scale Denial-of-Service (DoS): Silently cripple
localization at city scale, sending devices into persistent
geolocation blackouts.

* Ride-hailing Misleading: Mislead ride-hailing (e.g.,
Uber, Lyft, and Robotaxi) by kilometers, leaving drivers
and passengers stranded on opposite sides of a city.

¢ GPS-less Device Poisoning: Provide precise false coor-
dinates to GPS-less devices, tricking online services to
deliver hyper-localized content for incorrect locations.



The contributions of this paper are as follows: (1) We intro-
duce the WILD Attack, a WPS infrastructure-level disruption
exploiting the crowd-sourcing process, enabling stealthy and
persistent undermining of WPS localization. (2) We system-
atically analyze the conflict-resolution policies of four major
WPS providers and evaluate the WILD Attack against each, un-
covering two LLT subversion patterns: LLT Entry Tampering
and LLT Entry Removal. (3) We propose the Hop-by-Hop Ex-
pansion and Last-Hex Enumeration strategies, which enable
the remote discovery of comprehensive target BSSIDs. (4) We
illustrate the real-world impact of the WILD Attack through
three case studies, including large-scale DoS, ride-hailing
misleading, and service poisoning on GPS-less devices.

2 Threat Model

We consider a non-privileged attacker who aims to undermine
the WPS-based localization of devices at the victim’s actual
location, such that the victim devices receive either a falsified
location or no location result. We assume that this victim’s
actual location is surrounded by several legitimate Wi-Fi APs,
each with an associated entry in the WPS provider’s LLT,
which enables devices in the area to perform WPS-based
localization. As these APs remain operational at the victim’s
actual location, WPS providers continue to receive legitimate
crowd-sourced reports reflecting their true coordinates.

Our proposed WILD Attack is designed to make this un-
dermining stealthy and persistent. As shown in Figure 1, the
attacker seeks to subvert the LLT entries of legitimate APs
surrounding the victim’s actual location (i.e., target APs). Sub-
verting an LLT entry means either overwriting its recorded
coordinates (i.e., tampering) or eliminating the entry entirely
(i.e., removal). To do so, the attacker first obtains the BSSIDs
of target APs. Then, at an attacker’s chosen location, she
broadcasts forged Wi-Fi signals using these BSSIDs and sub-
mits falsified crowd-sourced reports through her controlled
devices or nearby unwitting user devices.

Given that legitimate and falsified reports for the same
BSSIDs originate from different locations, their coexistence
introduces conflicts. The attacker must therefore understand
how WPS providers handle falsified data and update LLT with
such conflicting data. She can then strategically manipulate
the reporting process to induce providers to update LLT based
on falsified data, rather than retaining the original record re-
inforced by legitimate data. By subverting most—or ideally
all—LLT entries associated with the target APs, the attacker
ensures that devices at the victim’s actual location receive
undermined WPS localization, either a falsified location or no
result at all, even though they detect only trusted AP signals.

3 LLT Update Semantics

This section examines how WPS providers process crowd-
sourced data to update their LLT databases. We focus on four
widely adopted providers: Google WPS, Apple WPS, A-Map
(i.e., Gaode Maps in China), and WiGLE. We aim to answer
the following questions: (i) Do WPS providers accept falsified
reports or filter them out? (ii) If falsified reports are accepted,
how do WPS providers resolve conflicts between them and
legitimate reports from different locations? This is essential
to determine whether, and under what conditions, an attacker
can override legitimate data to subvert the LLT.

Through experimentation, we uncover the LLT update se-
mantics of WPS providers. Section 3.2 confirms that falsified
reports can be accepted to update the LLT, establishing a pre-
requisite for LLT subversion. Section 3.3 reveals how WPS
providers handle conflicts between legitimate and falsified
reports for the same BSSIDs, and how such conflicts influence
LLT updates. Section 3.4 shows that an attacker can manipu-
late the reporting process to cause providers to prefer falsified
data over legitimate data. Based on these findings, we derive
how the attacker carries out the WILD Attack. We ethically
conduct the experiments to prevent any impact on real users
and detail the discussion in Appendix Ethical Considerations.

3.1 Implementation Primitives

We begin by introducing the core primitives throughout the
experiments, including the generation of falsified reports and
the probing of LLT entries.

Falsified Reports Generation: One seemingly straightfor-
ward approach in submitting falsified reports is to reverse-
engineer the inner reporting interface used by WPS providers
to collect crowd-sourced data—identifying required fields
such as BSSID and GPS coordinates—and directly submit
crafted reports that match the expected format. However, with
the adoption of certificate pinning and stricter source verifi-
cation by modern WPS providers, such direct injection tech-
niques have been largely impractical [27,40].

Instead, we consider a more feasible approach: the attacker
emulates an AP to broadcast forged Wi-Fi signals that adver-
tise the BSSIDs of target APs. This can be accomplished using
low-cost microcontrollers (e.g., ESP32) or software-defined
radios (SDRs) [11], which are programmed to emit beacon
frames that conform to the structure of authentic Wi-Fi sig-
nals and embed the target BSSIDs. These signals are received
by attacker-controlled or potentially nearby unwitting user
mobile devices, which follow the standard system behavior
and submit crowd-sourced reports to WPS providers. Since
these reports stem from genuine device-side data collection
but contain falsified information (i.e., BSSIDs that should not
exist near the attacker), we treat them as falsified reports.

LLT Entry Probing: To examine LLT update semantics,
we submit crowd-sourced reports for selected test BSSIDs
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Figure 2: Legitimate vs. Falsified Reporting Conditions.

from one or multiple locations to WPS providers and observe
how the corresponding LLT entries are updated. This requires
the ability to precisely probe individual entries—specifically,
given a BSSID, to verify whether it is recorded in the LLT
and, if so, to retrieve its recorded coordinates. To achieve this,
we leverage the location query APIs of WPS providers.
Modern WPS providers typically expose location query
APIs to trusted third-party applications for their localization
via observed BSSIDs. However, we find that they struggle to
distinguish legitimate use from malicious probing. For exam-
ple, although Apple does not officially expose its API, prior
research has reverse-engineered the interface and documented
its usage [2, 13]. Through empirical testing, we confirm that a
non-privileged attacker can, in practice, access the location
query APIs of all investigated WPS providers. By including
the test BSSID in a query, one can probe its LLT status: if the
BSSID is not recorded, the provider returns a null result; if
it is recorded, the corresponding LLT entry is returned, e.g.,
00:a2:ee:xx:xx:ad — (latitude, longitude).

3.2 Acceptance of Falsified Reports

Due to the black-box nature of WPS providers in handling
crowd-sourced data, simply observing that an attacker device
has submitted a report does not guarantee it is accepted. Thus,
intercepting and analyzing traffic between mobile devices and
WPS providers is ineffective, as their internal decision-making
is opaque. To address this, we propose that, by monitoring
whether falsified reports result in updates to the LLT entries,
we can infer how WPS providers treat incoming reports.
Furthermore, by comparing the effectiveness (i.e., how of-
ten entries are updated) and efficiency (i.e., how quickly up-
dates occur) between LLT updates induced by legitimate and
falsified reports, we can assess whether WPS providers distin-
guish between them. If reports of equal volume lead to com-
parable LLT updates within similar time windows, it suggests
that falsified and legitimate reports are treated equivalently.
Toward this, we design the experimental setup shown in
Figure 2. In the falsified-report condition, we craft 5 BSSIDs
that conform to the authentic BSSID format but are not asso-
ciated with any physical APs and have never appeared in any
WPS provider’s LLT [14]. This ensures no legitimate crowd-
sourced reports reference these BSSIDs. We then use a Wi-Fi

microcontroller (ESP32) to emulate forged signals containing
these BSSIDs at an attacker’s chosen location, denoted as
Ls. We configure three mobile devices to detect these sig-
nals and submit the observed BSSIDs—along with the GPS
coordinates of Lg—as falsified reports to WPS providers.
WPS providers adopt two data collection methods: pas-
sive and active. Passive reports are automatically collected
during the use of location-dependent services (e.g., Google
Maps) [30], as seen in Google WPS, Apple WPS, and A-Map.
Active reports are intentionally submitted by users through
front-end interfaces [43], as in WiGLE. We select the appro-
priate application behavior to submit reports to each provider.
In the legitimate-report condition, we physically deploy 5
brand-new APs—each with a BSSID that has never appeared
in any WPS provider’s LLT—at the same Lg. The attacker-
controlled mobile devices receive their signals and submit
legitimate reports using the same operational procedures as
in the falsified-report condition (e.g., identical devices and
application behavior). Since the procedures are identical, we
consider the report volumes to be similar in both conditions.
After continuously sending falsified reports and probing
the LLT as discussed in Section 3.1, we observe that the at-
tacker can successfully create forged records in the LLT of
all investigated WPS providers with merely falsified reports.
Specifically, for Google WPS, among the 5 target BSSIDs, it
takes around 10 to 14 days for them to appear in the LLT with
their coordinates recorded as Lg. For Apple WPS and A-Map,
the required time is shorter—around 7 days. As for WiGLE,
which supports active data submission, we find that LLT en-
tries are created within 30 minutes of report processing.
Furthermore, under the legitimate-report condition, we ob-
serve that the recording time for the deployed APs is almost
the same as that in the falsified-report condition. This suggests
that WPS providers make no distinction between falsified and
legitimate data, and that attacker-crafted falsified reports are
equally effective and timely in updating the LLT.

3.3 Resolution Under Report Conflicts

When the attacker submits falsified reports for target APs at an
attacker’s chosen location, those APs continue to physically
operate at the victim’s actual location, where nearby devices
observe and report their legitimate data. As a result, the WPS
provider receives two sets of reports for the same BSSIDs
from geographically distinct locations. We investigate how
WPS providers handle this situation, specifically, whether
these reports are treated as collaborative or competing.
Collaborative vs. Competing Criteria: To explore this, we
design an experiment where crowd-sourced reports are sub-
mitted simultaneously from two locations, L4 and Lg. We fix
L4 and gradually adjust the position of Lg, varying the dis-
tance between them from 50 to over 2,500 meters. At each site,
we deploy an ESP32 device to emulate forged Wi-Fi signals
using the same set of 5 BSSIDs that have not appeared in any
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Figure 3: Effect of spatial distance between report locations
on LLT updates.

WPS provider’s LLT. We then follow the same operational
procedures in Section 3.2 (identical devices and application
behavior) at both locations simultaneously and monitor the
resulting LLT entries. We observe that each WPS provider
treats reports as collaborative when the spatial distance be-
tween reporting locations is within a certain threshold (e.g.,
approximately 200 meters for Google WPS), and as compet-
ing when the distance exceeds this threshold.

Taking Google WPS as an example, and as shown in Fig-
ure 3, when the distance between L4 and Lg (Lpg;) is 183
meters, LLT entries are created obviously faster compared to
submitting reports from a single location. Specifically, while
reports from either L4 or Lp; alone take an average of 13
days to create LLT entries for the 5 target BSSIDs in Google
WPS, simultaneous submissions from both locations reduce
the time to 8 days. The recorded coordinates also fall between
Ly and Lp, averaging 105 meters from L4 and 91 meters
from Lp;. This acceleration, along with the spatial averaging
of coordinates, suggests the WPS provider aggregates reports
from both sources and treats them as collaborative.

In contrast, Figure 3 also illustrates the case where the
distance between Ly and Lg (Lp,) increases to 392 meters. In
this setting, the LLT entries on Google WPS are created more
slowly—averaging 23 days—and the resulting coordinates
align exclusively with either L4 or Lp;. Specifically, among
the five recorded coordinates for the target BSSIDs, four are
near L4 and one near Lpg,, with all falling within 20 meters of
one of the two locations. This indicates that the WPS provider
treats the reports as conflicting and does not aggregate them.

Through this experiment, we do not focus on the exact
distance thresholds enforced by WPS providers. Instead, we
reveal that when the attacker aims to subvert LLT remotely,
the uncontrolled legitimate reports and their falsified reports
are treated as competing. This raises a critical question: How
does each provider handle such conflict? Specifically, which
set of reports is trusted and ultimately used to update the LLT?
Figure 3 indicates some LLT entries align with Ly, while
others align with Lp,. To determine whether this outcome is
random or governed by a consistent policy, we investigate the
resolution strategies adopted by each WPS provider.

Conflict Resolution Hypotheses: Intuitively, we hypothe-
size that if the LLT update is deterministic, WPS providers

may adopt one of several possible resolution policies when
handling conflicting reports. (1) majority-wins policy, where
the provider favors the location from which the greater num-
ber of reports originate; in this case, a high volume of reports
from one location would outweigh a smaller volume from the
other. (2) last-report-wins policy, where the provider prior-
itizes the most recently received data, allowing even a few
falsified reports to override a larger volume of earlier legiti-
mate ones. (3) each-report-counts policy, where all reports are
considered equally and aggregated spatially, possibly leading
to median-based coordinate updates that lie between con-
flicting locations. (4) zero-trust policy, in which conflicting
data from distinct locations leads to the rejection of both sets
of reports—either discarding the LLT entry or withholding
updates until a clearer consensus is achieved.

We also consider the possibility that WPS providers employ
implicit mechanisms [19,24], such as assigning trust scores to
devices and giving greater weight to “trusted” entities when
resolving conflicts. However, given the provider’s reliance
on data from billions of global devices, it is unlikely that
individual user devices are explicitly prioritized. Even if such
mechanisms exist, they are more likely limited to internally
managed systems or approved partners, which fall outside the
scope of a typical user or attacker in our investigation.

Resolution Logic Across Providers: To explore this, we ex-
tend the experimental setup in Figure 3 by systematically ma-
nipulating the spatial and temporal characteristics of conflict-
ing reports. Specifically, we set Ly and Lp 2,500 meters apart,
and define N4 and Np as the number of attacker-controlled
devices reporting from each site, where 0 < N4, N < 10. All
devices exhibit identical application behavior to ensure con-
sistency in the data submission process.

To differentiate between the hypothesized mechanisms, we
vary both the relative number of devices (N4 vs. Np) and the
report submission order (e.g., sending fewer recent reports
from one location after earlier reports from another). This al-
lows us to observe whether WPS providers prioritize volume,
recency, or reject updates entirely under conflicting condi-
tions. To ensure precise control over the report submission,
we isolate the area such that forged signals are not received
by any unintended user devices.

Majority-wins: Towards Google WPS, we observe that
when N4 > Np, the LLT entries for the target BSSIDs are con-
sistently recorded at L4, and vice versa—when Np > Ny, the
entries align with Lg. This indicates a majority-wins policy,
where the provider updates LLT entries based on the loca-
tion that contributes the dominant number of reports. When
N4 = Np, we observe a result similar to that shown in Figure
3, where LLT entries are inconsistently assigned to either Ly
or Lp,. We attribute this result to the asynchronous nature of
Wi-Fi scanning on mobile devices: Wi-Fi signals are not cap-
tured continuously, and some BSSIDs may be intermittently
missed, which introduces slight differences in report compo-
sition between locations even under identical conditions.



Furthermore, we find that this majority-wins policy also
governs updates to existing LLT entries. Specifically, if an
LLT entry is initially created based on a dominant number of
reports from Lp (e.g., No = 1, Np = 4), reversing the configu-
ration such that Ny > Np (e.g., Ny =4, Np = 1) results in the
LLT entry being updated and reassigned to L4. This shows
that Google WPS applies the majority-wins policy not only
during initial entry creation but also when updating previously
established LLT records in the presence of conflicting data.

Zero-trust: Apple WPS and A-Map adopt the zero-trust
policy. Specifically, when these providers receive conflict-
ing reports from distinct locations, they refuse to trust either
source, even when one clearly contributes a higher volume of
data. To demonstrate this, we deploy significantly different
numbers of mobile devices at both locations (e.g., N4 = 10, Np
= 1). Despite continuously broadcasting signals and submit-
ting reports for over a month, we observe that neither Apple
WPS nor A-Map creates LLT entries for the target APs. This
suggests that these providers reject LLT updates altogether
when conflicting data is detected, regardless of report volume.
Furthermore, in cases where the LLT entries for the target
APs already exist, the introduction of conflicting reports leads
to their swift removal. Specifically, Apple WPS removes the
entries in approximately 3 days, while A-Map takes 2 days.

Furthermore, after removal, no new entries are recreated, in-
dicating that the ongoing conflicting data prevents the reestab-
lishment of the records. This may suggest a deliberate policy
in Apple WPS and A-Map: when conflict arises from geo-
graphically distant locations, the system may infer that the
BSSID belongs to a mobile hotspot (e.g., portable routers or
tethering devices) rather than a stationary access point [32].
As a result, these providers appear to opt for eliminating such
entries entirely rather than updating them with any reports.

Each-report-counts: In contrast to majority-wins and zero-
trust policies, WiGLE adopts an each-report-counts policy,
where every new report influences existing LLT entries.
WIiGLE employs an active report collection method requir-
ing users to submit crowd-sourced data through its official
front-end interface, so that the report volume can be precisely
controlled. In our experiment, when a report is first submitted
from Ly, LLT entries for the target APs are created within 30
minutes. Submitting another report from Lp then shifts the en-
tries away from L4 toward Lp, and after about 10 reports from
Lg, the entries fully align with Lg. We repeat this process in
both directions and observe consistent outcomes: Each report
contributes to the LLT update, but only after enough reports
does the entry fully reflect the new reporting location.

3.4 Dominance of Falsified Data

As revealed in Section 3.3, under the majority-wins model, the
attacker must submit enough falsified reports to override le-
gitimate ones and thus dominate LLT update process. Beyond
the intuitive approach of increasing the number of attacker-
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Figure 4: Temporal distribution of crowd-sourced reports
under varying application behaviors.

controlled mobile devices, we observe that she can also ma-
nipulate mobile application behavior to boost report volume.

We further examine Google WPS, which adopts the
majority-wins policy. Google WPS uses a passive report col-
lection method, where crowd-sourced data is gathered au-
tomatically during the use of location-dependent services.
Taking Google Maps as an example, modern mobile systems
allow it to run in the background. We monitored outbound
traffic from the mobile device to the WPS provider over 60
minutes while Google Maps ran in the background, and ob-
served that the frequency of crowd-sourced reporting was
significantly low—about one report every 5 to 10 minutes, as
shown in the “Background Run” condition of Figure 4.

When the user actively interacts with a location-dependent
service—such as Google Maps—the device initially transmits
location data more frequently, at about one report every 30-60
seconds. However, this elevated rate is temporary and gradu-
ally reverts to the background rate. As shown in Figure 4, we
tested two user interaction modes that produce similar report-
ing patterns: “Always On,” where the Google Maps remains
continuously active, and “Periodically Launch,” where the
user alternates between foreground and background use.

We find that inducing device movement can prompt the
application to continuously interact with the WPS provider,
thereby sustaining high-frequency reporting. However, this
conflicts with the attacker’s goal of consistently submitting
falsified reports with fixed GPS coordinates alongside the tar-
get BSSIDs. If the coordinates vary due to movement, the LLT
entries cannot be updated with a stable location. To resolve
this, we propose an automated scripting strategy. Specifically,
the attacker deploys a lightweight script on the mobile device
that periodically (e.g., every 2 minutes) launches and termi-
nates location-dependent services (e.g., Google Maps). Each
cycle re-initializes the service, keeping it in a fresh state that
triggers location reporting, even though the device remains
stationary. As shown in the “Periodically Launch/Kill” con-
dition in Figure 4, this allows sending falsified reports with
stable GPS coordinates at a significantly higher frequency,
thereby enabling LLT subversion under majority-wins model.



3.5 Vulnerability Exploration

Building on the above findings, we demonstrate how an at-
tacker can launch the WILD Attack against WPS providers
with each class of conflicting-data resolution policy, thereby
subverting the LLT entries associated with target APs.

Majority-wins policy: As illustrated in Figure 5, during the
attack, the target APs remain active at the victim’s actual loca-
tion, and the attacker lacks precise knowledge of the volume
of legitimate reports. For those WPS providers adopting the
majority-wins policy (e.g., Google WPS), LLT entries can be
subverted only if falsified reports outnumber legitimate ones.
Thus, the attacker must maximize falsified report volume. To
achieve this, she employs three key strategies:

Automated App Triggering: Following Section 3.4, the at-
tacker applies the “Periodically Launch/Kill” behavior to her
controlled devices, repeatedly launching and killing location-
dependent services to sustain high-frequency reporting.

Unwitting Signal Reporting: Relying solely on attacker-
controlled devices is limited, so the attacker leverages nearby
user devices in high-traffic areas. She can select locations
with dense mobile devices—such as train stations—as the
attacker’s chosen location Lg, where forged signals are broad-
cast. Mobile devices often run location-dependent services in
the background by default, especially with location-enabled
applications installed. As shown in Figure 4, such devices
send reports even when services are not active, albeit at low
frequency. When individuals pass through Lg, their devices
detect forged signals and unwittingly submit falsified reports.

Collaborative Signal Broadcasting: Based on Section 3.3,
reports from locations within a certain spatial threshold (e.g.,
200 meters in Google WPS) are treated as collaborative and
jointly induce the LLT updates. The attacker exploits this by
deploying multiple ESP32 devices around Lg, each spaced
within the identified spatial threshold and broadcasting the
same target BSSIDs. Given the limited transmission range of
Wi-Fi signals (typically a few dozen meters indoors), this dis-
tributed deployment allows more nearby user devices to detect
the forged signals and unwittingly submit falsified reports.

Zero-trust policy: When WPS providers follow the zero-
trust policy (e.g., Apple WPS and A-Map), the attacker does
not need to maximize the volume of falsified reports. Instead,
she can adopt any of the three strategies used for majority-
wins policy to generate effective falsified submissions. Even a
small number of falsified reports is sufficient to compete with
legitimate data and trigger the removal of existing LLT entries.
Moreover, due to zero-trust behavior, these providers do not
recreate LLT entries once conflicting data is detected, even if
falsified reports persist. Thus, the attacker can quickly shift to
attack the next set of target APs once the current entries have
been removed, thus significantly improving attack efficiency.

Each-report-counts policy: If WPS providers adopt an
each-report-counts policy (e.g., WiGLE) or a last-report-wins
policy (not observed in this study), the attacker can manipu-
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Figure 5: Experimental setup in WILD Attack evaluation.

late LLT entries immediately by submitting falsified reports.
These reports shift the entries toward the attacker’s chosen
location Lg. She then monitors the entries for any subsequent
shifts caused by new legitimate reports. If such shifts are de-
tected, she can temporarily resume forged signals at Lg and
resubmit falsified reports to re-subvert the entries. In the last-
report-wins model, a single falsified report always suffices for
subversion. In the each-report-counts model, if the attacker’s
objective is only to subvert existing entries without having to
point to Lg, a single falsified report is also effective.

4 WILD Attack

As mentioned, the WILD Attack aims to subvert LLT entries
of legitimate APs surrounding the victim’s actual location
by submitting falsified reports that override or compete with
legitimate data. Building on the vulnerability exploration
strategies in Section 3, we now examine the feasibility of the
WILD Attack in practical environments. Specifically, we as-
sess the effectiveness of LLT subversion induced by a remote
attacker (i.e., stealthiness) and the duration that the attack ef-
fects persist after falsified reporting ceases (i.e., persistence).

We selected three victim’s actual locations (denoted as Ly)
with different levels of ambient device traffic: a high-traffic
zone (Lrp) on a university campus, a medium-traffic zone
(L7m) in an urban residential complex, and a low-traffic zone
(L) at a rural recreation center. Traffic density was measured
by counting mobile devices within the target APs’ signal re-
ception range (approximately 50 m radius). Within this range,
the high-, medium-, and low-traffic zones contained about 65,
24, and 7 devices, corresponding roughly to population densi-
ties of 10,000, 3,500, and 1,000 people/kmz, respectively. At
each Ly, we selected 10 target APs, whose BSSIDs were al-
ready recorded in the LLTs of all investigated WPS providers.
This allows us to examine whether falsified reports submitted
at Lg by the attacker can compete with or override legitimate
data of varying intensities.

When selecting the attacker’s chosen location (Lg), we did
not need to consider unrelated legitimate APs that may also
exist around Lg, as we observed that they have minimal impact
on the attack. Reports from Lg include both the unrelated
legitimate BSSIDs at Lg and the target BSSIDs. Providers
rely on the GPS coordinates embedded in these reports to
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Figure 6: LLT subversion results for Google WPS (Day O: start the attack activity; Day 30: cease the attack activity).

independently maintain or update BSSID-location mapping,
keeping unrelated legitimate BSSIDs at their correct location
(Ls) without affecting the handling of target BSSIDs. In our
investigation, the Ly-Lg distances were around 11, 5, and 1
km for the low-, medium-, and high-traffic zones, respectively.
Through our investigation, we observed two LLT subver-
sion patterns: LLT Entry Tampering, where a target BSSID’s
recorded location is overwritten with falsified coordinates,
and LLT Entry Removal, where the corresponding entries are
eliminated. Since WPS-based localization relies on accurate
BSSID-to-coordinate mappings, both patterns severely dis-
rupt accuracy. Moreover, the distortion persists for weeks after
falsified reports cease. Table | summarizes the key subversion
patterns of the investigated providers. Once most surrounding
APs’ records are subverted, victim devices are consistently
misled or unable to obtain any location for a long duration.
As discussed in Appendix Ethical Considerations, we se-
lected only a small subset of APs in each Ly for evaluation.
This ensured that the majority of legitimate APs continued to
dominate the localization, thereby preventing nearby user de-
vices from being misled. However, it is important to note that
these ethical constraints significantly limited the demonstrated
impact of the attack. A real-world attacker, unconstrained by
such considerations, could subvert all APs surrounding L7 .

4.1 LLT Entry Tampering

Google WPS: As shown in Figure 6, Google WPS is vulner-
able to the WILD Attack under different levels of legitimate
reporting activity. During the attack, LLT entries transitioned
among three states: S; (Original): correct coordinates of the

Table 1: LLT Subversion Patterns of WPS Providers

Provider Resolution Policy Pattern  Attack Time Persistence
Google WPS Majority-wins Tampering ~ 11 days 4 Weeks
WiGLE Each-report-counts  Tampering < 30 min Months
Apple WPS Zero-trust Removal 3 days > 2 months
A-Map Zero-trust Removal 2 days 2-3 weeks

victim’s actual location Lr; S> (Eliminated): entry removed
from the LLT; and S5 (Tampered): coordinates overwritten to
the attacker’s chosen location Lg.

Two-phase Progression Pattern: We observed a consistent
two-phase progression pattern during the LLT subversion:
In the first phase, entries transitioned from §; (Original) to
S (Eliminated), suggesting that Google WPS removed exist-
ing mappings. In the second phase, the entries moved from
S, to S5 (Tampered), indicating acceptance of the falsified
coordinates once they outnumbered the legitimate data.

This two-phase progression is shown in Figure 6a. Starting
from Day O (the beginning of falsified reporting), we observed
that between Days 7-13, the number of S, entries increased
while those in S; declined. Then, between Days 13-20, the
number of §3 entries rose, replacing S, entries, which confirms
the S| — S, — S3 transition. Occasionally, we also observed
a one-phase progression, where entries moved directly from
S to S3 without a prior elimination step. For example, on
Day 9 of Ly, one entry transitioned directly from L7 to Lg.

This difference in progression patterns can be attributed
to the confidence score tied to each LLT record. Along with
recorded coordinates for each BSSID, Google WPS also main-
tains a confidence score that reflects the recorded location
accuracy [8]. Records with lower confidence can be more sus-
ceptible to immediate updates (i.e., directly S1 — S3), while
higher-confidence records often require prior invalidation be-
fore being overwritten (i.e., S| — S2 — S3).

Subversion Effectiveness: The speed and extent of LLT
subversion varied with legitimate reporting levels. In the low-
traffic Ly, falsified reports dominated quickly: by Day 11, 1
AP had reached S3 and 8 entered S;; by Day 30, 9 were in S3
and 1 in S,. In the medium-traffic L7,,, subversion progressed
more gradually; by Day 11, 8 APs had shifted to S or S3.
Even in the high-traffic L, impact was still significant: by
Day 30, 9 APs were in $2/53, with only 1 remaining in Sy. This
reveals a clear trend: lower legitimate reporting experiences
faster S| — S»/S3 transitions and higher subversion rates.

Subversion Persistence: To evaluate the attack persistence,
we ceased forged signals on Day 30 and monitored the af-
fected LLT entries over time. In Ly, after 2 weeks, 6 entries
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Figure 7: LLT subversion results for Apple WPS.

remained in S3, while the rest remained in S;. None reverted
to their original state S;. Similar persistence was observed in
Lr,, and L7j, with only two APs in Ly, recovering during the
same period. Notably, even after 4 weeks, none of the target
locations fully recovered. These results reveal that WPS suf-
fers long-lasting trauma: once LLT entries are tampered with,
the effect endures well beyond the end of attacker activity.

WiGLE: We observed that once a single falsified report was
submitted to WiGLE, the LLT entries of target APs at any Lz
shifted away from their original records, and with tens of fal-
sified reports (the exact volume depending on the distance be-
tween Lg and L7 ), the recorded coordinates were completely
overwritten to Lg. After this initial subversion, we ceased fal-
sified reports at Lg and monitored whether the entries would
be corrected by legitimate reports. After 9 weeks, only 7 of
the 10 APs in L, showed entries that shifted slightly away
from Lg due to legitimate reports, yet the updated coordinates
still remained within about 80 meters of Lg. This demon-
strates that user-contributed legitimate reports are relatively
infrequent. Moreover, even when such reports exist, they are
insufficient to restore the original LLT records.

4.2 LLT Entry Removal

Apple WPS: Apple WPS responded to falsified reports sig-
nificantly faster than Google WPS. As shown in Figure 7,
after only three days of falsified reporting from Lg, all target
APs had their LLT entries eliminated—an abrupt and near-
simultaneous effect across all APs. Notably, the results were
consistent across all three L7: regardless of legitimate report
volume, falsified reports from Lg triggered complete removal
of corresponding LLT entries within the same time window.

Even more concerning is the long-term impact of this re-
moval. After the attacker ceased broadcasting forged signals,
none of the eliminated LLT entries were restored for at least
two months, despite our physical verification that signals from
the target APs remained fully operational and continuously
received by nearby user devices. This reveals a critical weak-
ness: Apple WPS exhibits an LLT Entry Removal pattern,
where even brief attack activity results in persistent data loss
in the LLT, with no recovery for months.

A-Map: The LLT Entry Removal behavior in A-Map
closely resembles that of Apple WPS, but with slightly faster
responsiveness. We observed that just two days of continu-
ous falsified reports from Lg were sufficient to eliminate the
LLT entries associated with any Ly. While A-Map showed
shorter attack persistence, the effect was still notable: after
the attacker ceased activity, falsified entries for all 10 target
APs in Ly, persisted for 13 days, and those in L7; for 19 days.

5 Target BSSIDs Discovery

As demonstrated in Section 4, the attacker can leverage the
WILD Attack to remotely subvert the LLT entries of any target
AP across all investigated WPS providers. To undermine the
victim’s WPS-based localization through the WILD Attack,
the attacker needs to target the majority—if not all—of the
APs surrounding the victim’s actual location. Otherwise, the
remaining unattacked legitimate APs may dominate the local-
ization result. Since BSSID is the only information required
to craft falsified reports, obtaining a complete set of target
BSSIDs surrounding the victim’s actual location is a critical
prerequisite for undermining WPS-based localization.

The most straightforward way to obtain such information is
for the attacker to physically visit the victim’s actual location
and scan nearby Wi-Fi signals. However, this contradicts the
remote and stealthy nature of the attack and may be infeasible
or costly. WiGLE offers a potential alternative by exposing
coarse AP locations through its public database [33], but its
utility is limited due to low accuracy and outdated entries
from sparse contributors [10]. Prior work has shown that
the Apple Geolocation API can return hundreds of nearby
BSSIDs along with their coordinates when queried with a
single BSSID [29]. Yet, this alone does not allow the attacker
to directly obtain the target BSSIDs, since she does not ini-
tially know any BSSID within the victim’s actual location. To
address this, we propose a Hop-by-Hop Expansion strategy,
which starts from any known AP and progressively expands
toward the target APs.

5.1 Hop-by-Hop Expansion

Methodology: When queried with a single BSSID, the Apple
Geolocation API returns not only its coordinates but also
those of neighboring BSSIDs. We observe that the spatial
coverage of these neighboring BSSIDs can extend up to 300
meters from the queried BSSID, far beyond its immediate
vicinity (e.g., a 10-meter range). This broad spatial coverage
enables the attacker to bridge significant geographic gaps.
Specifically, leveraging this property, we propose that the
attacker perform hop-by-hop queries: iteratively querying
newly discovered BSSIDs that are progressively closer to
the victim’s actual location. This process gradually expands
the attacker’s knowledge of the AP environment towards the
target and ultimately uncovers the target BSSIDs.



Figure 8: The hop-by-hop trace from Times Square, New
York City, to a market near LaGuardia Airport (the number in
each circle indicates the hop count in that area).

The BSSID discovery process begins with a single initial
AP, either under the attacker’s control or obtained from any
sources. The attacker queries the Apple Geolocation API with
this BSSID, receives nearby BSSIDs with coordinates, and
sorts them by Euclidean distance to the victim’s actual loca-
tion. The nearest unqueried BSSID is then selected for the
next query, and the process repeats. This hop-by-hop pro-
cedure progressively reduces the geographic gap between
discovered BSSIDs and the victim’s site. For example, as
shown in Figure 8, an attacker starting in Times Square, New
York, can discover the target BSSIDs near LaGuardia Airport
(8.3 km away) in 59 hops.

When the initial AP is distant from the victim’s actual
location, the hop-by-hop strategy may encounter coverage
gaps—regions with no discoverable BSSIDs due to sparse
AP deployments—thereby preventing further progression. To
address this, we incorporate a depth-first search (DFS) strat-
egy that explores alternate branches of the AP graph when
forward progress stalls. Specifically, if no newly discovered
BSSID lies closer to the victim, the attacker backtracks and
explores unvisited neighbors of previously queried APs. This
recursive traversal ensures that, once a viable path toward the
victim exists, it can eventually be identified. We summarize
the Hop-by-Hop Expansion algorithm in Appendix A.

Evaluation: To assess whether the discovered BSSIDs rep-
resent all APs surrounding the victim’s actual location, we
selected nine sites in our city and applied the Hop-by-Hop Ex-
pansion to discover target BSSIDs. We then physically visited
each site to scan nearby BSSIDs. After excluding those absent
from all providers’ databases (i.e., APs not recorded and thus
irrelevant to localization or LLT subversion), the remaining
scanned ones served as the full list of target BSSIDs at each
site. As shown in Figure 9, Hop-by-Hop Expansion recovered
on average 66.5% of the full list. For example, at Location #1,
we physically scanned 77 BSSIDs, but only 40 were discov-
ered, although the other undiscovered ones existed in Apple’s
database. This gap poses a challenge for attackers seeking
to undermine WPS-based localization via the WILD Attack.
To achieve comprehensive BSSID coverage, we introduce a
complementary Last-Hex Enumeration strategy.
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Figure 9: BSSID coverage by Hop-by-Hop Expansion and
Last-Hex Enumeration compared to physically scanned list.

5.2 Last-Hex Enumeration

Methodology: To address the coverage gap, we conducted a
closer inspection of the undiscovered BSSIDs. At Location
#1, for example, we observed that 31 undiscovered BSSIDs
differed only in the last hexadecimal digit from a correspond-
ing discovered one. For instance, 78:29:ed:xx:xx:1f was
not discovered when 78:29:ed:xx:xx:1e was. This pat-
tern aligns with the common practice of a single physical
AP broadcasting multiple BSSIDs across different frequency
bands (e.g., 2.4 GHz and 5 GHz), where BSSIDs typically
vary only in their final hexadecimal digit. We also find that
the Apple Geolocation API often returns only one BSSID per
AP while omitting others that share the same prefix.
Recognizing this pattern, we propose a Last-Hex Enumera-
tion strategy. After collecting BSSIDs discovered through
Hop-by-Hop Expansion, the attacker generates additional
candidates by enumerating all possible variations of the
last hexadecimal digit. For example, if 78:29:ed:xx:xx:1e
is discovered, the enumeration covers 78:29:ed:xx:xx:10
through 78:29:ed:xx:xx:1f. These candidate BSSIDs are
then queried directly via the Apple Geolocation API to con-
firm their presence and recorded coordinates. As the at-
tacker only needs to enumerate at most 16 variations per
discovered BSSID, and BSSIDs broadcasted by the same
AP are typically consecutive (e.g., 78:29:ed:xx:xx:1e and
78:29:ed:xx:xx:1f), the additional overhead is minimal.
Evaluation: Applying the Last-Hex Enumeration to the
BSSIDs obtained via Hop-by-Hop Expansion yields a more
comprehensive list. As shown in Figure 9, nearly all loca-
tions achieve over 90% coverage, with an average of 91.1%.
We note that, as the discovered BSSIDs encompass nearly
all physically scanned ones, and any WPS provider can
only record a subset—or at most the entirety—of physi-
cally scanned BSSIDs, the discovered list effectively reveals
the comprehensive target BSSIDs, regardless of how each
provider selects APs to record. Thus, these BSSIDs are suffi-
cient for launching the WILD Attack to undermine WPS-based
localization of any provider. We also consider the scenario
where Apple stops returning neighboring BSSIDs as a de-
fense against remote discovery of target BSSIDs. In this case,
the discovered list of BSSIDs cannot be continuously updated.



& Falsified =] LLT E
Data Slllheniun _@

[

G‘—JJV

Undermined l_nmlmniun\

A

Figure 10: Visualization of a large-scale WILD Attack. Left:
262,073 BSSIDs discovered within a 10 km radius. Right:
Ilustration of large-scale WPS localization undermining.

However, we observed that the attacker’s initially discovered
BSSIDs would still represent the vast majority of those sur-
rounding the victim’s site for a prolonged period. A detailed
discussion of this evaluation is provided in Appendix B.

6 Case Studies

In this section, we demonstrate the real-world impact of the
WILD Attack. By subverting most—if not all—LLT records
of target APs, the attacker undermines the victim’s WPS-
based localization. LLT Entry Tampering causes devices to
receive falsified coordinates, while LLT Entry Removal erases
location data. Consequently, if the undermined WPS output
is adopted as the device’s final location, any service relying
on accurate geolocation would be misled or disrupted.

The WPS-based result does not always match a device’s
final location output. Modern localization systems typically
combine GPS, WPS, and cellular signals, prioritizing the most
accurate source [17,22]. Since cellular positioning is less pre-
cise, typically a few hundred meters depending on cell tower
density [22], the impact of the WILD Attack largely depends
on GPS availability. While GPS is often assumed to always
ensure accurate positioning, we show that it can be weak,
unavailable, or absent on user devices, allowing undermined
WPS to dominate localization. To illustrate this, we present
three case studies under different GPS conditions: no signal,
weak signal, and GPS-less devices. We then discuss why such
impacts are impossible with traditional WPS spoofing.

6.1 Large-scale DoS

GPS jamming and interference are well-recognized threats.
Beyond short-range jamming with low-cost noise transmitters
such as USRP, high-power military-grade systems like Kra-
sukha and Pole-21 [5,44] can disrupt GPS signals across vast
areas, extending hundreds of kilometers. Although designed
for military use, these systems inevitably cause collateral in-
terference to civilian GPS services.

Continuous monitoring from GPSJAM.org shows that sev-
eral regions, particularly in Eastern Europe, face persistent
GPS inference [9]. In such areas, where GPS signals are de-
nied or unavailable, WPS becomes the primary source of civil-

ian localization, making the WILD Attack especially potent.
To illustrate the feasibility of a large-scale WILD Attack in
GPS-denied zones, we select Tallinn, the capital of Estonia, as
the victim’s actual location. GPSJAM.org reports that Tallinn
has consistently suffered strong GPS interference, likely due
to its proximity to ongoing conflict zones and spillover from
military operations. While Tallinn may not be a completely
GPS-denied environment, such a condition is entirely plausi-
ble if GPS jamming operators intentionally target the area.

With the Hop-by-Hop Expansion and Last-Hex Enumera-
tion, we discovered 262,073 BSSIDs within a 10 km radius
centered at coordinates (59.437°N, 24.738°E)—the center of
Tallinn, as shown in Figure 10. To avoid ethical concerns, we
did not conduct actual LLT subversion in any WPS providers.
As the feasibility of both LLT Entry Tampering and LLT En-
try Removal has already been confirmed, we instead evaluate
the cost and stealth of executing such a large-scale attack,
exemplified by Google WPS and Apple WPS.

Assuming the attacker uses basic ESP32 units to broadcast
forged signals at the attacker’s chosen location, our exper-
iments show that a single ESP32 device (costing about 1
USD) can simulate roughly 50 BSSIDs. To target 262,073
BSSIDs, the attacker would need about 5,242 ESP32 units,
totaling 5,242 USD in hardware cost. She can then broad-
cast all forged signals using these devices at any her chosen
location. As shown in Section 4, the attacker can swiftly elim-
inate all corresponding LLT entries from Apple WPS, effec-
tively launching a large-scale Denial-of-Service (DoS) attack
against the entire city, as shown in Figure 10. For Google
WPS, the impact is even more severe, as the attacker can
manipulate LLT entries to point to any designated locations.

We note that this process is less likely to trigger filtering or
firewall defenses from WPS providers, as the falsified reports
are submitted by real devices within the normal operational
flow. Meanwhile, the forged signals received by these devices
are valid 802.11 frames broadcast over the air. Given the low
cost and high stealth, such a large-scale attack is clearly feasi-
ble for ordinary attackers, let alone well-resourced adversaries
such as state-sponsored or military actors.

6.2 Ride-hailing Misleading

Dense urban areas often experience weak GPS signals due
to obstruction and multipath effects from surrounding build-
ings. To examine the impact of the WILD Attack under such
conditions, we selected a victim’s actual location with weak
GPS signals and evaluated its effect on ride-hailing services,
specifically Uber, the largest ride-sharing platform at the time
of writing. We independently measured the localization accu-
racy of GPS and WPS: GPS alone provided an accuracy of
about 115 meters, while WPS achieved 12 meters. Therefore,
user devices prioritize WPS for its higher precision, as shown
in Figure 1 1a, where the dark blue dot indicates the estimated
location and the surrounding light blue circle represents the re-
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Figure 11: (a) Accurate localization. (b) Offset localization
and enlarged uncertainty radius. The small dark blue dot rep-
resents the device’s estimated location, the surrounding light
blue circle indicates the reported accuracy radius, and the
black pin shows the pickup location, which typically matches
the estimated location automatically.

ported uncertainty radius. This location aligns with the user’s
actual position and reflects the 12-meter accuracy of WPS.

As the WILD Attack induces LLT Entry Removal in Apple
WPS and LLT Entry Tampering in Google WPS, we assessed
the impact of each case on Uber ride-hailing. We carefully
conducted the evaluation to avoid any harm to users and detail
the precautions in Appendix Ethical Considerations.

LLT Entry Removal: After executing the WILD Attack
against all surrounding APs at the victim’s actual location,
Apple WPS localization becomes unavailable. When victims
open the Uber app on an iOS device to request a ride, their
devices must rely solely on GPS, which is less accurate. As
shown in Figure 11b, the estimated location deviates notice-
ably from the user’s true position by around 60 meters com-
pared to the precise WPS-based location in Figure 11a. Addi-
tionally, the surrounding light blue circle—representing the
uncertainty radius—is around 100 meters, which is consistent
with the accuracy of standalone GPS.

This discrepancy can cause substantial real-world incon-
venience. When the user typically selects their localization
output as the pickup point (indicated by the black pin), their
actual position can be a hundred meters away, which is enough
to span several city blocks in the dense urban area. The
large uncertainty radius further increases the ambiguity of
the pickup point. As a result, Uber drivers would struggle to
find the passenger, leading to delays or even canceled rides.

LLT Entry Tampering: The WILD Attack causes a more
severe impact on Google WPS by inducing misleading lo-
calization. Critically, the tampered APs can still yield higher
accuracy than GPS signals. This is because WPS accuracy
depends on the signal strength received by the device [4].
Although the LLT has been subverted, the signal strength of
nearby APs remains consistent. Thus, the device obtains a
high-confidence but incorrect localization from Google WPS,
which takes precedence over the less precise GPS output.

We tampered with the LLT entries of target APs, relocat-
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Figure 12: Ride-hailing in the Uber app on an Android device.

ing them 5 km from the original site, and then evaluated how
Uber on an Android device responded. As shown in Figure 12,
before the attack, Uber correctly identified the user’s actual
location. After the attack, however, it automatically selected a
pickup point at the tampered location—35 km away—causing
complete misalignment between the user and the driver. No-
tably, while this case study demonstrates a 5-km offset, the
attacker’s chosen location could be anywhere in the world,
potentially resulting in even more disruptive consequences.

6.3 Service Poisoning on GPS-less Devices

Even when GPS signals are strong in the environment, devices
without built-in GPS hardware, such as laptops and desktop
computers, rely primarily on WPS for localization. Conse-
quently, the WILD Attack can still cause significant harm to
such devices. While one might assume WPS has minimal
impact on such devices since they are not typically used for
navigation or mapping, location services extend far beyond
these purposes, with common uses including online shopping,
targeted advertising, and personalized content delivery. In this
case study, we show how LLT Entry Tampering in Google
WPS can poison these services.

We selected an open-air zone with strong GPS signals as
the victim’s actual location, ensuring no other users were
present. Then, we tampered with the LLT entries of sur-
rounding APs, relocating them to Tokyo, Japan, and simu-
lated a victim performing searches on a Lenovo Legion T7
desktop using the Google browser. As shown in Figure 13,
location-related queries—such as “McDonald’s” or “local
facial spa”—returned results and advertisements for Tokyo
rather than for the victim’s actual location. This shows that
even with strong GPS signals, the absence of GPS hardware
on laptops or desktops forces devices to rely on subverted
WPS data, which leads to mislocalized services.

Such subversion provides clear commercial incentives for
potential adversaries; for instance, a business owner (e.g., a
shopping mall) could subvert the LLT entries of APs in a com-
petitor’s vicinity to make her mall appear closer in “nearby”
search results, effectively hijacking customer traffic from the
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Figure 13: Location-related queries on desktop browsers.

competitor. We conducted the experiments under controlled
conditions and detail our precautions in Appendix Ethical
Considerations.

6.4 Why Existing WPS Spoofing Falls Short

With existing WPS spoofing attacks, it is infeasible to repli-
cate the real-world impact demonstrated by the WILD Attack.
In the large-scale DoS scenario described in Section 6.1, the
attacker targets a zone with a 10 km radius. With traditional
WPS spoofing attacks, where each rogue AP covers only about
tens of meters [18], achieving full spoofing signal coverage
in the target zone would require deploying at least 40,000
spoofing devices uniformly across the area (assuming each
device’s signal spans 50 meters). Each device would need
to continuously broadcast spoofing signals to maintain the
attack, as victim devices would rapidly revert to accurate
localization once the signals stop. From both logistical and
economic perspectives, executing such an attack is infeasible.
In the ride-hailing misleading and GPS-less service poison-
ing scenarios, traditional spoofing faces two key limitations.
First, the attacker has no knowledge of when the victim will
engage with location-based services. Intuitively, it is infeasi-
ble to determine the exact moment a user opens a ride-hailing
app to request a pickup. As the attacker cannot continuously
track the victim and initiate spoofing at precisely the right
time, effective spoofing is impractical. Second, the attacker
lacks physical proximity to the victim. For example, if a vic-
tim uses a desktop at home to perform location-dependent
web searches, it is unrealistic for the attacker to be physically
present inside the victim’s residence to initiate the spoofing.

7 Discussion and Countermeasures

This section discusses techniques to further amplify the attack
impact, as well as countermeasures to mitigate the threat.
The WILD Attack considers that the attacker’s chosen loca-
tion for broadcasting forged signals coincides with her physi-
cal location. This ensures that falsified reports associate the

target BSSIDs with the genuine GPS coordinates of the at-
tacker’s position, but it limits the selectable attacker’s chosen
location. However, this limitation can be readily overcome.
By launching a GPS spoofing at her physical site—using
software-defined radio (SDR) devices such as USRP—the
attacker can induce nearby devices to receive falsified GPS
signals corresponding to any site [16,35,36]. Thus, the fal-
sified reports submitted by these devices will associate the
target BSSIDs with attacker-assigned coordinates. Under the
majority-wins, last-report-wins, or each-report-counts model,
this allows LLT entries to be tampered with at any designated
location without requiring her physical presence there.

To mitigate the risks of the WILD Attack, we first recom-
mend that Apple WPS disable the feature of returning neigh-
boring BSSIDs when queried with a single BSSID, or restrict
responses to those within close proximity (e.g., 10 meters
range). While Figure 14 shows that the target BSSIDs remain
largely unchanged over a certain period, in the long run, this
precaution would ultimately hinder the attacker’s ability to
obtain them remotely. Although the attacker could still phys-
ically visit the target area to perform Wi-Fi scanning, this
approach is less scalable or stealthy.

Second, we find that the zero-trust model offers stronger
protection against localization undermining. When conflicting
data is detected, LLT entries are removed, preventing victims
from receiving falsified output. While this may cause failed
localization, it alerts users to abnormal behavior. By contrast,
majority-wins, last-report-wins, and each-report-counts mod-
els continue providing service but silently deliver incorrect
results, which are harder to detect. We thus encourage the
adoption of zero-trust model when handling conflicting data.

Furthermore, we propose that the zero-trust model should
also be implemented in a refined manner. Currently, Apple
WPS and A-Map eliminate conflicting entries within two to
three days, which may be overly aggressive. Slowing this
elimination would reduce susceptibility to short-lived con-
flicts. Once conflicting reports cease, providers should also
accelerate recovery by discarding outdated data and restoring
correct entries based on recent legitimate reports.

Beyond restricting BSSID exposure and refining zero-
trust policies, WPS providers could also integrate automated
anomaly detection and verification mechanisms before apply-
ing LLT updates. For example, sudden or large-scale coordi-
nate changes could trigger temporary quarantine of suspicious
data until corroborated by independent signals such as GPS
or cellular networks, when such signals are available, or by
cross-checking against longer-term historical patterns in Wi-
Fi reports. Providers might also assign higher credibility to
reports from devices with stable, geographically consistent
reporting histories or to locations corroborated by many inde-
pendent devices, ensuring that one-off or highly anomalous
submissions catry less influence. Finally, to reduce long-term
disruption, automated recovery mechanisms could be intro-
duced—for example, automatically restoring the most fre-



quently reported legitimate coordinates once anomalous data
subsides, or reverting to the last known stable location if con-
flicting reports persist beyond a preset time window—so that
correct location information is rapidly re-established without
waiting for manual intervention.

Responsible disclosure: We responsibly disclosed our find-
ings to all investigated WPS providers—Google, Apple, A-
Map, and WiGLE—through their official vulnerability report-
ing channels, and provided detailed attack scenarios, reproduc-
tion steps, and proof-of-concept materials. Google acknowl-
edged the report under its Bug Hunters program and initiated
internal review by the Trust & Safety Team. Apple’s Product
Security Team likewise confirmed receipt and requested ad-
ditional materials for verification under the Apple Security
Bounty program. We are actively engaging with them to sup-
port issue reproduction and mitigation. A-Map recognized
its value and stated that future product improvements will
consider the vulnerability. WiGLE responded that its data in-
tegrity relies on per-user credibility and clustering algorithms
to flag large-scale anomalies. However, our empirical obser-
vations show that even newly registered users can still induce
effective subversion of WiGLE’s location data, suggesting
that the protection mechanisms may not fully prevent targeted
LLT manipulation.

8 Related Work

WPS Spoofing Attacks: Tippenhauer et al. first introduced
spoofing attacks against WPS, specifically targeting Sky-
hook [37]. Their study showed that by replaying AP informa-
tion from a spoofed location at the victim’s site and simulta-
neously jamming legitimate Wi-Fi and GPS signals, victim
devices were misled into reporting falsified positions. Since
then, jamming-assisted spoofing has been further investigated.
Feng et al. demonstrated that other WPS providers, including
Google, Apple, and Microsoft, are also vulnerable when rogue
APs are combined with jamming of legitimate signals [7].

Jamming-based attacks face limitations as they rely on spe-
cialized hardware for physical-layer interference [12,26, 39,
41,46] and cause noticeable disruptions to wireless commu-
nication, making them highly detectable [15, 34, 47]. Sev-
eral studies have therefore explored WPS spoofing attacks
without jamming [10, 20,23,31]. Packetbridge demonstrated
that deploying significantly more rogue APs than legiti-
mate ones could ensure spoofing success [31]. A subsequent
study further improved the spoofing effectiveness by reverse-
engineering the localization algorithms [10], but the findings
remain limited to Google WPS.

To our knowledge, the only pioneer work that discusses the
integrity of WPS LLT database is by Tippenhauer et al. [37],
which laid the foundation for later research. While [37]
demonstrated the feasibility of injecting false data and cor-
rupting LLT entries, its injection process appeared mainly as a
by-product of the WPS spoofing, where the spoofing setup in-

troduced new falsified entries for the internet access point APx.
The subsequent data corruption presented in [37] focuses pri-
marily on APk, without investigations on how providers pro-
cess conflicting crowd-sourced reports at policy level. This
may explain why follow-up research has largely focused on
the WPS spoofing, leaving the infrastructure-level poisoning
problem underexplored. Our paper advances this overlooked
perspective through more in-depth and systematic investiga-
tions of WPS ecosystem. We explicitly analyze which policies
providers adopt to handle conflicting crowd-sourced data and
how attackers strategically exploit such policies.

Apple Geolocation API: Two prior works leveraged the
Apple Geolocation API to gather Wi-Fi AP information. In
IPvSeeYou, Rye et al. extracted MAC addresses from IPv6
addresses obtained via large-scale internet measurements, and
mapped them to geographic locations using the Apple Ge-
olocation API [28]. In a subsequent study, the same authors
leveraged the feature of Apple Geolocation API that returns
additional nearby BSSID coordinates beyond those explicitly
queried [29]. This allowed them to collect globally BSSID
locations and track the movement of APs over time.

In contrast, our work utilizes the Apple Geolocation API
in a fundamentally different way. Rather than passively col-
lecting BSSID-location mappings or analyzing AP mobility
trends, we strategically target the APs in a specific victim’s
site. We propose two strategies that allow the attacker to start
from any initial known AP and iteratively query newly discov-
ered APs, progressively obtaining a complete set of BSSIDs
near the victim rather than incomplete global AP mappings.

Crowd-sourcing in Location-Based Services: Many
location-based services (LBS) rely on crowd-sourced reports,
including mobility traces, traffic events, and Wi-Fi measure-
ments, which creates an expansive attack surface for data poi-
soning. Wang et al. demonstrated that software-based Sybil
devices can manipulate crowd-sourced mapping services on
Waze and proposed defenses based on detecting suspicious
co-presence relationships among reporters [40]. Similarly,
Eryonucu showed that Google Maps’ participatory-sensing
signals can be distorted through forged sybil submissions,
affecting crowd-derived indicators like traffic density [6].

Within the context of Wi-Fi positioning, Sapiezynski et
al. analyzed the dynamics of maintaining accuracy in crowd-
sourced wardriving [30]. While prior efforts, such as the work
by Li et al. [21], proposed mechanisms to harden indoor posi-
tioning against malicious input, those defenses were primarily
focused on local deployments. In contrast, our work shifts the
focus toward the global WPS infrastructure. We investigate
how the lack of cross-verification in provider-level update
policies facilitates persistent and remote subversion of the
location lookup table, moving beyond transient application-
level disruption to long-term infrastructure poisoning.



9 Conclusion

This paper presents a novel WILD Attack that enables stealthy
and persistent subversion of WPS infrastructure. We show that
WPS providers adopt different resolution policies to handle
conflicting data originating from different locations, which
can be exploited to induce either LLT Entry Tampering or
LLT Entry Removal, both of which undermine WPS-based
localization. We also propose strategies for remotely acquir-
ing complete target BSSIDs and demonstrate the real-world
impacts of the WILD Attack through three case studies.
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Ethical Considerations

The stakeholders involved in this study include WPS
providers (Google, Apple, A-Map, and WiGLE), end users
at Lg and L7 whose localization relies on WPS services, ser-
vice providers depending on WPS data (i.e., Uber in our case
study), and the broader WPS ecosystem that benefits from
improved understanding and resilience of WPS infrastructure.

We consulted with our institution’s IRB, which confirmed
that this work does not constitute human subjects research.
We took all necessary precautions to ensure that no real users
were affected in any experiment, that no external services
such as Uber were disrupted, and that risks to WPS providers
were minimized. The following discussion details how these
safeguards were applied to LLT update semantics, the WILD
Attack investigation, and the case studies, as well as the re-
sulting benefits to the WPS ecosystem.

LLT Update Semantics: In Section 3, we focus on un-
derstanding the semantics of LLT updates rather than exe-
cuting a practical attack. To ensure ethical responsibility, all
experiments were conducted using Wi-Fi APs fully under our
control. During these experiments, each AP’s LLT entry could
exist in one of three states: (1) recorded with the correct phys-
ical location, (2) not recorded in the LLT, (3) recorded with
a falsified location (i.e., a location differing from its actual
physical position) due to falsified reports. In the first case, the
corresponding LLT data poses no risks to users. In the latter
two cases, once we observed that a correct coordinate had
been eliminated or a falsified coordinate had been recorded,
we powered off the corresponding APs to ensure that no other
user devices could detect or interact with their signals, thereby
preventing misleading the localization function on any users.

Since these APs were deployed by us, powering them off did
not affect the original AP environment or any real users.

WILD Attack: In Section 4, we examine the feasibility of
the WILD Attack in practical environments. To prevent the
experiments from impacting real users, we took all necessary
precautions. First, we physically deployed our own Wi-Fi
APs at the victim’s actual locations. After the experiments,
we retrieved all deployed APs to ensure that the attack activity
was strictly confined to the APs under our control.

To prevent unintended WPS localization undermining (i.e.,
users receiving incorrect or no location results) at both the
victim’s actual location L7 and the attacker’s chosen location
Lg, we carefully designed our experimental setup. At Ly, we
selected the placement of target APs to ensure they were
surrounded by multiple legitimate, unattacked APs—typically
one target AP accompanied by at least ten nearby legitimate
APs. Based on our observations, even if the LLT entries of
the target APs were subverted, the remaining legitimate APs
dominated the localization process and prevented the nearby
user devices from being misled.

At Lg, we leveraged user devices to contribute falsified
reports by detecting forged signals. To avoid undermining
WPS localization, we carefully limited the spatial density
of forged signals, ensuring that surrounding legitimate APs
remained dominant. Thus, user devices at Lg continued to
obtain correct location results when contributing to the attack.

Case Studies: In the case studies, specifically Section 6.2
and Section 6.3, we leveraged the WILD Attack to target
nearly all BSSIDs surrounding the victim’s actual location.
To ensure the evaluation did not affect any external users, we
adopted the following procedures. First, we set up a set of self-
controlled APs whose number exceeds that of the physical
APs surrounding the victim’s location. We then submitted fal-
sified reports for these self-controlled APs to subvert the LLT
records of their BSSIDs. During the subversion process, these
APs were kept powered off, ensuring that no device could
receive their signals and thus preventing any harm. Next, dur-
ing closed hours when no external users were present at the
victim’s actual location, we powered on our self-controlled
APs—strictly for less than five minutes—to construct a con-
trolled environment in which the majority of surrounding
BSSIDs were subverted. We then tested the impact on ride-
hailing and location-based services on GPS-less devices. In
the ride-hailing case study, we did not attempt to request an
actual Uber pickup; instead, we only collected results from
our test devices, ensuring no impact on Uber drivers. Af-
ter completing the evaluation, we immediately powered off
our self-controlled APs, ensuring that the subverted records
no longer had any effect. Finally, we restored the subverted
records of these self-controlled APs.

Furthermore, our study strictly adheres to the principles of
the Menlo Report and follows the Terms of Service of WPS
providers, while also offering benefits to the WPS community.

Minimizing Risks to WPS Providers: Our study also



ensured that risks to WPS providers were minimized. All
usage of location query APIs was strictly compiled with the
providers’ Terms of Service and remained fully within the
scope of normal WPS localization procedures. Furthermore,
we did not attempt to exceed or bypass any request limits
enforced by the providers. For APs whose LLT entries were
subverted, we subsequently restored the correct records to the
providers’ LLT, ensuring that their databases remained accu-
rate. Importantly, as discussed above, during the restoration
period, these subverted entries had no adverse effect on any
WPS users or on the normal operation of provider services.
Benefits to the WPS Ecosystem: Beyond minimizing
risks, our study provides benefits to the community by sys-
tematically revealing how major WPS providers resolve con-
flicts between legitimate and falsified reports, and by ex-
posing the vulnerabilities of their current policies. We fur-
ther propose concrete countermeasures, including refined
conflict-resolution models, that providers can adopt to re-
sist such attacks. To the best of our knowledge, this work
equips providers with actionable insights to strengthen their
platforms and potentially protect billions of WPS users.

Open Science

We provide the complete set of artifacts used in this paper in a
Zenodo repository: https://zenodo.org/records/17834160. The
repository contains three core components: (1) LLT Probing
Tools, which are used to probe whether and how LLT entries
update; (2) Target BSSID Discovery Tools, which allow re-
mote acquisition of the complete list of target BSSIDs. (3)
BSSID—coordinate datasets used in the WILD Attack.
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A Hop-by-Hop Expansion Algorithm

Algorithm 1 Hop-by-Hop Expansion

// Lt: Coordinates of the victim’s actual location
// Q; Priority queue sorted by distance to Lt
// D: Set of discovered target BSSIDs
//'V: Set of visited BSSIDs to avoid re-querying
// APPLEQUERY (bssid): Returns set of (bssid, coord)
// DIST(coordy,coordy): Euclidean distance between
two coordinates
// WITHINRANGE(coord, Lt ): True if distance < 100m
1: by « Initial known BSSID (under attacker’s control or
known from other sources)
2: Insert (bp, L) into Q
3: while Q is not empty do

4 (b, coord) + Q.POP()
5: if b € V then
6: continue
7: end if
8 V<« Vu{b}
9: R < APPLEQUERY (b)
10: for each (V',coord’) € R do
11: if ¥ ¢ V then
12: if WITHINRANGE(coord’, L) then
13: D+ DU{b'}
14: end if
15: Insert (b',coord’) into Q with priority
DisT(coord’,Lt)
16: end if
17: end for
18: end while
19: return D > Target BSSIDs Discovered

B Sustained Utility of Discovered BSSIDs

We further evaluate the condition that, if Apple immediately
disables the feature of returning neighboring BSSIDs when
queried with a single BSSID, how long the attacker’s previ-
ously discovered BSSIDs remain effective without ongoing
updates. Specifically, we assess, after a certain period, what
proportion of the BSSIDs surrounding the victim’s actual lo-
cation had already been captured during the attacker’s initial
discovery. To conduct this evaluation, we first applied the
proposed strategies to discover BSSIDs within a selected 1
km area, and then continuously repeated the same procedure
to monitor changes relative to the initial list.
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Figure 14: The persistence of initially discovered BSSIDs.

As shown in Figure 14, we calculate the percentage of
each day’s observed BSSIDs that were present in the initial
list—representing the extent to which the initial discovery
continues to cover the target BSSIDs over time. We observe a
gradual decline in this proportion over time; after one month,
95.4% of the observed BSSIDs still remain from the initial list.
This indicates that even if Apple immediately disabled the
feature, the attacker’s initially discovered BSSIDs would still
represent the vast majority of those surrounding the victim’s
location for a prolonged period.
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