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Abstract

Off-path exploits targeting the fundamental TCP/IP proto-
col suite pose significant threats to the security of the Internet
infrastructure. In particular, weak verifications of received
payloads—arising from the lack of reliable information to
validate or implementation flaws within the suite—Ilead to
vulnerabilities that attackers can exploit to manipulate traffic,
induce data loss, and disrupt services on victim servers. In this
paper, we present the first systematic study of these vulner-
abilities and introduce WAVED, a framework for identifying
off-path exploitable weak verifications within the TCP/IP
protocol suite implementation. At the core of WAVED, we
develop a flow-, context-, and field-sensitive pointer analysis
tailored to the TCP/IP kernel, and construct a Taint Propa-
gation Graph (TPG) to model and trace data flow within the
stack. By modeling byte-granularity taint propagation across
diverse arithmetic operations, our approach can accurately
locate specific input bytes associated with each constraint.
Furthermore, direction-sensitive taint information is com-
puted to accurately capture and differentiate the strength of
constraints imposed by alternative branch outcomes, thereby
significantly outperforming traditional byte-insensitive and
direction-insensitive analyses. We evaluate WAVED on IPv4
and IPv6 across Linux 5.15, Linux 6.8, and FreeBSD 14.1.
It precisely uncovers weak verifications leading to seman-
tic vulnerabilities in TCP/IP and reveals 14 previously un-
known vulnerabilities. We have responsibly disclosed these
vulnerabilities to the affected OS vendors and have received
acknowledgments from the Linux community.

1 Introduction

The TCP/IP protocol suite forms the foundation of modern
Internet communication, enabling seamless data exchange
across diverse networks worldwide [11]. Despite its crit-
ical importance, the protocol suite’s long-standing design
and inherent complexity have introduced subtle vulnerabil-
ities [2, 3, 19]. In particular, one prominent class of vulner-
abilities arises from weak verifications—inconsistencies or

deficiencies in the verification of received payloads within the
TCP/IP protocol suite. Off-path attackers can exploit these
breaches to manipulate network routing [17] or launch Denial-
of-Service (DoS) attacks [37]. Additionally, they can tamper
with TCP/IP headers to hijack DNS service and TCP connec-
tions [15, 16,30] or poison DNS and TCP traffic through IP
fragmentation [4, 18,43], leveraging weaknesses in the valida-
tion of forged ICMP error messages. The final steps of these
attacks invariably trigger a risky operation (e.g., modifying
critical shared variables). However, the reliable and verifiable
exchange of information through such actions is often over-
looked or cannot be fully guaranteed, as the lack of strong
secret-based checks in stateless protocols and implementation-
level logic oversights leave them insufficiently protected.

Due to the path explosion in the whole kernel protocol
stack, it is impractical to identify these breaches through man-
ual effort. Recently, a substantial body of work has focused
on automating the security analysis of the kernel protocol
stack [8,9,29,42], but they all fall short of detecting weak
verifications. Chen ef al. [9] applied implicit taint analysis
to packet-injection vulnerabilities, classifying each branch
check as low- or high-entropy. However, they fail to measure
constraint strength automatically except for simple compar-
isons like constants or equality, necessitating manual on-the-
fly filtering that renders the approach semi-automated and
unscalable. Cao ef al. [8] leveraged model checking to detect
violations of the non-interference property. However, over-
abstraction can alter the actual constraints along each path,
and the need for manual expertise renders this approach im-
practical for full IPv4/IPv6 kernel analysis. Yu et al. [42]
and Man et al. [29] explicitly specify side-channel path pat-
terns and automate their discovery. Nonetheless, side channels
arise from two paths with differing attacker-observable be-
haviors—unlike weak verification (a single path causing a
security violation), these works focus on only path existence
rather than constraint strengths. Moreover, the symbolic ex-
ecution employed in [29] is too computationally expensive
and inefficient for full-stack analysis.

Based on these observations, in this paper, we conduct the



first systematic study dedicated to uncovering off-path ex-
ploitable weak verifications within the fundamental TCP/IP
protocol suite. Our key insight is that the strength of a path
constraint is proportional to the knowledge an off-path at-
tacker must possess to satisfy it. We operationalize this metric
as the set of strongly constrained (bounded checked) bytes in
the packet forged by an attacker. To measure the strength of
path constraint to each byte, we propose direction-sensitive
taint information, modeling the direction of constraints inside
every tainted value. Therefore, we introduce WAVED (WeAk
Verification Exploitation Detector), a novel, automated frame-
work that leverages our proposed path constraint metric to
identify execution paths guarded only by weak verifications.

Specifically, WAVED explores all possible execution paths
from the protocol stack’s input to semantically risky opera-
tions, checking whether these paths are weakly constrained
in control flow, which would make them exploitable by off-
path attackers. At a high level, WAVED operates in four
key steps. Firstly, we develop a flow-, context-, and field-
sensitive pointer analysis tailoring to the TCP/IP kernel anal-
ysis, which precisely handles Get Element Pointer (GEP) in-
structions, thereby enabling accurate object resolution and
parent-structure addressing, serving to construct the indirect
value flows required for subsequent taint analysis. Second, we
perform a Meet-Over-all-Paths (MOP) taint analysis that is
byte-granularity, as well as flow-, context-, and field-sensitive.
This analysis is built upon the results of the pointer analy-
sis and scales efficiently to the entire IPv4/IPv6 kernel. In
this phase, we construct a Taint Propagation Graph (TPG) to
represent data flows between variables, explicitly modeling
byte-level taint propagation across various arithmetic oper-
ations. Thirdly, we introduce direction-sensitive taint infor-
mation (branch impact) to accurately model the strength of
constraints at each branch transition through back resolution
on the TPG, precisely distinguishing weak constraints from
strong ones. This allows WAVED to explore all potentially
risky paths while minimizing false positives caused by strong
constraints. In this step, distinct branch transition paths within
each function are deduplicated, summarized, and stored along-
side their accumulated constraints as function summary for
subsequent analysis. Finally, a Depth-First Search (DFS) is
employed to traverse all feasible execution paths from the pro-
gram entry, deduplicating and accumulating path constraints.
Upon reaching a pre-labeled risky operation, if the accumu-
lated constraint is identified as weak by our strength filtering
mechanism, the path is deemed exploitable and reported to
the user.

We implement WAVED based on the framework of
LLVM [26] and the SVF (Static Value-Flow) analysis
tool [39]. To comprehensively evaluate the effectiveness and
generality of WAVED, we apply it to both the IPv4 and IPv6
implementations of three popular OS kernel versions, Linux
5.15, Linux 6.8 and FreeBSD 14.1, and discovered 19 weak-
verification vulnerabilities (among them, 14 are new). These

vulnerabilities can be exploited by off-path attackers to poison
routing caches and inject crafted packets into victim servers,
causing severe disruption. We have responsibly disclosed all
identified vulnerabilities to the Linux and FreeBSD security
teams. We further evaluate and demonstrate the precision
and reduction of WAVED in handling direction-sensitive con-
straints, showing that it achieves negligible optimization in
path discovery.

Contributions. Our main contributions are as follows:

* We propose a novel method that utilize direction-sensitive
taint information to quantify the strength of path constraints,
and conduct the first systematic study of weak-verification
vulnerabilities in the fundamental TCP/IP suite.

* We design and implement WAVED, an automated tool
that integrates pointer analysis, byte-level taint tracking,
and direction-sensitive constraint measuring to efficiently
detect off-path exploitable weak verifications in TCP/IP
stacks. The tool provides precise modeling of execution
paths, minimizes false positives, and is released at https:
//doi.org/10.5281/zenodo.17896120.

* We conduct a comprehensive evaluation on both IPv4 and
IPv6 implementations of three popular OS kernel versions.
WAVED reports 19 weak-verification vulnerabilities, includ-
ing 14 previously unknown ones that we have validated
in official OS releases. These vulnerabilities have been
responsibly disclosed, with acknowledgments from Linux.

2 Background

In this section, we briefly introduce the background of how
weak verifications lead to problems (e.g., shared variable
modification) within the TCP/IP protocol suite, and illustrate
how off-path attackers can exploit them.

2.1 Shared Variables within the TCP/IP Suite

Resource sharing across protocol interactions in the TCP/IP
suite enables efficient communication and cohesive opera-
tion of protocols. Key information—including network pa-
rameters, state variables, and routing details—is exchanged
to support cross-layer functionality. A notable example is
the path MTU, maintained at the IP layer for a given desti-
nation and shared across all transport-layer sessions to this
destination [31-33]. Any session can update it, potentially
cross-affecting other sessions and introducing risks such as
unintended fragmentation or traffic delays. Similarly, ICMP
and TCP challenge ACK rate limits are globally applied, pro-
viding operational efficiency but creating potential security
risks if manipulated [6,7,28].

The layered and distributed nature of the TCP/IP stack
often prevents reliable verification of shared variables. State-
less protocols like UDP and ICMP exacerbate this issue, as
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they lack session state and mechanisms to validate processed
data. Consequently, attackers can exploit weak verifications
in shared variables, causing traffic disruption or unauthorized
resource access [17]. While essential for performance, shared
variables must be carefully managed and verified to mitigate
these security risks.

2.2 Illustrative Example

Figure 1 illustrates how an off-path attacker exploits weak
verification during the update of a shared variable, specifically
the path MTU maintained at the IP layer for all transport-
layer sessions to the same destination. By manipulating this
variable, the attacker can induce unintended IP fragmentation,
enabling TCP traffic poisoning via forged IP fragments [18].
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Figure 1: An illustrative example of a weak-verification vul-
nerability within the server’s TCP/IP protocol suite in Linux.

To launch the attack, the off-path attacker spoofs the source
IP of an intermediate router and sends a crafted ICMP
Destination Unreachable message with the Fragment
Needed code and the DF (Don’t Fragment) bit set. Normally,
such a message informs the server of the maximum transmis-
sible packet size along a path to the client, as part of the Path
MTU Discovery (PMTUD) mechanism [32,33]. However, be-
cause any router could issue this message, a spoofing attacker
can forge it to manipulate the server’s path MTU state'.

Specifically, the attacker embeds a crafted ICMP Echo
Reply (Type=0, Code=0) into the forged ICMP message
and sends it to the target server. Due to weak verifica-
tion in the stateless ICMP handling, this packet propa-
gates through the TCP/IP stack, updating the shared Path
MTU variable and triggering cross-protocol interactions,
potentially exposing vulnerabilities. In Linux systems, the
forged ICMP message is sequentially processed by ip_rcv (),
ip_local_deliver (), icmp_rcv (), and icmp_unreach ().
The embedded echo reply is then handled by icmp_err ()

I'This example uses IPv4, but analogous attacks exist for IPv6 via ICMPv6
Packet Too Big messages [12]. Our framework also detects weak verifications
in IPv6 implementations.

(or protocol-specific handlers like _ udp4_lib_err () for
UDP and tcp_v4_err() for TCPQ). During this handling,
the kernel calls ipv4_update_pmtu() to update the Path
MTU maintained for the client, e.g., reducing it from 1500 to
552 octets.

Although RFCs [1,34] specify that ICMP error messages
should include at least 28 octets of the original packet for veri-
fication, the Linux kernel directly updates the Path MTU when
the embedded packet is an ICMP Echo Reply, bypassing fur-
ther checks (Listing 1). Unlike TCP, which uses unpredictable
sequence numbers for validation, stateless protocols such as
ICMP or UDP lack such identifiers, making precise verifica-
tion infeasible and creating a semantic gap [17]. Consequently,
the off-path attacker can manipulate the shared Path MTU
via a forged ICMP Fragment Needed message containing a
crafted Echo Reply, inducing unintended fragmentation and
enabling TCP traffic poisoning via forged IP fragments.

if (icmph->type != ICMP_ECHOREPLY) {
ping_err (skb, offset, info);
return 0;

}

if (type == ICMP_DEST_UNREACH && code ==

ICMP_FRAG_NEEDED)
ipv4_update_pmtu(...);

Listing 1: A code snippet of verification logic for received
ICMP-encapsulated ICMP error packets in Linux 6.8.

This lack of verification in execution paths towards sensi-
tive operations remains pervasive in TCP/IP protocol stack
implementations, creating abundant opportunities for exploita-
tion. A critical distinction is that attackers can circumvent
these checks with minimal prior knowledge—requiring no
secrets, unlike robust checks in tcp_v4_err () where the at-
tacker must know specific ports together with highly-secure
sequence numbers. This raises a fundamental question: How
can we quantify the knowledge an attacker needs to bypass
the checks along a given execution path?

3 Threat Model & Overview

In this section, we present the threat model of off-path at-
tacks that exploit weak-verification vulnerabilities in a host’s
TCP/IP protocol suite, our insight and the main challenges
to uncover these vulnerabilities. Finally, we introduce the
overview of our methodology, WAVED.

3.1 Threat Model

To investigate the most threatening scenario, our threat model
demonstrates how an off-path attacker can exploit a weak-
verification vulnerability to execute risky operations, as il-
lustrated in Figure 2. Such effects can further compromise

2Different embedded packet types trigger different handlers.



end-to-end communication between the victim server and
client, ultimately enabling a cross-layer attack.
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Figure 2: Threat model of WAVED.

Our threat model involves three entities: a server, a client,
and a malicious off-path attacker. The server hosts various
online services over protocols such as TCP, UDP, and ICMP
(e.g., ping for reachability). The client communicates with
the server via stateful connections (e.g., TCP) or stateless
requests (e.g., UDP, ICMP), enabling normal client-server
interactions. The client’s and server’s TCP/IP protocol suite
implementations may contain weak-verification vulnerabil-
ities that could be exploited to perform severe attacks. The
off-path attacker, without direct access to the communication
context, can spoof source IP addresses and send crafted pack-
ets to the client or server. By brute-forcing weak secrets used
in critical branches within the TCP/IP stack, the attacker can
bypass branch checks, perform risky operations (e.g., manip-
ulate shared resources), directly abort the connection, or lay
the groundwork for subsequent attacks.

In practice, attackers may leverage bulletproof hosting or
rented machines to launch spoofing-based attacks [15,30], im-
personating other hosts or routers to inject forged packets into
the server. Despite being off-path, this attacker model poses a
substantial threat: it requires only basic IP spoofing capabili-
ties and is difficult to trace, yet can trigger state modifications
or other exploitable conditions on the victim.

3.2 Insight: Modeling Constraint Strength
with Direction

As illustrated in Section 3.1, since an off-path attacker is
often restricted to blind packet injection, the attack difficulty
is strictly bounded by the search space of the input values
they must guess to satisfy the verification. To answer the
question in Section 2.2, we propose quantifying the required
knowledge as the number of input bytes they need to know.
However, every part of the input is checked in the process-
ing, and not all constrained bytes effectively contribute to
the difficulty of an attack. We observe that weak constraints,
typically manifesting as unbounded inequalities or one-sided
comparisons (e.g., pkt.pmtu < current_pmtu for PMTU up-
dating, or out-of-window check for TCP sequence number),

leave a vast portion of the input space valid, allowing attackers
to easily construct satisfying packets by filling a considerably
small or large value without precise knowledge. In contrast,
strong constraints—bounded equality or range checks (e.g., in-
window check for TCP sequence number)—drastically reduce
the solution space and serve as secrets that sharply increase
blind-injection cost. Consequently, the problem of modeling
constraint strengths and detecting weak verifications trans-
forms into solving for the set of strongly constrained bytes
along an execution path.

Distinguishing strong constraints from weak ones necessi-
tates identifying the constraint direction. However, traditional
taint analysis (e.g., [9,27,42]) is limited to detecting the mere
presence of data dependencies, failing to capture this nuance.
Therefore, to effectively differentiate constraint strength, it
is necessary to design a taint analysis scheme capable of
identifying the direction of constraints—a property we term
direction-sensitivity. Furthermore, this analysis must operate
at byte-granularity to accurately quantify the exact number
of strongly constrained bytes.

3.3 Challenges

Developing a systematic tool to calculate direction-sensitive
taint information and analyze weak-verification vulnerabil-
ities within the TCP/IP protocol suite presents several chal-
lenges:

Challenge 1. Precise pointer analysis in protocol-specific
kernel code. Accurate data-flow analysis requires resolving
points-to sets with precision. Unlike user programs, protocol-
specific kernel code introduces complex call hierarchies and
sophisticated pointer arithmetic. Context-insensitive analy-
sis conflates objects across calls (e.g., amalloc () wrapper
in different contexts is considered as a single object), while
complex pointer operations such as pointer subtraction (com-
mon in kernel code, e.g., container_of () in Linux) cannot
be correctly handled by traditional field-index-based meth-
ods [27, 39]. This motivates our context-, flow-, and field-
sensitive pointer analysis tailored to diverse kernel pointer
operations.

Challenge I1. Efficiently capturing related constrained bytes
in each branch check. To precisely measure the path con-
straints, conventional object-granularity taint analysis does
not work well, as it can only determine whether a branch con-
dition is related with the attacker’s input (i.e., crafted packets),
but fails to identify which part of the input is constrained. To
cope with this, a byte-granularity taint analysis is what we pro-
pose. However, propagating the taint information in each path
individually cannot scale to large programs like the whole
kernel protocol stack due to path explosion [5], therefore we
design a Meet-Over-all-Path approach based on the pointer
analysis results, which significantly accelerates this process.
Challenge II1. Precisely modeling branch constraints with
direction-sensitive taint design. As illustrated in Section 3.2,
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Figure 3: Overall framework of WAVED.

traditional taint analysis identifies only the existence of a
dependency, failing to distinguish the direction of a con-
straint. Consequently, it cannot differentiate between strong
constraints (e.g., strictly in-window) and weak ones (e.g., out-
of-window). To capture this nuance, the taint analysis must
be direction-sensitive. Furthermore, in practice, constraints
from multiple branches merge along execution paths; thus,
the analysis must support logical composition—specifically
the conjunction and disjunction of direction-sensitive taints.
Moreover, kernel implementations frequently encapsulate
sub-constraint checks within helper functions, effectively
transforming control-flow constraints into data-flow values
(i.e., implicit taint). Therefore, a significant challenge lies in
extending our analysis to incorporate such implicit propaga-
tion. Realizing these, we introduce a direction-sensitive taint
calculation method to overcome these hurdles.

3.4 Overview of WAVED

Our approach, WAVED, searches for possible execution paths
from the packet receiving entry to risky semantic opera-
tions, incrementally accumulating the constraints of control-
dependent branch outcomes along each path. Based on this
intuition, WAVED derives the exact path constraint that char-
acterizes the currently explored control flow. It then employs
a strength filtering strategy to the current path constraint-
comparing the number of strongly constrained input bytes
against a preset threshold while filtering out paths strongly
constrained by highly-secure critical fields (e.g., TCP/DCCP
seg/ack, SCTP vtag). In this way, WAVED can determine
whether the path is guarded by weak verification, thus ex-
posing risky operations which can be easily triggered by an
off-path attacker.

Figure 3 illustrates how WAVED identifies potential ex-
ploitable weak verifications within the implementation of
the TCP/IP protocol suite. First, WAVED performs a flow-,

context-, and field-sensitive pointer analysis on the LLVM
bitcode of the protocol stack, collecting implicit data flows un-
der address-taken variables. Based on the results, it constructs
a Taint Propagation Graph (TPG) that models byte-level data
flows among variables, upon which a Meet-over-All-Paths
(MOP) byte-granularity taint analysis is carried out. Next,
direction-sensitive taints are derived from the analysis to ac-
curately capture the strength of constraints. Finally, WAVED
explores execution paths leading to risky operations, incre-
mentally merging direction-sensitive constraints along each
path, and reports those paths that are deemed weakly con-
strained. In this way, WAVED consists of four major compo-
nents:

Protocol-Oriented Pointer Analysis (Section 4.1). A flow-,
context-, and field-sensitive pointer analysis, leveraging byte-
offset-based GEP handling to address Challenge 1.

Byte-Granularity Taint Analysis (Section 4.2). A Meet-
Over-all-Paths taint analysis based on the TPG, and achieves
byte-granularity, addressing Challenge II.

Branch Impact Calculator (Section 4.3). A dedicated mod-
ule designed to extract direction-sensitive taints from the taint
analysis results and the TPG, enabling WAVED to effectively
differentiate the impacts of alternative branch outcomes and
quantify the strength of constraints, thereby addressing Chal-
lenge III. In addition, a function summary is computed dur-
ing the resolution of branch constraints within each function,
deduplicating paths with identical constraints and improving
the efficiency of subsequent exploration.

Weak Path Identifier (Section 4.4). A Summary Graph, de-
rived from the function summaries, is constructed and tra-
versed to search for execution paths leading to risky opera-
tions. By evaluating the accumulated constraints along each
path, weakly constrained ones are identified and reported.



4 Design Details

In this section, we present the detailed design of four main
components in WAVED.

4.1 Protocol-Oriented Pointer Analysis

To address Challenge I, a flow-, context, and field-sensitive
pointer analysis, orienting at kernel protocol stacks, is devel-
oped in WAVED. We introduce the Protocol-Oriented Pointer
Analysis by extending the most precise whole program anal-
ysis in the SVF framework, Flow-Sensitive Whole Program
Analysis [39]—a widely recognized, sound MOP solution for
precise, scalable, flow- and field-sensitive pointer analysis.

The working procedure of a flow-sensitive pointer anal-

ysis in SVF can be summarized in three steps: (1) run an
Andersen-style points-to analysis, (2) build a Sparse Value-
Flow Graph (SVFG) based on the points-to results, and (3)
propagate points-to information across the SVFG. Observing
that the approach in SVF not only lacks context sensitiv-
ity to distinguish memory objects in different contexts, but
also uses coarse-grained flattened field indices (the inconsis-
tency of field sizes cause imprecision) to represent different
field objects, leading to imprecision when handling Casts
and negative-offset GEPs (frequently occurs in kernel code),
to address the aforementioned limitations, we replace the
original SVFG with a context-sensitive variant and enable
byte-offset-based handling for GEP instructions, thereby im-
proving precision in both inter-procedural context modeling
and field-sensitive pointer computations.
Context-Sensitive SVFG. To achieve context sensitivity,
we introduce Context-Sensitive SVFG (CSSVFG), a context-
sensitive variant of SVFG. The context of each CSSVFG node
is a sequence of at most 3 call sites (e.g., for the call chain
oo = ¢] = ¢p = ¢3, the context is (cy,c2,c¢3)). A call site
refers to a pair of a call instruction and its target function,
which is precomputed and indexed during the construction of
the context-insensitive call graph in SVFE. The construction of
CSSVFG proceeds in three steps (detailed in Algorithm 1):

1) Context Collection. We first compute the set of possi-
ble contexts C(f) for each function f based on the context-
insensitive call graph computed by FSWPA. The contexts are
collected by traversing from the entry function.

2) Node Duplication. Each node in the original SVFG is du-
plicated for every context in C(f), producing |C(f)| context-
sensitive versions. This enables CSSVFG to distinguish value
flows across different calling contexts.

3) Edge Construction. We model both intra-context and
inter-context edges in CSSVFG: Intra-context edges are
copied from the original SVFG; Inter-context edges for direct
calls are added during construction, and those for indirect
calls are resolved later via the on-the-fly context-sensitive
call graph. Only edges that comply with context composition
rules are included.

Byte-Offset-Based GEP Handling. To accurately handle GEP
operations, we replace the traditional field-index-based strat-
egy with a byte-offset-based field analysis. For compatibility,
we maintain a per-type bidirectional mapping between byte
offsets and field indices. When computing pointer offsets, the
field index is translated into a byte offset, added by the offset,
and mapped back to a field index. This enables all GEP in-
structions to be modeled as concrete byte shifting, preserving
their full semantics.

With these enhancements, the Protocol-Oriented Pointer
Analysis achieves flow-, context-, and field-sensitivity, accu-
rately modeling complex pointer arithmetic patterns common
in kernel-level code. A context-sensitive call graph is also
constructed on-the-fly during the analysis.

4.2 Byte-Granularity Taint Analysis

As noted in Challenge II, traditional object-granularity taint
analysis methods [9,27,42] cannot accurately locate related
bytes of a branch condition. Fortunately, with the results of
our pointer analysis, a precise and byte-granularity taint anal-
ysis can be performed. We forgo path-sensitive analysis as it
is computationally prohibitive due to path explosion [5]. In-
stead, we adopt the MOP formulation, achieving a necessary
balance between kernel-scale scalability and rigorous flow
sensitivity [36]. To implement this, WAVED first constructs a
Taint Propagation Graph (TPG) to capture byte-granularity
value-flow relationships between variables.

Taint Propagation Graph. Inspired by the design of
CSSVFG, which represents object-granularity data flow infor-
mation, TPG leverages a structure analogous to the CSSVFG,
directly linking top-level variables using explicit data depen-
dencies in the IR, and connecting address-taken variables
with sparse value-flow edges relying on the points-to infor-
mation provided by the Protocol-Oriented Pointer Analysis.
According to our design, TPG is context-sensitive-the same
statements in different contexts are modeled as different TPG
nodes.

In order to represent byte-granularity data flows, each edge
in the TPG is associated with an embedded bitmap of up to
8x8 in size, following the LP64 data model adopted by Unix-
like systems (8 bytes) [13]. Each cell mapli][j] (zero-indexed
and little-endian) in a TPG edge indicates whether a taint
on byte i of the source node can propagate to byte j of the
destination node, and the taint propagation can be represented
as a matrix-multiplication-like procedure, supposing the mul-
tiplication of map,,_,, and map,_s,, equals map,_,,, (the taint
propagation from node u to node w), then for Vi, j € [0...7],
we have:

7
mapy—w [l] []] = \/ mapu%v[i] [k} Amapy_y [k] []] (D
k=0
with a total time complexity of ®(n3) (n = 8). To reduce space
overhead and accelerate computation, the 8x8 taint propaga-



Type Taint Bitmap

Corresponding Instructions/Relationships

LowToHigh()

V0 <i<j<8: mapli][j]:=1

GEP(base pointer), Add, Sub, Mul

Copy() V0 <i<8: maplili]:=1

Cast, Phi, Store, Select, Branch, FNeg, And(non-constant),
Or(non-constant), Xor, Call(param and return value),
Indirect Value-Flow Edges(address-taken variables)

LogicOff(of fset) mapli][j] := 1

v[ofésel] <j-i< Loffxgﬂ!+7J7 0S11<8

Shi(constant offset), LShr(constant offset)

ArithOff(of fset,byteSz) mapli][j] =1

VIR <iej < I ] 0 <, j < byteSz:

AShr(constant offset)

V0 < byteSz—1—i < [WT””] . map|byteSz—1][i] :=1
1
1

And(const) Veonst & (1 <i)#0,0<i<8: mapli][i] := And(constant operand)
Or(const) Veonst & (1<i)=0,0<i<8: mapli][i] := Or(constant operand)
Full() V0 <i,j<8: mapli]]j] =1 All other kinds
Table 1: Seven types of data-flow propagation in TPG.
tion bitmap of edge u — v is compacted into a 64-bit unsigned Crp T(Cmp)

integer, M,,_,, where the (i*8 + j)th bit refers to the value of
mapli][j] and one multiplication can be optimized to ®(n?)
with bitwise acceleration after an one-time mask initializa-
tion step, as shown in Algorithm 2. To improve efficiency,
we also utilize memoization to store and reuse the results of
previously performed multiplications.

TPG explicitly categorizes the semantics of different
classes of data-flow propagation into seven types, each re-
ferring to one edge type in TPG, as illustrated in Table I.
Building upon this, each kind of instruction or data flow rela-
tionship is interpreted as a corresponding taint propagation
type, with which edges in the TPG are constructed.

CFL-Reachability Analysis. Although taint analysis on the
TPG is context-sensitive, the limited depth of recorded call
contexts may still allow taint propagation paths that violate
proper call-return matching. For example, a call from con-
text (cy,c¢2,¢3) to {ca,¢3,c4) may return back to (cs,c2,c3),
potentially generating false positives when implementations
of different protocols invoke the same sequence of functions.
To address this, we perform an additional CFL (Context-Free-
Language) Reachability analysis on the TPG using a tabula-
tion algorithm [36], leveraging the associativity of our matrix-
like taint propagation operations. Specifically, we compute all
taint summary edges TaintSumm(cs) from a call site node cs
to return site nodes at the same call stack position, capturing
both direct and indirect value flows while considering only
feasible taint paths. During taint analysis, edges from function
return points to return sites are ignored, and the computed
summary edges are added into consideration. Moreover, a
special case must be handled: before a taint reaches its first
encountered call site, it should be able to propagate outside
the parent function through function return points or indirect
return points.

With the modeling of all possible data-flow transitions in
the implementation of protocol stack by TPG, WAVED can
perform taint analysis in a Meet-over-all-Paths (MOP) manner.
Since a single forward program slice on the TPG can only
capture the taint propagation of one 8-byte value, WAVED

a<bora<b (Taint(a), Taint(b), 0)

a>bora>b (Taint(b), Taint(a), 0)
a=b (0,9, Taint(a) V Taint(b))
aZb 0.0.0)

Table 2: Mapping from Cnp to Taint Tuple-T(). Taint(a)
and Taint(b) refers to the tainted input bytes related to opera-
tor a and b, respectively.

handles each input packet header byte separately. Specifi-
cally, it traverses the TPG for each packet field, incorporating
computed CFL summaries to resolve inter-procedural CFL-
Reachable taint propagation. At each TPG node n, WAVED
aggregates the influence of all tainted bytes by mapping them
back to their original offsets and recording the result in a bit-
set associated with the node, denoted as Taint(n). In this way,
the taint analysis achieves MOP and soundness. The byte-
level, context-sensitive, and CFL-reachable taint propagation
guaranteed by the TPG allows the analysis to more precisely
assess the influence of the input packet, thereby effectively
addressing Challenge II.

4.3 Branch Impact Calculator

As highlighted in Challenge III, even with the byte granular-
ity provided by our taint analysis, direction-insensitive taints
fail to distinguish between strong and weak constraints on
the same byte. This limitation makes it difficult to accurately
measure weak verification along execution paths. Accord-
ingly, we design Branch Impact Calculator (BIC), which lever-
ages direction-sensitive taint information-taint tuple and
branch impact-to measure branch and path constraints, and
calculates function summary of each function-containing
all possible intra-procedural paths with different constraints,
to accelerate the final path discovery.

Definition 1 (Taint Tuple and Branch Impact). A taint
tuple (L,G,E) is the basic unit of direction-sensitive taint
information at the byte level, representing a single constraint,



where each component L,G, E captures taints related to dif-
ferent comparison outcomes:

* L: taints on bytes relevant to the less-than outcome (e.g.,
left operand of “<” or right operand of “>"),

* G: taints on bytes relevant to the greater-than outcome (e.g.,
right operand of “<” or left operand of “>"),

o E: taints on bytes relevant to equality or bounded outcomes
(e.g., both operands of “="" or values constrained by range
checks), which are considered as strong constraints.

A branch impact represents every possible constraint
(i.e., taint tuple) at a position. Given a set of possi-
ble taint tuples at this position {‘Z'(l),‘f(z)7 .. .,‘T<">}, a
branch impact B is defined as their disjunction:

B=aUyg@y.. . ygh

With Definition 1, each outcome of a Cmp Instruction can
be mapped to a taint tuple by a mapping T(), as shown
in Table 2. BIC also considers the constraint aggregation in
a direction-sensitive way: when the same taint byte appears
in both of the unbounded one-sided constraints (L set and G
set), the corresponding constraint is elevated to a range check,
then the byte is subsequently included in the bounded strong
constraint set £, so we have:

(L,G,E) = (L\(LAG),G\(LNG),EV(LNG)) (2)

Furthermore, to represent every possible constraint com-
position, we define the conjunction arithmetic for taint
tuple and both the disjunction and conjunction arithmetics
for branch impact:

T ATG = (T,.LV B.L,T.GV5.G, T, EVG.E) (3

1B " 1B, )
BvB=\/7" Vv VT’ 4)
i=1 j=1
By ANBy = \/ <:2~1(l> /\‘Tz(j)> (5)
i=1, 7‘$1|
J=1,...|B|

To differentiate the constraint at each pair of if-else branch
outcomes, we maintain a pair of branch impact-(B;,By) at
each conditional branch instruction, respectively referring to
the constraint of the True outcome and the False outcome,
outperforming conventional direction-insensitive taint analy-
sis which fails to make this distinction by considering both
outcomes as tainted or untainted and leads to false positives.
Then a path constraint can be easily measured: the conjunction
of branch impacts at all the control-dependent branch
outcomes after performing a control-dependency analysis.

Implicit control-flow tracking. In commodity kernel proto-
col stacks, critical path constraints are frequently encapsulated
within helper functions or macros, where return values are
dictated by internal checks, rendering the control flow syn-
tactically opaque. List 2 illustrates the implementation of
tcp_sequence() in Linux 6.8, which validates whether an in-
coming TCP sequence number lies within the receive window.
Crucially, since all exit paths return untainted constant inte-
gers, standard taint analysis fails to track the implicit depen-
dency between the input sequence and the validation result,
inevitably resulting in false negatives. Conversely, merely
employing implicit taint analysis lacks the direction-sensitive
context required by our design, causing over-approximation
and leading to false positives [9, 27].

static enum skb_drop_reason tcp_sequence(...)

{
if (before(end_seq, tp->rcv_wup))
return SKB_DROP_REASON_TCP_OLD_SEQUENCE;

if (after(seq, tp->rcv_nxt + tcp_receive_window (tp)
))
return SKB_DROP_REASON_TCP_INVALID_SEQUENCE;

return SKB_NOT_DROPPED_YET;
}

Listing 2: tcp_sequence() implementation in Linux 6.8.

Therefore, we should design a method to incorporate im-

plicit taint into our direction-sensitive taint resolution. An
intuitive approach is to capture the path constraints associ-
ated with each return value. However, implementing this in
static analysis is often impractical. First, the sheer number
of possible return values can lead to path explosion. Sec-
ond, these values frequently involve dynamic expressions
that cannot be resolved statically. Nevertheless, we observe a
critical pattern: the return values of such intermediate func-
tions in the kernel protocol stack are primarily subjected
to simple checks in the caller, such as equality to zero or
null-pointer validation. For instance, fcp_sequence() uses
0 (SKB_NOT_DROPPED_YET) to indicate success, while
udp4_lib_lookup() indicates a lookup failure simply by re-
turning a NULL pointer. Therefore, we additionally associate
each value with a pair of branch impact, (B, By). B cor-
responds to the path constraints implied by a non-zero or
non-null value, whereas By corresponds to the constraints
implied by a zero or null value.
Calculation of branch impacts. Leveraging the TPG
from Section 4.2, which models the complete data-flow of
the protocol stack, we develop a technique to resolve branch
impacts via backward resolution over the graph. BIC mod-
els seven types of instructions independently, including Cmp,
BinaryOP, UnaryOP, Phi, Select, Cast, Call, as shown in
Table 3. And for other types of instructions, BIC conserva-
tively falls back to assign double-sided taint constraints on
both B, and By.



PathP Control-dependent branches  Other branches

Hash(P) = Hash(0 — 2,2 — 4,7 — 8)

Figure 4: An example of path hashing for deduplication in
function summary. Here, the hashing of the path (0 —
2 -4 — 6 — 7 — 8) only depends on the control-dependent
branch outcomes in the path (4 — 6 and 6 — 7 are excluded
since 7 is the immediate post-dominator of 4, and they have
no control-flow impact on the rest of the path).

Among these, the Phi instruction presents the most sig-
nificant challenge. Since it aggregates values based on the
incoming block, it inherently embodies the transition from
control-flow to data-flow, implying implicit constraints. Con-
sequently, resolving the branch impact for a Phi node ne-
cessitates determining the each path constraint taken to reach
the current block. To address this, we dynamically construct a
function summary during the resolution process. Utilizing
the intra-procedural transition path constraints to each pre-
decessor of the Phi node [Byun(P1), - - -, Bparn(Pn)], we can
precisely derive the path constraints from the function entry to
each predecessor of the Phi node [Byuin(P1), - - - » Bparn(Pn))s
the implicit constraints behind the Phi value can be obtained.

Definition 2 (Function Summary). A Function Summary
S(ctx, fun,bb) represents the set of pairs of intra-procedural
basic block transition paths and their path constraints
[(P1, Bparn(P1)), (P2, Bparn(P2)) - - - s (s Bparn (En) )] ending
at basic block bb in function fun under calling con-
text ctx. Each path P; contains a sequence of transitions
(bbgj >, edgel(.j )), where bbEl ) is the J-th control-dependent
()

basic block in ‘P; and edge;”’ indicates the taken outcome.

To compute the branch impact and function summary
simultaneously, BIC performs a breadth-first traversal from
the function entry. Loop edges are ignored since they always
incur stronger constraints, thus we can process basic blocks in
topological order. Therefore, the branch impact of the cur-
rent termination instruction is resolved based on the current
results, after which new intra-procedural paths to successor
basic blocks—integrated with merged path constraints—are
calculated and updated into the function summary. This
design allows BIC to reuse previously computed paths and
constraints, ensuring that each node is considered at most
once, therefore achieving efficiency.

Although function summary calculation is restricted to
an intra-procedural scope, path explosion remains a signif-
icant challenge in complex functions. To address this, we

implement a path deduplication strategy leveraging control de-
pendency analysis. During traversal, BIC maintains a stack to
track active branch impacts. Crucially, a branch is popped
from the stack upon reaching its immediate post-dominator.
This mechanism guarantees that the stack contains only the
constraints that strictly control the current execution path. By
hashing the stack’s content, we can identify and deduplicate
equivalent path states reaching the same basic block, as il-
lustrated in Figure 4. The overall process of the function
summary calculation is shown in Algorithm 3.

Cmp,
before(end seq, ...)

{SKB_DROP_REASON_TCP_OLD SEQUENCE=33 |
| SKB_DROP_REASON_TCP_INVALID_SEQUENCE=34 |
Branch, i SKB_NOT_DROPPED_YET=0 :

Byath = (¢, ¢, 6)

By = (Sseqy 6, ¢) By = (¢, Sseq:$)
Branch, Cmp,
Byath = (Sseqs ¢ 9) after(seq, )
Branch;
Bpath = (¢ Sseqs )
By = (¢, Sueq & By = (Saeqs ¢, 6)
‘ Branchy Branchs
Bpath = (¢, Sseqr ) Bpath = (6, b, Sseq)
ret=34  ret=0
Phi

1et=33 | Buun = (6,6,0)
By = (Sicqs ) V (61 Sacqr $) | Bo = (b, ¢, Sseq)

Return

Bpath = (6,6, ¢)

Figure 5: Example of branch impact calculation in
tcp_sequence() in Linux 6.8. S, refers to the set of byte
indices of TCP sequence number in the input packet.

Figure 5 illustrates how BIC calculates the branch
impact of the return value of tcp_sequence() (Linux 6.8).
Through our implicit control-flow tracking mechanism, BIC
accurately extracts the control-flow constraints underlying
the return values, deriving By for accepting a packet and By
for dropping it. Unlike previous work (e.g., [9]), WAVED
can aggregate constraints of one-sided comparisons (after()
and before() comparisons), enabling it to distinguish between
strong in-window checks and weak out-of-window checks.

4.4 Weak Path Identifier

Finally, the Weak Path Identifier (WPI) leverages the intra-
procedural paths in function summaries computed by BIC,
conjoining them together with constraints along each inter-
procedural execution path to risky operations, to determine
whether a exploitable path is weakly constrained. It then re-
ports the weak-verification paths in a detailed, structured
format—including each control-dependent branch and the
branch impact of the taken outcome—to the user.

To effectively compose the pre-computed function
summaries into execution paths, WPI first constructs a Sum-
mary Graph based on the function summaries. In this
graph, each node represents a context-sensitive call graph
node (a function in one context), and each edge corresponds



Instruction Condition

Resolution Rule for (B, B) Hints

Cmp(op1©0p2)

Const Boolean Operator (B (Eval(op; oop2)), %(Eval(oploopz)» -

Other kinds (T(opy©op2), T(op; o op2)) o' is the complement of o, (e.g., < to >, = to #)
. Boolean Operation (B (op1 ,Bo(op1)) o (Bi(op2), Bo(op2)) -
Binary(opi©op2) Non-Boolean (Tre Tres = (0,0, Taint(res))
Unary(—op) - (Bo ( ) Bi(op)) FNeg
) _ Bi = V=1 (Bparh (bbi) N Bjump(bbi) A By (opi)) Bparn(bb;): the path constraints to bb;
Phi((bb1,0p1), ..., (bbu,0pa)) By = 1( Bpath (bbi) A Bjump(bbi) A Bo(0pi)) Bjump(bb;): the jump condition from predecessor bb;
By = (Bi(cond) \'Byi(opr)) V (By(cond) A By (opr))
1 s -
Select(cond,opr,opr) Bo — (B (cond) A Bo(opr)) V (Bo(cond) A Bo(opr))
Cast(op) - (Bi(op), Bo(op)) -
Call(func(argo,...)) - (Bi(retfunc), Bo(retfunc)) Inter-procedural Copy

Table 3: Resolution rules for branch impact (B;,By) on TPG.

to a basic block path within the function summary. The
whole procedure is represented in Algorithm 4. Subsequently,
a depth-first traversal is performed on the Summary Graph,
initiating from the entry node (i.e., the packet receiving entry).
During this process, the branch impact of each traversed
edge is accumulated to derive the final path constraint. WPI
further reduces the path space and filters out weakly con-
strained ones with three optimization methods—header acti-
vation, constraint deduplication and strength filtering—that
leverages precomputed branch impacts.

Header Activation. Although we employ CFL-Reachability
analysis, false positives persist due to limited call stack depth
maintained in the analysis, particularly when taint informa-
tion propagates across protocols via deep-stacked shared
interfaces. To mitigate this, we introduce a path-sensitive
taint activation mechanism: tracking for protocol fields is
enabled only when execution enters the corresponding pro-
tocol context. For example, entering the TCP input func-
tion (e.g., tcp_v4_rcv() in Linux) triggers tracking for
TCP header fields, preventing unnecessary over-tainting. Ac-
cordingly, during the Summary Graph traversal, the branch
impact of each edge is re-evaluated, and constraints associ-
ated with inactive contexts are excluded.

Constraint Deduplication. We further observed that many
intra-procedural paths yield equivalent constraints, often stem-
ming from fast-path/slow-path implementations. Reporting all
such paths leads to a path explosion that overwhelms manual
analysis. To address this, we refine the path hashing mecha-
nism during the Summary Graph traversal to deduplicate these
paths. Specifically, we re-calculate the hash for each sub-path
derived from the function summary. If a control-dependent
branch outcome has no contribution to the current accumu-
lated branch impact—requiring no new knowledge of the
attacker even in the case of a weak one-sided comparison—it
is deemed uninteresting and excluded from the path hash cal-
culation. Nevertheless, since it remains control-dependent of
the path destination, such a branch will still be included in the
result to help user better understand the path. Consequently,
paths with distinct constraints are retained, while paths yield-

ing identical constraints—sharing a common path constraint
prefix—are deduplicated.

Strength Filtering. Upon reaching a labeled risky operation,
WPI identifies the weakest constraint on the path—defined as
the constraint whose associated taint tuple yields the mini-
mum number of strongly constrained bytes (i.e., the minimum
|E]), and flags the path if this minimum size falls below a pre-
defined threshold. Besides counting number of strongly con-
strained bytes, WPI also exclude paths with strong constraints
of highly secure fields (e.g., TCP/DCCP seq/ack, SCTP vtag),
which are usually impossible for an off-path attacker to eaves-
drop or brute-force. After filtering, the path is considered
weakly constrained and logged for user inspection.

S Implementation

In this section, we briefly present implementation details of
the main components in WAVED.

Protocol-Oriented Pointer Analysis. The Protocol-Oriented
Pointer Analysis is implemented as an independent mod-
ule within SVF’s WPA library, built on version 3.0 (commit
a68b293 [38]). To support byte-offset-based GEP resolution,
we modify and extend SVF’s low-level interfaces responsible
for processing GEP instructions, and filter out variant GEPs that
make SVF treat base objects as field-insensitive, inducing ex-
cessive false positives in large-scale programs. Additionally,
we extend the ExtAPI module to properly handle external
memory functions in kernel code. To further reduce false
positives arising from overlapping field offsets in C union
structures, we employ a Clang plugin to transform union
definitions into st ructs. For robustness, transformations are
skipped for network packet headers and system header files.
The final implementation consists of an SVF patch integrated
with the framework and a Clang plugin, totaling approxi-
mately 4.9k lines of C++ code.

Byte-Granularity Taint Analysis. Unlike SVFG in SVF
which only considers pointer-related instructions, all program
instructions are included during TPG construction. To im-
prove efficiency, CFL-Reachability analysis is restricted to



TPG nodes on an object-granularity simple forward slice
rooted at taint sources. This component is implemented with
roughly 4.1k lines of C++ code based on SVF and LLVM.
Branch Impact Calculator & Weak Path Identifier. The
Branch Impact Calculator and Weak Path Identifier are
implemented as external SVF modules. The final output
enumerates all potential weakly-validated paths along with
the detailed branch constraints, presented in an HTML report
for easy user inspection. The combined implementation
comprises approximately 1.6k lines of C++ code.

In total, the complete implementation of WAVED consists
of around 12.4k lines of C++ code.

6 Evaluation

In this section, we evaluate the efficiency, efficacy, precision
and reduction of WAVED by applying it to the IPv4/IPv6
implementation of three widely-used open source kernel ver-
sions, including Linux 5.15, Linux 6.8 and FreeBSD 14.1.
For Linux kernel, we test ICMP, TCP, UDP, SCTP and DCCP
protocol in both IPv4 and IPv6. Since FreeBSD does not sup-
port DCCP, for FreeBSD kernel, we test ICMP, TCP, UDP
and SCTP protocol in both IPv4 and IPv6.

Kernel Code Coverage | Total TPG Node
Linux5.15-1Pv4 107,536 LoC 17,544,618
Linux5.15-1Pv6 135,033 LoC 20,318,792
Linux6.8-1Pv4 114,602 LoC 14,171,301

Linux6.8-1Pv6 141,514 LoC 16,270,503
FreeBSDI14.1-IPv4 94,149 LoC 18,881,472
FreeBSDI14.1-1Pv6 96,103 LoC 32,816,913

Table 4: Analysis Coverage of WAVED.

6.1 Evaluation Setup

WAVED is deployed on a server with Intel Xeon Gold 5418Y
processor and S00GB RAM, and runs automatically without
human intervention after configuration. To prevent control-
flow interleaving between IPv4 and IPv6, we compile them
separately for each kernel. Specifically, the IPv4 and IPv6
implementations are isolated via distinct source files or condi-
tional compilation flags. We refer to the resulting variants as
IPv4-kernel and IPv6-kernel respectively. Hence, six indepen-
dent kernels are obtained. To maximize the code coverage,
we use allyesconfig for Linux and GENERIC for FreeBSD.
The analysis coverage of each kernel is shown in Table 4.
Taint source marking. We mark each byte of incoming
packet headers (ICMP, ICMPv6, TCP, UDP, SCTP, DCCP) as
taint sources, excluding IPv4/v6 headers and fields unlikely
to influence checks (e.g., len, doff, csum). For ICMPv4/v6
error packets, inner headers are modeled separately from outer
ones.

Risky operation labeling. Based on prior studies [9, 16,
17, 20], two main exploiting patterns are considered in
WAVED: FNHE/routing cache poisoning and packet injection.
For cache poisoning, we label update_or_create_fnhe ()
for Linux IPv4, rt6_insert_exception () for Linux IPv6,
and rib_add_redirect () plus tcp_hc_updatemtu() for
FreeBSD. For packet injection, protocol data-receiving points
are included. Finally, we also investigate the function
tcp_send_challenge_ack (), though it is not a direct secu-
rity violation operation which leads to risks, but its triggering
condition involves intricate in-window and out-of-window
checks. This case study further demonstrates the effectiveness
of direction-sensitive taints leveraged by WAVED.

Analysis initialization. In order to support flow-sensitive
analysis, we add a main() function to each tested
kernel, where network initialization functions and the
packet receive function (ip_rcv ()/ipvé_rcv () for Linux,
ip_input ()/ip6_input () for FreeBSD) are sequentially
called. The reporting threshold is set to 8 bytes, calibrated to
the most rigorous known weak verification case (4 bytes for
src/dst ports and 4 bytes for the target gateway address) [20].

6.2 Analysis Results

Running time. On our testing platform, WAVED takes 22
minutes and 30 minutes to analyze the IPv4 and IPv6 im-
plementations of Linux 5.15, 11 minutes and 21 minutes for
Linux 6.8, and 42 minutes and 125 minutes for FreeBSD 14.1,
demonstrating the significant efficiency of our MOP analysis
on such large-scale programs.

Uncovered vulnerabilities. WAVED identified a total of 19
weak-verification vulnerabilities in the IPv4 and IPv6 im-
plementation of Linux and FreeBSD (16 in Linux and 3 in
FreeBSD). In Linux 5.15 and 6.8, 12 of 16 are newly discov-
ered, 10 for routing cache poisoning and 2 for packet injection.
In FreeBSD 14.1, 2 of 3 are newly discovered, both poison-
ing the routing cache. We manually validated all of the 74
newly found vulnerabilities in a controlled local environment,
confirming that each can be practically exploited. The issues
reported by WAVED are listed in Table 5 and Table 6.

6.3 Findings

In this section, the summarization of the weak-verification
paths identified by WAVED is given.

6.3.1 Findings in Linux

Cache Poisoning. In both Linux5.15-IPv4 and Linux6.8-1Pv4,
WAVED identifies 34 MTU-poisoning paths and 12 gateway-
poisoning paths. Each set of paths can be consolidated into 6
unique reports. The multiplicity of reports per unique report
arises from runtime-unreachable paths, primarily due to repeti-
tive type/state checks. For example, Type and Code fields of an



\ # | Protocol Packet Form Attack Constraints Attack Effect Affected System
1 Redirect No extra constraint
[Echo Reply]
2 Redirect UDP sport match
[UDP] (UDP dport match when connected) gw cache
3 Redirect RAW socket of inner protocol poisoning
[1P]
4 Redirect Ping ident match .
[Echo Request] Linux 5.15
Fragment Needed i &
5 ICMPv4 Echo Reply] No extra constraint Linux 6.8
6 Fragment Needed UDP sport match
[UDP] (UDP dport match when connected) pmtu cache
7 F ragmerlllt)Needed RAW socket of inner protocol poisoning
[IP]
8 Fragment Needed Ping ident match
[Echo Request]
9 Redirect No extra constraint FreeBSD 14.1
[1P]
10 NDISC Redirect No extra constraint
[(ICMPV6] gw cache
11 NDISC Redirect UDP sport match poisoning
[UDPv6] (UDP dport match when connected)
12 NDISC Redirect RAWYV6 socket of inner protocol )
[IPv6] RECVERR option set or connected Linux 5.15
Packet Too Bi . straj &
13 4 No extra constraint .
[ICMPV6] Linux 6.8
14 Packet Too Big UDP sport match pmtu cache
[UDPv6] (UDP dport match when connected) poisoning
ICMPv6 ; 7
15 Packet Too Big RAWYV6 socket of inner protocol
[IPv6] RECVERR option set or connected
16 NDISC Redirect No extra constraint gw cache
[IPv6] poisoning
17 Packet Too Big No extra constraint pmtu cache FreeBSD 14.1
[IPv6] poisoning

Table 5: Cache poisoning vulnerabilities uncovered by WAVED. The packet form outer pkt [inner pkt] means inner pkt
is encapsulated in outer pkt. All ICMP/ICMPv6 error messages assume outer pkt dst = victim, inner pkt src = victim; redirect
attacks require outer pkt src = victim’s gateway and only Linux ICMPv4 checks if the target gateway exists on the local link
before accepting; PMTU attacks require a smaller PMTU value than the original one. No color: new. Yellow: previously reported.

# | Protocol Packet Type Attack Constraints Attack Effect Affected System

18 | DCCPv4 RST . Linux 5.15
/CLOSEREQ sock ‘“DDCCC?DP —(itESithSTIN G| Denial of Service &

19 | DCCPv6 /CLOSE p Linux 6.8

Table 6: Packet injection vulnerabilities uncovered by WAVED (both are new).

ICMP header may be checked multiple times along a single ex-
ecution path. Due to the limitations of static analysis, WAVED
cannot determine the precise runtime values at every program
point, resulting in duplicate paths. Among the 12 unique re-
ports, 8 are True Positives (TPs) and 4 are False Positives
(FPs). The FPs are caused by redundant branches: A TCP or
DCCP error handler does not require an in-window sequence
number in TCP_LISTEN or DCCP_REQUESTING/DCCP_LISTEN
states. However, in these cases, the socket is obtained
from __inet_lookup_established(), only connection-
established sockets are considered, misleading WAVED to
count in them. We suggest Linux developers to remove these

redundancies, which may introduce inconsistencies.

In both Linux5.15-1Pv6 and Linux6.8-1Pv6, WAVED identi-
fies S MTU-poisoning paths and 6 gateway-poisoning paths.
Each set of paths can be consolidated into 5 unique reports.
Among these 10 unique reports, 6 are TPs and 4 are FPs.
The FPs are also brought by the same redundant branches
discussed in the previous paragraph.

Packet Injection. For UDPv4/v6, WAVED identifies 4 paths in
both Linux 5.15 and 6.8, covering unicast and multicast inputs;
all of them are TPs, as only port checks are required to locate
the corresponding socket. For TCPv4/v6, no paths bypass
the double-sided sequence number verification. Similarly, for



SCTPv4/v6, the mandatory sctp_vtag_verify () function
ensures that no weakly constrained path exists.

For DCCPv4/v6, WAVED reports 7 potential weak
paths each, all passing through the same branch if (sk—>
sk_state != DCCP_REQUESTING && dccp_check_seqno
(sk, skb)), assuming sk_state == DCCP_REQUESTING
to bypass the strongly constrained in-window sequence
number check. After consolidating the paths, both DCCPv4
and DCCPV6 result in 4 unique reports, comprising 3 TPs
and 1 FP. The only FP arises from repetitive state checks
(WAVED enters a later branch assuming the socket state
is DCCP_RESPOND, which is inconsistent with the previous
checked state, due to the limitation of static analysis), while
the 3 TPs correspond to a scenario in DCCP_REQUESTING
state where Linux does not verify the incoming sequence
number for DCCP_PKT_RESET, DCCP_PKT_CLOSEREQ, and
DCCP_PKT_CLOSE, creating a narrow attack window in both
IPv4 and IPv6 implementations of Linux 5.15 and 6.8.

6.3.2 Findings in FreeBSD

Cache Poisoning. In FreeBSD14.1-1Pv4, WAVED identified 1
weak-verification path to rib_add_redirect (), revealing
that the kernel does not validate the encapsulated packet
in ICMP Redirects. Since ICMP-encapsulated Fragment
Neededs are ignored and UDP-encapsulated ones only notify
the upper layer, while other protocols enforce strong checks,
no paths to tcp_hc_updatemtu () were found.

In FreeBSDI4.1-IPv6, WAVED found 1 weak path to
rib_add_redirect () due to the absence of inner header
validation, and 1 risky path to tcp_hc_updatemtu ().
Packet Injection. WAVED detected 2 and 4 injection paths for
UDPv4 and UDPv6, respectively; all are TPs, covering both
unicast and multicast inputs, and relying solely on port checks.
SCTPv4/v6 exhibited no weak paths due to mandatory 32-
bit vtag verification. For TCPv4/v6, 4 paths were reported
for each, which are consolidated into a single false positive
because WAVED cannot track the runtime socket state, as
discussed in Section 6.3.1.

6.4 Precision and Reduction

Table 7 shows the weakly constrained paths reported by
WAVED. Profiting from precise constraint modeling and
path deduplication, WAVED successfully detects a total of
43 unique weakly constrained paths in the kernel protocol
stack while generating only a few FPs. Most FPs (8 of 12)
arise from redundant branches incorrectly implemented in
Linux (discussed in Section 6.3.1), misleading WAVED to
explore infeasible branches. These FPs share a common fea-
ture—all pass through the same redundant branch. As WAVED
outputs all of the control-dependent branches along each iden-
tified path, users can easily identify and skip them by noticing
the identical structure, and another feasible way is simply

removing it from the source code and reanalyzing (thanks to
the high efficiency of WAVED). For the remaining 4 FPs, we
verified that they are all caused by repetitive type/state check,
which is due to a common limitation in static analysis. Overall,
WAVED achieves considerably high precision in identifying
weak-verification paths that expose vulnerabilities.

Total | Unique

Kernel Type Paths | Reports TP | FP
Linux 5.15 C-MTU 34 6 4 2
-IPv4 & C-GW 12 6 4 2
Linux 6.8 P-UDP 4 2 2 0
-1Pv4 P-DCCP 7 4 3 1
Linux 5.15 C-MTU 5 5 3 2
-IPv6 & C-GW 6 5 3 2
Linux 6.8 P-UDP 4 2 2 0
-IPv6 P-DCCP 7 4 3 1
C-GW 1 1 1 0
d ’ee_ljf}v) 41 1 —pupp | 2 ) 210
P-TCP 4 1 0 1
C-MTU 1 1 1 0
FreeBSD 14.1 C-GW 1 1 1 0
-IPv6 P-UDP 4 2 2 0
P-TCP 4 1 0 1

Table 7: Weak-verification paths identified by WAVED. Only
path types detected at least once are included. C: cache poi-
soning. P: packet injection. GW: gateway.

To evaluate the reduction of WAVED on path discovery,
we performed an ablation study in Table 8, by enabling and
disabling the optimizations introduced in Section 4.4. Specif-
ically, we compared the results of the full system against
configurations where the strength filter mechanism was dis-
abled, and where the direction-sensitive taint calculation was
replaced by a traditional implicit taint analysis as in [9,27].
The results demonstrate that WAVED significantly reduces
the path space via constraint deduplication (95% reduction
for Linux 5.15-1Pv4/IPv6 and Linux 6.8-1Pv4, 96% for Linux
6.8-1Pv6, 71% for FreeBSD 14.1-IPv4 and 61% for FreeBSD
14.1-IPv6 in average). Although the protocol stack implemen-
tations have undergone substantial changes from Linux 5.15 to
Linux 6.8 (resulting in different path numbers in implicit taint
analysis), the fundamental types of path constraints remain
invariant. The constraint deduplication mechanism success-
fully captures this invariance, yielding the same number of
paths after deduplication. Furthermore, strength filtering elim-
inates strongly constrained paths while retaining those with
weak verifications, resulting in average reductions of 52%
for Linux-IPv4, 55% for Linux-IPv6, 58% for FreeBSD-IPv4,
and 48% for FreeBSD-IPv6, thereby effectively improving
the efficiency of the final inspection.

6.5 Analysis besides Direct Security Violation

As discussed in Section 6.1, besides direct security violation,
we also evaluate WAVED on tcp_send_challenge_ack ()
in Linux6.8-1Pv4, the trigger of a well-known side-channel



Kernel Type WAVED | w/o SF w/o DT
C-MTU 3475 4278 13,416/ 144
C-GW 12/6 18/9 4,680 /192
Linux 5.15 P-TCP 0/0 7/12 | 31,376 /58,720
P-UDP 4/4 4/4 16/42
P-SCTP 0/0 8/6 272176
P-DCCP 7117 18/18 720/720
C-MTU 3475 421/8 7,332 /168
C-GW 12/6 18/9 2,652/216
Linux 6.8 P-TCP 0/0 71712 **E
P-UDP 474 4/4 16/42
P-SCTP 0/0 8/6 200/108
P-DCCP 7117 18/18 720/ 3,600
C-MTU 0/1 1/2 3/4
C-GW 1/1 1/1 1/1
FreeBSD 14.1 | P-TCP 4/4 46 /46 [
P-UDP 2/4 2/4 20/9
P-SCTP 0/0 2/2 240/ 160

Table 8: Reduction of WAVED in path discovery. To save
space, the results are presented in the format of IPv4 / IPv6.
w/o SF: without strength filtering. w/o DT: without direction-
sensitive taint calculation. * : over 100,000.

attack [6, 7], to further demonstrate the effectiveness of
direction-sensitive taint analysis. WAVED outputs 8 paths (all
TPs), categorized into 3 classes: i) The PAWs check fails when
receiving a SYN packet, triggering a SYN challenge. The re-
ported constraint is port matching; ii) The sequence number is
out-of-window upon receiving a SYN packet. WAVED outputs
two possible constraints—Ieft- or right-sided sequence num-
ber taint, corresponding to an out-of-window sequence num-
ber—together with the port matching; iii) A RST packet with
a non-matching sequence number triggers a challenge ACK.
Only the port matching is reported as a constraint, since non-
equal comparison of sequence number is considered weak
and ignored by WAVED.

There is another way triggering a challenge ACK-an in-
coming ACK with an out-of-window ACK number. However,
reaching this check requires a strongly critical constraint-an
in-window sequence number. WAVED correctly omits this
case, focusing only on weakly constrained paths.

This emphasizes that WAVED leverages direction-sensitive
taint analysis to precisely model the distinct constraint
strengths of different branch outcomes, consequently reducing
false positives and optimizing path exploration.

7 Case Study

In this section, we provide details on the weak-verification
vulnerabilities WAVED uncovered (Table 5 and Table 6 show
the details of these vulnerabilities, which will be referenced
by their IDs hereafter). Specifically, we categorize them by
their attack constraints. We also discuss about their potential
hazards and our suggestions to mitigate them.

7.1 Cache poisoning

Zero-Checked Vulnerabilities. WAVED identifies seven
cache poisoning cases imposing no extra constraints beyond
the basic requirements of forging ICMP/ICMPv6 error pack-
ets (#1, #5, #10, #13 in Linux and #9, #16, #17 in FreeBSD),
termed zero-checked, constituting the weakest cases.

For those reported in Linux, the attack simply requires
an ICMP/ICMPv6 error packet encapsulated with an ICM-
P/ICMPv6 packet. According to RFC 792 [34], ICMP er-
rors are intended solely to report datagram errors, and RFC
4443 [12] specifies that an ICMPv6 error must not trigger
another ICMPv6 error. Therefore, the safest mitigation is to
ignore them.

For all the three reported vulnerabilities in FreeBSD, we
found that they are all zero-checked, allowing an attacker
to freely craft the inner IP/IPv6 packet-any valid structure
is sufficient-encapsulated within the outer ICMP/ICMPv6
error packet. Since exploitation of these vulnerabilities can
manipulate the global routing cache in the kernel, it is crucial
to perform prior validation before updating the cache.

if (icmpébtype == ICMP6_PACKET_TOO_BIG) {

icmp6_mtudisc_update (&ipbcp, 1);

ip6_ctlprotox[nxt] (&ip6ecp);

Listing 3: Code snippet in FreeBSD 14.1. The MTU update
logic is before calling control functions of upper layers.

Interestingly, in the IPv4 implementation of FreeBSD 14.1,
receiving an ICMP Fragment Needed packet first triggers
the control input functions of the upper-layer protocols for
validation before updating the MTU, which is safe. In con-
trast, the IPv6 implementation is opposite in logic (Listing 3),
suggesting a potential inadvertent oversight.

UDP-based Vulnerabilities. Another four cases occur in the
validation of ICMP/ICMPv6 error packets encapsulating a
UDP packet (#2, #6, #11, #14), where the check depends only
on the port numbers. Particularly, if the corresponding UDP
socket is unconnected, the destination port is treated as a
wildcard; otherwise, both source and destination ports must
match. The IPv4 variants of these cases have been reported
in prior studies [17,20], where attackers could exploit them
to launch Denial-of-Service (DoS) attacks or hijack active
connections. Since the server’s port is typically known, an
attacker only needs to enumerate at most 2! possible packets
even when the socket is connected. A practical mitigation,
following FreeBSD’s handling of ICMP Fragment Needed
packets encapsulating UDP, is to notify the application layer
of such events while avoiding modifications to kernel.

Raw-Socket-based Vulnerabilities. Four cases are based on
an existing raw socket and occur only in Linux (#3, #7, #12,
#15). When an ICMP/ICMPV6 error packet triggered by an
IP/IPv6 packet arrives, the kernel forwards it to the corre-



IP: A IP: V IP: P IP: H
Attacker Victim Peer Arbitrary Host
(Link-local to Victim) (Linux 6.8)

ping <options> H (id=ID)

socket(4F_INET, SOCK_DGRAM, IPPROTO_ICMP)

IP(src=GIV.dst=F)ICMP(t
TP(sre=V.dst=P) ICMP(type

e=1,gw=A)
0,d-ID)

Forged ICMP Redirect }

update FNHE cache
(gw changes to A)

(a) A ping-based redirect attack example (#4).

IP: 4 PV 1P: P IP: H

Attacker Victim Peer Arbitrary Host
(Linux 6.8)

nmap —sS <options> H

socket(4F_INET, SOCK_RAW, IPPROTO_RAW)

IP(src=A.dst=F)/ICMP(type=3.code=4,mtu=576)|

1P(sre=V.dst=P. prot=253)/", iyload”™

Forged ICMP Fragment Needed} } |ﬁ y
=

update FNHE cache
(mtu reduces to 576)

(b) A raw-based IP fragmentation attack example (#7).

Figure 6: Sample PoCs for two newly found cases #4 and #7.

sponding upper-layer protocol for validation while simultane-
ously delivering it to the raw error handlers associated with
the protocol number (255 for raw sockets with IPPROTO_RAW).
For compatibility reasons, raw sockets do not maintain upper-
layer protocol secrets, allowing access based solely on the
IP/TPv6 address to locate the socket and modify the associated
routing cache. Many professional network performance and
audit tools (e.g., NMap [14], ZMap [40]) typically instantiate
raw sockets in the background to perform highly customized
active probing, Figure 6b shows a sample PoC sample for #7
when a victim is utilizing NMap to perform a TCP SYN scan
to an arbitrary host, triggering fragmentation of peer-bound
traffic from victim via a forged Fragment Needed packet.

In Linux IPv®6, a stricter check is applied: only raw sockets
with the RECVERR option enabled or connected to a peer ad-
dress accept error messages. However, the RECVERR option is
intended to notify applications of errors, and directly modify-
ing the routing cache based on these messages is unsafe. Even
if an ICMP raw socket is connected, the lack of additional
verification allows an attacker to initiate attacks as soon as
the peer’s address is known. Since raw sockets are commonly
used for debugging and testing, a practical mitigation is to
prevent error handlers from modifying the routing cache.

Ping-based Vulnerabilities. Two cases are triggered by an
ICMP error packet encapsulating an ICMP Echo Request
(ping) and exist only in the IPv4 implementation of Linux
(#4, #8). In this scenario, an attacker must correctly guess the
ping identifier (ident) before the corresponding ping socket
is closed. Although the attack window is short—typically
the lifetime of a ping process—this guess is feasible. We
further observe that the identifier information can be directly
read from /proc/net/icmp without superuser authority in
Linux, meaning that a low-privileged puppet controlled by
the attacker can obtain it easily [10, 18,35,42]. Even without
such puppet, the enumeration space is only 2'°, making the
attack still practicable. A sample PoC for #4 is shown in 6a,
where the attacker diverts traffic intended for the peer toward
himself to achieve a full logical Man-in-the-Middle hijack.

The primary issue is that the kernel does not store the desti-
nation addresses of sent ping packets, leaving the ident as the
sole secret for verification. However, maintaining the desti-

nation address for every ping is costly and impractical. Since
ping packets are usually small and unlikely to be fragmented,
any resulting Fragment Needed messages should be safely
ignored. Similarly, Redirect messages, which rarely occur
in practice, should also be disregarded without risk.

7.2 Packet Injection

WAVED also discovers two vulnerabilities of packet injection
type (#18, #19). They are found in the DCCP implementa-
tion of Linux due to implementation flaw. When a socket is
in DCCP_REQUESTING, no further check is applied to an in-
coming RESET/CLOSEREQ/CLOSE, violating RFC 4340 [25],
making attackers able to terminate a connection request via
a forged Reset filling with arbitrary 48-bit sequence num-
ber before the server replies a Response. We confirmed that
this issue has persisted since Linux 3.1. However, previous
work on packet injection [9] failed to detect it, likely due to
the blind spots introduced by their human-assisted layered
analysis. In contrast, WAVED employs a soundy, fully auto-
mated analysis that avoids such limitations. We argue that,
for control packets which may lead to the termination of a
connection, a strong sequence number check must be applied.

8 Discussion
Despite its capabilities, WAVED has several limitations.

* WAVED relies on static taint analysis and cannot capture
the actual runtime state at each program point, which may
produce FPs when different values of the same state are
checked sequentially. Symbolic execution could mitigate
this issue but it is comparatively time-consuming: a prior
work [29] analyzing only TCP and UDP required over 1000
CPU hours. Nevertheless, by integrating loop mitigation
and packet header activation, WAVED achieves soundness
while limiting reported risky paths and reducing manual
inspection effort.

* Since semantic vulnerabilities are inherently hard to de-
fine, requiring detailed attack patterns, WAVED only tests
two known semantically risky patterns currently. However,



the configurable interface of WAVED allows users to add
new patterns as they are discovered. Thus, comprehensive
analysis of the new vulnerability class can be automated.

* The current version of WAVED does not support tunneling
protocols (e.g., GRE, IPSec, VPN) due to their complex
header encapsulation, and we leave this for future work.

Mitigations. Exploitation of weak verifications typically re-
lies on IP spoofing, which is feasible in local networks or
unfiltered ASes, as shown by prior TCP/IP attacks [6, 16—18,
20,21,28,30]. The most effective defense is for routers to
drop packets with invalid source addresses. Even if filtering is
unavailable, according to RFC 792 and RFC 4443, protocol
stacks should carefully validate the ICMP/ICMPv6 error mes-
sages according the upper layer secrets. For stateless protocols
like ICMP, ICMPv6, and UDP, which lack socket-specific se-
crets in kernel caches, the safest approach is notifying upper-
layer applications without modifying shared kernel state. In
addition, strong checks must be applied to the incoming con-
trol packets of each protocol. For gateway updates, we suggest
verifying the new gateway’s reachability to mitigate the risk
of traffic blackholing and subsequent DoS attacks.
Scalability. With the generic pointer and taint analysis frame-
work, WAVED can be extended to any other protocol stacks,
while flexible integrating additional protocols and specifying
various semantically risky operations.

Responsible disclosure. We have reported our findings to
the Linux and FreeBSD security teams, including detailed
proof-of-concept exploits for all identified vulnerabilities, and
we are working with them to develop and deploy patches.

9 Related Work

Off-path TCP/IP protocol suite attacks. The TCP/IP proto-
col suite has long been a target of off-path attacks [2,3]. Feng
et al. uncovered vulnerabilities in mixed IPID assignments in
modern Linux systems, enabling TCP off-path hijacking, and
further showed that semantic gaps in UDP could be exploited
via crafted ICMP Redirects [15-17]. Gilad et al. exploited
global IPID counters in older OSes to infer active TCP connec-
tions and perform off-path injection attacks poisoning HTTP
and Tor traffic [22-24]. Yang et al. revealed that NAT im-
plementations may vulnerable to forged TCP RSTs, allowing
TCP hijacking by manipulating sequence numbers [41].

Other off-path vectors include exploiting side channels in
the TCP challenge ACK mechanism [6, 7], leveraging middle-
boxes or malicious applications to infer TCP sequence num-
bers [35], and timing-based Wi-Fi attacks that inject TCP data
via cached malicious content [10]. For UDP, forged ICMP
error messages have been used to infer ephemeral UDP source
ports, enabling DNS cache poisoning [28,30]. Collectively,
these studies illustrate the broad spectrum of off-path attacks
exploiting shared states, weak verification, or side channels
across TCP/IP protocols.

Principled semantic flaw detection in protocol stacks. Sev-
eral principled approaches target the discovery of seman-
tic vulnerabilities in protocol suites, focusing primarily on
side channels. Cao et al. used model checking to detect non-
interference violations in TCP connections [8]. Yu et al. com-
bined taint analysis, entropy theory, and automated patching
to iteratively uncover all side channels potentially observable
by attackers [42]. Man et al. introduced SCAD, leveraging
selective symbolic execution to identify non-interference vio-
lations across multiple targets while reducing FPs [29]. Be-
yond side channels, Chen et al. proposed PacketGuardian for
detecting off-path packet injection vulnerabilities [9], and Zou
et al. developed TCP-Fuzz, which systematically generates
dependency-aware syscall and packet sequences to uncover
inconsistencies between TCP stack implementations [44].

10 Conclusion

In this work, we introduced WAVED, the first systematic, au-
tomatic tool to identify off-path exploitable weak-verification
vulnerabilities within the TCP/IP protocol suite. By involving
a byte-level granularity taint analysis with direction-sensitive
taint processing, WAVED can precisely model the constraints
imposed by the input packet along any path to a specified risky
operation, enabling it to filter and report paths with weak ver-
ification that may lead to semantic vulnerabilities. WAVED
achieves an overall soundness with an MOP pointer analy-
sis and taint analysis design, and the formatted user-friendly
output design of WAVED helps users clearly figure out why
and how the risky path is weakly constrained. We applied
WAVED to the protocol stacks of three popular OS kernels,
covering both IPv4 and IPv6 implementations, and uncovered
19 weak-verification vulnerabilities, 14 of which are newly
found. WAVED can help developers better understand path
constraints in complex protocol suite implementations, and
be extended to support additional protocols and diverse forms
of weak-verification vulnerabilities in the future.
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Ethical Considerations

Stakeholder Identification and Benefit-Risk Analysis. We
identified two primary stakeholder groups impacted by this re-
search: (1) End Users of the affected operating systems (Linux
and FreeBSD); and (2) OS Maintainers and Developers.

* End Users. The primary risk to end users is the potential
exploitation of the identified weak-verification vulnera-
bilities, which could lead to service disruptions (DoS) or
traffic manipulation. However, the overarching benefit
is the long-term improvement of the Internet infrastruc-
ture’s security posture as these deep semantic flaws are
remediated.

* OS Maintainers and Developers. Our research helps
maintainers to review and patch complex logic bugs.
To assist in remediation, we provided detailed proof-of-
concept (PoC) exploits and, where possible, submitted
patches (e.g., for the DCCP vulnerabilities). This col-
laborative approach helps the maintainers to efficiently
understand the breaches we found.

Responsible Vulnerability Disclosure. Failing to disclose
vulnerabilities responsibly could lead to serious security risks.
We have established and adhered to a strict responsible disclo-
sure process. All the vulnerabilities we found are responsibly
reported to the Linux and FreeBSD security teams, providing
them with sufficient time to reproduce and patch the issues
before any public disclosure.

Mitigation of Dual-Use Risks. We recognize that the tools
and techniques developed in this study have a dual-use nature
and could potentially be misused by adversaries. To mini-
mize this risk, this paper reports only the high-level condi-
tions required to trigger vulnerabilities rather than providing
weaponized, exploit-ready payloads. We restrict the release of
full exploit chains, ensuring that the published material serves
defensive purposes—helping developers understand and fix
path constraints—rather than facilitating attacks.

Experimental Isolation and Safety. To avoid any negative
impact on live systems, all our experiments were conducted
strictly within isolated, offline lab environments (single-host
setups and private virtual networks). No scanning, probing,
or interaction with live, production networks was performed,
ensuring no disruption to real-world services.

Post-Facto Ethical Analysis and Reflection. We explicitly
acknowledge that the stakeholder and risk analysis presented
in this section was conducted post-facto. While we did not
perform a formal ethical framework analysis prior to the study,
our experimental design inherently prioritized safety by oper-
ating strictly within isolated, offline environments. Reflecting
on this process, had we performed a formal a priori analysis,
our core technical methodology would likely have remained

unchanged as it effectively minimized risk to live systems.
However, an earlier formal analysis might have prompted us
to engage with the ethical implications of "dual-use" tools
sooner, potentially formalizing our disclosure timeline and
risk warnings at an earlier stage.

Reasonableness of Publication. While we recognize that
reporting and disclosing vulnerabilities carries inherent risks
regarding legal liability and potential vendor retaliation, we
believe that suppressing these findings would pose a greater
threat to the security community. Public disclosure is reason-
able and necessary to empower end-users to assess their risk
exposure and to motivate vendors to implement timely fixes.

Guidance for Future Research. We recommend that future
researchers in vulnerability discovery conduct a formal stake-
holder analysis at the project’s inception. Specifically, identi-
fying stakeholders early on can help structure the research to
maximize defensive utility while proactively minimizing the
window of exposure during the disclosure phase.

Open Science

WAVED is open-sourced to facilitate reproducibility and
artifact evaluation. We also provide guidance to help
users reproduce results. The kernel source code of Linux
and FreeBSD used in our experiments can be found
at https://github.com/torvalds/linux and https://
github.com/freebsd/freebsd-src. No extra datasets are
involved. All the other necessary materials of WAVED includ-
ing the source code and the user guideline are provided at
https://doi.org/10.5281/zenodo.17896120.
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Appendix A. Algorithms

Algorithm 1: Construct Context-Sensitive SVFG
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Input: The context-insensitive call graph G4y

The original Sparse Value-Flow Graph Gy, ¢

Output: Context-Sensitive SVFG G f
1 Function buildCSSVFG():

worklist < (funemry,€), (€ is the empty context);
C(funemry) — {8};
while worklist is not empty do
Pop (fun,ctx) from worklist;
foreach fun — fun' in G.q; do

ctx' + computeCtx (ctx, fun — fun');

if ctx’ ¢ C(fun') then

C(fun') < C(fun')U{ctx'};
L Append (fun',ctx’) to worklist;
foreach node u € Gy, do
foreach ctx in C(fun(u)) do
L Add node (ctx,u) into Geg

foreach edge u — v € G,y do
foreach czx in C(fun(u)) do
if fun(u) = fun(v) then
L Add (ctx,u) — (ctx,v) into Gegefs
else
Calculate ctx’ based on ctx and u — v;
L Add (ctx,u) — (ctx’,v) into Geggy;

return G f;

Algorithm 2: Byte-level Taint Propagation via Multi-
plication
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Input: Two taint propagation value M, _,, and M, _,,

to multiply

Output: The result taint propagation value M,_,,,
1 Function init_mask():

fori< 0to2%—1do
mask < 0;
for j < Oto7do

bit + ((i> j)&1);

mask < mask | (bit < (j-8));
Maskl(i] < mask;
mask,g,, < OxFF

maskeo < 0x101010101010101;

Function mult (M, ,,, M, _.,,):

My < 0;
for i< 0to7do
rowli] < (My—, > (i-8)) & maskyoy;
colli] + (M, > i) & maskeor;
for i< 0to7do
for j <+ Oto 7 do
My = Mysy < 13
if (Mask[row[i]] &col[}]) # O then
L Mu%w ~ Mu%w ‘ I;

return M, _,,,;

Algorithm 3: Calculate Function Summary

IO NI UV XY

19

Input: Context ctx, Function fun, Taint Propagation

Graph Gy,

Output: Function Summaries S(ctx, fun,...)
1 Function ComputeSummary (F, Gypg) :

S(Ctxvfun’entryfun) <~ {(0 <¢7¢7¢>)}

foreach basic block u in topological order do

term < terminator instruction of u;
foreach (2, Byun(F:)) € S(ctx, fun,u) do
foreach basic block v € u.successors do
P

control-dependent transitions to v in &;

Prew + P U (u,edge);
Cedge . <¢’¢a ¢>’

if IsCondBr(term) then
(B1, By) +

ResolveBranchImpact(term,Gpg);

if isTrueEdge(u — v) then
‘ Cedge — By;
else
L Cedge — By;

anew — $parh(?,) A Cedge;
if (fpnew: gnew) ¢ S(CZX,fIHL V) then
L S(Ctx»fum V)-add((Tnew, gnew));

| return S(ctx, fun,...);

Algorithm 4: Construct Summary Graph

11

Input: Function Summaries S(ctx, fun,...)

The context-sensitive call graph Geseaqn

Output: Summary Graph G
1 Function buildSummaryGraph ():
foreach node (ctx, fun) € Gegear do

L

Add node (ctx, fun) into Gumm;

foreach node (ctx, fun) € Gy do

foreach path ? € S(ctx, fun,...) do
bb + destination of P;
foreach call site cs € bb do
foreach callee fun' of cs do
ctx' < computeCtx (ctx,cs);
Add (ctx, fun) — (ctx’, fun') into
Gumm With weight P;

return Gy, ,;
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