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Abstract

The Probably Approximately Correct (PAC) Privacy frame-
work [56] provides a powerful instance-based methodology
to preserve privacy in complex data-driven systems. Existing
PAC Privacy algorithms (we call them Auto-PAC) rely on a
Gaussian mutual information upper bound. However, we show
that the upper bound obtained by Auto-PAC is tight if and
only if under the data distribution, the unperturbed output is
Gaussian and the noise is independent Gaussian. We propose
two approaches for addressing this issue. First, we introduce
two tractable post-processing methods for Auto-PAC, based
on Donsker—Varadhan representation and sliced Wasserstein
distances. However, the result still leaves "wasted" privacy
budget. To address this issue more fundamentally, we intro-
duce Residual-PAC (R-PAC) Privacy, an f-divergence-based
measure to quantify privacy that remains after adversarial in-
ference. To implement R-PAC Privacy in practice, we propose
a Stackelberg Residual-PAC (SR-PAC) automatic privatiza-
tion algorithm, a game-theoretic framework that selects opti-
mal noise distributions through convex bilevel optimization.
Our approach achieves efficient privacy budget utilization for
arbitrary data distributions and naturally composes when mul-
tiple mechanisms access the dataset. Our experiments demon-
strate that SR-PAC obtains consistently a better privacy-utility
tradeoff than both PAC and differential privacy baselines.

1 Introduction

Data-driven decision systems power critical applications rang-
ing from medical diagnosis to autonomous vehicles, yet their
outputs can inadvertently expose sensitive information con-
tained in the data. As data pipelines grow in scale and com-
plexity, practitioners need rigorous and scalable privacy guar-
antees that go beyond ad-hoc testing. Over the past two
decades, formal privacy frameworks have proliferated. Differ-
ential Privacy (DP) [17] (and its variants such as Rényi DP
[40]) delivers input-independent worst-case indistinguishabil-
ity by bounding output distribution shifts from single-record
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changes. Alternative information-theoretic definitions, such
as mutual-information DP [13], Fisher-information bounds
[20,26,28], and Maximal Leakage [31,48], provide comple-
mentary guarantees and offer alternative trade-offs between
privacy and utility.

Nevertheless, provable privacy guarantees for modern data-
processing algorithms remains a challenge. First, worst-case
frameworks like DP require computing global sensitivity,
which is generally NP-hard [58]. Moreover, computing the
optimal privacy bound of DP under composition is, in gen-
eral, #P-complete [41]. In practice, finding the minimal noise
needed to meet a target guarantee is intractable for most real-
world algorithms, especially when the effect of each opera-
tion on privacy is unclear. On the other hand, empirical or
simulation-based methods (e.g., testing resistance to member-
ship inference [51]) address specific threats but lack rigorous,
adversary-agnostic assurance. Bridging this gap requires a
new, broadly applicable framework that can quantify and en-
force privacy risk without relying on sensitivity.

A promising alternative has recently emerged: the Proba-
bly Approximately Correct (PAC) Privacy framework [56].
PAC Privacy shifts from indistinguishability-based guaran-
tees to an operational notion that measures the information-
theoretic hardness of reconstructing sensitive information.
It is defined by an impossibility-of-inference guarantee for
a chosen adversarial task and data prior, and the framework
provides algorithms that enforce tractable mutual-information
upper bounds to certify this guarantee. This approach enables
automatic privatization via black-box simulation, and enjoys
additive composition bounds and automatic privacy budget im-
plementations for adaptive sequential compositions of mech-
anisms with arbitrary interdependencies. Notably, PAC Pri-
vacy often requires only O(1) noise magnitude to achieve
its privacy guarantees (independent of the output dimension),
whereas differential privacy’s worst-case, input-independent
noise magnitude scales as ®(+v/d) for a d-dimensional release.

However, existing PAC privacy algorithms (which we refer
to as Auto-PAC) are fundamentally conservative. In partic-
ular, we show (Proposition 1) that Auto-PAC achieves the



designated privacy budget exactly if and only if under the
data distribution, the unperturbed output is Gaussian and the
noise is independent Gaussian, so that the unperturbed and
perturbed outputs are jointly Gaussian. Consequently, Auto-
PAC will in general make inefficient use of the privacy budget.
Conservative privacy accounting is a central practical concern
in DP and PAC Privacy because conservative bounds impose
unnecessary noise and waste privacy budget, particularly un-
der composition. Narrowing this conservativeness remains an
open challenge in PAC privacy [57].

We address this limitation of Auto-PAC in two ways. First,
working within the general PAC Privacy framework, we de-
velop two tractable post-processing methods for Auto-PAC
conservativeness reduction, based on Donsker—Varadhan rep-
resentation [15] and sliced Wasserstein distances [5,47]. How-
ever, even these methods fail to fully close the privacy budget
gap. To address this issue more fundamentally, we introduce
the notion of Residual-PAC Privacy (R-PAC privacy). Unlike
PAC privacy, which aims to quantify and bound the privacy
leaked, R-PAC privacy focuses instead on quantifying pri-
vacy remaining after information has been leaked by a data
processing mechanism, using f-divergence to this end. When
f-divergence is instantiated as Kullback—Leibler (KL) diver-
gence, we show that Residual-PAC Privacy is fully character-
ized by the conditional entropy up to a known constant that
does not depend on the mechanism or the applied noise.

To implement R-PAC privacy with KL divergence, we pro-
pose a novel Stackelberg Residual-PAC (SR-PAC) automatic
privatization algorithm. SR-PAC formulates the problem of
privatization via noise perturbation, given a privacy budget,
as a Stackelberg game in which the leader selects a noise
distribution with the goal of minimizing the magnitude of the
perturbation, while the follower chooses a stochastic infer-
ence strategy to recover the sensitive data. We show that when
the entire probability space is considered, the resulting bilevel
optimization problem becomes a convex program. Moreover,
we prove that the mixed-strategy Stackelberg equilibrium of
this game yields the optimal noise distribution, ensuring that
the conditional entropy of the perturbed mechanism precisely
attains the specified privacy budget. Finally, our experimental
evaluation demonstrates that the proposed SR-PAC privacy
framework consistently outperforms both PAC-privacy and
differential privacy baselines.

A complete appendix, including all proofs, is provided in
the online extended version of this paper [60]. We summarize
our main contributions as follows:

¢ We characterize the conservativeness of Auto-PAC [53,
56], showing that it arises from the gap between the
surrogate Gaussian mutual information bound and the
true non-Gaussian mutual information of the privatized
mechanism.

* We propose two computationally tractable approaches
to reduce this gap: one based on the Donsker-Varadham

representation (Theorem 3) and the other based on the
sliced Wasserstein distances (Theorem 4).

* We propose a novel privacy framework, Residual-PAC
(R-PAC), to quantify the portion of privacy that remains
rather than the amount leaked. This offers a complemen-
tary perspective to PAC privacy, and enables efficient
implementation of tight privacy budget.

* We present an automatic privatization algorithm, Stack-
elberg R-PAC (SR-PAC), to efficiently compute noise
distributions for a given privacy budget. SR-PAC algo-
rithm achieves tight budget utilization, can operate with
only black-box access via Monte Carlo simulation, and
adaptively concentrates noise in privacy-sensitive direc-
tions while preserving task-relevant information.

1.1 Related Work

Privacy Quantification Notions. Differential privacy (DP)
and its variants have become the gold standard for formal
privacy quantification and guarantees, with the original defini-
tions by Dwork et al. [17, 18] formalizing privacy loss through
bounds on the distinguishability of outputs under neighboring
datasets. Variants such as concentrated differential privacy
(CDP) [8, 19], zero-concentrated DP (zCDP) [7], and Rényi
differential privacy (RDP) [40] have further extended this
framework by parameterizing privacy loss with different statis-
tical divergences (e.g., Rényi divergence), thereby enhancing
flexibility in privacy accounting, especially for compositions
and adaptive mechanisms. Pufferfish privacy [34,46,52,59,61]
generalizes DP by considering secrets that go beyond DP’s
presence and absence of individual records. Information-
theoretic measures provide alternative and complementary
approaches for quantifying privacy loss. For instance, mu-
tual information has been used to analyze privacy leakage in
a variety of settings [10, 13], with f-divergence and Fisher
information offering finer-grained or context-specific met-
rics [20, 26, 28, 56]. These frameworks help to bridge the
gap between statistical risk and adversarial inference, and are
closely connected to privacy-utility trade-offs in mechanism
design. Maximal Leakage [31], hypothesis testing interpreta-
tions [3], and other relaxations further broaden the analytic
toolkit for measuring privacy risk.

Privacy-Utility Trade-off. Balancing the trade-off be-
tween privacy and utility is a central challenge in the de-
sign of privacy-preserving mechanisms. This challenge is
frequently formulated as an optimization problem [2, 16,22,
23,25,27,36,39,49]. For example, Ghosh et al. [23] demon-
strated that the geometric mechanism is universally optimal
for DP under certain loss-minimizing criteria in Bayesian set-
tings, while Lebanon et al. [36] and Alghamdi et al. [2] studied
utility-constrained optimization. Gupte et al. [27] modeled
the privacy-utility trade-off as a zero-sum game between pri-
vacy mechanism designers and adversaries, illustrating the



interplay between optimal privacy protection and worst-case
adversarial loss minimization.

Optimization Approaches for Privacy. A growing body
of work frames the design of privacy-preserving mechanisms
as explicit optimization problems, aiming to maximize data
utility subject to formal privacy constraints. Many adversar-
ial or game-theoretic approaches—such as generative adver-
sarial privacy (GAP) [29] and related GAN-based frame-
works [11, 32, 42]—cast the privacy mechanism designer
and the adversary as players in a min-max game, optimizing
utility loss and privacy leakage, respectively. More recently,
Selvi et al. [50] introduced a rigorous optimization framework
for DP based on distributionally robust optimization (DRO),
formulating the mechanism design problem as an infinite-
dimensional DRO to derive noise-adding mechanisms that are
nonasymptotically and unconditionally optimal for a given pri-
vacy level. Their approach yields implementable mechanisms
via tractable finite-dimensional relaxations, often outperform-
ing classical Laplace or Gaussian mechanisms on benchmark
tasks. Collectively, these lines of research illustrate the power
of optimization and game-theoretic perspectives in achieving
privacy-utility trade-offs beyond conventional privatization
mechanisms.

2 Preliminaries

2.1 PAC Privacy

Privacy Threat Model. We consider the following general
privacy problem. A sensitive input X (e.g., a dataset, mem-
bership status) is drawn from a distribution D, which may be
unknown or inaccessible. There is a data processing (possibly
randomized) mechanism M : X — 9 C R, where 9 is mea-
surable. An adversary observes the output Y = M (X) and
attempts to estimate the original input X with an estimation X.
The adversary has complete knowledge of both the data distri-
bution D and the mechanism M, representing the worst-case
scenario. The central privacy concern is determining whether
the adversary can accurately estimate the true input, meeting
some predefined success criterion captured by an indicator
function p. The PAC privacy framework [56] addresses this
threat model and is formally defined as follows.

Definition 1 ((3,p, D) PAC Privacy [56]). For a data pro-
cessing mechanism M, given some data distribution D, and
a measure function p(-,-), we say M satisfies (3,p, D) PAC
Privacy if the following experiment is impossible:

A user generates data X from distribution D and sends
M (X) to an adversary. The adversary who knows D and M
is asked to return an estimation X € X on X such that with
probability at least 1 — 9, p()?,X) =1

Definition | formalizes privacy in terms of the adversary’s
difficulty in achieving accurate reconstruction, capturing the

semantics of the impossibility of customized adversarial infer-
ence [57]. The function p specifies the success criterion for
reconstruction, adapting to the requirements of the specific
application. For example, when X C R¥, one may define suc-
cess as p(X,X) =1{|X —X| <&} = 1 or some small € > 0
with 1{-} as the indicator. If X is a finite set of size n, success
may be defined as correctly recovering more than n — € ele-
ments. Notably, p need not admit a closed-form expression;
it simply indicates whether the reconstruction satisfies the
designated criterion for success.

In PAC Privacy, X may represent general secrets as con-
sidered in Pufferfish privacy frameworks [34,46,52,59,61],
which go beyond data points. For example, a secret may be a
dataset attribute or a global feature of the dataset. For ease of
exposition, this paper focuses on the setting where X denotes
the data. PAC Privacy treats the secrets X as a random vari-
able drawn from a distribution D. When D is not available in
closed form, we may explicitly create D via a sampling rule
and access it through i.i.d. samples from a data pool [57].

PAC Privacy considers the following adversarial worst-case
scenario: a computationally unbounded adversary with full
knowledge of both D and the underlying query function. The
randomness inherent in data (or secret) generation and the ran-
domness in the query function are the only elements unknown
to the adversary [56,57]. PAC Privacy is highly flexible by
enabling p to encode a wide range of adversary models and
user-specified risk criteria. For example, in membership infer-
ence attacks [9], p(X,X) = 1 may indicate that X successfully
determines the presence of a target data point in X. In recon-
struction attacks [4], success may be defined by p(X,X) =1
if |5(v —X|» < 1, representing a close approximation of the
original data.

Given the data distribution 9 and the adversary’s cri-
terion p, the optimal prior success rate (1 — b ) is de-
fined as the highest achievable success probability for
the adversary without observing the output M (X): & =
ianO Pry..p (p(j(vo,X ) £ 1) . Similarly, the posterior success
rate (1 —3) is defined as the adversary’s probability of success
after observing M (X).

The notion of PAC advantage privacy quantifies how much
the mechanism output M (X) can improve the adversary’s
success rate, based on f-divergence.

Definition 2 (f-Divergence). Given a convex function f :
(0,4o) — R with f(1) =0, extend f to t =0 by setting
£(0) =1lim, ,o+ f(t) (in RU {400, —co}). The f-divergence
between two probability distributions P and Q over a common
measurable space is:

Eo [f(%)] if P < 0,

o0 otherwise,

Df(PlQ) = {

where [‘1% is the Radon-Nikodym derivative.



Definition 3 ((A?,p, D) PAC Advantage Privacy [56]). A
mechanism M is termed (A?-, p, D) PAC advantage private if
it is (8,p, D) PAC private and

1-9
1-8)

)
A?E@f(l{;“lsg):ng(ST)+(1_ag)f( ).

Here, 15 and 14 represent two Bernoulli distributions of
(4

parameters & and 8, respectively.

Here, PAC Advantage Privacy is defined on top of PAC
Privacy and quantifies the amount of privacy loss incurred
from releasing M (X), captured by the additional posterior
advantage A?.

2.2 Automatic PAC Privatization Algorithms

PAC Privacy enables automatic privatization, which sup-
ports simulation-based implementation for arbitrary black-
box mechanisms, without requiring the worst-case adversarial
analysis, such as sensitivity computation. In this section, we
present the main theorems and algorithms underlying auto-
matic PAC privatization as introduced in [56] (hereafter " Auto-
PAC") and the efficiency-improved version proposed in [53]
(hereafter "Efficient-PAC"; algorithm details in Appendix D
in [60]). We start by defining the mutual information.

Definition 4 (Mutual Information). For random variables A
and B, the mutual information is defined as

MI(A;B) =

the KL-divergence between their joint distribution (i.e., P4 p)
and the product of their marginals (i.e., P4 and Pp).

Dk1.(Pap||Pa®Pg),

When the f-divergence in A? is instantiated as the KL
divergence (denoted as A%L), Theorem 1 of [56] shows

A%LﬁMI(X;M(X)). (1)

That is, we can control the posterior advantage A%L by bound-
ing the mutual information between private data and the re-
leased output. Importantly, this mutual information bound
holds uniformly over all adversarial inference procedures (in-
cluding the choice of p) permitted by PAC Privacy. Therefore,
when A? = A%, , we can characterize and quantify the PAC
Privacy in terms of MI(X; M (X)) without requiring any adver-
sarial model or p tuning, while the semantics of PAC Privacy
remains as the impossibility of customized adversarial infer-
ence.

Next, we introduce the Auto-PAC. Consider a deterministic
mechanism M : X — R, where the output norm is uniformly
bounded: || M (X)||» < r for all X. To guarantee PAC Privacy,
the mechanism is perturbed by Gaussian noise B ~ A(0,Xp),
where Xp is the covariance. When X ~ D, let X4 (x) be the
covariance of M (X). For any deterministic mechanism M

Algorithm 1 (1 — y)-Confidence Auto-PAC [56]

Require: deterministic mechanism M, dataset D, sample
size m, security parameter ¢, mutual information quanti-
ties B/ and v.

1. fork=1,2,...,mdo

2: Generate X®) from D. Record y¥) = ar(x (%),

3: end for

4: Calculate o= Yy ®) /m and £ =
X 00~ ) 1;@)% A A

5: Apply SVD: $=UAUT, where A has eigenvalues A >
> >

Find jo = argmax Xj for ij > c.
: ifminlgjgjmlggdpbj—;\ﬂ > rvdc+2c then
for j=1,2,...,ddo

Set ?"B,j =

R

2v

A+ 10ev/B - (292, /A + 10cv/B) '

10:  end for

1. SetXp=UAg'U".

12: else

13 SetXg= (Y4, A;j+dc)/(2v) 1.
14: end if

15: Output: Xp.

and any Gaussian noise B, define the Gaussian surrogate
bound

1
LogDet(9(X), B) =  logdet (Id +Ea00) -z;‘) )

Theorem 1 (Theorem 3 of [56]). For an arbitrary determin-
istic mechanism M and Gaussian noise B ~ N(0,%p), the
mutual information satisfies

MI(X;M(X)+B) < LogDet(M(X),B).

Moreover; there exists L such that E[||B||3]

V)
with {);} being the eigenvalues of La(x, and MI(X, M(X)+

1
B) < 1.

Theorem 1 establishes a simple upper bound on the mu-
tual information with Gaussian noise perturbation. Choos-
ing Xp to implement the Gaussian surrogate bound
LogDet(M (X),B) = P for a privacy budget B enables
anisotropic noise as it estimates the eigenvectors of M (X) to
fit the noise to the geometry of the eigenspace of M (X). The
result extends naturally to randomized mechanisms (Corol-
lary 2 of [56]). Building on Theorem 1, Algorithm | (we
refer to it as (1 —v)-Confidence Auto-PAC) is proposed by
[56] to perform automatic PAC privatization. Algorithm |
aims to determine an Gaussian noise covariance Xg, so that
MI(X; M (X)+B) < B is satisfied with confidence at least 1—

Y.



2.3 Differential Privacy

In addition to the standard PAC Privacy, we also compare
our approach to the differential privacy (DP) framework. Let
x = (X1,%2,...,X,) € X = (X)" be the input dataset, where
each data point x; is defined over some measurable domain
X', We say two datasets x,x’ € X are adjacent if they differ
in exactly one data point.

Definition 5 ((8,8)—Differential Privacy [18]). A random-
ized mechanism M : X — 9 is said to be (g,8)-differentially
private (DP), with € > 0 and § € [0, 1], if for any pair of adja-
cent datasets x,x', and any measurable W C %Y, it holds that
Pr[M (x) € W] < EPr[M (¥) € W] +38.

The parameter € is usually referred to as the privacy budget,
and 8 € (0, 1] represents the failure probability. DP is an input-
independent adversarial worst-case approaches that focus on
the sensitivity magnitude, while Auto-PAC is instance-based
and adds anisotropic noise tailored to each direction as needed.
Appendix A characterizes the difference between DP, PAC
Privacy, and our Residual-PAC (R-PAC) Privacy.

3 Characterizing The Gaussian Barrier of Au-
tomatic PAC Privatization

This section characterizes the utility of Auto-PAC by fo-
cusing on the conservativeness of the implemented mu-
tual information bounds. To distinguish from Algorithm |1
((1 — vy)-confidence Auto-PAC), Auto-PAC refers to the
direct implementation of privacy budgets for the bound
LogDet (M (X),B) without a target conference level. The
Gaussian surrogate bound is conservative due to a nonzero
Gaussianity gap, the discrepancy between the true mutual
information and LogDet (M (X ), B) defined by (2):

Gapy = LogDet(M(X),B) —MI(X; M (X)+B). (3)

Define Z = M (X) + B with mean piz = pgy(x) and covariance
Yz = Eqgr(x) + Zp. Let Py p denote the true distribution of
Z = M (X) + B, and define the Gaussian surrogate distribu-
tion as

Oar = N(uz,27) 4)

with the same first and second moments as Z ~ Py p.

Proposition 1. Let B ~ AN(0,Xg). Then, Gap, =
DKL (Par gllQar) > 0. Moreover, Gapy = 0 iff Pos g = Qay.

Proposition | shows that the conservativeness of M (X) in
terms of the Gaussianity gap is equivalent to the KL diver-
gence between the true output distribution and the Gaussian
surrogate distribution. Thus, Auto-PAC tightly implements a
privacy budget if and only if the true perturbed output distri-
bution coincides with the Gaussian surrogate distribution in

().

Proposition 2. For any privacy budget B > 0, the noise dis-
tribution Q = N(0,Xg) obtained by Auto-PAC is the unique
solution of the following problem:

MI(X;Z) < B withZ ~ Q.
(5)

Proposition 2 implies that, if we replace Z ~ Py, 5 by Z~

inf  Eg_o[|Bl3] st
ot Es o [I1Bl3]

QM, Auto-PAC’s zero-mean Gaussian noise is the optimal
solution to minimize the magnitude of the Gaussian noise
subject to the mutual information constraint.

Proposition 3. For the same privacy budget B > 0, let Q and
Oy, respectively, be the Gaussian noise distribution obtained
by Auto-PAC and (1 —)-Confidence Auto-PAC with any Yy €
[0,1]. Let B ~ Q and By ~ Qy. Then, the following holds.

(i) MI(X:M(X)+B,) < MI(X;:M(X)+B).
(ii) Eg,[[|By|13] > Eol|BI3]-

In Proposition 3, part (i) shows that (1 — ¥y)-confidence
Auto-PAC is more conservative than directly implementing
LogDet (M (X),B) (Auto-PAC) for the same privacy budget.
Part (ii) demonstrates that (1 —y)-confidence Auto-PAC uses
larger noise magnitude than Auto-PAC for the same privacy
budget. Thus, in subsequent comparisons involving PAC Pri-
vacy, we focus on Auto-PAC.

3.1 Mechanism Comparison in PAC Privacy

Definition 9 of [56] defines the optimal perturbation for PAC
Privacy that tightly implements the privacy budget while main-
taining optimal utility, where utility is captured by a loss
function %&. An optimal perturbation Q* is a solution of the
following optimization problem:

igf Ep arplK(B;M)] st MI(X;M(X)+B) <B,B~ Q.
(6)

The choice of utility loss function X is context-dependent.
However, in many applications, we are primarily concerned
with the expected Euclidean norm of the noise or a convex
function thereof, e.g., Eg 475K (B; M)] = Eq[||B|[3].

We now show in Proposition 4 that using
Eg ar,olK(B;M)] = Eg [IB|I3] is sufficient to obtain
perturbations that maintain coherent ordering of PAC Privacy
using mutual information (i.e., larger privacy budgets yield
non-decreasing actual mutual information).

Proposition 4. Fix a mechanism M and data distribution D.
Let Q denote the collection of all zero-mean noise distribu-
tions under consideration, and let Tiye 1 Q — R0 be the true
mutual information functional; i.e., Tie (Q) =MI(X; M (X)+
B) with B ~ Q for Q € Q, For each privacy budget > 0, de-
fine the feasible region F (B) = {0 € Q : Iirue(Q) < B}. Sup-
pose that F (B) is nonempty for all privacy budgets of interest.



For each 3 > 0, let Q*(B) be a solution of the problem:

innEBNQ[HBH%} st. Qe F(P). (7

Then, lfB] < Bz, we have Itme(Q*(Bl)) < Itrue(Q*(BZ))‘

However, if Auto-PAC is used to solve the optimization
problem (5), we have the conservative implementation of a
given privacy budget. For any mechanism M : X — 9/, we
let Gap,(Q) = DkL(Pas 5l|Qar) With B ~ Q. The next result
shows that when Gap, (Q) > 0, Auto-PAC does not, in general,
maintain coherent ordering of PAC Privacy.

Theorem 2. Fix a mechanism M and data distribution D. Let
Q denote the collection of all zero-mean Gaussian distribu-
tions under consideration, and let Iy : Q — R0 be the true
mutual information functional; i.e., Iyye(Q) =MI(X; M (X)+
B) with B~ Q for Q € Q, For each B > 0, let Q*(B) be a solu-
tion of the optimization in Proposition 2. For any 0 < 1 < B,

define G(B2,B1) = Gap, (0" (B2)) — Gap,(Q* (B1)). Then:

(i) If G(BZ»BI) < B2 - Bl; then Itrue(Q*(Bl)) <
Lirue (Q" (B2)).

(ii) If G(B2,B1) > B2 — B1, then Tuue(Q*(B1))
Lirue (Q" (B2))-

Theorem 2 characterizes when Auto-PAC maintains coher-
ent ordering of actual information leakage Igue = § — Gapy,
and when not. Increasing the budget from B; to B, per-
mits extra leakage B, — B by using Auto-PAC, but part
may be wasted if the mechanism output becomes more non-
Gaussian. The wasted portion is G(B2,B1) = Gap,(0*(B2)) —
Gap, (Q*(B1)). If this waste exceeds the budget increase, then
Tie decreases despite a larger nominal budget, violating co-
herent ordering. This result cautions against comparing mech-
anisms using Auto-PAC solely by budgets, as identical bud-
gets may yield different true PAC Privacy leakages depending
on their respective Gaussianity gaps.

3.2 Gap, Reduction via Non-Gaussianity Cor-
rection

In this section, we propose two approaches to reduce Gap,
after a A[(0,Xp) is determined by Auto-PAC. For any deter-
ministic mechanism M and Gaussian noise B ~ A((0,Xp),
recall the Gaussian surrogate distribution QM =N (uz,Xz)in
(4). LetDz = DKL(PM,B||§M)- By Proposition 1, Gapy = Dz.
For any estimator Dy of Dz, define the improved mutual infor-
mation estimate:

IMI(Dz) = LogDet(M (X),B) —Dy.

For 0 < Dz < Dz, we have MI(X; M (X) + B) < IMI(Dz) <
LogDet(M (X),B). Thus, if we can get D; between Dz
and O after Auto-PAC privatization is performed, then

for any X that ensures LogDet (M (X),B) = B, we have
IMI(DZ) B— D as surrogate upper bound that is tighter
than LogDet (M (X),B). Thus, we can have tighter privacy
accounting post-hoc to the Auto-PAC privatization to save
additional privacy budget, without requiring direct mutual
information estimation.

Before describing the approaches, we first introduce two
standard discrepancy measures between Py, g and Q.

Definition 6 (Donsker—Varadhan (DV) Objective [15]). For
probability measures P and Q on a common measurable
space,

Dk (P|Q) = sup {]Ep[f(Y)]_logEQ[ef(Y)]}

f—R

where the supremum ranges over measurable f such
that Egle/] < oo. We call 7(f;P,Q) = Ep[f] — logEg[e’]
the DV objective. In our setting, Dz = DkL(Pz||Qar) =
Squ](fQPM,BaQM)-

Definition 7 (Sliced Wasserstein Distances (SWD) [5,47]).
For p > 1, the p-Wasserstein distance between P and Q on R?
/p

is W,(P,Q) = ( inf  Exy)en [HX Y|3 D , where
Ner(r.Q)

ﬁ(P, Q) is the set of couplings with marginals P and Q. The
sliced p-Wasserstein distance averages 1-D Wasserstein dis-
tances over directions v on the unit sphere S~

SWA(P.Q) = [ WH(L(n X)), L({1)) do(v).

where G is the uniform (Haar) measure on S*~' and L(")
denotes the law of its argument. In our setting we write

W, (Pag 5 Qar) and SWy(Pas g, Qo).

Definition 8 (Finite-Sample Lower-Confidence DV Estima-
tor). Fix a function class F C {f : R? — R} with0 € F and

let T(f:8p,50) = by Lees, £(2) — log (g Eeesp /@)
denote the empirical DV objective on samples Sp from
P; and Sg from Qg Draw four independent splits

S}E,Str syl SVal with sizes nP,nQ,nIVfl,n‘éall respectively, and

fit fu € argmax re ¢ j(f'SﬁSb‘).

Let T'y = FS(,‘F n‘ﬁal,n‘éal) be any valid uniform de-
viation bound satisfying, with probability at least 1 —
O, supreq ‘](f;S}al,S"Qal) — ](f;PM@QM)‘ < I's, where
J(f;P,Q) is the DV objective (Definition 6). The finite-sample
lower-confidence estimator of Dz = DL (Pay gl|Qar) is

BLCE |: (flr,Sle SVQal) _ FS] +'

Definition 8 specifies a finite-sample lower-confidence es-
timator.



Theorem 3 (DV-Based Correction). Let Z = M (X) + B with
deterministic M and B ~ N(0, £p), and let Qo be defined
by (4). Assume Py p < QM For any measurable f : R — R
with ]EQM [e/D)] < oo, define

Dz(f) = j(f?P:M.,BvéM) =Ep,[f(2)] —log]EéM [ef(z)],

Let Dy cg be the finite-sample lower-confidence estimator from
Definition 8. Then:

(i) 0< sup;Dz(f) = Dkv (Pa 5| Q-
(i) For every f, Dz(f) <DkL (PM,BHQM) =Dz.

(iii) With probability at least 1 - (over the independent
validation splits in Definition §), 0 < Drcg < Dz.

Theorem 4 (SWD-Based Correction). Let Z = M (X) + B
with deterministic M and B ~ N(0,%g), and let Qg =
N (uz,Xz) be defined by (4), and let hmax(Xz) be the largest
eigenvalue of Xz. Assume Pyr p < QM and X7 > 0. Define

1

Dyj=———
“ 2}\-max (ZZ)

SW3 (P 5, Q)

Then 0 <Dz < Dz.
Theorems 3 and 4 lead to Corollary 1.

Corollary 1. Let M : X — R? be an arbitrary deterministic
mechanism and B ~ N (0,Xg) such that LogDet (M (X),B) =
B. Under the assumptions of Theorems 3 and 4, the perturbed
mechanism Z = M (X) + B is PAC private with

MI(X;Z) <B—Dz <P, (8)

where Dz > 0 is obtained by Theorem 3 (Dz(f)) or Theorem
4. In additiqn, if Dz = DLcE, then (8) holds with probability
at least 1 — 0.

Corollary | shows that accounting for non-Gaussianity
through the correction term Dz > 0 yields MI(X;Z) < B—
ﬁz < B, where the correction is obtained via DV-based correc-
tion or sliced Wasserstein correction. In practice, ﬁz estimates
the Gaussianity gap Gap,, capturing the saved privacy budget,
which is particularly valuable for budget savings in mecha-
nism composition. However, this budget-saving approach is
post-hoc after Auto-PAC privatization. Appendix F in [60]
provides additional discussions and interpretations. Next, we
propose a new privacy framework enabling automatic optimal
privacy budget implementation.

4 Residual-PAC Privacy

Recall that PAC Advantage Privacy (Definition 3) quantifies
the amount of privacy leaked by M (X) in terms of the pos-
terior advantage A? encountered by the adversary. Comple-
menting this perspective, we introduce the notion of posterior

disadvantage encountered by the adversary, which captures
the amount of residual privacy protection that persists after
leakage by M (X).

To formalize this residual protection, we first define the
intrinsic privacy of a data distribution D relative to a fixed ref-
erence distribution & on X such that (i) supp(D) C supp(R)
and (ii) the f-divergence D¢(D||R) is finite (when Dy is the
KL-divergence, this means the entropy of % is finite; see
Section 4.1 for the formal definition of Shannon/differential
entropy). The intrinsic privacy is then defined based on f-
divergence as

IntP/(D) = —Ds(D| R),

where Dy(D||R) is the f-divergence between D and R,
quantifying how much 2 deviates from the reference .
Intuitively, —D¢(D||R) rewards distributions that remain
close to the "random guess" using X, and by construction
IntP f(Q)) < 0, attaining zero exactly when D = K.
Examples of X. When X is bounded, X can be the uni-
form law U on X. However, on an unbounded X, the uniform
reference R = U has infinite volume [, dx = oo, potentially
making IntP (D) vacuous or undefined. To avoid this, we
instead require R to satisfy Dy(D||R) < eo. For example,
one can choose X by: (i) truncated uniform on a large but
bounded region containing supp(D), (ii) maximum-entropy
Gaussian matching known moments of D, or (iii) smooth
pullback of uniform on (0, 1)¢ via bijection (e.g., component-
wise sigmoid). Under any of these constructions, & _retains
the "random-guess" semantics yet has finite Dy(D|| R ), en-
suring IntP () remains meaningful even on unbounded X.
Please see Appendix E in [60] for a detailed discussion.

Definition 9 ((R]Sc7 p, D) Residual-PAC (R-PAC) Privacy). A
mechanism M is said to be (R?, p, D) Residual-PAC (R-PAC)
private if it is (8,p, D) PAC private and

RS = IntP (D) —Dy(1s]| 1),

is the posterior disadvantage, where 15 and 162 are indicator
distributions representing the adversary’s inference success
before and after observing the mechanism’s output, respec-
tively.

The posterior disadvantage RS captures the residual privacy
guarantee, which is the portion of intrinsic privacy (w.r.t. a
reference &) that remains uncompromised after the privacy
loss A]ac =Dy(15]/15) (Definition 3). Then, the total intrinsic
privacy is precisely decomposed as

IntP/(D) =R+ A% 9)

This relationship provides a complete and interpretable quan-
tification of privacy risk, distinguishing between the privacy
that is lost and that which endures after information disclosure
via M (X). Analogous to PAC Privacy, membership inference



attacks (MIA) and R-PAC Membership Privacy can be in-
stantiated from R-PAC Privacy. See Appendix C in [60] for
detailed constructions.

4.1 Foundation of Residual-PAC Privacy

In this section, we develop general results to support concrete
analyses under R-PAC Privacy framework. We begin by in-
troducing key information-theoretic quantities, entropy and
conditional entropy.

Entropy. The Shannon entropy of a discrete random vari-
able X on alphabet X is given by

H(X)=— ng P (x)log Px (x)

while for continuous X, the differential entropy is
h(X) = — /X Fie(x) log fi (x) dx.

Conditional Entropy. Let (X,W) be jointly distributed
random variables. When X is discrete, the conditional entropy
of X given W is defined by

H(X|W) = Ey[H(X|W = w)].

When X is continuous, the conditional entropy is (X |W) =
Ew [h(X|W = w)]. Here, the expectation is }.,,cqy Pw (w)(-)
if W is discrete with mass Py, and [ fiv (w)(-)dw if W is
continuous with density fy .

For ease of exposition, we use # (X) to denote the entropy
of X, either Shannon or differential depending on the con-
text, and H (X|W) to denote the corresponding conditional
entropy. When all entropies are finite, mutual information can
equivalently be expressed as

MI(X;W) = H(X) — H(X|W). (10)

Consider any f-divergence Dy, Theorem 1 of [56] shows
that the posterior advantage A? is bounded by the minimum
f-divergence between the joint distribution of (X, M (X)), de-
noted by Py q/(x). and the product of the marginal distribution
Px and any auxiliary output distribution Py independent of
X:

A < inf Ds (P arx) || Px ®Pw), (11)

where Py q/(x) denotes the joint distribution of the data and
mechanism output, Py = D, and Py ranges over all distribu-
tions on the output space. When Dy is instantiated as Dg. and
Py = Py (x), we obtain (1).

Thus, for any f-divergence Dy, inequality (11) implies that
a mechanism M : X — 9 satisfies (R?, p, D) R-PAC Privacy
if

RS > Tutp (D) ~inf D (Pyac [Py @Rv).  (12)

Let R be a random variable of the reference & over X. Corol-
lary 2 follows from Theorem 1 of [56].

Corollary 2. Suppose that (X)) is finite and let Dy be the
KL divergence. A mechanism M : X — Y satisfies (R?c7 p,D)
R-PAC Privacy if '

R} > H(X|M(X)) -V,
where V = H (R) is the entropy of the reference distribution.

Corollary 2 establishes that when #(X) is finite, resid-
ual privacy R? is lower bounded by H (X|M (X)) — V, where
V is independent of both data distribution 2 and mecha-
nism M. Since V is constant, R?c — V effectively provides
a privacy quantification lower-bounded by conditional en-
tropy H (X|M(X)). If Df(D||R.) < oo, then the inequality
(12) holds without requiring # (X) < eo.

4.2 Stackelberg Residual-PAC Automatic Pri-
vatization

In this section, we present our algorithms for automatic R-
PAC privatization when the f-divergence is instantiated with
KL divergence, under which the worst-case residual privacy
is quantified by conditional entropy. For a utility loss function
XK., we define the optimal perturbation problem for any R-PAC
privacy budget 3 as:

iréfEQ7M7@[i7((B;M)] st. H(X|M(X)+B)>pB, B~Q.

13)
When # (X) is finite, by (10), any solution Q* to problem (13)
also solves (6) with PAC privacy budget p = H(X) — B.In
addition, since MI(X; M (X)+B) = H(X) — H(X|M (X) +
B) with finite # (X), solving the optimal perturbation problem
(13) with conditional entropy constraints presents the same
computational challenges as (6).

To address this limitation, we present a novel automatic
privatization algorithm for R-PAC privacy, termed Stackel-
berg Residual-PAC (SR-PAC). Our approach is based on a
Stackelberg game-theoretic characterization of the optimiza-
tion (13). We show that SR-PAC achieves optimal pertur-
bation without wasting privacy budget. Consequently, when
Ep ar,.0[K(B; M)] = Egl||B||3], SR-PAC can achieve supe-
rior utility performance compared to Auto-PAC and Efficient-
PAC (Appendix D in [60]) for the same mutual information
privacy budget.

Our SR-PAC algorithm recasts the optimal perturbation
problem (13) as a Stackelberg game between a Leader (who
chooses the perturbation rule Q) and a Follower (who chooses
the decoder attempting to infer X from Y). Let I' denote
a rich family of noise distributions. Let IT = {r : n(-|y) €
A(X),y € 9} denote a rich family of decoder distributions
(e.g., all conditional density functions on X given 9, or a
parameterized neural network family).

Follower’s Problem. For a fixed perturbation rule Q, the
Follower chooses decoder @ to minimize the expected log



Algorithm 2 Monte Carlo SR-PAC

Require: Privacy budget B, decoder family Iy, perturbation
rule family I', utility loss X(-), learning rates Mg, My,
penalty weight o, iterations T3, Ty, batch size m

1: Initialize parameters A, ¢ ~ init()
2. fort=1,...,7; do
3:  ift mod Ty = O then

4: Update Decoder:

5: forizl,---7T¢d°

6 Sample {(x;,b;,y;)}1L; where x; ~ D, bj ~ Oy,
. W= %ZT:] [fAlogﬂ:q,(ij’j)]

8: 0 0—MyVeW

9: end for

10 end if

11:  Update Perturbation Rule:
12: Sample {(xj,bj,yj)};-”:l where Xj~ D, bj ~ Q;\, yji=

M(Xj)+bj
130 He= X0 [~ logmy(xly))]

4 L= Y7, K(bj)+o(He—B)?
15 A A—MmVaLy

16: end for

17: return Optimal parameters (A*,¢*)

score
W(Qﬂ'l:) = ]EXND,BNQ [— IOgTC(X|M(X) +B)] .

That is, the follower aims to find n*(Q) € arginfren W(Q, ).

Leader’s Problem. Given a privacy budget B, the Leader
chooses Q to solve

QIIéfFEXNQBNQ[K(B? M), s.t. 7%glfTW(Q,TC) > B.

Therefore, a profile (Q*,7*) is a Stackelberg equilibrium if it
satisfies

0* € arginfoer E[K(B; M)], s.t. W(Q, n*(Q)) > B,
*(Q) € arginfren W(Q, ).

(14)

When we consider output perturbation and the utility loss
K is chosen such that Q — Ex.p; g0 [K(B; M)] is convex
in Q, the problem (14) is convex in both Q and &. Specifically,
for each fixed perturbation rule Q, the map © — W(Q,x) is
a convex function of 7. Similarly, for each fixed decoder 7,
the function Q — W(Q, =) is convex in Q. Because these two
convexity properties hold simultaneously, (Q, ) — W (Q,)
is jointly convex on I" x I1. By the partial minimization the-
orem [6, Section 3.2.5], taking the pointwise infimum over
T preserves convexity in Q. Thus, Q — infreg W(Q,T) is a
convex function of Q. Consequently, once the Follower re-
places T by its best response T*(Q), the Leader’s feasible

set {Q € T : infrery W(Q,m) > B} is convex, and minimizing
the convex utility loss function Q — Ex.py s~o | K (B; M)]
over this set remains a convex program in Q. Meanwhile, the
Follower’s problem infrerp W(Q, ) is convex in © for any
fixed Q. Thus, the Stackelberg game reduces to a single-level
convex optimization in Q, with the inner decoder problem
convex in 7.

Proposition 5 shows that the Stackelberg equilibrium per-
turbation rule solves (13).

Proposition 5. Let (Q*,1*) be a Stackelberg equilibrium
satisfying (14) for any given [Ai Then, Q* solves (13) with
privacy budget B In addition, in any Stackelberg equilibrium
(Q*,m*), " = *(Q*) is unique.

Algorithm 2 provides a Monte-Carlo-based approach to
solve the Stackelberg equilibrium (14). By Monte Carlo sam-
pling, the algorithm trains the decoder by minimizing recon-
struction loss on perturbed data, allowing it to adapt to the
current noise distribution. It then updates the perturbation rule
by minimizing utility loss subject to the privacy constraint,
implemented via a penalty term that drives the privacy cost
toward the target budget. For scalability, the online extended
version [60] (Appendix H) also presents two variants, Sliced
R-PAC Privacy and Sliced SR-PAC algorithm, based on sliced
mutual information [24]. The online extended version [60]
also provides finite-sample and approximate-optimization er-
ror analyses for the Follower (Appendix G.1).

5 Properties of SR-PAC Privatization

This section presents some important properties of SR-PAC.

5.1 Anisotropic Noise Perturbation

The Auto-PAC perturbs the mechanism using anisotropic
Gaussian noise as much as needed in each direction of the
output. This direction-dependent noise addition yields better
privacy-utility tradeoffs than isotropic perturbation. SR-PAC
also supports anisotropic perturbation under Assumption 1.

Assumption 1. For an arbitrary deterministic mechanism
M, we assume the following.

(i) Every Q € I' is log-concave.

(ii) For any orthonormal direction w € RY, (M (X),w) is
non-degenerate.

(iii) The utility function K is radial (depends only on ||B||»)
and strictly convex in the eigenvalues of covariance ma-
trix Lo of Q. For example, x(B) = ||B||3.

(iv) There exist orthonormal u,v € RY such that the
marginal entropy gain per unit variance along
u exceeds that along v. That is, for any o°> >



0, -LH(X|Z)|g2 > =% H(X|Z,)|s2, where Z, =

’ do o7
M,y (X) + By, with Ay, (X) = (A(X),w) for A € {M,B},
w e {u,v}.

Assumption 1 ensures that SR-PAC’s optimization is con-
vex and admits a genuinely anisotropic solution: requiring
each noise distribution in I' to be log-concave makes the feasi-
ble set convex and tractable; non-degeneracy of < M (X),w >
for every unit vector w guarantees that every direction affects
information leakage; a strictly convex, radial utility K yields
a unique cost-to-noise mapping; and the existence of two or-
thonormal directions whose marginal entropy gain per unit
variance differs implies that allocating noise unevenly strictly
outperforms isotropic noise.

Proposition 6. Under Assumption I, any Stackelberg equilib-
rium perturbation rule Q* is anisotropic. That is, its covari-
ance matrix Yo« satisfies

Tmax (ZQ*) > Tmin (ZQ* )s

where rmax(Zo+) and rmin(Xg+) are the maximum and the
minimum eigenvalues of Xpx.

Proposition 6 demonstrates that SR-PAC allocates noise
exclusively to privacy-sensitive directions, with high-leakage
dimensions receiving proportionally more noise than low-
leakage dimensions. This targeted approach achieves desired
privacy levels with minimal total perturbation, preserving
task-relevant information with reduced noise.

5.2 Directional-Selectivity of SR-PAC

Let Z be a d-dimensional real-valued output vector produced
by a deterministic mechanism 2 (X ). Throughout we assume
Y7 > 0 and finite differential entropy # (Z). For any applica-
tion, let Sy € RY denote a practitioner-chosen task-critical
sub-space (the directions whose preservation matters most)
and write I, for the orthogonal projector onto it.
Classification tasks. In what follows we illustrate the theory
with multi-class classification, where Z is the logit vector,
¥ = argmax; Z;, and S1ap = span{e; —e; : j # £}, where lab
means "label". Let IT; 3, be the projector onto S1.3,. The anal-
ysis for a general Si,q is identical after replacing 1ab by task.

For any privacy budget 0 < B < #(Z), consider Q* that
solves )

2 EIBI3]

For every unit vector w, let g(w) = fmmse((Z,w)), where

2
mmse((Z,w)) = ]E[<Z,w> - E[<Z,W>|Y]:| is the minimum
mean-squared error of estimating the scalar random variable
(Z,w) from the noisy observation Y =Z -+ B.

Proposition 7. Suppose H(Z) is finite. Fix any 0 < B <
H(Z). The following holds.

(i) Let N(0,Xpac) be the Gaussian noise distribution used
by the Auto-PAC such that LogDet(Z,Bpac) =P. If Z is
non-Gaussian, then Eg+[||B||3] < E[||Bpac||3].

(ii) Suppose sup,cg, . i1v/=18(V) <infy g, |w|=18(W). Let
Brap = % S isa g(w)dc?, denote the largest privacy
budget that can be satisfied using noise supported
entirely on Si,,. Then, for every B < Bi.p, we have
IN.,B* =0 a.s., argmax;(Z; +B}) =¥ a.s.

In Proposition 7, part (i) shows that SR-PAC always uses
strictly less noise magnitude than any Auto-PAC (regardless
of how anisotropic the Auto-PAC noise covariance may be)
because Auto-PAC treats Z as Gaussian and thus overesti-
mates the required variance when Z is non-Gaussian. Part (ii)
demonstrates that, under the natural ordering of directional
sensitivities, SR-PAC allocates its noise budget exclusively
in directions orthogonal to the label sub-space until a critical
threshold Py, is reached. In practice, this means SR-PAC
perturbs only "utility-harmless" dimensions first, preserving
the predicted class and concentrating protection where it is
most needed, thereby outperforming Auto-PAC in any sce-
nario where certain directions leak more information than
others.

5.3 Sensitivity to 3

Sensitivity to the privacy parameter [ is crucial for predictable
and accurate control of privacy-utility trade-off. Let Privg
and Utilg, respectively, denote the sensitivities of privacy and
utility (for certain measures). If Privg = 1, then any infinites-
imal increase AP in the privacy budget raises the true mutual
information MI(X;Y) by exactly AP. Thus, no part of the pri-
vacy budget is "wasted" or "over-consumed". By contrast,
if Privg < 1, then increasing 3 may force additional noise
without achieving the full allowed leakage; and if Privg > 1,
then increasing the budget by AP can increase the true leakage
by more than AP. In particular, if the mechanism is calibrated
to be tight at 3 (i.e., MI(X;Y) = B), then it may become over-
budget, i.e., MI(X;Y) > B+ AB. Similarly, if Utilp is high,
then an infinitesimal increase AP in the privacy budget yields
a large improvement in utility; if Utilg is low, the same
increase yields a small improvement, indicating inefficient
conversion of the privacy budget into utility gains.

Let Vs (B) = ming.(x,a0(x)+5)<p o [|1BII3] be the opti-
mal noise-power curve attained by SR-PAC, and let MIgg (B)
as the corresponding true mutual information attained
by SR-PAC. Let Vpac(B) = tr(Zppac(B)), where Q(B) =
AN (0,Xpp,(B)) solves LogDet(M (X),Bpac) = B. In ad-
dition, let MIpac(B) = P — Gapy(Q(B)), where Gap,(Q) =
DKL (Pay 5l|Qar) With B ~ Q, and Qy given by (4). Define
Privi® = j—BMISR(B), Privy’® = diBMIpAC(B), Utilgk =

5 (—Vsr(B)), and Uti1PAC = 4 (—Voac(B)).



Theorem 5. For any data distribution D, let M be an ar-
bitrary deterministic mechanisms such that M (X) is non-
Gaussian with Xpy > 0. The following holds.

(i) PrivgAC < PrivgR = 1, with strict inequality for non-
Gaussian M (X).

(ii) UtilgR > UtilgAC, with equality only for Gaussian
M(X).

Theorem 5 proves that SR-PAC with arbitrary noise
distributions achieves: (i) Exact leakage-budget alignment
(Pring = 1), (ii) Stricter utility decay for Auto-PAC

(UtilgR > UtilgAC). This holds for all non-Gaussian M (X)

when increasing privacy strength (i.e.,  decreasing). A robust-
ness analysis under finite-sample calibration and optimization
effects is given in Appendix G.2 of [60].

5.4 Composition

Graceful composition properties in privacy definitions like
DP make privacy loss quantifiable under multiple opera-
tions on datasets. This enables modular system design: each
component can be tuned to a local privacy—utility trade-
off, while composition rules provide an explicit bound on
the overall (global) privacy risk. Consider k mechanisms
My, My, ... My, where each M;(-,0;) : X — 9; with 6, € ©;
as the random seed. Let 9 = 1%, 9 and let 6= -, e,
The composition 9?/[(,_6) : X — 9 is defined as QT)/[(X,_é) =
(M (X,81),..., M (X,0;)). PAC Privacy composes grace-
fully [56]. In particular, for independent mechanisms applied
to the same dataset, mutual information bounds compose ad-

H
ditively: if each M; is PAC Private with bound fB;, then M has
bound Zle Bi.

R-PAC Privacy also enjoys additive composition with re-
spect to conditional entropy bounds. Suppose each mecha-
nism % is R-PAC private with conditional entropy lower
bound f3;. By (10), this implies that 9; is PAC private with
privacy budget B; = H (X) — [3;. Then, by Theorem 7 of [56],
the composition M (X, 6) is PAC private with total mutual in-
formation upper lgunded by YX_, (#H(X) —B;). Equivalently,

the composition M (X, 8) is R-PAC private with overall con-
ditional entropy lower bounded by Y%, Bi — (k—1)H(X).
However, this additive composition property for mutual in-
formation yields conservative aggregated privacy bounds [56],
and utility degradation compounds when each mechanism 2;
uses conservative privacy budgets ;. To address this limita-
tion, we employ an optimization-based approach within the
SR-PAC framework to compute tighter conditional entropy
bounds. Consider k mechanisms M|, M, ..., My, where each
M; is privatized by the perturbation rule Q; to satisfy R-PAC
privacy with bounds [3;. The Leader designs these perturbation
rules Qy, ..., Ok, while the Follower finds the optimal decoder

— -

for the joi£>t composition 9\/[(X,6)_:> (M (X),..., M (X)):
inﬁW(n; M) =Exop {—logn(X|M(X)7_9')} . This game-
ne

theoretic formulation allows for tighter privacy-utility trade-
offs in composed systems by optimizing the joint privatiza-
tion strategy. This joint SR-PAC formulation also extends to
adaptive composition, where each Q; (and the corresponding
decoder update) may be chosen sequentially based on pre-
viously released privatized outputs, in the same spirit as the
adaptive composition procedure of PAC Privacy [56].

6 Experiments

We conduct two sets of experiments to evaluate our approach.
First, we compare SR-PAC against Auto-PAC and Efficient-
PAC (Appendix D in [60]) using CIFAR-10 [35], CIFAR-100
[35], MNIST [37], and AG-News [62] datasets, with results
presented in Section 6.1. We use (R-)PAC to refer to the family
of SR-PAC, Auto-PAC, and Efficient-PAC. Second, we extend
this comparison to include DP by equalizing optimal posterior
success rates of membership inference (Appendix A.1) across
all methods, making their privacy budgets comparable. For
this comparison, we use Iris [21] and Rice [12] datasets, with
results shown in Section 6.2. All experiments focus on output
perturbation. Appendix U in [60] provides more details.
CIFAR-10 and Base Classifier. CIFAR-10 and base classi-
fier. We evaluate on CIFAR-10 (32 x 32 RGB, 10 classes)
with standard per-channel normalization (mean 0.5, std
0.5). The unperturbed classifier is a small CNN with two
Conv-ReLU-MaxPool blocks (2 x 2 pooling; 32 and 64 chan-
nels), followed by a 128-unit fully connected ReL.U layer and
a 10-logit output layer. It is trained with cross-entropy loss,
and predicts the argmax logit at inference. The unperturbed
classifier achieves 0.7181 £ 0.0088 accuracy.

CIFAR-100 and Base Classifier. We evaluate on CIFAR-
100 (32 x 32 RGB, 100 classes) with standard per-channel
normalization (mean 0.5, std 0.5). The unperturbed classifier
is a deeper CNN with three convolutional blocks (two 3 x 3
Conv—BatchNorm-ReLU layers per block, followed by 2 x 2
max-pooling), with channel widths 64/128/256. A three-layer
MLP head (4096—512—256—100) with ReLU and dropout
(0.5) outputs 100 logits, and prediction is by argmax. The
unperturbed classifier achieves 0.5914 £ 0.0090 accuracy.
MNIST dataset and Base Classifier. We evaluate on
MNIST (60,000 train / 10,000 test) consisting of 28 x 28
grayscale digit images. Each image is loaded as a 1 x
28 x 28 tensor and normalized per channel (mean 0.1307,
std 0.3081). The unperturbed classifier is a CNN with
two Conv2d—BatchNorm—RelLU—MaxPool (2 x 2) blocks
(channels 1 — 32 — 64), yielding a 64 x 7 x 7 feature map,
followed by a two-layer fully connected head (128 units with
ReL.U+Dropout, then 10 logits). At inference it outputs a
10-dimensional logit vector and predicts by argmax. The un-
perturbed classifier achieves 0.9837 accuracy.
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Figure 1: Empirical comparisons of SR-PAC, Auto-PAC (Algorithm 1), and Efficient-PAC (Algorithm 3 in [60]) on CIFAR-10,
CIFAR-100, MNIST, and AG-News as 3 varies. Each column corresponds to one dataset; within each column, the three panels
report (top) classification accuracy of the perturbed model versus the target budget B, (middle) the average noise magnitude
E[||B||3] used by each method, and (bottom) the "target versus achieved" privacy budget (conditional entropy) for our SR-PAC.
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Figure 2: Empirical comparisons of DP, Auto-PAC, Efficient-
PAC, and SR-PAC on mean estimations, using Iris and Rice
datasets, in terms of average noise magnitude E[||B||3]. All
the numerical values are shown in Tables 5 and 6.

AG-News dataset and Base Classifier. We evaluate on AG-
News with 120,000 training and 7,600 test articles evenly
split across four classes (World, Sports, Business, Sci/Tech),
i.e., 30,000 training and 1,900 test examples per class. Each
example’s title and description are concatenated, lowercased,
and tokenized by whitespace (truncated/padded to 64 tokens).
We build a 30,000-word vocabulary from the training split,
map tokens to indices (out-of-vocabulary as 0), and feed the
indices into an nn . EmbeddingBag layer (embedding size 300,

mean-pooling) to obtain a 300-dimensional document vec-
tor. A two-layer MLP head (300 — 256 with ReLU and 0.3
dropout, then 256 — 4) produces a 4-dimensional logit vec-
tor, and prediction is by argmax. The unperturbed mechanism
achieves 0.9705 accuracy.

Recall that B upper-bounds MI(X; %M (X) -+ B), and SR-
PAC enforces the equivalent constraint (X | M (X)+B) >

B = H(X) — B. Although #(X) is unknown, we estimate
for the purpose of evaluation to verify the tightness of the
privacy bounds. Let MIy = MI(X; % (X)). By data process-
ing inequality, MI (X; M (X) + B) < MI, for any independent
B, so the feasible budgets are 0 < 3 < MI and this interval
is common to Auto-PAC, Efficient-PAC, and SR-PAC. At
B = MIy, the optimal choice is B = 0, and all methods co-
incide at the noiseless accuracy. This shared endpoint and
feasible domain ensure that comparisons at a common target
B are well-defined even without the exact H (X ). Moreover,
reparameterizing by achieved mutual information preserves
the endpoint and domain, and, together with the small budget
errors observed in panels (i-1), does not affect our empirical
ordering. Under additive ¢, output noise, the ordering by total
noise magnitude E [||B||3] coincides with the ordering by ac-
curacy, consistent with the ¢»-based behavior reported in prior



work. Hence, the accuracy— and noise—vs.—f3 panels convey
the same conclusion in our experiments.

6.1 (R-)PAC Comparison

For each dataset and its pretrained base classifier M, we plot
(i) the test accuracy of the perturbed model as a function of 3,
(ii) the average noise magnitude E[||B||3] required to achieve
each B, and (iii) SR-PAC’s ability to hit the target H (X) — .

Accuracy vs. B (a-d of Figure 1). As 3 decreases (moving
right), privacy increases and all methods lose test accuracy.
For large B (near the no-privacy case), all three algorithms
attain accuracies close to the noiseless model. As P tight-
ens, the SR-PAC curve remains strictly above the Auto-PAC
and Efficient-PAC curves across datasets. On CIFAR-10 and
CIFAR-100, Auto-PAC and Efficient-PAC are visibly sepa-
rated from each other (not merely from SR-PAC), reflecting
their different Gaussian calibrations. On MNIST and AG-
News, the three methods cluster near the top for larger B, but
SR-PAC retains a measurable accuracy edge at matched f3.

Noise magnitude vs. B (e-h of Figure 1). As [ decreases,
each algorithm must add more noise, so all three curves rise.
Across all datasets, SR-PAC uses the smallest E[||B||3] at
each B. Auto-PAC and Efficient-PAC both overshoot—they
inject more noise than SR-PAC at matched f—and on CIFAR-
100, MNIST and AG-News, they diverge from each other as
well.

The empirical ordering in both accuracy and noise mag-
nitude matches Theorem 5. Moreover, Figure 1 (c—d, g-h)
exhibits the behavior predicted by Proposition 7 on MNIST
and AG-News: for B < B1ap, SR-PAC allocates noise pre-
dominantly in directions (approximately) orthogonal to the
label subspace, preserving the predicted class over a wide bud-
get range. Concurrently, its total noise remains substantially
smaller than Auto-PAC and Efficient-PAC, whose conserva-
tive Gaussian calibrations overestimate the required variance
on heavy-tailed (non-Gaussian) logits.

Budgets vs. B (i-1 of Figure 1). These panels plot
SR-PAC’s target privacy budgets in terms of mutual-
information bounds B (horizontal) against the achieved em-
pirical conditional-entropy budget (vertical). In every dataset,
the red points lie tightly along the y = x line, confirming that
SR-PAC solves its follower problem with high accuracy and
enforces the desired privacy level with negligible budget error.
This provides a reliable, data-driven guarantee that the privacy
constraint is satisfied.

6.2 Comparison with Differential Privacy

We calibrate DP and (R-)PAC to the same (optimal) posterior
success rate for membership inference attacks, then compare
their utility in terms of noise magnitudes (i.e., £;-norm of the
difference between original and perturbed outputs). The base
mechanism is a mean estimator. Appendix A.l provides the

conversions between (optimal) posterior success rates, DP pa-
rameters (DP-to-posterior mapping), and mutual information
budgets (MI-to-posterior mapping). Concretely, for DP we
select (g, S) that yields the target posterior bound via the DP-
to-posterior mapping, and for (R-)PAC we choose the budget
B that yields the same posterior via the MI-to-posterior map-
ping; with subsampling rate r = 0.5 we have prior p = 0.5.
In each trial, we construct a membership vector m € {0,1}”
by i.i.d. Bernoulli(0.5) draws, so the member count S = Y, m;
is random. We follow similar treatments for DP as Section
6.3 of [53]: the DP baseline clips each row in ¢, to radius C,
adds Gaussian noise to the clipped sum, and divides by S to
produce the privatized mean; (R-)PAC injects noise calibrated
to B. We report E [||B||3] at matched posterior success rates.
In our output-perturbed mean setting, this quantity equals the
expected squared ¢ error of the released statistic. Hence the
ordering by E [||B||3] is identical to the ordering by ¢, accu-
racy. Appendix A.1 gives detailed DP vs. (R-)PAC discussion.

Figure 2. On the Iris and Rice mean—estimation tasks, SR-
PAC attains the smallest average noise magnitude E[||B|[3]
across privacy budgets B. As B decreases (stricter privacy),
the noise required by Auto-PAC and Efficient-PAC rises much
more steeply, whereas SR-PAC grows gently; see the zoomed
view in Fig. 3 (Appendix U in [60]). The DP baseline remains
well above SR-PAC and, at small budgets on Iris, also exceeds
Efficient-PAC. Appendix U in [60] further reports empirical
membership—inference results for SR-PAC, DP, Auto-PAC,
and Efficient-PAC on these privatized mechanisms.

Auto-PAC and Efficient-PAC allocate anisotropic noise,
but their shapes are task-agnostic and depend only on second-
order structure, via covariance scaling (Auto-PAC) or eigen—
allocation (Efficient-PAC). In small-sample regimes (e.g., Iris
and Rice), the covariance spectrum is noisy and often ill-
conditioned, and these moment-based rules propagate that
instability into the noise design, yielding conservative noise
levels, especially for small . By contrast, SR-PAC enforces
the conditional-entropy budget directly, leading to tighter bud-
get implementation and lower required noise. Empirically
(Figure 2), SR-PAC attains smaller average noise magnitudes
across B with smoother scaling.

7 Conclusion

This work introduced R-PAC Privacy, an enhanced framework
that guarantees privacy beyond Gaussian assumptions while
overcoming the conservativeness of existing PAC Privacy al-
gorithms. Our SR-PAC algorithm casts the privacy—utility
trade-off as a Stackelberg problem, efficiently using the
privacy budget and learning data- and mechanism-specific
anisotropic noise. Extensive experiments show that SR-PAC
consistently attains tighter privacy guarantees and higher util-
ity than prior approaches, providing a rigorous and practical
foundation for scalable privacy assurance in complex applica-
tions.



Ethical Considerations

We propose Residual-PAC Privacy (R-PAC) and its privatiza-
tion scheme Stackelberg Residual-PAC (SR-PAC) as a privacy
protection framework. Our goal is to reduce the conservative-
ness of prior PAC Privacy mechanisms so that, for a fixed
privacy budget, practitioners can achieve better utility without
relaxing stated privacy guarantees. All experiments use stan-
dard, publicly available benchmark datasets. We do not collect
new data, interact with live production systems or APIs, scrape
data, or discover/disclose vulnerabilities. We organize ethical
considerations around the generic data-processing pipeline

Data — Mechanisms — Downstream Decision-Making,

and assess benefits and harms using the Menlo Report prin-
ciples [14]: Beneficence, Respect for Persons, Justice, and
Respect for Law and Public Interest. Appendix B in [60]
provides ethical considerations about the trade-offs across
different privacy standards.

Stakeholders

Data are collections of records about people (e.g., medical,
financial, behavioral). In our experiments, we use widely
adopted public benchmarks, but in practice similar mecha-
nisms could be deployed on sensitive real-world data. Rele-
vant stakeholders include data subjects and dataset curators.
Mechanisms are data-driven systems (e.g., statistical analy-
ses, ML models) operating under R-PAC or other frameworks
(e.g., DP). Stakeholders include the privacy research commu-
nity, data scientists/ML engineers, privacy/security teams, and
auditors/defenders who pressure-test privacy claims.
Downstream decision-making comprises automated or hu-
man decisions relying on mechanism outputs (e.g., risk scor-
ing, recommendation, decision support). Stakeholders include
affected individuals (patients, applicants, platform users), as
well as regulators, standards bodies, and advocacy organiza-
tions that rely on formal privacy statements.

Cross-cutting societal stakeholders (taxpayers, communi-
ties broadly subject to algorithmic systems, environmen-
tal stakeholders) are indirectly affected by how privacy-
preserving data analysis becomes common practices.

Harms and Mitigations

Data stage. The primary privacy risk arises from how data
are used, not from their mere existence. R-PAC does not in-
troduce new collection/scraping/linkage activity; rather, it
calibrates and interprets residual privacy risk for data use in
mechanisms. A key harm is misaligned expectations: cura-
tors or deployers may choose parameters that are too weak
for a given context, or may overgeneralize scenario-specific
guarantees, creating a false sense of protection. We mitigate
this by restricting experiments to public benchmarks and by

emphasizing that guarantees are scenario-specific and depend
on the chosen prior, model, and calibration. Real deployments
require context-aware parameter selection and transparent
communication of scope and limits.

Mechanism stage. The primary harm arises from the in-
evitable privacy—utility trade-off: stronger privacy typically
requires injecting randomness that reduces output fidelity.
Additional risks include (i) miscalibration or misuse from in-
correct priors, assumptions, or implementations; (ii) privacy-
washing or miscommunication if residual-risk metrics are
presented as context-free guarantees; and (iii) increased engi-
neering burden that raises the risk of implementation errors,
especially for less-resourced teams. We provide finite-sample
analysis and recommend documenting priors, modeling, and
calibration choices, using conservative settings when assump-
tions are uncertain, and treating R-PAC bounds as one input
to broader privacy/security review that includes independent
auditing and pressure-testing.

Downstream stage. Noise can degrade decision quality and
cause harmful errors in high-stakes contexts (e.g., healthcare,
finance, admissions, risk scoring). Residual-risk metrics may
also be overly relied upon as blanket approval for aggressive
data use, even in domains where any non-zero residual risk
or utility degradation is unacceptable. Our work does not
deploy real systems; we use benchmarks to study trade-offs.
For high-stakes deployments, we recommend conservative
parameters, domain-specific evaluation of decision quality,
and governance processes that do not treat formal bounds as
the sole determinant of acceptability.

Cross-cutting societal impacts. If widely adopted, R-PAC-
style methods may help align formal claims with empirical
behavior and make residual risk explicit, supporting more real-
istic interpretation by auditors and regulators. However, they
could be misused to justify aggressive data use if assumptions
are obscured. Clear documentation, independent auditing, and
appropriate oversight are important safeguards.

Decision to Conduct and Publish This Work

From a Beneficence perspective, our goal is to improve utility
at a fixed residual-privacy budget, reducing harms associated
with overly conservative or difficult-to-use mechanisms that
can make formal privacy less practical. From a Respect for
Persons and Justice perspective, making residual risk explicit
and tying guarantees to concrete modeling and calibration
choices supports more truthful, context-aware communica-
tion of privacy properties, while avoiding claims of absolute
protection. From a Respect for Law and Public Interest per-
spective, more transparent and realistic privacy accounting
can help regulators, standards bodies, and auditors evaluate
systems where privacy claims depend on explicitly stated
assumptions such as priors and model classes. We consider
it ethically justified to conduct and publish this work, but
deployment remains context-dependent.



Open Science

All artifacts necessary to evaluate our contribution consist
solely of source code, available at the repository on Zenodo:
https://doi.org/10.5281/zenodo.17871622.

The repository contains implementations of SR-PAC and
all baseline methods. All required benchmarks are either pub-
lic datasets that are automatically downloaded by the scripts
from their official sources, or small data files included di-
rectly in the repository. Please refer to README .md for further
details.
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A Discussion: PAC/R-PAC Privacy vs. Differ-
ential Privacy

In this section, we discuss the difference and the relationship
between PAC/R-PAC Privacy and DP (Definition 5).

DP and PAC (and R-PAC) Privacy use different semantics
and different privacy quantification metrics. DP considers
the presence or absence of individual records as secrets and
ensures that, regardless of external knowledge, an adversary
with access to mechanism outputs makes similar conclusions
whether or not any individual data record is included in the
dataset [17]. DP employs the worst-case probabilistic input-
independent indistinguishability to quantify the privacy risk,
by using the max-divergence for pure DP and the hockey stick
divergence for the approximated DP.



Unlike DP, PAC Privacy can protect secrets that go beyond
individual data records. PAC Privacy measures privacy in
terms of the adversary’s difficulty in achieving accurate re-
construction, capturing the semantics of the impossibility of
customized adversarial inference [57], where the adversary
is assumed to be computationally-unbounded. PAC Advan-
tage Privacy uses the posterior advantage A? (Definition 3)

to quantify privacy risk, where A?- depends on a chosen f-
divergence, secret (e.g., data) entropy determined by D, an
attack model in terms of p. When f-divergence is instantiated
as KL divergence, AJSC is upper bounded by mutual information
that is uniform over all adversaries and admissible p.

R-PAC and PAC Privacy are two sides of the same coin:
PAC quantifies leakage (e.g., via A?»), while R-PAC quanti-
fies the remaining privacy (e.g., via R?), linked exactly by
IntPs(D) = R? +A? (equation (9)). R-PAC Privacy uses the
same semantics as PAC Privacy uses the posterior disadvan-
tage R? (Definition 9) to quantify the remaining privacy after
leakage. When KL divergence is used, the posterior disadvan-
tage R?c is lower bounded by the conditional entropy, which is
uniform over all adversaries and admissible p.

PAC (and R-PAC) Privacy provides a more general frame-
work that quantifies the reconstruction hardness for any sensi-
tive information that an adversary might seek to infer. This
encompasses not only individual membership inference (a
special case), but also broader privacy concerns such as data
reconstruction within specified error bounds, identification of
multiple participants, or recovery of sensitive attributes. Cru-
cially, PAC Privacy operates under distributional assumptions
about the data (or general secrets) generation process D, en-
abling instance-based analysis that can potentially require less
noise than worst-case DP guarantees. However, the automatic
privatization procedures (e.g., Auto-PAC and Efficient-PAC)
proposed to realize PAC Privacy certify the privacy guaran-
tee via an MI budget B, enforcing Gaussian surrogate bound
LogDet(M (X),B) < P as a sufficient condition.

Consequently, the delivered mechanisms inherit MI-based
properties and caveats (e.g., data processing, distribu-
tional/average—case nature, standard composition scaling, and
lack of worst—case indistinguishability unless additional con-
straints are imposed), even though the abstract PAC Privacy
notion itself does not rely on MI. Our SR-PAC follows the
MI principle but implements an MI bound that is tighter than
the Gaussian surrogate bound LogDet (M (X), B).

While PAC (resp. R-PAC) privacy uses the semantics of
impossibility of customized adversarial inference and is in-
dependent of mutual information (resp. conditional entropy),
Auto-PAC uses mutual information (resp. conditional entropy)
to quantify privacy risk. In this section, we discuss the dif-
ference between mutual information (MI) as privacy quan-
tification and the input-independent indistinguishability of
DP.

What each notion protects. Now, we discuss what each

privacy notion protects. Let M : X — 9 be a randomized
mechanism. DP, independent of input distribution, protects
worst-case, per-individual input-independen indistinguisha-
bility by ensuring a uniform bound ¢(x,y) < € almost surely

(up to & in the (g,0) case), where £(x,y) = log Pﬁ;g‘)y) i

the privacy-loss random variable. However, DP does not,
in general, ensure that the average leakage MI(X;Y) is
small—indeed, MI(X;Y) can scale with the dataset size unless
€ shrinks appropriately. In contrast, MI-based privacy con-
strains the average information leaked from inputs to outputs
under a specific input distribution D € A(X). MI controls av-
erage leakage: MI(X;Y) = Ep,, [¢{(X,Y)] < B upper-bounds
the expected log-likelihood gain of an optimal Bayesian ad-
versary. However, MI does not by itself bound the worst-case
leakage L = esssup/; in particular, MI(X;Y) < [ is compati-
ble with L = o (rare but arbitrarily large disclosures).

Worst-case vs. average-case guarantees. DP is a
distribution-free, worst-case guarantee that must hold for all
neighboring datasets and all adversaries, independent of any
input distribution. By contrast, MI-based privacy is distri-
butional: it controls expected leakage under an input distri-
bution Py, typically via MI(X;Y) < for ¥ = M (X). Be-
cause MI(X;Y) = Ep,, [¢(X,Y)], the noise needed to enforce
MI(X;Y) < B depends on Px: when most probability mass
lies on inputs for which ¢(X,Y) is typically small, less per-
turbation can suffice, and the resulting noise shape may be
tailored to that distribution. At the same time, an MI budget
does not by itself preclude rare high-leakage cases: if there
exists a measurable event E C X X 9 with Pxy(E) = p and
£(x,y) > L for all (x,y) € E, then MI(X;Y) > pL; hence the
constraint MI(X;Y) < P forbids such a case only when pL > 3
(and any "perfect disclosure" with L = oo is incompatible for
all p > 0).

Name-and-shame example. One example of "rare
high-leakage cases" is the name-and-shame. Let E = {(x,y) :
y = x} denote the event in which the mechanism reveals

the input directly, occurring with probability p. On E, the
pxy (x]x)

per—sample leakage is ¢(x,y) = log oG = —log px (x),
which can be very large (and unbounded when px has heavy
tails or continuous support). Thus this is a small-probability,
high-leakage branch. In the discrete case with finite support,
one has MI(X;Y) = pH (X). Choosing p = B/H (X) makes
MI(X;Y) = B, which saturates the heuristic IMI(X;Y) > pL
when L is interpreted as the average leakage H (X) on E. If
one insists on the pointwise form from the paragraph, tak-
ing Lo = essinf,(—log px(x)) yields MI(X;Y)(X;Y) > pLy,
which still places the example in the same regime. Finally,
if "name—and—-shame" is modeled as perfect disclosure with
continuous X, then ¢ = o on E and the constraint rules it out
immediately, since L = oo is incompatible with any p > 0.

DP perspective on the name-and-shame example. To
see why this example fundamentally conflicts with the DP
notion of rare-but-exact disclosure, consider the per-record



"name—and—shame" mechanism M that, independently for
each index i, outputs (i,x;) with probability p and L otherwise.
Let x and x’ be neighboring databases that differ only in record
i, and define the event E = (i,x;). Then
Pr[M(x) € E]=p, PriM(x') € E]=0.

The (&, 8)-DP inequality for E reads p < e -0+ 8 = 8, hence
any (g,) satisfied by M must obey & > p. In particular, with
the standard regime & < 1 /n (negligible failure probability),
such a mechanism is not DP for any finite €; conversely,
allowing & > p makes the guarantee vacuous on the p—fraction
of runs that reveal (i,x;) exactly.

A.1 Fair Comparison Under MIA

PAC Privacy and R-PAC Privacy (and also MI-based privacy)
address complementary notions of privacy to DP. Neither
framework dominates the other. To perform a fair compari-
son, we focus on the cases when the privacy budgets of DP
and PAC/R-PAC Privacy are "equalized". In particular, we
consider Membership Inference Attack (MIA) defined by Def-
inition 10 in Appendix C in [60].

DP can be understood through the lens of membership
inference success rates. Consider the membership inference
scenario from Definition 10 (Appendix C in [60]), where
we have a dataset of size n = % (i.e., each individual data
record has a 50% probability of being included in the selected
subset X). If a mechanism M is (8,8)—DP, then by [30, 33],
an adversary’s ability to successfully infer whether a specific
individual record i is included in the dataset (i.e., posterior
success rate p, = 1 —§;) is fundamentally limited:

1-90
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Po<1 15)
This bound demonstrates how DP parameters directly trans-
late into concrete limits on an adversary’s inference capa-
bilities in MIA. Thus, the maximal posterior success rate

permitted by (g,8)-DP is 1 — 1‘;58.
In addition, there is a relationship between the posterior
success rate p, and the mutual information [53] (derived from

(D)

e 1* [e
polog%ﬂlﬂno)log1 I;’ <MI(X;M(X)), (16)

where j is the optimal prior success rate, which is max(r, 1 —
r) with r as the subsampling rate that selects the dataset from a
data pool. Thus, given a privacy budget MI(X; M (X)) = and
a prior success rate p, we can calculate the posterior success
level p, and, by (15), pin down € for a chosen 8 so that DP has
an "equivalent" budget to PAC. The corresponding R-PAC
budget is H (X) — B.

For per-individual membership, the relevant secret is the
membership indicator for person i, and the mechanism output

isY = M(X). Let U; € {0,1} denote the membership indi-
cator as specified in Appendix C of [60]. Since U; - X — Y
forms a Markov chain, the data-processing inequality gives
MI(U;Y) <MI(X;Y)=. The Bernoulli-KL inequality used
above applies equally with MI(U;;Y) on the right-hand side;
replacing it by MI(X;Y) is therefore conservative and still
yields a valid upper bound on the Bayes-optimal member-
ship posterior success p,. This validates using MI(X;Y) to
compute p,(B, ) for MIA and then selecting (€,8) so that
(15) enforces the same p, for a fair, like-for-like comparison
between DP and PAC/R-PAC.

A.2 Noise Magnitude

In this section, we discuss how they differ in noise magni-
tude under an equalized privacy budget. Concretely, we fix a
mutual-information budget § for PAC/R-PAC; when contrast-
ing with DP, we use the (&,8) that induces the same posterior-
success level via the MI<+DP conversion described in Section
A.l. Even at this matched budget, the required noise can vary
substantially. We measure it by the total noise magnitude
V(B) = E||B||3 for outputs ¥ = M (X) + B. Let the centered
output covariance have eigenvalues A; > --- >4, > 0 on
its informative p-dimensional subspace (p < d), and write
R = max; \A;. We first present the ideal Auto-PAC baseline de-
rived from the log-det MI bound, then the (SR-PAC) optimizer
that tightens noise under the same P, and finally contrast both
with classical DP mechanisms that must mask worst-case sen-
sitivity in d dimensions. (Throughout, Auto-PAC refers to this
ideal log-det calibration; the practical Algorithm 1 uses esti-
mated eigenvalues and a stabilization 10cv/, yielding total

noise magnitude (¥; 1/ 5».,- +10cv/B)?/(2v), a conservative
upper envelope of the ideal baseline.)

Auto-PAC. Let the (centered) mechanism output have
covariance eigenvalues A > --- > A, > 0 (in its informative p-
dimensional subspace). Auto-PAC calibrates Gaussian noise
B ~ A[(0,Xp) under an MI budget B, yielding the total noise
magnitude

2
(Zle Vv 7&1’)
Veac(B) = E||B|3 = - ) :
p
(When the exhibited calibration targets MI < %, this special-
izes to Veac = (¥ y /kj)z.) A general bound is

2
(£02VA) ™ < pEpL < PR,

where R = max;A;. Hence Vpac(B) = O(p?R/B) in the
worst case (and improves to O(pR/B) if ¥ ;A; = O(R)).
(In practice, Algorithm 1 uses estimated eigenvalues and
a stabilization 10cv/B, yielding total noise magnitude

(X4/ A+ 10cv/B)?/(2v), which is a conservative upper en-
velope of the ideal log-det calibration.) Because differential



privacy (DP) must mask worst-case changes in all d coordi-
nates, the required noise for d-dimensional outputs typically
grows like v/d (e.g., O(v/d/n) for mean queries with dataset
size n)—the classic "curse of dimensionality." Thus, when
the data are effectively low-rank (p < d), Auto-PAC already
mitigates this dimensional blow-up.

SR-PAC. SR-PAC optimizes the full noise distribution
under the same MI budget § and strictly improves (or matches)
the Gaussian baseline:

* Universal gain (non-Gaussian outputs): For any non-
Gaussian output Z = M (X ), SR-PAC achieves

IE||BSR||% < ]E||BPAC||% at the same J3,

closing the conservativeness of Auto-PAC. (If Z is ex-
actly Gaussian, the gap can vanish.)

e Anisotropic allocation: The Stackelberg-optimal covari-
ance is provably anisotropic; variance is shifted toward
directions with high leakage and away from benign ones,
improving utility without violating the MI budget.

* Zero-noise subspaces: Under a mild separation of di-
rectional sensitivities, there exists a threshold B such
that for all B < By, SR-PAC injects no noise on an s-
dimensional task-critical subspace (e.g., the k—1 label di-
rections in classification), reducing the order from O(p)
to O(p—s) in those regimes.

Comparison to DP. Since SR-PAC pointwise dominates
Auto-PAC for every 3 and Auto-PAC already avoids DP’s
Vd-type growth, SR-PAC inherits—and sharpens—the di-
mensional advantage. Writing

VsrR(B) = Veac(B) — A(B),

we have A(B) > 0 whenever Z is non-Gaussian. In high-
dimensional tasks with modest informative rank p and harm-
less directions (s > 0), SR-PAC reduces noise from O(p)
down to O(p—s) (at fixed P), yielding a strictly better pri-
vacy—utility trade-off than both Auto-PAC and classical DP.

0 <A(B) < Veac(B),

A.3 Computational Complexity

In this section, we concisely characterize the computational
complexity of (1 —v)-Confidence Auto-PAC (i.e., Algorithm
1) and SR-PAC. For simplicity, we still use Auto-PAC to refer
to Algorithm 1. Let d be the dimension of the mechanism
output M (X) € RY.

Auto-PAC. Let m be the number of Monte Carlo simula-
tions (samples) used by Auto-PAC. In addition, let Cy, denote
the cost of one evaluation of the (black-box) mechanism M (+).
Auto-PAC first draws m i.i.d. samples X)) X2 x (") For
each sample X (k) Auto-PAC then evaluates y(k> =M(X (k));
let O(mCy,) denote the corresponding costs. It then forms

the empirical mean and full empirical covariance ¥ € R4*¢,
which costs O(md?) time and O(d*) memory. Finally, it per-
forms an SVD/eigendecomposition of £ and constructs Xz,
which costs O(d?) time (full decomposition) and O(d?) mem-
ory. Overall, the cost of Auto-PAC is

s Time: O(mCys +md> +d°);
» Memory: O(d?).

Here, the d> SVD/eigendecomposition step dominates at large
output dimension.

SR-PAC (Monte Carlo Stackelberg optimization). SR-
PAC uses the same black-box sampling access to M (-) but
avoids d x d SVD operations. In Algorithm 2, each update
uses a fresh Monte-Carlo batch of size m (lines 68 and 12—
15). Let Cy, be the cost of one evaluation of M (-), let C be
the cost of one forward/backward pass of the decoder, and
let C, be the cost of sampling and differentiating through
the perturbation rule. Then each decoder-gradient step costs
O(m (Cyp+Cr+Cy)) time (lines 6-9), and each leader up-
date costs O(m (Cyy +Cr+Cy)) time (lines 12—15). Over Ty,
leader iterations with decoder-update phases triggered every
T iterations (line 3), the total runtime is

O(Tm(Coap +Cr+Cg) + Niec -m(Cop +Cr+Cy)),

where Nge. is the total number of decoder-gradient steps (e.g.,
Ngee = |15, /Ty | - Ty in Algorithm 2). The memory cost is
dominated by storing model parameters and one mini-batch:

O(pr+pg+md),

where pr and p, are the parameter counts of the decoder and
perturbation rule, respectively, and md accounts for holding
a batch of m outputs in R? during a step. In particular, SR-
PAC avoids the O(d?) memory footprint and O(d*) matrix-
decomposition bottleneck of Auto-PAC.

DP. Sensitivity (i.e., the maximal possible change on the
output when a single data record changes) is the key compo-
nent of DP privatization via noise perturbation. However, com-
puting sensitivity is, in general, NP-hard [58]. DP-SGD [1]
is a decompose-then-compose privatization scheme for DP,
which avoids explicit sensitivity computation. However, DP-
SGD adds per-iteration per-example gradient clipping and
noise, inducing utility drop and computational overhead in
large-scale applications [38]. Since DP and PAC/R-PAC Pri-
vacy adopt fundamentally different semantics and different
privatization schemes, it is not self-evident how to compare
them fairly in terms of computational complexity.

Scalable sliced variants. When d is large, the SR-PAC
principle also applies to sliced objectives (e.g., sliced condi-
tional entropy via sliced mutual information; see Appendix
H of [60]), which replaces high-dimensional estimation with
r one-dimensional projections. This yields an additional fac-
tor O(r) over sampling while avoiding O(d*) operations, i.e.,
O(mCyy + rmd) for estimating sliced leakage terms (plus the
decoder-training term if used).
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