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Abstract

Large language model (LLM) watermarking provides verifi-
able source identification for generated text, and its practical
deployment requires large watermark capacity, strong robust-
ness against attacks, and high text quality. However, existing
methods often struggle to balance all these criteria, typically
addressing them with separate designs. To overcome this,
we propose a distortion-minimization watermarking (DMW)
framework that unifies capacity, robustness and quality within
a single optimization paradigm. This framework models ro-
bustness and quality as distortion costs for text modifications,
minimizing the total distortion for a given watermark length
to achieve an optimal trade-off. Specifically, we design sev-
eral distortion costs: a robustness cost leveraging semantic
invariance to resist attacks, and two quality costs guiding
modifications toward low-cohesion, high-variability regions
to reduce perceptual impact. We then propose periodically
optimized syndrome-trellis codes (PO-STCs), formulating
overall distortion minimization as a periodic shortest-path
problem. This enables real-time optimization for sequential
generation with flexible capacity control. Extensive experi-
ments across diverse datasets and LLMs demonstrate DMW’s
superiority, outperforming state-of-the-art methods across all
criteria. Notably, under severe paraphrasing attacks, DMW
achieves a match rate up to 46.35% higher than the best base-
line, while maintaining superior text quality.

1 Introduction

Large language models (LLMs) have experienced unprece-
dented advancements [2, 6,39, 47], now generating text in-
distinguishable from human-written content in many scenar-
ios, such as educational tutoring, programming assistance,
and multilingual translation. Although the LLMs offer im-
mense benefits, their growing accessibility and power have
also raised serious concerns [21], including the mass pro-
duction of undetectable misinformation, plagiarism of copy-
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Figure 1: Comparison of capacity, robustness, and quality
among Yoo et al. [45], Wang et al. [40], Qu et al. [33] and
our DMW. Robustness is measured by bit accuracy against
paraphrasing attack, and quality is measured by perplexity.
Positions closer to the top-right indicate better performance.

righted material, and generation of malicious content (e.g.,
phishing emails or fraudulent academic papers). Such risks
necessitate effective countermeasures to ensure responsible
and ethical deployment of LLM technologies [4].

Digital watermarking emerges as a promising technical
solution to mitigate the misuse of LLMs. It enables authen-
ticity verification, copyright protection, content traceability,
and accountability enforcement for LLM outputs. An effec-
tive watermarking scheme for LLMs should simultaneously
satisfy three critical criteria:

¢ Large capacity: Embeds sufficient watermark informa-
tion (e.g., user IDs) within the generated text.

* Strong robustness: Maintains the detectability or iden-
tifiability of watermarks even under various attacks.

* High quality: Preserves the naturalness and fluency of
the watermarked text.



Despite significant progress, existing watermarking meth-
ods often fail to simultaneously satisfy all three objectives.
Most approaches employ disparate design strategies, opti-
mizing for one or two criteria while compromising others.
Early zero-bit watermarking focuses solely on detecting water-
mark presence without payload encoding to identify machine-
generated text [22,23,49]. While these methods can achieve
high robustness and preserve perceptual quality, their water-
mark capacity is inherently limited. Recent multi-bit water-
marking significantly improves watermark capacity by encod-
ing multiple bits into generated text, yet often underperform
on other critical metrics [40,46]. For instance, some multi-bit
methods maintain text quality but produce fragile watermarks
vulnerable to paraphrasing attacks [7,40]. Conversely, others
prioritize robustness at the expense of text quality [46]. This
dilemma urgently demands a unified solution to balance the
trade-offs among competing criteria.

In this paper, we propose a distortion-minimization water-
marking (DMW) framework that unifies the trade-offs among
capacity, robustness, and text quality for LLMs. Within this
framework, robustness and quality are formulated as quantifi-
able distortion costs that capture the impact of text modifi-
cations on these performance metrics. Textual units that are
semantically stable or exhibit lower cohesion are assigned
lower costs, indicating that their modification is less likely to
degrade robustness or perceptual quality. For a given water-
mark length, the DMW framework seeks to minimize the total
costs across the entire text. Since these costs directly quantify
the robustness and quality, minimizing the total costs inher-
ently guarantees the watermark integrity and the perceptual
quality of text. Formally, this transforms watermarking into
a constrained optimization problem with tunable parameters
for distortion costs and watermark length. Users can flexi-
bly prioritize specific metrics (e.g., robustness vs. quality)
by adjusting these parameters, offering an interpretable and
adaptable watermarking paradigm.

Our DMW also challenges the concept of unbiased or
distortion-free LLM watermarking [7, 19, 25], which aims
to preserve identical token distributions between original and
watermarked texts to avoid detectable distortions. However,
the claim of being distortion-free has been questioned by re-
cent work [28], and another study [42] also indicates that truly
distortion-free watermarks cannot be achieved in practice.
Moreover, established theories [32] suggest that embedding
watermarks into host data without incurring any cost is the-
oretically impossible. Therefore, we argue that rather than
pursuing the unattainable goal of being distortion-free, a more
pragmatic strategy is to focus on distortion minimization.

The DMW framework introduces several key technical
innovations. To encode watermark into text, we propose a
semantic projection approach that converts sentence-level se-
mantics into specific bit sequences, facilitating subsequent
embedding. To ensure that distortion costs accurately rep-
resent robustness and text quality, we design two distinct

categories of cost functions. The first category is a robustness
cost function, which leverages the invariance of sentence-
level semantics. It prioritizes modifying sentences that are
semantically stable, thus increasing resistance to meaning-
preserving attacks. The second are two quality cost functions
based on perplexity and entropy. It favors modifications to
sentences with lower cohesion and greater variability, thereby
maximally preserving overall text quality. To implement dis-
tortion minimization effectively, we develop periodically op-
timized syndrome-trellis codes (PO-STCs), which formulate
the overall distortion minimization as a periodic shortest-
path problem, enabling real-time watermark embedding for
sequentially generated text.

The advantages of our DMW framework are summarized
as follows (also see the comparison in Figure 1):

* It provides a unified solution to the capacity, robustness,
and quality trade-offs inherent in LLM watermarking.

* It achieves large-capacity embedding, enabling suffi-
ciently long watermarks proportional to sentence count.

* It exhibits strong resistance against a wide range of at-
tacks, particularly paraphrasing attacks.

* It enhances the perceptual quality of the watermarked
text, ensuring it remains fluent, diverse and natural.

« It is highly extensible, allowing for the integration of
custom cost functions to meet various requirements.

2 Related Work

2.1 Zero-bit Watermarking

Zero-bit watermarking verifies whether a given text was gen-
erated by a specific model, signaling presence or absence
of generation without embedding explicit messages. These
techniques can be broadly classified into three categories.
First, distribution-based methods inject statistical biases by
modifying the original token probability distribution during
generation, such as through vocabulary partitioning and se-
lective token promotion [22,29,49]. Second, sampling-based
methods maintain the original distribution but impose con-
straints during the sampling stage, employing techniques like
restricted sampling or rejection sampling to guide the sampled
tokens [9, 20, 25]. Third, learning-based methods avoid di-
rect interference with generation, instead utilizing separately
trained post-hoc detectors to identify machine-generated text
through learned statistical patterns [1, 14,43].

2.2 Multi-bit Watermarking

Multi-bit watermarking extends beyond provenance detection
by embedding identifiable messages (typically bit strings)



into generated text, enabling applications like user attribu-
tion and content tracing. Current approaches fall into two
categories. The first category is message enumeration-based
methods [12,40]. These methods use the entire message as
an indivisible unit to generate the watermark signal, but re-
quiring exhaustive search over all 2 possible messages to
find the best match during extraction (b is the number of mes-
sage bits). While accurate, the exponential complexity limits
practical deployment. To overcome this efficiency bottleneck,
a second category, known as bit assignment-based methods,
has emerged. These methods split the message into smaller
segments and pseudo-randomly assign them to individual
tokens, enabling highly efficient extraction. However, this
strategy may suffer from reduced accuracy, as the imbalanced
frequency of natural language can lead to an uneven alloca-
tion of tokens for different bit strings. The MPAC method
proposed in [46] exemplifies this category. Subsequent ef-
forts have focused on mitigating this imbalance, such as the
balanced segment assignment algorithm [33], and the logit-
derived dynamic segmentation in DERMARK [27].

Existing LLM watermarking methods struggle to achieve
optimal balance among watermark capacity, robustness, and
text quality. As a contrast, our proposed DMW framework
addresses these three aspects simultaneously in a unified fash-
ion, and offers flexible prioritization of desired objectives
according to application requirements.

2.3 Distortion-minimization Steganography

Distortion-minimization steganography (DMS), also known
as content-adaptive steganography, embeds secret data into
host media (e.g., images) while minimizing detectable distor-
tions. The core idea is to selectively modify complex or noisy
elements of the host media, where changes are perceptually
and statistically less noticeable. This process defines a cost
function to quantify modification impact, then employs a cod-
ing algorithm to minimize the overall cost during embedding.

The cost function is directly linked to steganographic secu-
rity and is typically computed using heuristic or learned rules.
Taking images as an example, heuristic rules may consider fac-
tors such as texture complexity [8,16,26], distribution distance
from image models [36], and image side-information [11].
Conversely, learned rules employ machine learning to auto-
matically derive distortion costs from data, using techniques
include generative adversarial networks [44], reinforcement
learning [31,37], and adversarial examples [5, 38].

The coding algorithm is fundamental to DMS, with
syndrome-trellis codes (STCs) [13] as the most representative
example. Developed from convolutional codes, STC models
embedding as a search for an optimal path within a trellis
graph, where nodes represent possible carrier states and edges
denote potential paths weighted by specific distortion costs.
By identifying the minimum-cost path, STC embeds secret
data while meeting data length constraints and minimizing

overall distortion.

However, DMS relies on pre-existing media content to
compute distortion costs, and STC requires all content and
costs to be predetermined for embedding. This makes them
unsuitable for watermarking in LLMs, where tokens are gen-
erated sequentially and the final output length is unknown
in advance. In contrast, our DMW framework dynamically
calculates distortion costs during text generation. Moreover,
we develop periodically optimized syndrome-trellis codes
(PO-STCs), enabling real-time streaming embedding for texts
of varying lengths.

3 Problem Formulation

Given an LLM M, a secret key K, a prompt token sequence
P = (Py,Py,--- ,P,_1) of length p, and a binary watermark
message m € {0, 1}", we denote the generated watermarked
token sequence at time step ¢ as So;; = (So,S1,- -+ ,S;), where
S; is the #-th generated token. The embedding and extraction
processes of existing watermarking can be formulated as

S, =Emb(M,K,P,So,_1,m), 1 =0,1,---,T, (1)

and
m = Ext(K,So.7), )

where Emb(-) and Ext(-) represent the embedding and ex-
traction functions, respectively, and T is the total number of
generated tokens in the text.

In Eq. (1), watermarked tokens are generated sequentially
one by one with only local context, preventing global opti-
mization of token selections and modifications over the entire
token sequence. A common alternative is to perform post-hoc
modifications through overall consideration after the entire
sequence is generated [45]. However, this approach cannot
utilize all tokens for watermark embedding (since not all gen-
erated tokens can be modified), and thus struggles to maintain
text quality comparable to in-generation watermarking.

To address these limitations, we propose a segment-wise
embedding strategy, which balances real-time generation and
global optimization. Specifically, we divide the text gener-
ation process into multiple periodic stages, with each stage
containing a token segment of length s. For each token seg-
ment, we comprehensively consider the characteristics of all s
tokens to select appropriate tokens for modification to embed
the watermark. Therefore, Eq. (1) can be rewritten as

S.Yi:SH»sfl = Emb(MvKaPaS():Sifl 7m) ) i= 0; 1) Tt ;N, (3)

where i and N denote the segment index and the total number
of segments, respectively. For notational simplicity, we use S;
to replace Sy;.5i+s—1 in the following text. Previous methods
correspond to the special cases of i =¢,s = 1 (online, local)
and i = 0,s =T (offline, global), while our method represents
a compromise between these two extremes.
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Figure 2: The workflow of distortion-minimization watermarking (DMW) framework. The cost vector in the figure is actually
[5.4,5.4,1.3,1.3,2.7,2.7], since we omit duplicate cost values to save space. For conciseness, the text-to-sentence and sentence-
to-text processes are not explicitly shown in the watermark embedding phase.

To accurately distinguish the token modifications within S;,
we further denote the original (clean) and watermarked ver-
sions of the i-th token segment as X; = (X 0,Xi 1, , Xis—1)
and Y; = (Yi0,Yi1, - ,Yis—1), respectively. For each j €
{0,1,---,s — 1}, if X; ; # Y; ;, the token Sy, ; is modified;
otherwise, it remains unchanged. Following the distortion-
minimization principle, the distortion for the entire text is
defined as

N-1 N—1s—1
DX, Y)=Y DX, Y)=Y Y pij-[Xij#Yij], 4
i=0 i=0 =0

where p; ; > 0 represents the cost of modifying X; ;, and []
denotes the Iverson bracket defined to be 1 if the enclosed
logical statement is true and O otherwise.

Since watermark messages are binary, we embed and ex-
tract them using binary coding schemes. Let P : X; — {0,1}"
be a projection function that maps a token segment to an v-bit
sequence’ . We employ a binary linear code C to implement
the specific embedding and extraction functions as

Emb X,»,m,- = i D Xi,Y,' ,':0,1,”-,1\/—1, 5
DX ) = A P iy X Y )
Ext(Y) = HP(Y) (6)

where m; denotes the u-bit sequence segment in message m,
H € {0, 1}™*" is the parity-check matrix of C, H; € {0,1}"*"
is a segment-based sub-matrix in H (see Figure 5), C(m;) =

IFor a given token segment, the bit segment length v may be greater or
less than the token segment length s, depending on the design of P. See
Section 4.2 for more details of P.

{Z; € {0,1}" | H;Z; = m;} is the coset of m;, and all opera-
tions in the equations are binary operations. Note that the
embedding in Eq. (5) operates in a segment-wise manner,
while the extraction in Eq. (6) is performed in a single, one-
off step. In addition, we omit the symbols M, K,P in Emb(-, -)
and Ext(-) for notational simplicity.

4 Methodology

4.1 Overview

Our proposed distortion-minimization watermarking (DMW)
framework comprises two phases: watermark embedding and
watermark extraction, as illustrated in Figure 2. This frame-
work enables high-capacity watermark payload while preserv-
ing text quality and ensuring robust extraction.

During the watermark embedding phase, the user first in-
puts a prompt into a large language model (LLM) to gen-
erate text, which is then split into sentences. This text split-
ting enables subsequent sentence-level watermark embedding,
thereby benefiting watermark robustness. To embed water-
marks using binary linear codes, each sentence undergoes a
semantic projection to yield a fixed-length bit string. These
individual bit strings from multiple sentences are concate-
nated to form a unwatermarked clean bit vector. The details
of semantic projection are presented in Section 4.2.

In parallel with the semantic projection, a distortion cost
is computed for each sentence, quantifying its suitability for
modification. Two categories of cost functions are designed
for cost calculation: a robustness cost function and two quality
cost functions. The bits projected from the same sentence



shares the same distortion cost, and similarly, the distortion
costs of all sentences are concatenated to form a cost vector,
which is the same length as the bit vector. The definitions and
descriptions of cost functions are provided in Section 4.3.

After preparing all the watermarking inputs, the parity-
check matrix of periodically optimized syndrome-trellis code
(PO-STC) is constructed using a shared secret key, and then
the clean bit vector, cost vector, and binary watermark mes-
sage are fed into the PO-STC Encoder to produce a water-
marked bit vector. The construction and optimization of PO-
STC are elaborated in Section 4.4.

Although the watermarked bit vector contains the water-
mark message, it must be projected back into natural language
sentences. To achieve this, the watermarked bit vector is used
to guide the LLM in generating a set of candidate sentences,
from which the one that projects back to the exact water-
marked bit vector is selected as the watermarked sentence.
Finally, all such watermarked sentences are concatenated to
form the complete watermarked text.

During the watermark extraction phase, the total water-
marked text is similarly split into sentences, with each sen-
tence semantically projected to a watermarked bit string. Then
all the watermarked bit strings for the text are concatenated
into a full watermarked bit vector prepared for watermark
extraction. The parity-check matrix of the PO-STC is re-
constructed using the same shared secret key, and the wa-
termarked bit vector is fed into the PO-STC decoder to ex-
tract the binary watermark message. This PO-STC decoder is
actually the implementation of Eq. (6). Finally, watermark ver-
ification is performed by comparing the extracted watermark
against originally registered information.

4.2 Semantic Projection

This subsection concretizes the projection function ? men-
tioned in Section 3. To embed binary watermarks into natural
language sentences through coding schemes, sentences should
first be converted into binary format. Additionally, attacks on
LLM watermarks, such as word insertion, substitution, and
paraphrasing, do not alter the original meaning of sentences.
To counter such attacks, semantically similar sentences should
be converted to identical bit strings. We address both bit con-
version and semantic consistency through a technique called
semantic projection.

The semantic projection approach partitions the semantic
space of sentences into k non-overlapping regions such that
all semantically similar sentences fall into the same region.
Each region is then assigned a unique bit string, ensuring that
all semantically similar sentences are represented by the same
binary sequence.

Specifically, we first utilize an off-the-shelf sentence en-
coder to extract semantic feature vectors from sentences”,

2With a slight abuse of notation, the symbol X;, originally denoting a
token sequence, is used here to represent a sentence.

implementing f : X; — R? for the i-th clean sentence, where
f and d are the sentence encoder and feature dimension, re-
spectively. This sentence encoder follows a SBERT architec-
ture [35] and is fine-tuned using contrastive learning, as did
in [41] (see Appendix E for details). Next, we apply k-means
clustering to partition the feature space such that sentences
with similar semantics are grouped into the same cluster while
dissimilar ones are separated into distinct clusters. This re-
sults in a set of cluster centroids {¢, 1, - ,ux—1 }. Finally,
we assign each cluster a unique bit string of length [log, k|,
denoted by bin(i), where bin(+) is a binarization function that
converts the cluster index i € {0,1,---,k— 1} to its binary
representation. For example, when k = 16, all feature vectors
(sentences) in cluster 6 are mapped to the 4-bit “0110”.

The critical step in semantic projection is determining the
correct cluster assignment for each generated sentence. Given
the i-th sentence X, its cluster index c is determined by find-
ing the nearest cluster centroid with minimum distance:

c= argie{o,ll‘[,ljl?kfl}diSt (f(Xi)uui) ) @)
where dist(-,-) denotes the cosine distance between two fea-
ture vectors.

To further enhance semantic robustness by preventing sen-
tences from shifting between clusters due to minor pertur-
bations, we select only sentences that are close to cluster
centroids (semantically-invariant) while distant from cluster
boundaries (semantically-variant). Therefore, we use a margin
to constrain sentences’ distance from cluster centroids:

I;;gldiSt (f(Xi),uj) = dist (f(Xi), uc) >, (®)

where 7Y is a predefined margin threshold. Only sentences
satisfying both Eq. (7) and Eq. (8) are used for watermarking.

In summary, the semantic projection 2 (X;) is a process that
involves: first partitioning the semantic space into clusters,
then determining the cluster index ¢ for X; using Eq. (7)
and (8), and finally applying a binarization function bin(c) to
obtain the corresponding bit string.

Our semantic projection draws inspiration from the ap-
proach in [18], but differs in two key aspects:

¢ Principle: [18] randomly divides sentence semantic clus-
ters into two categories—valid and blocked—to indi-
cate the presence or absence of watermarks, functionally
equivalent to the green and red lists in [22]. Rather than
categorizing sentence semantic clusters, our method adds
a bit string assignment step after clustering, establish-
ing a direct mapping from semantics to bits and thus
enabling richer semantic encoding.

* Application: The approach in [18] is tailored for zero-
bit watermarking, whereas our approach is specifically
designed for multi-bit watermarking, supporting more
complex applications.
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preserving attacks.

4.3 Distortion Cost

The distortion cost evaluates the suitability of modifying a
sentence for watermark embedding. We propose two cate-
gories of sentence-level cost functions: robustness cost and
quality cost, with the latter further encompassing fluency cost
and diversity cost. Subsequently, we define the overall cost
function as a combination of these components.

4.3.1 Robustness Cost

The robustness of watermarked text is reflected in the ability
to resist semantic-preserving attacks. This indicates that as
long as the text semantics remain unchanged, the tighter the
binding between watermark and text semantics, the higher the
probability of correct watermark extraction. In other words,
watermark stability is determined by semantic stability. Thus,
the key to designing a robustness cost function lies in quanti-
fying the semantic stability of a sentence.

As presented in the Section 4.2, the semantic space of
sentences is partitioned into clusters, where sentences near
cluster boundaries tend to be semantically ambiguous and
are filtered out by a margin. Building upon this, we further
analyze the refined sentences based on their distance to cluster
centroids. Since the bit string assigned to a sentence via se-
mantic projection depends on its cluster index (also its cluster
centroid), sentences closer to the centroid exhibit greater se-
mantic stability. This motivates us to use the distance between
a sentence and its cluster centroid as a measure of robustness:
the closer the sentence is to the centroid, the more resistant it
is to semantic-preserving attacks, and thus the more suitable
it is for watermark modification. Accordingly, the robustness
cost is defined as proportional to this distance:

pmb(Xi) = dist (f(Xi)allc) ) &)

where dist (f(X;),u.) denotes the cosine distance between
sentence X; and its cluster centroid u. (see Eq. (7)). Eq. (9)
indicates that sentences closer to their centroids incur lower
costs, while those farther away incur higher costs.
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Figure 4: The distributional randomness of semantically mod-

ified sentences.

We conduct two experiments to validate the rationality of
our robustness cost function. The first experiment verifies
the locality preservation of semantic-preserving attacks. We
randomly select one cluster and further sample 20 sentences
located near its centroid and another 20 sentences near its
boundary. These sentences are ordered ascendingly by their
distances to the centroid, and each sentence is paraphrased
three times. We then compare their distances to the centroid
before and after paraphrasing, as illustrated in Figure 3. We
observe that paraphrased sentences (blue and green dots) con-
sistently remain close to their original sentences (red dots) in
semantic space, regardless of the original distance to the cen-
troid. However, a clear distinction emerges: sentences initially
close to the centroid largely remain within the same cluster
after paraphrasing (see blue dots in the left part), whereas
nearly half of the boundary sentences shift into other clusters
(see green dots in the right part). This confirms that centroid-
proximal sentences are more semantically stable and should
be prioritized for modification during watermark embedding.

The robustness cost may raise a concern: whether exten-
sively modifying sentences near cluster centroids would bias
the distribution of watermarked sentences in semantic space.
Our second experiment investigates the distributional random-
ness of semantically modified sentences. The setup is similar
to the first experiment, but the sentences are modified such
that their cluster assignments change. Each sentence under-
goes 10 modifications to better observe distributional patterns,
as shown in Figure 4. The results reveal that regardless of
the original sentence’s position, the semantically modified
sentences are randomly distributed within their new clusters,
spanning the entire semantic space. This indicates that the
distribution of watermarked sentences remains unaffected by
their initial locations, ensuring that the robustness cost does
not introduce predictable bias in semantic space.

4.3.2 Quality Cost

Modifying tokens or sentences to embed watermarks in-
evitably alters the original style of the generated text, degrad-



ing its quality primarily in fluency and diversity. To mitigate
this, our DMW prioritizes modifications to sentences that
have minimal impact on overall text quality.

Fluency Cost. The fluency of generated text refers to its
grammatical correctness, coherence, and naturalness. Existing
methods assess text fluency at the token level, such as preserv-
ing token distributions [7, 19, 25] and avoiding modifications
to high-entropy tokens [22,29,40]. However, they ignore the
hierarchical structure and overall coherence of language, fail-
ing to capture semantic logic and discourse relationships of
higher-level linguistic units like sentences and paragraphs,
resulting in locally reasonable but globally unnatural text.

Instead, we design a sentence-level fluency cost based on
contextual dependency. Specifically, we employ a separate
LLM to evaluate the fluency between the current sentence
and its preceding sentences. If the current sentence exhibits
weak cohesion with the preceding context, it is considered
originally detrimental to overall text fluency, and modifying
such a sentence causes relatively minor degradation to text
quality (actually, its watermarked counterpart may even im-
prove text quality). We quantify this impact on text fluency by
using the perplexity of the combined context and current sen-
tence. Higher perplexity indicates lower fluency, warranting
a smaller cost to encourage modification of such sentences.
To stabilize the fluency cost as the generated text grows, we
adopt a fixed-size sliding window for perplexity calculation.
Therefore, the fluency cost of the i-th sentence (X;) is defined
as inversely proportional to its window based perplexity:

1
~ PPL (Mp,Si—rs1i) +€

P r1u(X;) (10)

where PPL (Mp,Si—r4+1:) denotes the perplexity of a win-
dow of r sentences S;_,+1;; via an LLM M, and € is a small
constant to prevent division by zero. We use the compact
OPT-2.7B model as M, to efficiently compute perplexity.

Diversity Cost. Text diversity refers to the variability in
lexical choice, syntactic structure, and conceptual expression,
making generated content more engaging and human-like.
Despite its importance, only a few studies [10, 17, 18] have
empirically evaluated the diversity of their watermarked out-
puts, and none have explicitly addressed how to technically
ensure the text diversity in LLM watermarking.

Text diversity is directly influenced by generative flexibil-
ity, which reflects how many semantically valid alternatives
an LLM can generate for a given sentence (i.e., the “space” of
acceptable semantic variations). Sentences with higher gener-
ative flexibility naturally support greater potential diversity,
since the LLM has more freedom to produce different valid
realizations.

Embedding watermarks involves modifying text. If this
process is applied to sentences with low generative flexibility

(where semantic meaning is tightly constrained), the modifica-
tion can restrict expression options, leading to more repetitive
or forced patterns and thus reducing overall text diversity.
Conversely, embedding in sentences with high generative
flexibility allows the LLM to “absorb” modifications without
narrowing the expressive space, thereby preserving or even
enhancing diversity. Therefore, following the principle of dis-
tortion minimization, we prioritize modifying high-flexibility
sentences (assigned low costs) while avoiding modifications
in low-flexibility sentences (assigned high costs).

To quantify this, we introduce an entropy-based diversity
cost, which encourages modifications in sentences with higher
flexibility and penalizes rigid sentence patterns. Specifically,
for the i-th sentence X; to be generated during watermark
embedding, we generate its L candidate sentences given its
context *, and then compute the entropy H(X;) over their
semantic bit strings obtained from semantic projection. A
higher entropy indicates greater semantic flexibility, whereas a
lower entropy indicates limited diversity. To map this measure
into a distortion cost, we define the diversity cost as

1— 23X g(X;) >0
H(X;) = log,(L) ! 11
Paiv(Xi) {oo i H(X) = 0 (1D

where log,(L) is a normalization constant ensuring that

AR € [0,1]. In Eq. (1), when H(X;) = 0, we set the di-
versity cost pg;(X;) to infinity rather than 1 to enforce the
avoidance of modifying rigid sentence structures. Since there
are k categories of sentences, we set L = k (see the meaning

of k in Section 4.2).

4.3.3 Overall Distortion Cost

Finally, taking the above costs into account, the overall distor-
tion cost for the i-th sentence X is formulated as the weighted
sum of three costs:

Pi = Mot~ Prov (Xi) + Mg P (Xi) + Adiv - Pain(Xi), (12)

where A,op, Afry, and Ag;, are the weights of the correspond-
ing cost terms, respectively. By adjusting these weights, our
DMW framework can be tailored to prioritize different per-
formance aspects, making it adaptable to a wide range of
application scenarios. The weight settings and cost effects are
discussed in Section 5.1 and 5.3.

4.4 Periodically Optimized Syndrome-trellis
Codes

Our proposed PO-STC is specifically designed for watermark-
ing in streaming text data. To aid understanding, we first
describe its core principles in a non-streaming setting (where

3L is a common hyper-parameter in LLM implementations; for example,
L corresponds to the variable num_return_sequences in the LLaMA model.
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data is pre-available), and then elaborate on the modifications
required for streaming scenarios.

The PO-STC is closely related to coding theory. In classical
coding, a message m is fed into an encoder g4, to produce
a codeword y = g.o4.(m), and the decoder detects or corrects
errors by computing the syndrome s = Hy” . In contrast, our
watermarking framework follows a similar but reversed logic:
the message m is embedded into host data x through an en-
coder gy, yielding watermarked data y = g,,»(x,m), and the
syndrome m = Hy” represents the extracted message. Here,
the x represents the clean bit vector obtained by P (X), where
X denotes the clean token sequence mentioned in Section 3.

Both the encoding (embedding) and decoding (extraction)
processes of PO-STC rely on a parity-check matrix H, which
has dimensions m x n and comprises m sub-matrices H of
size h x w. These sub-matrices [ are arranged side-by-side
horizontally, with each subsequent block shifted down by one
row, forming a sparse and banded structure. The height 4 of
H (typically around 10) controls the trade-off between the
efficiency and performance of encoding. The width w of H is
determined by the relative payload o0 = m/n of the watermark,
and is chosen as either w = |n/m| or w = [n/m], where |-
and [-] denote floor and ceiling operations respectively. For a
given width n of H, the number of sub-matrices with width
| ] (denoted as wy) and those with width [ 2] (denoted as w»)
must satisfy wy | - | +wa[ 2] = n, with arbitrary arrangement
order. For ease of discussion and without loss of generality,
we assume 7 is divisible by m, so that w = n/m. An example
of H and H is illustrated in the left part of Figure 5.

The core of our watermarking framework is to encode an
optimal watermarked bit sequence y that satisfies the syn-
drome m = Hy’, which can be viewed as finding an optimal
path in a syndrome trellis using the Viterbi algorithm. The syn-
drome trellis is a graph with m blocks, where each block con-
tains a grid of nodes arranged in 2" rows and w + 1 columns.
The first column of each block serves as a transitional column,
indexed as pi1,pa2,- -+, pm, While the subsequent w columns

correspond to one [ in H, indexed as 1,2, - - ,n. Each node in
the trellis represents a state, expressed in binary form, ranging
from 0 to 2" — 1 from top to bottom in each column.

Nodes in adjacent columns are connected by edges that
form the trellis paths. For any two adjacent columns [ — 1 and
1, each node in column / — 1 extends two distinct edges to two
nodes in column /. One is a diagonal edge, which connects to
a node in a different row and corresponds to adding the /-th
column of H to the state of the node in column / — 1 for state
transition”. The other is a horizontal edge, which connects to
a node in the same row and represents maintaining the state
without adding the /-th column of H. These two edge types
simultaneously encode the bit assignment of y;: a diagonal
edge indicates y; = 1, whereas a horizontal edge indicates y; =
0. Since each clean element x; has a corresponding distortion
cost p;, each edge associated with x; can also be assigned a
cost based on whether x; equals y;, namely p; - [x; # y;]. For
instance, in Figure 5, the first node (state 00) in column pg
connects to two nodes in column 1: states 11 via a diagonal
edge and state 00 via a horizontal edge. The diagonal edge
represents y; = 1 with a cost of 0 (since x; = 1), while the
horizontal edge represents y; = 0 with a cost of 1.

Except for column py, each node in other columns receives
two incoming edges from nodes in the preceding column. At
each node, two candidate cumulative costs are computed by
summing the cumulative costs of its two preceding nodes with
the respective edge costs. The smaller of the two is retained
as the node’s cumulative cost, and the corresponding edge is
preserved, while the other edge is deleted °. As an example,
in Figure 5, the last node (state 11) in column 4 receives two
edges from two nodes (states 01 and 11) in column 3 with
cumulative costs of 3 and 1, and the costs of the incoming

4Addition is performed in binary, with the most significant bit at the
bottom of the column.

>Some nodes that cannot be reached are assigned infinite cumulative
costs, designated as unreachable nodes in Figure 5, where their connecting
edges are omitted for clarity.



edges are 0 (diagonal) and 1 (horizontal). Thus, the two new
candidate cumulative costs are 3+0 =3 and 1 +1 =2, where
the cumulative cost of 2 is chosen, retaining the horizontal
edge and discarding the diagonal one.

In the syndrome trellis construction, each block corre-
sponds to a watermark bit. When the path extends from the
last column of one block to the transitional column of the
next, only nodes consistent with the associated watermark
bit are preserved and connected sequentially to the first half
of nodes in the subsequent transitional column. Specifically,
even-state nodes correspond to watermark bit 0, while odd-
state nodes correspond to watermark bit 1. For example, in
Figure 5, the first block requires embedding watermark bit 0,
so only the even-state nodes in the last column (column 2)
are connected to the first half of nodes in column p{, while
all edges from odd-state nodes in column 2 are discarded.
This expansion-pruning process continues until all blocks are
processed, yielding a path with the minimum accumulated
cost that satisfies Eq. (5). The forward pass of the Viterbi
algorithm is thus completed, while the backward pass traces
from the terminal node with the lowest cumulative cost back
to the beginning node, recording the edge types (i.e., y;) along
the optimal path. In this way, the optimal watermarked bit
sequence y is determined, guaranteeing the watermarking
constraint m = Hy”".

However, the procedure described above cannot be directly
applied to streaming data, where x; and its cost p; are gen-
erated sequentially in real-time. To address this, we propose
a phased and periodic optimization strategy that adapts the
Viterbi algorithm to streaming scenarios. The watermark em-
bedding with PO-STC then proceeds in the following steps
(also see Algorithm | in the appendix):

1) Trellis configuration. Pre-estimate the expected bit
length n from text generation (which can be constrained
by prompts), and combine it with the target watermark
length m to determine the width w of the sub-matrix M.

2) Trellis segmentation. Partition the syndrome trellis into
multiple segments on a block-wise basis. Since the trellis
structure depends only on w and predefined £, it can be
pre-constructed independently of the actual text content.

3) Buffered synchronization. Employ a buffering mecha-
nism to accumulate generated bits obtained from seman-
tic projection until their number reaches the segment
length. At the same time, compute the distortion costs
of the corresponding texts, thereby producing a synchro-
nized bit sequence segment and cost segment aligned
with the trellis structure.

4) Sub-path optimization. Within each segment, perform
the forward pass of the Viterbi algorithm and identify the
optimal sub-path at the end of the segment (see columns
6 and 12 in Figure 5 for examples).

5) Text reconstruction and output. Map this optimal sub-
path back into the corresponding watermarked text seg-
ment (see Section 4.2) and output the result for immedi-
ate use.

6) Path transition. Extend the optimal sub-path obtained
from one segment into the transitional column of the
first block in the next segment, and repeat the procedure
until all segments are processed.

In this procedure, if watermark embedding is completed
before text generation ends, the LLM continues generating
text without further watermark embedding (unless repeated
watermark embedding is explicitly required). Regarding la-
tency, the buffering mechanism in step 3) introduces only a
one-segment delay between the original text and the water-
marked output. Since the segment length can be set to a small
value, the PO-STC achieves near real-time performance.

The final optimal path y is obtained by concatenating the
optimal sub-paths from all segments. One might argue that
y, being segment-wise optimal, may not achieve true global
optimality as in standard STC [13]. Nevertheless, our experi-
mental results in Appendix G show that the performance loss
is negligible and thus acceptable for practical applications.

In addition to coding performance, computational com-
plexity is another critical consideration. While standard STC
exhibits both time and space complexity of O(2"n), our PO-
STC maintains the same time complexity but substantially
reduces space complexity. Standard STC requires storing all
2" states across every column of the trellis until the final path
is determined. In contrast, PO-STC only needs to store the
states within a single segment, thus reducing the space com-
plexity to O(2"v), where v is the bit segment length. This
makes PO-STC far more memory-efficient.

In summary, while PO-STC introduces a slight loss in cod-
ing performance compared with standard STC, the improve-
ment in real-time applicability and space efficiency make it
substantially more suitable for watermarking LLM outputs.

S Experiments

In this section, we perform extensive experiments to evaluate
the performance of our DMW framework against state-of-the-
art watermarking methods.

5.1 Experimental Setup

LLMs. We use two public LLMs, LLaMA-2-7B [39] and
Falcon-7B [3], to generate watermarked texts. Unless other-
wise explicitly stated, LLaMA-2-7B is adopted as the default
LLM for experiments.

Dataset. Following previous works, we utilize two famous
datasets, the Colossal Common Crawl Cleaned corpus (C4)
[34] and OpenGen [24], to evaluate watermarking perfor-
mance. C4 is a large-scale English dataset with more than



Table 1: Comparison of watermark correctness using LLaMA across various payloads and datasets.

8 bit 16 bit 24 bit 32 bit
Dataset Method
Match Rate T Bit AccT Match Rate T Bit AcctT Match Rate T Bit AccT Match Rate T Bit Acc T
Yoo et al. [45] 98.90 99.67 96.00 97.90 92.30 96.77 90.80 95.82
Wang et al. [40] 80.00 94.25 74.00 86.00 70.00 85.50 66.00 86.04
1) Qu et al. wo ECC [33] 93.00 96.75 85.50 94.70 74.00 89.48 65.00 83.29
Queral. [33] 94.00 97.75 87.00 97.53 82.00 94.83 72.00 88.81
Our DMW 99.50 99.93 98.08 99.87 94.15 98.37 91.30 97.75
- Yoo et al. [45] 98.45 99.37 94.40 97.90 90.90 92.33 88.60 95.20
3 Wang et al. [40] 88.00 92.75 66.00 85.50 54.00 72.00 45.00 68.73
] Qu et al. wo ECC [33] 95.50 98.12 86.00 94.32 77.00 90.36 70.00 88.28
OQ* Qu et al. [33] 96.00 98.40 84.00 93.83 76.00 90.50 70.00 84.50
Our DMW 98.82 99.71 98.46 99.50 94.24 98.61 92.53 97.24

156 billion tokens, filtered to remove low-quality and non-
linguistic content. OpenGen was created by randomly draw-
ing 3,000 text segments from the WikiText-103 [30] valida-
tion set, with each segment consisting of two sentences.
Baselines. To demonstrate the superiority of our DMW, we
compare it with three representative multi-bit watermarking
methods: the post-generation method by Yoo et al. [45], the
message enumeration-based method by Wang et al. [40], and
the bit assignment-based method by Qu ez al. [33]. Since
the watermarking method [33] employs error-correction code
(ECC) to ensure robustness, we also conduct experiments
using its non-ECC version for a fair comparison.

Metrics. We use diverse metrics for a comprehensive evalu-
ation. Watermark correctness and robustness are measured
by both match rate (the proportion of successfully extracted
full watermark messages) and bit accuracy (the proportion
of correctly identified bits within all watermark messages).
Watermarked text quality is assessed via perplexity (fluency),
Sem-Ent (diversity) [15], and BERTScore (fidelity) [48].
Implementation Details. For our DMW, we embed watermark
messages of varying lengths (8, 16, 24, and 32 bits) with a
relative payload oo = 0.5, unless otherwise specified. PO-STC
is configured with a sub-matrix height # = 6 and a segment
length v = 8. The semantic projection uses k = 16 clusters,
and the fluency window size is r = 8. The weights of three dis-
tortion costs are set to P, = 2.5, ps, = 1.5 and py;, = 1.0,
respectively. LLM hyper-parameters include nucleus sam-
pling with temperature 0.9, top-p 0.8, and repetition penalty
1.2. All experiments are conducted on a server with 2 Intel
Xeon 8352S CPUs and 4 NVIDIA L40 48GB GPUs.

5.2 Comparison with state-of-the-art methods

Correctness Evaluation. Watermark correctness refers to
the accuracy with which embedded messages can be extracted
from intact watermarked text. The match rate and bit accuracy
of the baselines and our DMW using LLaMA-2-7B across
four payloads and two datasets are reported in Table |, where
the best result is marked in bold for each group of compar-

isons. Additional experimental results obtained using Falcon-
7B are provided in Appendix C.

We observe that our DMW consistently outperforms the
four baselines by a significant margin in all cases, indicating
that the DMW can more accurately reveal the messages from
watermarked text. More specifically, the accuracy of all meth-
ods decreases with the increase of payload, but our DMW
can maintain the accuracy better. Even with a 32-bit payload,
the match rate and bit accuracy of DMW are only reduced
by about 8% and 2%, respectively, while those of baselines
decreased significantly.

Robustness Evaluation. We evaluate the robustness of dif-
ferent watermarking methods against three common semantic-
preserving attacks: word insertion, synonym substitution, and
paraphrasing. For the insertion and substitution attacks, we
randomly modified 10% of the words in the watermarked text.
For the paraphrasing attack, we adopt a substantially more
destructive, document-level approach rather than sentence-
level rewriting. We prompt GPT-3.5-turbo to rewrite entire
passages as a whole, enabling global reorganization and cross-
sentence restructuring. The attack process and exact prompt
are provided in Appendix B. The robustness evaluation, mea-
sured by match rate and bit accuracy on the LLaMA-2-7B
model using the C4 dataset, is shown in Figure 6. Additional
Falcon-7B results are presented in Appendix D.

As seen from Figure 6, our DMW comprehensively sur-
passes the baselines in both match rate and bit accuracy. This
advantage is particularly pronounced under paraphrasing at-
tacks: in the case of 8-bit watermark, the DMW’s match rate
is 30% higher than the second-best method, demonstrating
its strong resilience against watermarking attacks. Qu et al.’s
method [33] ranks second overall, with its robustness stem-
ming from the use of ECC, but its performance degrades sig-
nificantly when ECC is disabled. Wang et al.’s method [40],
which emphasizes watermark capacity and customization, is
most susceptible to attack impacts.

The robustness degradation from 8-bit to 32-bit payloads re-
flects an inherent trade-off in multi-bit watermarking: longer
watermarks require more extensive text modifications and
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Figure 6: Comparison of watermark robustness using LLaMA on C4 dataset across various payloads.

create longer dependency chains during extraction, amplify-
ing vulnerability to attacks. However, different bit lengths
serve distinct practical purposes. The 8-bit configuration is
motivated by deployments where reliability is paramount, e.g.,
content provenance, policy enforcement, or high-stakes attri-
bution. Its stronger robustness under all attacks demonstrates
suitability for scenarios that require dependable watermark
recovery over capacity. The 32-bit configuration, despite rela-
tively lower robustness, maximizes watermark payload when
richer identifiers, multi-party tracing, or fine-grained owner-
ship metadata must be encoded. In such contexts, a higher
payload is more valuable even with reduced resilience.

Fluency Evaluation. We employ perplexity to evaluate the
fluency of watermarked text, referencing human-written text
to assess its proximity to natural language. The perplexity dis-
tributions across different text types are presented in Figure 7,
where all watermarking methods are evaluated under a 16-bit
payload for simplicity.

Figure 7 shows that our DMW consistently achieves the
lowest median perplexity across both models and datasets. In
some cases, the median perplexity of DMW is even slightly
lower than that of human text and is substantially lower than
the those of Yoo et al. [45] and Qu et al. [33]. This indi-
cates that DMW introduces minimal perceptual distortion
during watermark embedding, thereby preserving text fluency.
Furthermore, the interquartile range (IQR) of DMW is nar-
rower than most other methods, suggesting greater stability in
fluency performance. These advantages provide compelling
evidence for the effectiveness of our proposed fluency cost.

Diversity Evaluation. We utilize semantic entropy (Sem-
Ent [15]) to evaluate the diversity of both human-written text
and watermarked texts under a 16-bit payload. The results
are shown in Figure 8, where higher Sem-Ent scores indicate
better text diversity, with the dashed line representing the
semantic entropy of human text as the reference benchmark.

As illustrated, our DMW method performs the best among
all watermarked texts, with a Sem-Ent score that is very close
to and, in the case of the C4 dataset, slightly higher than that
of human text. This confirms that the watermarked text of
DMW maintains a diversity level comparable to that of hu-
man text, validating the effectiveness of our diversity cost. In
contrast, other watermarking methods exhibit noticeably re-
duced semantic entropy relative to human text, reflecting their
neglect of diversity in watermark design and the consequent
inherent restriction on output variability.

Efficiency Evaluation. Computational efficiency is criti-
cal for the practical deployment of LLM watermarking. To
evaluate the efficiency of different watermarking methods, we
compare their embedding and extraction times under identical
hardware conditions, with the results listed in Table 2.

As shown in Table 2, our DMW achieves the second-best
embedding efficiency, trailing only Qu et al.’s method. This is
because Qu et al. introduce a segment assignment mechanism
explicitly optimized for embedding efficiency, while DMW
pursues comprehensive watermarking performance, which
requires computing multiple costs during embedding and
consequently incurs additional time overhead.

Regarding extraction efficiency, our DMW achieves the
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lowest extraction time, exceeding all baselines by approxi-
mately an order of magnitude. According to Eq. (5), water-
mark extraction in DMW only involves semantic projection
and sparse matrix multiplication, which are highly efficient
operations to reduc runtime overhead. In contrast, Yoo et
al. [45] involves multiple language model calls and exten-
sive candidate watermark validation, Wang et al. [40] re-
quires exponential-time enumeration with respect to water-
mark bit length, and Qu et al. [33] introduces an additional
error-correction stage. Consequently, these methods require
significantly more extraction time.

5.3 Parameter Analysis

In this subsection, we analyze the effects of key parameters
on our DMW’s performance. We specifically discuss the pa-
rameters related to the semantic projection and the distortion
cost; parameters for PO-STC are provided in Appendix H.

Semantic Projection Parameter. In semantic projection, the
cluster number k determines the number of semantic cate-
gories to which a sentence can be projected, which in turn
defines the bit string length, i.e., [log, k]. To evaluate the ef-
fect of different k values on watermarking performance, we
vary k and observe the changes in the text fluency (measured

Table 2: Comparison of watermarking efficiency (in sec-
onds) under various payloads and datasets. The best result is
boldfaced, and the second best one is underlined.

Embedding/Extraction Time (s) |

Dataset Method
8 bit 16 bit 24 bit 32 bit

Yoo et al. [45] 14/3.04  75/3.35 151/3.64 430/5.40
< Wang et al. [40] 17/2.18  51/2.52  86/3.53  130/3.86
© Qu et al. [33] 12/3.32 15/3.17  27/3.17  49/3.30

Our DMW 13/0.028 44/0.08  77/0.15  124/0.23
5 Yoo et al. [45] 11/3.13 68/3.45 172/3.50 442/6.28
12 Wang et al. [40]  13/2.30  49/2.43  90/3.51  145/5.84
2. Qu et al. [33] 9/3.31 17/3.22  25/3.21  43/3.23
© Our DMW 11/0.025 45/0.10 78/0.15 118/0.28

by perplexity), correctness (measured by the match rate), and
robustness (measured by the match rate under paraphrasing
attacks). We conduct experiments with a 24-bit watermark
payload on LLaMA using the C4 dataset. Results are pre-
sented in Table 3, where MR and Para. MR represent match
rate and paraphrasing match rate, respectively.

Table 3 shows that as k increases, perplexity, match rate,
and paraphrasing match rate all rise. This indicates that a
smaller k helps preserve text quality but lowers watermark



Table 3: Effect of cluster number (k) on DMW.

k  [logyk] PPL] MR1T Para. MR
4 2 6.83 82.50 9.56
8 3 7.03 89.50 14.62
16 4 725  93.17 23.50
32 5 7.47  93.24 22.56

Table 4: Effect of window size () on DMW.

r PPL, MR?

4 749 9049 14.00
6 741 9437 11.50
8 7.06 92.19 16.50
0 762 9167 19.00
2 734 9315 14.00

Para. MR 1

—_—

robustness. The reasons are as follows: Smaller & yields fewer
and coarser semantic partitions, so each cluster contains richer
semantic variety. This makes it easier to find a semantically
suitable alternative within a new cluster when a sentence is
modified, which helps maintain text quality. For a given pay-
load length and relative payload, smaller k shortens the per-
sentence bit string, requiring more sentences to carry the wa-
termark. However, the increased number of sentences makes
it more difficult to fully extract the watermark after an attack,
causing both match rates to decrease.

Table 3 also reveals that the change in perplexity is rela-

tively small, whereas match rates vary substantially and ap-
proach saturation at k = 16. Therefore, we select a relatively
large value, k = 16, as the default. Although larger k slightly
decreases text quality, the significant gain in robustness makes
this trade-off worthwhile.
Window Size. The fluency cost uses a sliding window size
r, which is used to calculate the perplexity of r sentences
within the window to assess their contextual dependency. We
vary r to observe its effect on the fluency, correctness, and
robustness of the watermarked text. The experimental settings
are the same as those for the semantic projection parameter
experiments, and the results are shown in Table 4.

As shown in Table 4, the window size r has a significant im-
pact on text fluency, with perplexity initially decreasing then
increasing as r grows. This is because moderately increasing
r to a certain extent improves the stability of contextual de-
pendency, better reflecting the relationship between preceding
and current sentences. However, an excessively large r dimin-
ishes the relative importance of the current sentence, leading
to an inaccurate calculation of the fluency cost. In contrast,
the correctness and robustness of the watermark show no clear
correlation with r. Therefore, we set the default window size
to r = 8, where perplexity is at its minimum.

Distortion Costs. Our overall distortion cost function consists
of the robustness cost (p,op), fluency cost (p s;,), and diversity

Table 5: Effect of different distortion costs on DMW. p,,p,
Py and py;, denote robust cost, fluency cost and diversity
cost. ¢ and X indicate that whether the corresponding cost
is used or not. The best result is boldfaced; the second best is
underlined.

Prob  Pfiu  Paiv MRT Para. MRT PPL| Sem-Ent?f

X X 9895 6751 8.16 3.90
X X 9886  38.18 7.18 3.81
X X 9751 3485 8.43 3.93
X 9871 5570 8.18 3.85

X 9875  62.13 8.94 3.89

x 9830  39.13 7.83 3.91
100.0 7350 7.30 3.89

cost (Ppgiv). Each distortion cost controls a different aspect of
watermark performance, and in some cases, these objectives
may even conflict with one another. To evaluate the effect of
different distortion costs on watermarking performance, we
conduct ablation experiments with various cost combinations,
with results presented in Table 5.

Table 5 demonstrates that using a single cost provides the
greatest improvement to its corresponding performance met-
ric. For example, when using the costs p,op, P s, and pyiy
individually, the corresponding match rates (98.95 and 67.51),
perplexity (7.18), and semantic entropy (3.93) reach their
most optimal values, respectively. Besides, when combining
different costs, watermarking performance shifts toward cor-
responding directions, indicating that appropriate cost selec-
tion (or cost weight adjustment) can adapt the watermarking
method to different application scenarios. Finally, when all
three costs are incorporated, we tune their weights to achieve
an optimal overall balance. In our case, we put more emphasis
on robustness, since its improvement is substantial, while the
impact on text quality remains relatively minor.

6 Conclusion

This paper presents a distortion-minimization watermarking
(DMW) framework that addresses the fundamental challenge
of simultaneously optimizing capacity, robustness, and quality
in LLM watermarking. The core idea is to quantify robustness
and quality as measurable distortion costs, transforming wa-
termarking into an optimization problem that minimizes total
distortion under a given watermark length. For this, we first
semantically project sentences into bit sequences. We then
design a robustness cost and two quality costs to measure the
suitability of textual modifications. We also develop periodi-
cally optimized syndrome-trellis codes that enable real-time
optimization and flexible capacity control for watermark em-
bedding. Together, these innovations allow DMW to achieve a
superior balance among multiple competing objectives. This
has been confirmed by extensive experiments, which demon-
strate consistent improvements over existing methods.
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Ethical Considerations

Our work aims to strengthen the auditing and accountability
of large language models (LLMs) through a watermarking
framework, enabling reliable tracing of generated content and
helping to deter misuse and support responsible deployment.
All experiments were conducted on publicly available datasets
and locally executed models; no personal data, user accounts,
or interactions with deployed production systems were used.
All evaluated attacks (e.g., paraphrasing, word substitution)
were applied only to public datasets and did not target real
users or live platforms. Below we analyze potential impacts
on relevant stakeholder groups.

LLM Providers. Watermarks enable reliable tracing of gen-
erated text to a specific model provider without the need to
store or search large volumes of user prompts and outputs,
which would otherwise incur significant storage and compu-
tational costs. However, If providers adopt watermarking in a
secret-key-only scheme (verifiable only by themselves), mis-
use of verification keys or incorrect attribution could harm
developers or expose them to legal or reputational risks.
Downstream Users (platforms, educators, regulators). These
stakeholders gain improved transparency and tools for identi-
fying Al-generated content, which can help combat misinfor-
mation or academic dishonesty. Risks include unequal access
to verification if only certain entities can validate watermarks,
or misplaced trust if watermarks are bypassed or improperly
implemented.

End Users or Content Creators. Users may benefit from clear
disclosure practices and reduced ambiguity regarding author-
ship. However, privacy concerns could arise if watermarking
encodes information related to user prompts or usage pat-
terns. To mitigate this, watermark signals should remain inde-
pendent of identifiable user attributes, and their deployment
should include clear disclosures and accessible verification
methods.

Open Science

Our research artifacts for this work, including source code,
datasets, training and fine-tuning scripts, and evaluation in-
structions, are publicly available on the Zenodo and GitHub
repositories.
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Appendix
A Notions

To enhance readability and ensure notational clarity, we pro-
vide a comprehensive summary of the key notations employed
throughout this paper, as shown in Table 6. Serving as a
quick reference, this table is designed to facilitate the reader’s
comprehension of our proposed methodology and the corre-
sponding equations. The notations are grouped thematically,
accompanied by brief descriptions for disambiguation.

B Paraphrasing Attack Prompt

To perform a strong paraphrasing attack, we adopt the
document-level rewriting prompt recommended in [23],
which is shown to be highly effective at inducing substan-
tial semantic rewrites while preserving meaning and length.

As an expert copy-editor, please rewrite the fol-
lowing text in your own voice while ensuring that
the final output contains the same information as
the original text and has roughly the same length.
Please paraphrase all sentences and do not omit
any crucial details. ...

We apply this prompt at the document level by feeding each
entire passage to GPT-3.5-turbo in a single request, allowing
the model to reorganize and rewrite the text holistically.

C Correctness Evaluation using Falcon

To validate the generalizability of our proposed DMW, this
section presents supplementary results for watermark correct-
ness evaluation on the Falcon-7B [3] model using the C4 and



Table 6: Notations and their descriptions

Notation Description
M Large language model
P,p Prompt token sequence, prompt length
K Secret key
m, m Watermark message, message bit length
m;, u Message segment, message segment length
t, T Time step index, total time steps
St, So:t The z-th token, token sequence at time ¢
Ssisi+s—1,S;  The i-th token segment
s, N Token segment length, number of segments
X;, Y; The i-th clean/watermarked token segment
Xi Y The j-th clean/watermarked token in X;/Y;
Pij Distortion cost of X; ;
v length of bit segment projected from X;
C Binary linear code
H Parity-check matrix of C
A Base sub-matrix of H
H; The i-th segment-based sub-matrix of H
n Clean/watermarked bit vector length
w, h Weight/height of sub-matrix I
a Relative payload of watermarks
S syndrome
P(-) Semantic projection function
f(),d Sentence encoder, feature dimension
k, e Number of clusters, nearest cluster centroid
Y Cluster margin threshold
r Window size for fluency cost
bin(-) Binarization function
dist(-, ) Cosine distance function

Probs pflu’ Paiv
xrobv )\'fluv xdiv
L

Robustness/fluency/diversity cost
Cost weight
Number of candidate sentences for pg;,

OpenGen datasets. The experimental setup is identical to that
in the main text, and the results are listed in Table 7.

The results demonstrate that, on the Falcon-7B model, our
DMW significantly outperforms all baselines in both match
rate and bit accuracy across all payloads and datasets. This
trend is consistent with the observations on the LLaMA model
in Table 1, confirming that the DMW is not dependent on a
specific model and possesses strong generalization ability.

D Robustness Evaluation using Falcon

This section further provides the robustness evaluation results
of the DMW on the Falcon-7B model. As illustrated in Fig-
ure 8, we tested the performance of different watermarking
methods on the C4 dataset against three typical attacks under
various watermark payloads.

The results clearly show that our DMW comprehensively
surpasses the baselines in both match rate and bit accuracy
across all attack types and payload settings, which is consis-

tent with the observations in Figure 6.

E Details of the Clustering Module

We construct the semantic clustering module using the
WikiText-2 dataset [30], which contains roughly 2 million sen-
tences extracted through standard preprocessing. WikiText-2
provides broad topical coverage and linguistic diversity, ensur-
ing that the resulting clusters generalize well to downstream
watermarking tasks.

Following prior work on contrastive sentence representa-
tion learning [17], we fine-tune a SBERT encoder [35] (the
pretrained model name is bert-base-uncased) using a con-
trastive objective. Positive pairs are generated via stochastic
augmentations of the same sentence, and negative samples
are drawn from within the batch. Training is performed with
AdamW for five epochs. The resulting 768-dimensional fea-
ture vectors are then used for semantic clustering.

F Adaptive Attacks on Semantic Projection

In practical deployments, an informed adversary may exploit
knowledge of the watermarking mechanism to launch targeted
attacks against specific components. In our DMW framework,
watermark bits are assigned through semantic-space cluster-
ing, and a margin is used to select sentences far from cluster
boundaries to improve stability. An attacker could combine
this prior knowledge with rewriting to design adaptive attacks
that disrupt the sentence-to-bit mapping. We examine two
threat models: (1) the attacker knows the sentence-to-bit map-
ping but not the margin, and (2) the attacker knows both the
mapping and the margin. Both attacks attempt to alter the
assigned bit sequence by inducing cluster changes.

Because sentence stability varies across the semantic space,
and some sentences near cluster centers remain semantically
invariant even after rewriting, we enhance attack efficiency
by modifying only half the sentences with 10 rewriting at-
tempts each. Attacker 1 rewrites randomly selected sentences,
whereas Attacker 2 rewrites only boundary-region sentences.
Note that these adaptive attacks operate at the sentence level
rather than document level due to targeted sentence-specific
modifications. Table 9 compares these two attacks against the
vanilla paraphrasing on LLaMA-2-7B using the C4 dataset.

As shown in Table 9, Attack 1 achieves higher match rates
than vanilla paraphrasing under longer payloads, demonstrat-
ing that knowledge of sentence-to-bit mapping alone fails to
alter sentence categories through limited rewrites, confirm-
ing semantic projection stability. Attack 2 yields lower match
rates across all payloads because boundary sentences are more
semantically vulnerable. This limitation can be mitigated by
strengthening the robustness cost. For example, replacing the
linear cosine-distance term in Eq. (9) with a power-law form
to bias watermark embedding toward cluster centers.



Table 7: Comparison of watermark correctness using Falcon across various payloads and datasets.

8 bit 16 bit 24 bit 32 bit
Dataset Method
Match Rate T Bit Acc1 Match Rate  Bit Acct Match Rate T Bit AccT Match Rate 1 Bit Acc T
Yoo et al. [45] 99.00 99.50 97.00 98.93 94.00 97.10 90.50 96.87
Wang et al. [40] 92.50 98.45 75.00 90.25 62.50 82.50 45.00 78.20
5 Qu et al. wo ECC [33] 90.00 96.25 83.00 91.05 78.00 89.94 70.00 85.99
Qu et al. [33] 95.00 98.81 90.50 96.10 84.00 92.21 75.00 87.81
Our DMW 99.50 99.57 99.00 99.81 96.50 98.76 93.00 97.97
- Yoo et al. [45] 98.00 99.32 97.50 98.77 92.50 97.19 89.00 96.25
8 Wang et al. [40] 85.00 94.75 67.50 81.28 55.00 79.67 50.00 77.09
5 Qu et al. wo ECC [33] 92.00 96.50 85.00 91.25 79.00 88.79 74.50 85.91
8‘ Qu et al. [33] 97.50 99.21 90.00 96.25 80.00 92.57 74.00 86.72
Our DMW 99.00 99.45 98.50 99.12 95.00 98.27 92.50 97.25
100 Paraphrasing Attack o %i"egteat‘.a"
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Table 8: Comparison of watermark robustness using Falcon on C4 dataset across various payloads.

G Coding Loss of PO-STC

To evaluate the potential coding loss caused by segmenta-
tion, we conduct simulation experiments comparing PO-STC
with standard STC under varying segment lengths. Given an
original bit vector x of fixed length and its associated cost
vector p, we embed watermark message of a specified length
using both PO-STC and STC, yielding watermarked bit se-
quences Y pose and yg ., respectively. The total distortion is
then computed using Eq. (4) as D(X,¥posc) and D(X,Ygc).
Coding loss is quantified by the distortion increment, defined
W, where smaller values indicate that the

embedding performance of PO-STC more closely approxi-
mates that of standard STC.

We set the length of x to 10* bits and consider relative pay-

as

loads of oo = 0.1,0.2,0.4. The cost vector p follows three
distributions: constant cost (p; = 1), uniform distribution
(pi ~ U(0,1)), and normal distribution (p; ~ A(0.5,0.2)).
Segment length is measured by segment ratio that represents
the proportion of segment length to the total length of x, rang-
ing from ﬁ to % in increments of 41—0. For each condition,
experiments are repeated 10 times with averaged results.

As shown in Figure 9, across all watermark payloads and
cost distributions, the distortion increment consistently de-
creases as the segment ratio increases, converging rapidly to
zero. In addition, when the relative payload o is large, the low
distortion increment is more obvious. Even at the smallest
segment ratio of o = 0.4, overall distortion increases by at
most 4%. These results confirm that the loss in embedding
performance due to segmentation is limited.
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Figure 9: Coding loss of PO-STC with different cost distributions.

Table 9: Vanilla and adaptive paraphrasing attacks on DMW.

Attack type 8-bit1 16-bit T 24-bitt 32-bit T
Vanilla attack 76.19 37.14 19.68 14.73
Adaptive attack 1~ 46.34 29.89 23.11 18.43
Adaptive attack 2 29.57 26.56 12.10 8.87

Table 10: Effect of segment size v on DMW.

vy PPL| MR?T Para. MR 1
6 685 9643 22.14
8 7.09 100 31.54
10 580 100 24.43
12 522 98.06 33.65
14 608 97.11 27.68
16 7.2 9829 25.86

H PO-STC Parameter Analysis

This section aims to analyze the impact of several key hyper-
parameters in the PO-STC on watermarking performance.
These include the segment length (v), the relative payload
(o), and the sub-matrix height (%). All experiments are con-
ducted on the C4 dataset with a 24-bit watermark payload to
evaluate the trade-offs among text quality (PPL), watermark
correctness (MR), and robustness (Para. MR).

Segment Length. Table 10 shows the effect of different seg-
ment length v on watermarking performance. The results
indicate that the choice of v significantly affects both text
quality and robustness. As v increases from 6 to 12, the text’s
perplexity (PPL) first decreases and then increases, reaching
its optimum at v = 12. This suggests that a moderate segment
length helps maintain text coherence. Concurrently, water-
mark robustness (Para. MR) also peaks at v = 12. Overall,
selecting a medium segment length (e.g., 8 or 12) achieves an
ideal balance among text quality, correctness, and robustness.
Relative Payload. Table 11 investigates the impact of different
relative payload o on watermarking performance. The results

Table 11: Effect of relative payload oo on DMW.

o PPL| MRt Para MR?
0.125 7.15  71.00 14.50
025 728 90.85 24.00

05 752 9879 31.00

Table 12: Effect of sub-matrix height 2 on DMW.

h PPL| MR? Para. MR 1
6 740 96.56 18.29
8 7.8 9775 22.00
10 742 9730 23.00
12 663 98.89 31.50
14 716 97.22 27.37
16 789 9831 23.91

show that as o increases, both watermark correctness (MR)
and robustness (Para. MR) improve significantly. This is be-
cause a higher relative payload implies that more watermark
information is embedded per unit of text, resulting in a denser
watermark distribution and thus enhancing its resistance to
attacks. However, this performance gain is accompanied by
a slight degradation in text quality (PPL). This result reveals
a direct trade-off between watermark strength and text qual-
ity, allowing users to adjust o based on the requirements of
specific application scenarios.

Sub-matrix Height. Table 12 analyzes the influence of the
different sub-matrix height # on PO-STC encoding. The pa-
rameter / determines the complexity and efficiency of the
code. The results show that as & increases, both robustness
(Para. MR) and correctness (MR) exhibit a trend of initially
increasing and then fluctuating, with robustness performing
best at h = 12. In contrast, text quality (PPL) does not show
a clear monotonic trend. This indicates that % is a critical
parameter that requires careful tuning. A moderate value for
h (e.g., 12) can maximize watermarking performance without
a significant sacrifice in text quality.



Algorithm 1 PO-STC Encoder in a Python-like style
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import numpy

# arrange th

as np

e number and order of two types of sub-matrices

def arrange_matrices(shorter, longer, msg_length, inv_alpha):
mat_width = []

for i in

range (1, msg_length + 1):

mat_width.append(longer if sum(mat_width[:1]) + longer <= i * inv_alpha + 0.5 else shorter)

mat_type

= [1 if w == longer else 0 for w in mat_width]

return mat_type, mat_width

class POSTCE

ncoder () :

def __init__ (self, msg, alpha, mat_height, seg):

msg_l
inv_a
short
self.

self
self
self

self.
self.
self
self
self
self
self
self.
self
self
self.

ength = len(msg)
lpha = 1 / alpha

er, longer = np.floor(inv_alpha).astype(int), np.ceil(inv_alpha) .astype (int)
columns = [get_matrix(shorter, mat_height), get_matrix(longer, mat_height)]
mat_type, mat_width = arrange_matrices(shorter, longer, msg_length, inv_alpha)

.mat_type = mat_type
.mat_width = mat_width
.msg_length = msg_length

state_num = 1 << mat_height
state = np.arange(self.state_num, dtype=np.uint32)

.prices = np.full(self.state_num, np.inf, dtype=np.float32)
.prices[0] = 0.0

.path = np.zeros((longer * seg, self.state_num), dtype=np.uint8)
.mat_height = mat_height

.msg = msg

seg = seg

.vec_idx = 0
.msg_idx = 0

col_idx =0

def embed_bit (self, vector_bit, cost):
two local costs: non-modification cost (cl) and modification cost (c2)

# get
colum

n = self.columns[self.mat_type[self.msg_idx]][self.col_idx]

cl, c2 = vector_bit * cost, (1 - vector_bit) * cost

# get the global distortion and update the optimal path for each state

alt_state = self.state " column

vl, v2 = self.prices[self.state] + cl, self.prices[alt_state] + c2

self.prices = np.minimum(vl, v2)

self.path[self.vec_idx, :] = (self.prices == v2).astype(np.uint8)

# adjust the preceding paths for changed state to aviod the backward process

sel_idx = self.path[self.vec_idx, :].astype(bool)

self.path[:self.vec_idx, sel_idx] = self.path[:self.vec_idx, alt_state[sel_idx]]

self.vec_idx += 1

self.col_idx += 1

# state transition

if self.col_idx >= self.mat_width[self.msg_idx]:
self.prices[:self.state_num//2] = self.prices[self.msg[self.msg_1idx]::2]
self.prices[self.state_num//2:] = np.inf
self.path[:, :self.state_num//2] = self.path[:, self.msg[self.msg_idx]::2]
# periodically determine the optimal sub-path in a segment

if (self.msg_idx + 1) % self.seg == 0 or self.msg_idx + 1 == self.msg_length:

min_idx = np.argmin(self.prices[:self.state_num//2])
stego_bits = self.path[:self.vec_idx, min_idx]
self.prices[self.state != min_idx] = np.inf
self.vec_idx = 0

self.msg_idx += 1
self.col_idx = 0

retur

n stego_bits if self.col_idx == 0 else np.empty (0, dtype=np.uint8)

def is_finished(self):

retur

def main():

n self.msg_idx >= self.msg_length

stego = np.empty (0, dtype=np.uint8)
msg = np.random.randint (0, 2, size=400, dtype='uint8’) # message bits to be embedded
postc_encoder = POSTCEncoder (msg, alpha=0.4, mat_height=10, seg=10)
while not postc_encoder.is_finished():

cover
stego,
stego

_bit, cost = np.random.randint (0, 2, dtype='uint8’), np.float32(1.0)
_bits = postc_encoder.embed_bit (cover_bit, cost)
= np.append (stego, stego_bits)

# simulate

real-time bit/cost
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