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Abstract

Mixture-of-Experts (MoE) architectures have advanced the
scaling of Large Language Models (LLMs) by activating only
a sparse subset of parameters per input, enabling state-of-the-
art performance with reduced computational cost. As these
models are increasingly deployed in critical domains, under-
standing and strengthening their alignment mechanisms is
essential to prevent harmful outputs. However, existing LLM
safety research has focused almost exclusively on dense archi-
tectures, leaving the unique safety properties of MoEs largely
unexamined. The modular, sparsely-activated design of MoEs
suggests that safety mechanisms may operate differently than
in dense models, raising questions about their robustness.

In this paper, we present GateBreaker, the first training-free,
lightweight, and architecture-agnostic attack framework that
compromises the safety alignment of modern MoE LLMs
at inference time. GateBreaker operates in three stages: (i)
gate-level profiling, which identifies safety experts dispropor-
tionately routed on harmful inputs, (ii) expert-level localiza-
tion, which localizes the safety structure within safety experts,
and (iii) targeted safety removal, which disables the iden-
tified safety structure to compromise the safety alignment.
Our study shows that MoE safety concentrates within a small
subset of neurons coordinated by sparse routing. Selective
disabling of these neurons, maximum 2.9% of neurons in the
targeted expert layers, significantly increases the averaged
attack success rate (ASR) from 7.4% to 64.9% against the
eight latest aligned MoE LLMs with limited utility degrada-
tion. These safety neurons transfer across models within the
same family, raising ASR from 17.9% to 67.7% with one-
shot transfer attack. Furthermore, GateBreaker generalizes to
five MoE vision language models (VLMs) with 60.9% ASR
on unsafe image inputs. To our knowledge, no prior work
achieves this level of efficacy against MoE LLMs.

1 Introduction

Large Language Models (LLMs) have achieved remarkable
advances in natural language processing, powering applica-

tions ranging from search engines and coding assistants to
scientific discovery and healthcare decision-making [1-4].
Their rapid adoption is largely driven by their ability to gen-
eralize across diverse tasks, often outperforming specialized
systems. Scaling laws have played a crucial role in advancing
LLM:s, showing that model performance continues to improve
with increasing data and parameters [5]. Yet, dense scaling in-
curs prohibitive computational and memory costs. Mixture-of-
Experts (MoE) architectures have emerged as a compelling al-
ternative, achieving state-of-the-art performance while main-
taining computational efficiency [6, 7]. By activating only
a sparse subset of experts per input, MoE LLMs enable
trillion-parameter models to operate at a fraction of the cost
of dense architectures. Recent breakthroughs, such as GPT-
4 [8], DeepSeek-MoE [9], and Alibaba’s Qwen-MoE [10, 11],
highlight the central role of MoEs in the next generation of
LLMs. Architecture variants, such as sparse [11-14], mix-
ture [9, 10, 15], and grouped mixture [16], are actively pro-
posed and adopted in the latest LLM models and applications.

Attack on LLMs. While LLMs achieve significant success
in various domains, it also amplifies concerns about safety
and reliability: when misused or misaligned, LLMs can gen-
erate harmful, deceptive, or biased outputs [17, 18]. To miti-
gate LLM unsafe behaviors, techniques such as reinforcement
learning from human feedback (RLHF) [19], direct preference
optimization [20], and red teaming [21] have been adopted
to align LLM with human values, denoted as safety align-
ment. Unfortunately, attacks on LLMs, especially on dense
architectures, have revealed significant weaknesses in current
alignment methods. Existing methods, such as adversarial
prompting [22,23], model editing [24,25], and lightweight
fine-tuning [26], could effectively bypass the safety alignment
in the dense LLMs.

While safety challenges are already pressing in dense LLMs,
they are likely amplified in MoE architectures. Unlike dense
models, which activate all parameters for every input, MoE
LLMs engage only a small subset of experts per token through
a learned gating mechanism. Specifically, each input token
passes through a small feed-forward module, known as a gate



(or router), that scores all available experts and selects the
top-k experts to activate based on the token’s content. This
conditional computation introduces new safety dynamics: dif-
ferent inputs may route to disjoint sets of experts, meaning
that safety alignment is no longer uniformly distributed across
the model but instead concentrated within a subset of experts.
As a result, harmful prompts may bypass safety mechanisms
entirely if routed to inadequately aligned experts. Moreover,
the sparse and input-dependent nature of expert activation
makes it difficult to ensure consistent and robust refusal be-
havior, as the pathways for safety alignment may be fragile
or incomplete. These architectural traits create novel and real-
istic failure modes. For example, a seemingly aligned MoE
LLM-based assistant could be manipulated into generating
misinformation in healthcare or finance simply by steering
prompts toward misaligned experts. In content moderation
systems, adversaries could craft inputs that avoid triggering
safety experts, allowing toxic or policy-violating content to
pass undetected. Similarly, jailbreak prompts could exploit
fragmented alignment pathways to elicit malicious behaviors
that would otherwise be blocked in dense models. Despite
these concerns, existing research remains limited: prior works
operate only at coarse expert granularity and focus primarily
on sparse experts [27, 28], leaving the fundamental safety
behavior and corresponding weaknesses across diverse, state-
of-the-art MoE designs largely unexplored. Given the growing
centrality of MoEs in modern LLMs, there is an urgent need
for fine-grained investigations of their safety properties.
Our Contribution. In this paper, we propose GateBreaker,
the first training-free and lightweight attack framework that
generalizes to state-of-the-art MoE LLMs with different ar-
chitectures. GateBreaker operates in three stages: gate-level
profiling to identify safety-relevant experts disproportionately
triggered by harmful inputs. Guided by the gate profiling, we
perform in-depth expert-level localization to localize safety-
relevant neurons in selected local expert layers. Finally, we
compromise safety alignment with fargeted safety removal.
We demonstrate that MoE safety behavior emerges from a
small fraction of neurons spread across a subset of experts,
coordinated through sparse routing patterns; simply masking
them is sufficient to significantly increase the attack success
rate (ASR), with negligible utility degradation. Concretely,
our contributions are:

* We present a comprehensive analysis of safety align-
ment in MoE LLMs, revealing how safety behaviors are
structurally distributed across experts and layers.

* We propose GateBreaker, the first attack framework de-
signed to compromise safety alignment in MoE LLMs.
GateBreaker is architecture-agnostic and generalizes
across diverse open-weight MoE variants from leading
developers, including OpenAl, DeepSeek, and Alibaba.

* We develop a lightweight, inference-time pipeline that
performs gate-level profiling, expert-level localization,

and targeted neuron-level pruning in sequence. This mod-
ular design enables precise safety interventions with
minimal overhead. The entire process executes during
inference time, making it broadly accessible and suitable
even for low-resource adversaries.

* GateBreaker achieves a state-of-the-art ASR. Across
eight state-of-the-art reasoning and non-reasoning MoE
LLMs, our method yields an average ASR of 64.9%,
with fewer than 2.9% of neurons modified per targeted
layer. Utility evaluations show negligible degradation
on benign tasks. Additionally, GateBreaker generalizes
to MoE vision language models, increasing ASR from
20.8% to 60.9% across five models using unsafe images.

* GateBreaker demonstrates strong cross-model transfer-
ability. Safety neurons identified in one model can be
reused to attack sibling variants, such as domain- or
instruction-tuned derivatives. In one-shot transfer set-
tings, we observe ASR gains of up to 91.2%, expos-
ing shared structural vulnerabilities in safety alignment
across the MoE model family.

The remainder of this paper is structured as follows. Section 2
provides the necessary background information. In Section 3,
we describe the design of GateBreaker in detail; the implemen-
tation is introduced in Section 4. A case study on characteriz-
ing the safety contribution of each sparse expert is conducted
in Section 5. Section 6 empirically evaluates the GateBreaker
approach and benchmark with state-of-the-art work. Section 7
studies critical settings and MoE components. Section 8 ex-
plores broader implications. Section 9 discusses related works.
Section 10 summarizes this work. The artifact is available on
https://doi.org/10.5281/zenodo.17910455.

2 Preliminaries

2.1 Mixture of Expert LLMs

LLMs are deep neural networks trained on massive corpora of
text to perform a wide range of natural language processing
tasks. Modern LLMs are built upon the transformer architec-
ture [29], which consists of a stack of layers combining multi-
head self-attention and token-wise feed-forward networks
(FFN5s). In each transformer block, the self-attention mecha-
nism captures contextual relationships across tokens, while
the FFN independently transforms each token’s representation
to enhance expressiveness and task-specific capabilities.

To further improve the scalability and capacity of transformers
without linearly increasing computation, MoE architectures
have been introduced [6]. In MoE, the standard FFN sub-
module in each transformer block is replaced with a set of
parallel sub-FNNs called experts. Each expert f; contains the
following structure:

fi(x) = Waown (G(Wgate X)© q)(Wup x)) ) (D
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where ¢ and ¢ are non-linear activation functions, and © de-
notes element-wise multiplication. The matrices Wyp, Weaee,
and Wyown represent the parameters of the up-projection, gate-
projection, and down-projection layers, respectively. This de-
sign projects the input token representation x € R¢model into
a higher-dimensional space (via Wyp and Wege € R dmodel),
then applies a multiplicative interaction before projecting
back to the original dimension through Wy € R%moder<dsi
The gating network (different than the gate-projection layer in
an expert), typically a linear layer, computes a routing score
for each expert based on the input token embedding x, pro-
ducing a score vector that is normalized via softmax. The
top-k experts with the highest scores are selected to process
the token, and their outputs may be combined using the corre-
sponding softmax weights. This routing mechanism allows
different experts to specialize in distinct linguistic or semantic
phenomena. Compared to standard dense transformers, where
all parameters are activated for every input, MoEs dramati-
cally increase the model’s effective capacity while keeping
the computational cost roughly constant [30].

2.2 MoE Architectures

Several MoE architectures have been proposed in recent
years [30]. Figure | demonstrates the three most represen-
tative variants: sparse, mixture, and grouped mixture MoE.

Prompt (x) Prompt (x) Prompt (x)

Fsnarea-sparsed Fuoce

(b) Mixture

(a) Sparse

(c) Grouped Mixture

Figure 1: [llustration of three MoE variants.

The sparse MoE architecture (Figure 1a) activates only a
small number (e.g., top-k) of sparse experts per token:

Fiparse (x) = Z G(x)i : ﬁ(x), 2

i€TopK(G(x) k)

where TopK(-,k) retains the top-k gating scores and sup-
presses the rest. After applying softmax, only the selected
experts receive non-zero routing weights, dramatically reduc-
ing computation while preserving model capacity.

Apart from the sparse experts, as shown in Figure 1b, mix-
ture MoE introduces shared experts that are always active
alongside the dynamically routed sparse ones. This hybrid de-
sign can help stabilize training and preserve general-purpose
capabilities while still leveraging sparse computation.

Recently, Pangu-MoE [16] introduced a new grouped mixture
architecture. As shown in Figure Ic, it partitions experts into
disjoint groups and enforces balanced routing across these
groups. improves parallelism and load balancing across hard-
ware devices. We target all three architectures in this paper.

3 GateBreaker

3.1 Threat Model

We consider a white-box adversary aiming to compromise the
safety alignment of a deployed MoE LLM at inference-time,
i.e., to increase harmful or policy-violating outputs while pre-
serving utility on benign tasks. The adversary operates in
self-hosted malicious deployments or compromised serving
environments (e.g., insider or supply chain attacks). They
can observe internal model states and insert lightweight run-
time hooks to modify selected neuron activations at inference
time, but cannot alter the model’s hyperparameters, config-
urations, training data, or perform fine-tuning. This threat
model is widely adopted in prior work [25,28,31] and re-
flects a practical and relevant risk surface, especially as LLMs
are increasingly deployed in real-world systems. While this
work focuses on single-turn attacks, multi-turn attacks can be
achieved via repeated or permanent injections.

GateBreaker is MoE architecture-agnostic and alignment-
method agnostic. We also consider cross-variant transferabil-
ity, where safety-relevant components identified in one model
can be reused to attack sibling variants. Finally, the attack is
lightweight and inference-only, making it feasible for adver-
saries with limited resources.

3.2 The Idea and High-level Design

LLMs are trained with a next-token prediction objective on
internet-scale corpora. This objective equips them with broad
generative capabilities, including the capacity to describe
harmful procedures, because the training signal rewards plau-
sibility, not safety. In other words, the risk of harmful genera-
tion is an inherent property of LLMs. Although post-training
safety alignment via, e.g., reinforcement learning with human
feedback (RLHF) [19], adds a layer of behavioral constraints,
it typically introduces localized adjustments rather than glob-
ally rewriting the model’s internal computation, and thus does
not erase the underlying malicious capability. Intuitively, it
functions more like a gatekeeper that blocks unsafe content
rather than removing it. If this gatekeeper is bypassed or dis-
abled, the model can revert to answering harmful requests. In
terms of MoE LLM, its architectures change where compu-
tation happens (e.g., gate layers and experts), not what the
model is trained to do. Following this, safety alignment man-
ifests as small, localized modifications within the activated
computation pathways. GateBreaker is designed to system-
atically find and minimally disrupt these safety structures



without altering the model’s overall gating behavior.

An overview is shown in Figure 2. GateBreaker follows a
training-free, activation-focused pipeline with three steps. In
the first step, GateBreaker performs gate-level profiling by
analyzing gate activation patterns under harmful prompts to
identify safety experts that are disproportionately selected
when the model refuses to respond. In the second step, within
the candidate experts, expert-level localization is conducted
to localize safety neurons that correlate with refusal or other
alignment behaviors. Finally, we perform targeted safety re-
moval to minimally modify inference-time activations to neu-
tralize the localized safety behavior while leaving the rest of
the functionalities intact. Intuitively, GateBreaker selectively
weakens the safety contributions inside those experts. Harm-
ful tokens are still sent to the “right” safety experts, but those
experts have been stripped of their safety functionality. This
creates a “safety trap”: although the routing appears correct,
the safety mechanism has been hollowed out, allowing the
model’s unsafe generation capabilities to resurface.

3.3 GateBreaker Framework
3.3.1 Gate-level Profiling

The first stage of GateBreaker focuses on identifying which
sparse experts within the MoE architecture are most fre-
quently activated when processing harmful prompts. We refer
to these high-frequency experts as safety experts, under the
hypothesis that the model’s safety alignment mechanisms are
concentrated in these computational pathways.

As described in Section 2.1, the gate dynamically determines
which k experts should process each input token. Given a
token embedding x, the gate layer G computes a vector of
logits s € RMe via a linear transformation:

s=G(x)=x-W,, 3)

where W, € R4*Ne ig a trainable weight matrix; d is the in-
put dimensionality, and N, is the total number of expert in a
layer. These logits define the gate’s confidence in assigning
the token to each sparse expert. To identify safety experts,
we record gate logits for every malicious prompt M € Dharm
composed of L tokens (t1,f,...,1.), then calculate the fre-
quency of an expert being activated. Formally, let % ; be the
set of k experts selected by the gate for token ¢; in layer /. We
compute the raw activation count C; ;(M) for the jth expert
in layer [, E; ;, defined as:

L
Crj(M) =Y 1(Ep; € B), 4)
i=1

where I(+) is the indicator function. This count reflects how
often expert £ ; is selected to process tokens in prompt M.
We carefully select the tokens used in this process, detailed
in Section 4.2.

Next, to normalize across prompts of varying lengths, we
convert the raw count into an expert activation frequency:

C M) 1

frjM) = —="— =

L L: H(El,j € E,), %)

HMN

which represents the fraction of tokens in M that were routed
to £y ;. Finally, we compute a expert utility score of malicious
prompts, U j, by averaging f; j(M) across the entire harmful
prompt dataset:

U 6
O B

The U; ; quantifies the statistical association between expert
E; ; and the processing of harmful inputs. Experts with the
highest U ; are selected as safety expert candidates, as they
are the most frequently activated when the model encounters
unsafe content. We characterize the safety contribution of
each sparse expert in Section 5.

3.3.2 Expert-level Localization

Gate-level profiling offers a high-level view of how safety
behaviors are distributed across experts in MoE models. To
gain finer insights, we perform the expert-level localization
within the previously identified safety experts, enabling us
to isolate and interpret internal computations under different
behavioral contexts (e.g., refusal vs. benign generation). We
analyse sparse and shared experts individually due to their
differing activation patterns discussed in Section 2.1.
Sparse Expert. To analyze a sparse expert’s behavior, we
first isolate the set of token representations it processes. This
enables a conditional analysis of the expert’s computations
based on the specific inputs that activate it. Formally, for MoE
layer / and the j-th safety expert E; ;, we define its conditional
input set as:

X;.j = {xi | ti is routed to E; ; }. @)

This set captures only the tokens that directly activate the
expert, allowing us to analyze its internal behavior in those
specific contexts.

GateBreaker focuses on the post-activation values from the ex-
pert’s feed-forward network, which reflect the expert’s learned
features. Let A; j(x) € Réexpert denote the activation vector for
token embedding x € X; ; after the expert’s linear layer. Since
multiple tokens from a prompt g may be routed to the same
expert, we aggregate their activations:

Vl,j(‘]) =

where & is an aggregation function. Eq. (8) produces a
fixed-length vector v; j(¢) that summarizes the expert’s activa-
tion signature for prompt ¢, enabling consistent comparisons
across prompts.

R{AL;(x) |[x€ X jandxeq), (8
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Figure 2: An overview of the GateBreaker framework.

Shared Expert. In contrast to sparse experts, shared experts
are activated for every token regardless of the input or routing
decisions. Therefore, we treat them more straightforwardly.
For each shared expert, we directly collect the activation vec-
tors for all tokens in a prompt and apply the same aggregation
function & to produce the expert’s signature vector:

vi,j(q) = R{A1;(x) | x € q}. ©)
To localize the safety structure within both sparse and shared
experts, we quantify the contribution of each neuron to the
model’s safety-aligned behavior, i.e., its tendency to refuse
harmful prompts. We hypothesize that the most critical safety
neurons, denoted %afety, are those that activate strongly for
harmful prompts (eliciting refusal) but remain relatively inac-
tive for benign prompts (yielding normal outputs). To identify
such neurons, we analyze each expert’s activations across
two balanced datasets: Dharm (harmful prompts) and Dyenign
(benign prompts). For each expert E; ;, we compute aggre-
gated activation vectors v; j(M) and v; ;(B), representing its
behavior to malicious and benign inputs, respectively. Then,
for every neuron n in E; ;, we define its safety weight as the
difference in mean activation between the two datasets:

Wl»jv” = EqE@harm [VIJ (M)n] - qugbenign [Vl,j (B)n]7 (10)

where a higher positive value indicates that neuron n is more
strongly associated with refusal behavior.

Since not all neurons with positive w; ; , are equally important,
we normalize these weights using a z-score:
Wi, jn = Hw, ;
Ujn =~ > (1D

Ow,

where My, and Gy, ; are the mean and standard deviation of
all safety weights in expert E; ;. Neurons with z-scores above
a statistical threshold 7 are selected as safety neurons, repre-
senting the most discriminative outliers responsible for safety
alignment. Section 4.2 details the implementation settings.

3.3.3 Targeted Safety Removal

As the last step of GateBreaker, the targeted safety removal
is applied during inference, without retraining or modifying
weights. For each neuron n € %afety, we clamp its activation
to zero before it contributes to the expert’s output. Let A; ;(x)
denote the original post-activation vector for input token x in
E;,j; we compute the modified activation 4] ;(x) as:

0 ifne %afety
A j(x), otherwise

This lightweight masking, akin to neuron pruning, removes
the functional contribution of safety neurons while leaving
the rest of the model untouched. The intervention is limited to
a small number of neurons within a few experts; the model’s
routing behavior and general utility remain.

A} (X)n (12)



3.4 Transfer Attacks

A key feature of GateBreaker is its ability to generalize across
models within the same architectural family, enabling a practi-
cal and efficient one-shot transfer attack. In this setting, safety
neurons identified in a source model can be directly reused
to disable the safety mechanisms of a target model without
requiring additional profiling or fine-tuning.

This transferability rests on the assumption that sibling mod-
els sharing the same base architecture and alignment strategy
implement a similar underlying safety function. Formally,
let M5 and M7 denote a source and target model, respec-
tively, both derived from the same base model. Due to their
shared initialization and comparable alignment procedures
(e.g., instruction tuning or RLHF), we assume both models
encode a common safety function S. GateBreaker identifies a

set of safety neurons ﬂ\éfafay in the source model that approx-

imate this function. Let P(M , ) denote the targeted safety
removal with neuron set A from model M. Then, reusing the
same neuron subset in the target model gives:
T arS ~ S /S
S(P(M ’ afety)) NS(P(M ’ afety))' (13)
In essence, the safety neurons 9\Lfafety represent a structural
encoding of the alignment mechanism that is conserved across
sibling models. Thus, removing them from the target model
yields a comparable degradation in safety behavior, making
the attack transferable.

4 Implementation

4.1 Runtime Compute Graph Patching

While GateBreaker is designed to be model-agnostic, its prac-
tical deployment requires fine-grained access to internal MoE
signals, particularly gating logits and per-expert or per-neuron
activations. In practice, however, many real-world MoE im-
plementations tightly fuse routing and expert computation
into optimized or opaque layers, making such instrumentation
challenging. For example, in OpenAlI’s open-weight GPT-
OSS model [12], the gate projection and expert up-projection
are merged into a single weight matrix, and expert routing and
execution are handled within a monolithic forward pass that
is difficult to decompose. Architectural heterogeneity further
exacerbates this issue: Hunyuan MoE [15] adopts a highly
customized, capacity-aware routing mechanism with complex
dispatch logic, while DeepSeek-MoE does not expose gating
logits at all. These design choices blur the boundary between
routing and expert computation, preventing straightforward
access to the intermediate states required by GateBreaker.

To address this, we introduce a runtime patching system that
programmatically rewires each model’s compute graph with-
out touching the actual model’s architecture.' Our patches

'Our patching scheme provides a unified framework for different MoE
LLM implementations. A single-target setup would not need patching.

replace monolithic MoE layers with modular, transparent com-
ponents that expose two logically distinct and hookable sub-
modules: (i) gate module: computes routing logits and per-
forms top-k expert selection, and (ii) expert module: processes
routed token activations and applies expert-specific transfor-
mations. For models with fused gate and up-projection layers
(e.g., GPT-0OSS), we explicitly decouple these into separate
submodules. We reimplement the original fused logic as com-
posable, hookable layers to expose per-token intermediate
activations before the final down-projection. This is essential
for performing expert-level localization as described in Sec-
tion 3.3.2. Our patching framework also accommodates mod-
els with non-standard routing logic. For instance, in Hunyuan-
A13B-Instruct, we expose the internal capacity-aware routing
mechanism to retrieve dispatch masks and expert load statis-
tics. Likewise, for Deepseek-MoE-16b-Chat, we force the
gate layer to return the logits for each expert, enabling gate-
level profiling (Section 3.3.1) for safety expert identification.
Note that our patching scheme provides a unified framework
for different MoE LLLM implementations; a single-target setup
could be better customized, thus would not need patching.

4.2 Identify Safety Experts and Neurons

To identify safety experts, we begin by collecting a large
corpus of malicious prompts [32-35] to elicit safety-related
behaviors from the model. Note that each token in a prompt
is routed to one or more experts based on its content. How-
ever, formatting tokens corresponding to chat templates and
padding persist in each prompt, which can distort expert acti-
vation statistics during gate profiling. To obtain an accurate
view of expert behavior, we apply masking to exclude these
non-semantic tokens and focus exclusively on the content-
bearing tokens. For instance, given a prompt structured
as "<Chat Template> + <User Question> + <Padding>",
we retain only the tokens corresponding to the user’s question,
as they carry the semantic intent that drives expert activation.
Given that safety-relevant behavior may be distributed across
multiple experts within a layer, we adopt a conservative strat-
egy for expert selection. Specifically, for each MoE layer, we
select a set of candidate safety experts whose average activa-
tion frequency ranks within the top-3k, where k is the number
of experts activated per token in the model’s default configura-
tion. This broader selection increases coverage and allows us
to more comprehensively capture the structural components
contributing to safety alignment. We study the influence of
the safety expert number in Section 7.3.

To identify safety-critical neurons within these selected ex-
perts, we perform a detailed neuron-level activation analysis
using two balanced datasets: a malicious prompt corpus (also
used in gate-level profiling) and a benign prompt corpus [36]
of equal size. Each prompt is independently fed into the tar-
get MoE LLM, and we extract per-prompt neuron activations
from the MLP sublayers of each safety expert. Our analysis



specifically focuses on the gate-projection and up-projection
sublayers, motivated by prior work in neural interpretabil-
ity [37,38], which shows that these components encode high-
level semantic features and are particularly sensitive to input
content. An ablation study assessing the safety contribution
of different sublayers is presented in Section 7.2.

For each prompt, token-level activations are aggregated into
a single activation vector using the element-wise maximum
over the set of token activations, as defined in Eq. (9). This
choice captures peak neuron responses, consistent with the hy-
pothesis that safety-critical neurons exhibit strong, sparse ac-
tivations under harmful inputs. The normalized safety weight
(Eq. (11)) is used to identify the safety neuron. We set the
threshold T = 2, capturing the most discriminative outliers.
The hyperparameter study of 7T is in Section 7.4.

4.3 Evaluation Metrics

We evaluate GateBreaker using three complementary metrics:
Attack Success Rate (ASR) [27,31], Safety Neuron Ratio (Ra-
tio), and Utility [28,31]. ASR measures the percentage of
malicious prompts that result in harmful outputs after apply-
ing GateBreaker, defined as:

ASR= )

I [M(x) € %nsafe] ) (14)
REVIpYE Dharm
where M is the target model, and 9{psare denotes unsafe or
policy-violating responses, judged by Llama-Guard-3-8b [39],
an LLM trained to classify safe and unsafe responses. To
avoid judge hacking, responses are assessed by a second judge
(Qwen3Guard-Gen-8B [40]); a human is also involved to rule
out gibberish outputs.
Besides, we introduce the safety neuron ratio to quantify the
relative scale of our intervention. It is defined as the per-
centage of safety neurons out of all neurons in the targeted
layers. A lower ratio implies a lower intervention on the target
model with targeted safety removal. Finally, we use standard
natural language understanding and reasoning benchmarks
as utility metrics to measure the model’s general language
modeling capability, including the Corpus of Linguistic Ac-
ceptability (CoLA) [41],which evaluates whether a sentence
is grammatically acceptable in English, Recognizing Textual
Entailment (RTE) [41], measures a model’s ability to per-
form inference by deciding if a hypothesis follows from a
given premise, WinoGrande [42],which tests commonsense
reasoning through fill-in-the-blank pronoun resolution, Open-
BookQA [43],which asks science questions that require multi-
hop reasoning by combining a given core fact with every-
day knowledge, and ARC Challenge [44], which consists of
grade-school science questions designed to go beyond simple
retrieval and test deeper reasoning. We report accuracy on
these benchmarks as our utility metric.

5 Case Study: Sparse Expert Characterization

Identifying safety-relevant sparse experts is a critical step
in GateBreaker, as it guides both expert-level localization
and targeted safety removal. In this section, we character-
ize the behavior of sparse experts to better understand how
safety alignment is distributed across them. Building on the
gate-level profiling (Section 3.3.1), instead of only prompting
with malicious prompts, we send both malicious and benign
prompts to the model to observe expert activation patterns
across different input types. This dual-prompting strategy
helps reveal whether certain experts are uniquely associated
with safety-aligned behavior, or whether such behavior is dis-
tributed more broadly across multiple experts. For analysis,
we consider two representative models: GPT-OSS-20B [12]
with purely sparse experts, and Deepseek-MoE-16B-Chat [9],
which incorporates both sparse and shared experts.

A natural hypothesis might assume that malicious prompts
consistently activate a dedicated “malicious expert”, while
benign prompts do not. However, modern MoE training strate-
gies explicitly enforce load balancing across experts. The
sparsity of expert activation, combined with only subtle lexi-
cal differences between malicious and benign prompts (e.g.,
“how to make a cake” vs. “how to make a bomb”), makes it
unlikely that a single, specialized expert handles safety align-
ment. To empirically validate this assumption, we compute
both benign and malicious utility scores (Eq. (6)) for each
expert. We focus on experts in a middle transformer layer,
motivated by prior work suggesting that safety alignment be-
haviors tend to emerge in the middle layers of LLMs [24].
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Figure 3: Expert Utility Score Comparison.

Figure 3 shows the utility scores for malicious and benign
prompts across experts. As expected, experts activated during
malicious prompts are also frequently active for benign ones.
When looking at the difference in expert utility score, the
slight growing trend suggests the uneven safety distribution
between different sparse experts. These observations imply
that safety alignment is not expert-specific but is instead im-
plemented through the joint behavior of a subset of frequently
used experts. In other words, a dedicated “safety expert” may
not exist; rather, safety alignment is a distributed function.
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Figure 4: Expert Ablation with Descending and Ascending
Order of the Malicious Expert Utility Score.

To further validate these assumptions, we conduct an ablation
study by removing experts one by one, ordered either by
descending or ascending malicious utility score shown in
Figure 3 (grey bars). The intervention stops after 14 experts
per layer are ablated; beyond this point, the model, especially
ablated in descending order, generates nonsensical responses
due to excessive component removal.

As shown in Figure 4, with descending-order ablation, the
ASR increases rapidly, indicating that these frequently used
experts play a key role in safety enforcement. In contrast,
ablating experts in ascending order has little effect, or may
even reduce ASR, suggesting (i) low-utility experts contribute
less to safety alignment and (ii) removing low-utility experts
increases the probability of high-utility, safety-aligned ex-
perts being chosen, resulting in more frequent refusals. These
results again support our hypothesis that safety alignment cor-
relates with expert utility: experts with higher utility scores
are more likely to be involved in safety-related behavior. In
Appendix A, we extend this experiment to all evaluated MoE
models using descending-order ablation, and the observed
trends remain consistent with those in Figure 4.

6 Experimental Results

We evaluate GateBreaker across eight state-of-the-art MoE
LLMs from leading developers, including OpenAl [12], Al-
ibaba [10, 11], Microsoft [13], Mixtral [14], DeepSeek [9],
Tencent [15], and Huawei [16]. Model specifications are sum-
marized in Table 1. To the best of our knowledge, several of
these models, e.g., GPT-OSS-20B, Qwen3-30B-A3B-Instruct-
2507, Hunyuan-A13B-Instruct, and OpenPangu-Pro-MoE-
72B, are being examined for the first time in LLM safety liter-
ature. Besides, our evaluation spans three major MoE architec-
ture types: sparse MoEs, mixture MoEs, and grouped mixture
MoEs. These represent the latest and most widely adopted
architecture in current MoE-based LLM deployments.

For evaluation, we adopt a separate dataset, StrongRE-
JECT [45], a publicly available benchmark containing over
300 malicious prompts spanning a wide range of safety-
critical categories, including disinformation and deception,
illegal goods and services, hate speech and harassment, non-
violent crimes, violence, and sexually explicit content. This

diverse coverage enables a robust assessment of model safety
under realistic and policy-relevant adversarial inputs.

6.1 Layer-wise Safety Removal

We evaluate GateBreaker under a layer-wise pruning regime,
progressively removing safety neurons from increasing por-
tions of the model. This allows us to understand how safety
alignment is distributed across depth, i.e., whether it is concen-
trated in early layers or requires full-network coordination.
Table 2 reports the ASR under three settings: (i) 0% prun-
ing, where no safety neurons are removed and serves as the
baseline; (ii) 50% pruning, where safety neurons are removed
only from the first half of models; and (iii) 100% pruning,
where safety neurons are pruned across the entire model. The
last column shows the average ratio of neurons pruned per
targeted layer (Section 4.3). The results show a consistent
trend across all models: ASR increases substantially as more
layers undergo safety neuron pruning. On average, the ASR
rises from 7.4% (no pruning) to 40.8% when pruning only
the first half of the MoE layers, and further to 64.9% when
pruning all layers. This demonstrates that safety alignment
behavior is distributed across the depth of the model and can
be progressively disabled by pruning just a small fraction of
neurons: on average, 2.6% per layer. Even partial pruning
(50%) is highly effective. For instance, in GPT-OSS-20B,
ASR jumps from 1.6% to 33.9%, while in Qwen3-30B-A3B-
Instruct-2507, it increases from 0.3% to 24.3%. Full-layer
pruning further elevates ASR to 80.2% and 56.9% in these
models, respectively.

Notably, both GPT-OSS-20B and OpenPangu-Pro-MoE-72B
are instruction-tuned with reasoning abilities, which gener-
ally strengthen refusal behavior. However, GateBreaker still
achieves high ASR on these models. This suggests that reason-
ing and alignment may be implemented in separable compo-
nents; GateBreaker selectively disables safety neurons with-
out disrupting reasoning pathways, allowing the model to
generate harmful outputs while retaining fluent and coherent
responses. These findings confirm that a targeted, minimal
intervention at the neuron level can substantially compromise
safety alignment. Our additional experiment on the larger
GPT-OSS-120B model, with ASR increasing from 1.3% to
69.0%, led to the same conclusion

6.2 One-shot Transfer Attack

To evaluate the transferability of safety-critical neurons, we
investigate whether the safety neurons identified from a base
MOoE model can be reused to compromise the safety align-
ment of sibling models within the same family or architecture,
without re-profiling or re-analyzing the target model. This
setting reflects real-world scenarios where an attacker may
gain white-box access to one open-weight model, but only
constrained access to its task-specific derivatives.



Target Model \ MoE Achitecture  Sparse Shared Top-K  Active/Total Parameters \ Developer  Release Date
GPT-OSS-20B Sparse 32 N/A 4 3.6B/21B OpenAl 2025.08.05
Qwen3-30B-A3B-Instruct-2507 Sparse 128 N/A 8 3.3B/30.5B Alibaba 2025.07.25
Phi-3.5-MoE-Instruct Sparse 16 N/A 2 6.6B /41.9B Microsoft 2024.08.17
Mixtral-8x7B-Instruct-v0.1 Sparse 8 N/A 2 12.9B /46.7B Mixtral 2023.12.11
Qwenl.5-MoE-A2.7B-Chat Mixture 60 4 4 2.7B/ 14.3B Alibaba 2024.03.14
Deepseek-MoE-16b-Chat Mixture 64 2 6 2.7B/16.4B DeepSeek 2024.01.09
Hunyuan-A13B-Instruct Mixture 64 1 8 13B /80.4B Tencent 2025.06.25
OpenPangu-Pro-MoE-72B Grouped Mixture 64 4 8 16B /72B Huawei 2025.07.01

Table 1: Specifications of Target MoE LLMs.

Target Model ‘ 0% 50% 100% ‘ Ratio
GPT-OSS-20B 1.6%  339% 802% | 2.4%
Qwen3-30B-A3B-Instruct-2507 | 03%  243% 569% | 2.7%
Phi-3.5-MoE-Instruct 0.6% 17.3% 56.5% | 2.8%
Mixtral-8x7B-Instruct-v0.1 125% 53.7% 642% | 2.9%
Qwenl.5-MoE-A2.7B-Chat 51%  54.0% 578% | 2.4%
Deepseek-MoE-16b-Chat 22.0% 50.8%  53.6% | 2.6%
Hunyuan-A13B-Instruct 109% 498% 769% | 2.6%
OpenPangu-Pro-MoE-72B 6.1%  42.5% 73.1% | 2.6%
Average | 74%  408% 64.9% | 2.6%

Table 2: ASR with Layer-wise Safety Removal.

Table 3 summarizes results from transferring safety neu-
rons computed on a base model to multiple target models
across diverse application domains, including math reason-
ing, marketing, language-specific instruction, coding, and gen-
eral knowledge. We report the baseline ASR of the target
model without any intervention and the ASR after apply-
ing the transfer attack. Our results show that safety neuron
are highly transferable across closely related models. For
example, safety neurons extracted from GPT-OSS-20B sub-
stantially increase ASR on its math (GPT-OSS-20B-math7k,
from 0.9% to 73.2%), marketing (CAI-20B, from 0.0% to
84.0%), and Italian language (ANITA-NEXT-20B, from 0.0%
to 82.4%) variants. Similar trends are observed in the Qwen3-
30B-A3B family, where ASR increases from 1.3% to 67.4%
and from 6.1% to 32.3% for reasoning-focused fine-tunes.
These findings demonstrate that safety-critical neurons gen-
eralize across model variants trained on different domains
and objectives, and that even models not explicitly aligned in
the same way as the base model are vulnerable to transferred
neuron-level interventions.

Interestingly, we observe that the effectiveness of safety
neuron transfer varies depending on the degree and nature
of specialization in the target model. For example, in the
case of Qwenl.5-MoE-A2.7B-Chat, transferring the safety
neurons to the WikiHow-style instruction model (Qwen1.5-
MoE-A2.7B-Wikihow) significantly increases the ASR from
17.9% to 66.1%, demonstrating strong transferability across
instruction-tuned variants. In contrast, the transfer to the code-
specialized model (Qwen1.5-MOE-sft-nemotron-code) shows

a high baseline ASR of 88.9%, with only a marginal increase
after applying our method. We hypothesize that this high
baseline vulnerability is due to the nature of the fine-tuning
data. Specifically, Qwen1.5-MOE-sft-nemotron-code is fine-
tuned on code and reasoning datasets, which dramatically alter
the model’s generation patterns and distribution of attention.
Such changes can inadvertently disrupt or overwrite safety
neuron activations learned during pretraining or alignment.
This aligns with prior findings in dense models, where benign
fine-tuning has been shown to degrade safety alignment [46].
While that conclusion was drawn initially for dense LLMs,
our results extend it to MoE LLMs, highlighting that their
modular structure does not inherently protect against safety
erosion during downstream fine-tuning.

6.3 Attack on MoE Vision Language Models

GateBreaker generalizes beyond purely text-based MoE
LLMs and is effective against modern MoE-based Vision
Language Models (VLMs) as well. In this section, we evalu-
ate its applicability to two prominent 2025 VLM families: the
Deepseek-VL2 series [47] and the Kimi-VL family [48]. Both
adopt a mixture MoE architecture (Fig. 1b) for the language
model component, augmented with a vision encoder to handle
image inputs. We first apply the full GateBreaker pipeline to
Deepseek-VL2 and Kimi-VL-A3B-Instruct. Then, to evaluate
cross-model transferability in the multi-modal setting, we per-
form a one-shot transfer attack: the safety neurons identified
from Kimi-VL-A3B-Instruct are directly applied to attack two
reasoning-enhanced variants: Kimi-VL-A3B-Thinking and
Kimi-VL-A3B-Thinking-2506. For the dataset, we convert
malicious prompts from the StrongREJECT dataset [45] to
images with printed texts, following previous works [49,50].”

The attack results are shown in Table 4; “T” denotes the one-
shot transfer attack. The results demonstrate that GateBreaker
remains highly effective in this multi-modal setting. Across
all models, GateBreaker significantly improves ASR from
20.8% to 60.9%. Notably, even the one-shot transfer attack

>We have also performed experiments with 500 not-safe-for-work
(NSFW) images, asking the model to describe the image. Results show
that all VLMs are unaligned with NSFW content, as all images are described
without a single refusal.



Based Model Target Model Application \ Baseline ASR  ASR w/ GateBreaker
GPT-OSS-20B-math7k Math 0.9% 73.2%
GPT-OSS-20B CAI-20B Marketing 0.0% 84.0%
ANITA-NEXT-20B-gpt-oss-ITA Italian language 0.0% 82.4%
Qwen3-30B-A3B Reasoning 1.3% 67.4%
Qwen3-30B-A3B-Instruct-2507 (3 30B-A3B-Thinking-2507  Reasoning 6.1% 32.3%
Mixtral-8x7B-v0.1 notux-8x7b-vl Human preference 24.9% 45.0%
Qwenl.5-MOE-sft-nemotron-code ~ Code 88.9% 91.2%
Qwenl.5-MoE-A2.7B-Chat Qwen1.5-MoE-A2.7B-Wikihow General Knowledge 17.5% 67.7%
Average ‘ 17.9% 66.1%
Table 3: ASR with One-shot Transfer Attacks.
Target Model | 0% 100% | Ratio Target Model | SAFEx [28]  GateBreaker
Deepseek-VL2-Small 427%  64.6% | 2.6% GPT-OSS-20B 6.4% 80.2%
Deepseek-VL2 23.6% 64.0% | 2.5% Qwen3-30B-A3B-Instruct-2507 28.4% 56.9%
Kimi-VL-A3B-Instruct 9.9% 64.3% | 2.3% Phi-3.5-MoE-Instruct 26.8% 56.5%
Kimi-VL-A3B-Thinking (T) 16.8%  54.0% 2.3% Mixtral-8x7B-Instruct-v0.1 48.8% 64.2%
Kimi-VL-A3B-Thinking-2506 (T) | 10.8% 57.8% | 2.3% Qwenl.5-MoE-A2.7B-Chat 35.0% 57.8%
Deepseek-MoE-16b-Chat 35.6% 53.6%
Average | 208% 60.9% | 24% Hunyuan-A 13B-Instruct 28.4% 76.9%
OpenPangu-Pro-MoE-72B 30.0% 73.1%
Table 4: ASR with MoE VLM. Average | 29.9% 64.9%

achieves strong performance, pushing ASR above 54% on
both Kimi-VL reasoning variants. These results suggest that
safety alignment in VLM is still mediated largely through
the MoE language component, and that the vulnerabilities
GateBreaker targets persist in multi-modal extensions. The
average safety neuron ratio remains low at 2.4%, consistent
with our findings in unimodal models.

6.4 Performance Benchmark

We benchmark GateBreaker against SAFEx [28], the only
prior work, to our knowledge, that proposes an inference-time
attack on MoE LLMs. While SAFEx originally evaluates
only four models, we reproduce their expert-pruning approach
across all eight models listed in Table | for a fair and com-
prehensive comparison. Following SAFEx’s methodology,
we use 20 000 harmful requests (typically refused by aligned
models) and 20 000 jailbreak prompts (crafted to bypass re-
fusal) to profile and select the target experts for pruning [35].
As shown in Table 5, GateBreaker substantially outperforms
SAFEx across all evaluated models, achieving an average
ASR of 64.9%, more than double the 29.9% of SAFEx. The
performance gap is particularly striking for models like GPT-
0OSS-20B, where GateBreaker increases ASR from just 6.4%
to 80.2%. Even in models where SAFEx performs moder-
ately well, such as OpenPangu-Pro-MoE-72B (30.0%), Gate-
Breaker still reaches a significantly higher ASR of 73.1%.
While SAFEx achieves a high ASR on Mixtral-8x7B (48.8%),
GateBreaker improves upon it with 64.2%, indicating consis-
tently stronger attack effectiveness. These improvements high-

Table 5: ASR Benchmark with Existing Method.

light several key advantages of our method: (i) GateBreaker
operates at the neuron level, allowing fine-grained targeting
of safety-critical components within experts; (ii) our profiling
distinguishes between harmful and benign prompts using de-
tailed activation patterns rather than binary jailbreak labels;
and (iii) GateBreaker modifies only a small subset of neurons
within the model, avoiding the coarse and destructive removal
of entire experts. These advantages make GateBreaker more
precise and effective than its counterpart.

6.5 Utility Analysis

To verify whether GateBreaker compromises the broader util-
ity of the model, we evaluate both unmodified and pruned
versions on five established natural language understanding
(NLU) and reasoning benchmarks listed in Section 4.3.

As shown in Table 6, there is no significant drop in task per-
formance after GateBreaker attack. The average accuracy on
RTE decreased modestly from 80.8% to 77.9%, and CoLA re-
mained stable with a 4.7 percentage point drop. Similar small
reductions were observed for WinoGrande and OpenBookQA.
ARC showed a slightly larger reduction (59.4% to 52.8%),
driven mainly by performance drops in smaller or more sensi-
tive models. Interestingly, GateBreaker did not always harm
performance; some models maintained or even improved their
results on certain tasks. GPT-OSS-20B preserved its CoLA
score and improved on RTE (83.4% to 84.6%). Qwen3-30B-
A3B-Instruct-2507 gained slightly on CoLA and WinoGrande,



Target Model CoLA RTE WinoGrande OpenBookQA ARC
Before  After Before  After | Before  After Before  After Before  After
GPT-0OSS-20B 69.7%  69.7% | 83.4% 84.6% | 694% 622% | 324% 292% | 39.1% 38.5%
Qwen3-30B-A3B-Instruct-2507 | 86.0% 86.2% | 88.1% 87.4% | 75.0%  755% | 88.6% 742% | 923%  92.3%
Phi-3.5-MoE-Instruct 84.0% 84.0% | 854%  87.4% 13.0% 13.0% | 352% 342% | 63.9% 43.1%
Mixtral-8x7B-Instruct-v0.1 84.6% 84.8% | 85.9% 81.7% | 64.6% 64.6% | 720% T72% | 79.3% 67.4%
Qwenl.5-MoE-A2.7B-Chat 799%  733% | 758% 73.7% | 555%  53.0% | 73.8% 60.0% | 72.6%  64.2%
Deepseek-MoE-16b-Chat 751% 513% | 76.9%  75.5% | 442% 42.0% | 82.0% 764% | 67.9%  70.1%
Hunyuan-A13B-Instruct 36.2% 362% | 60.7% 59.2% | 313% 313% | 344% 354% | 33.1% 254%
OpenPangu-Pro-MoE-72B 84.0% 758% | 89.9%  73.6% | 49.6% 41.5% | 30.0%  25.0% 27.1 21.1%
Average \ 74.9%  70.2% \ 80.8%  77.9% \ 50.3%  47.9% \ 56.0%  51.4% \ 59.4%  52.8%

Table 6: Utility Evaluation on Five NLU Benchmarks Before and After Applying GateBreaker.

while Mixtral-8x7B-Instruct showed consistent post-pruning
gains on CoLA and OpenBookQA. These results suggest that
GateBreaker does not broadly harm model utility. Instead, its
effects depend on the model architecture; some models even
benefit slightly from the removal of safety constraints. Over-
all, GateBreaker preserves general language and reasoning
capabilities across diverse MoE models. Its targeted interven-
tion disables safety alignment without significantly affecting
standard task performance, and in some cases, may even re-
veal underlying capabilities that were previously suppressed.

7 Ablation and Hyperparameter Study

We investigate the impact of experts, linear layers, safety ex-
pert range, and z-threshold in this section. The correlation
between the identified neurons and the model’s refusal behav-
ior is studied in Appendix B and C.

7.1 Sparse vs. Shared Experts

Recall that two types of experts, sparse and shared experts,
exist in mixture and grouped mixture MoEs. To understand
how different types of experts contribute to safety alignment
in MoE architectures, we perform an ablation study that iso-
lates the safety impact of sparse and shared experts. We apply
targeted safety removal separately to each group and measure
the resulting ASR.

Target Model ‘ Sparse  Shared All

Qwenl.5-MoE-A2.7B-Chat | 13.1% 422%  57.8%
Deepseek-MoE-16b-Chat 48.6% 14.1%  53.6%
Hunyuan-A 13B-Instruct 68.4% 399%  76.9%
OpenPangu-Pro-MoE-72B 24.9% 502%  73.1%
Average | 388%  36.6%  65.3%

Table 7: Safety Contribution of Different Types of Experts.

As shown in Table 7, pruning sparse experts yields a slightly
higher average ASR increase (38.8%) compared to pruning
shared experts (36.6%). However, this observation masks

an important asymmetry: shared experts are few in number
but always active for all tokens, meaning their influence on
model behavior is disproportionately high relative to their
parameter count. In contrast, sparse experts are many, but
each is only activated for a subset of tokens, depending on
routing. Therefore, when considering the per-expert impact
on safety, shared experts are critical for the model’s safety.
This distinction is most evident in OpenPangu-Pro-MoE-72B,
where pruning just the shared expert results in a 50.2% ASR,
nearly matching the 57.8% ASR observed when pruning both
expert types. Similarly, in Qwen1.5-MoE-A2.7B-Chat, shared
expert pruning alone yields a 42.2% ASR, triple the impact
compared with sparse expert pruning (13.1%). These results
suggest that although sparse experts carry distributed safety
functionality across many layers, shared experts often serve
as centralized, always-on enforcement points. Conversely, in
models like Deepseek-MoE-16b-Chat and Hunyuan-A13B-
Instruct, sparse experts play a more dominant role, far ex-
ceeding the corresponding shared expert contributions. This
variation suggests that the reliance on shared versus sparse
experts for implementing safety may be model-dependent,
possibly influenced by the design of the MoE routing mecha-
nism or the alignment strategy used during training.

7.2 Gate-Projection vs. Up-Projection Layers

To further localize where safety behavior resides within an
expert, we conduct an ablation study that isolates the con-
tributions of two key sublayers in each expert’s MLP block:
the gate-projection and the up-projection layer. The down-
projection layer is excluded as it maps back to the model’s hid-
den dimension and generally compresses information rather
than introducing specialized behavior [51].

Table 8 presents the ASR after pruning safety neurons from (i)
the gate-projection layer only, (ii) the up-projection layer only,
and (iii) both layers combined. On average, pruning neurons
in the gate layer alone increases ASR to 55.9%, while pruning
the up-projection layer alone increases ASR only to 20.6%.
When both are pruned, ASR reaches 64.9%, confirming that
both layers contribute, but with dramatically different magni-



Target Model | Gate-Proj.  Up-Proj. All

GPT-OSS-20B 68.7% 10.5% 80.2%
Qwen3-30B-A3B-Instruct-2507 50.5% 1.6% 56.9%
Phi-3.5-MoE-Instruct 48.9% 2.8% 56.5%
Mixtral-8x7B-Instruct-v0.1 59.1% 30.7% 64.2%
Qwenl.5-MoE-A2.7B-Chat 49.2% 16.6% 57.8%
Deepseek-MoE-16b-Chat 29.7% 27.8% 53.6%
Hunyuan-A13B-Instruct 70.3% 50.2% 76.9%
OpenPangu-Pro-MoE-72B 70.4% 24.3% 73.1%
Average ‘ 55.9% 20.6% 64.9%

Table 8: Safety Contribution of Different Types of Layers.

tudes. The dominance of the gate-projection layer in safety
behavior is both empirically evident and architecturally intu-
itive. The gate layer applies the first learned transformation
to the input token representation. This early-stage compu-
tation often determines whether certain high-level semantic
features are activated or suppressed. Safety behaviors, such as
recognizing harmful intent or initiating refusal patterns, likely
depend on these early activations being triggered correctly.
Besides, neurons in the gate layer typically exhibit sparser
and more discriminative activations, especially in transformer
MLPs [37]. This sparsity makes them ideal candidates for
implementing specialized behaviors, such as safety responses,
which activate only when harmful intent is detected.

7.3 The Range of Safety Experts

The safety experts guide the neuron-level analysis and pruning
procedure. However, the number of safety experts to include
remains an important hyperparameter: selecting too few may
miss key safety pathways, while including too many could
dilute the precision of the attack. To study this trade-off, we
conduct a hyperparameter study where we vary the number
of safety experts used for pruning.

Target Model | Top-k Top-2k  Top-3k
GPT-OSS-20B 49.8%  78.9% 80.2%
Qwen3-30B-A3B-Instruct-2507 | 26.5%  47.3% 56.9%
Phi-3.5-MoE-Instruct 5.8% 39.2% 56.5%
Mixtral-8x7B-Instruct-v0.1 447%  45.4% 64.2%
Qwenl.5-MoE-A2.7B-Chat 482%  57.2% 57.8%
Deepseek-MoE-16b-Chat 30.0%  40.9% 53.6%
Hunyuan-A13B-Instruct 284%  33.2% 76.9%
OpenPangu-Pro-MoE-72B 62.9%  68.0% 73.1%
Average ‘ 37.0%  51.3% 64.9%

Table 9: ASR with different numbers of safety experts.

As shown in Table 9, increasing the number of safety experts
consistently improves ASR. On average, ASR improves from
37.0% (Top-k) to 51.3% (Top-2k), and reaches 64.9% with
Top-3k. Aligned with the observation in Section 5, this sug-
gests that safety behavior is not tightly localized to just a few

(e.g., the most frequently activated) experts per token. Instead,
it is distributed across a broader subset of experts. Notably,
the marginal gain between top-2k and top-3k is still meaning-
ful (e.g., 68.0% to 73.1% in OpenPangu, 47.3% to 56.9% in
Qwen3), indicating that even among relatively less frequently
selected experts, some contribute critically to safety enforce-
ment. Selecting a wider range of experts enables GateBreaker
to more fully capture the safety-related subspace of the model:
2.6% of neurons per layer on average.

7.4 Impact of the z-Threshold

GateBreaker identifies safety-relevant neurons by selecting
outliers in their safety weights, quantified via z-scores that cap-
ture how strongly a neuron’s activation distinguishes between
harmful and benign prompts. In this section, we investigate
the influence of the z-score threshold T on the attack.

Target Model | ©=1 1=2 1=3
GPT-0OSS-20B 79.2% 80.2% 57.8%
Qwen3-30B-A3B-Instruct-2507 73.8% 56.9%  28.8%
Phi-3.5-MoE-Instruct 72.8%  56.5%  38.0%
Mixtral-8x7B-Instruct-v0.1 64.9% 64.2%  52.7%
Qwenl.5-MoE-A2.7B-Chat 67.7%* 57.8% 38.3%
Deepseek-MoE-16b-Chat 53.4% 53.6% 42.5%
Hunyuan-A13B-Instruct 72.5%  76.9%  30.0%
OpenPangu-Pro-MoE-72B 88.5%* 73.1% 52.1%

Average ‘ 71.6% 64.9%  42.5%

Table 10: ASR with different z Threshold.

Table 10 presents the ASR across eight MoE LLMs using
three representative thresholds: T = 1, T = 2 (our default),
and T = 3. The ASR with a “*” indicates some responses are
collapsed, e.g., repeating certain words or sentences. Lower
thresholds (T = 1) generally achieve higher ASR by sup-
pressing more neurons, but risk removing non-safety neurons
and destabilizing generation (e.g., Qwenl.5-MoE and Open-
Pangu). Higher thresholds (T = 3) significantly reduce ASR
across all models, suggesting insufficient suppression of safety
mechanisms. The default threshold (Tt = 2) offers the best
balance, yielding consistently strong ASR while preserving
model utility. Interestingly, models such as DeepSeek-MoE
and Mixtral show stable ASR across thresholds, indicating
distributed safety representations, whereas Qwen3-30B and
GPT-0OSS-20B are more sensitive to GateBreaker attack, sug-
gesting more localized safety neurons.

8 Discussion

Black-box Attack. While GateBreaker is designed for white-
box settings, its insights can guide black-box attacks via proxy
models. One practical path is to use a publicly available MoE
model (e.g., GPT-OSS-20B) to identify expert activation pat-
terns associated with safety alignment. Once safety-relevant



experts are identified, an attacker can craft adversarial prompts
that deliberately avoid triggering those experts (e.g., by avoid-
ing tokens or phrasing that typically activate them). These
prompts can then be deployed against closed-source or black-
box MoE models assuming shared structural or alignment
similarities, an assumption supported by our transfer attacks
across sibling models (see Section 6.2). This strategy enables
targeted prompt manipulation without needing access to the
internal states of the black-box model, much like jailbreak
attacks optimized through reinforcement learning or optimiza-
tion in proxy environments [26, 52].

Potential Defenses. Most existing defense research has fo-
cused on dense LLMs. Techniques such as reinforced safety
tuning [19] and adversarial training [26] are designed and eval-
uated primarily on dense models. As a result, there is currently
no widely adopted or evaluated defense specifically tailored to
MoE LLMs. Our findings highlight a structural vulnerability
unique in current MoE-based LLMs: safety alignment tends
to concentrate in a small subset of neurons, which can be sur-
gically disabled. To harden the MoE LLMs, one approach is
to enforce safety redundancy by explicitly distributing safety-
aligned behavior across multiple experts during training. This
could be achieved through load-balancing-aware alignment
objectives or by encouraging diverse experts to respond sim-
ilarly to harmful prompts (e.g., via contrastive alignment or
regularization across experts). Next, instead of treating safety
as an auxiliary property, future training objectives could incor-
porate safety constraints as a core component of every expert’s
behavior. This may involve integrating refusal behavior more
deeply into the reward modeling or fine-tuning stages (e.g.,
using RLHF or DPO [19,20] applied to individual experts or
expert ensembles). Finally, as GateBreaker relies on inference-
time activation modification, service providers could monitor
or checksum internal activations or critical layers.

9 Related Works

Research on LLM safety has largely focused on jailbreak at-
tacks and defenses for dense architectures. Early jailbreaks
relied on fixed prompt templates, including role-play, hid-
den directives, and obfuscation [23, 53-55], but these became
less effective as models improved. More adaptive methods
emerged, using fuzzing [56], gradient-based prompt optimiza-
tion [57,58], or generative LLMs to iteratively refine adversar-
ial inputs [59-61]. While these approaches increase flexibil-
ity, they remain input-level attacks and overlook the internal
mechanisms underlying safety alignment. In parallel, neuron
interpretability studies [62—-64] have shown that individual
neurons can encode specific concepts or safety-relevant fea-
tures, motivating neuron-targeted attack and defense strate-
gies. Some recent works show that removing safety-related
neurons could dramatically increase the ASR [52, 65].

On the other hand, safety analysis for MoE architectures is
still limited despite their growing adoption in LLMs. Com-

pared to dense models, MoEs distribute computation across
multiple experts, which may introduce unique vulnerabilities
that recent work has started to uncover. For example, Hayes
et al. [66] show that cross-batch routing strategies can be ex-
ploited for integrity and availability attacks, Wang et al. [27]
demonstrate backdoors by poisoning dormant experts, and
Yona et al. [67] reveal a side-channel leakage attack that ex-
tracts user prompts via routing tie-breaks. Among the existing
works, Lai et al. propose SAFEx [28] that identifies and then
masks safety control experts to reduce the refusal rates. How-
ever, it operates at the coarse expert level and assumes the
existence of dedicated safety experts. In contrast, GateBreaker
performs a fine-grained neuron-level attack, enabling precise
and effective safety removal with limited modification.

10 Conclusions

We present GateBreaker, the first inference-time attack frame-
work that systematically compromises safety alignment in
MOoE LLMs with mainstream architectures: sparse, mixture,
and grouped mixture. GateBreaker introduces a lightweight
three-stage attack pipeline: (i) gate-level profiling to identify
safety-critical experts disproportionately activated by harmful
prompts, (ii) expert-level localization to isolate safety neurons
whose removal suppresses refusal behavior, and (iii) target
safety removal to compromise the safety alignment. Across
eight open MoE models, GateBreaker increases the average
ASR from 7.4% to 64.9% by removing 2.6% of neurons in the
relevant expert layers on average. GateBreaker generalizes to
five MoE VLM, increasing ASR from 20.8% to 60.9%. More-
over, these neurons transfer robustly across variants within
the same family, achieving 67.7% ASR in one-shot transfer at-
tacks. As MoE LLMs become foundational infrastructure for
Al deployment, our work highlights a critical and previously
overlooked security gap in MoE models.
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Ethical Considerations

This work investigates the structural safety mechanisms of
MoE LLMs and introduces GateBreaker, a framework for
identifying and selectively removing safety-related computa-
tions at inference time. We carefully considered the ethical
implications of this research, particularly its dual-use nature.
While our findings could potentially be misused to weaken
or bypass existing safety alignment mechanisms, they also
provide critical insights for model developers, security re-
searchers, and the broader Al safety community into a class
of vulnerabilities that remains largely underexplored.
Stakeholders. The primary stakeholders affected by this re-
search are organizations that develop and deploy large lan-
guage models, particularly those adopting Mixture-of-Experts
(MoE) architectures. Our evaluation focuses on openly re-
leased MoE models from a range of major developers, includ-
ing OpenAl, Alibaba, Microsoft, Mixtral, DeepSeek, Tencent,
and Huawei. We have notified relevant stakeholders of our
framework and our findings and are following coordinated
vulnerability disclosure practices. Where appropriate, we will
incorporate feedback from affected parties and adhere to any
reasonable disclosure timelines. This process is intended to
ensure that the insights presented in this work contribute
constructively to improving the safety and robustness of MoE-
based systems.

Potential Impact. We acknowledge that GateBreaker could,
in principle, be misused by malicious actors to weaken or by-
pass safety alignment mechanisms. Such risks underscore the
importance of responsible use and contextual understanding
of the framework. To mitigate potential misuse, we clearly
communicate the defensive and diagnostic purpose of our
work. The ultimate goal is to strengthen security and inform
the development of future safety mechanisms, ensuring that
MoE-based systems are more resilient before deployment.
Mitigations for Negative Impacts. This work does not in-
volve human subjects, personal data, or interaction with de-
ployed systems. All experiments were conducted on openly
released models in controlled research environments.

To minimize the risk of misuse, we release only the compo-
nents necessary for reproducibility and scientific evaluation.
The accompanying artifact will include a clear “research-only”
disclaimer and usage guidelines emphasizing that the frame-
work is intended solely for defensive and diagnostic purposes.
In Section 8 of the paper, we discussed the potential defenses
that can effectively mitigate the GateBreaker framework. By
promoting responsible disclosure and controlled dissemina-
tion, we aim to ensure that our work advances safety research
without enabling harmful applications.

Decision to Conduct and Publish the Study. We chose to
conduct and publish this research because safety defenses
for MoE language models lag significantly behind those for
dense architectures, despite the growing adoption of MoE
designs. Leaving these vulnerabilities unexamined could pose

substantial risks as such models see broader deployment. We
believe that the benefits of transparency, early disclosure, and
catalyzing defensive research outweigh the potential harms
of publication, particularly when combined with responsible
disclosure and controlled dissemination.

Protection of Research Team Members. The research team
carefully considered the psychological and ethical challenges
involved in examining model outputs that may contain sen-
sitive or harmful content. While we involved a human judge
for a small part of our research to rule out false positives in
harmfulness detection, all such evaluations were performed in
controlled settings with clear safety protocols. Team members
were briefed on the potential exposure to disturbing or offen-
sive content and were encouraged to discontinue participation
at any time if they experienced discomfort. We also estab-
lished procedures for reporting distress and provided access
to mental health and well-being resources. These measures
ensured that the research was conducted responsibly while
safeguarding the well-being of all contributors.

Open Science

In alignment with USENIX Security’s open science policy,
we make all artifacts from this study permanently available
to the security research community (https://doi.org/10.
5281/zenodo.17910455). This includes the source code for
gate-level profiling, expert-level localization, and targeted
safety removal. GateBreaker exclusively targets openly re-
leased models with public datasets, enabling full replication of
our methodology and results. The entire pipeline is designed
to run on consumer-grade GPU, ensuring that independent
researchers can validate and extend our work without access
to large-scale computing infrastructure.
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Appendix
A Sparse Expert Ablation

As stated in Section 2.2, the router sparsely activates the top-
K experts in each MoE layer. Since this selection strongly
influences the model’s response to different prompts, we treat
K as a key hyperparameter. We conduct sparse expert ab-
lation by progressively removing the top-0.5K, top-K, and
top-2K experts per layer, ranked by their malicious utility
scores. As shown in Table 11, this targeted ablation consis-
tently increases the Attack Success Rate (ASR) across all
evaluated MoE LLMs, demonstrating the safety relevance
of the most active experts during harmful input processing.
Overall, the average ASR increases from 19.3% (top-0.5K) to
45.9% (top-2K), confirming that experts with high malicious
utility scores play a central role in mediating refusal behavior.

Target Model ‘ Top-0.5K Top-K  Top-2K
GPT-OSS-20B 15.0% 32.9% 73.8%
Qwen3-30B-A3B-Instruct-2507 4.8% 26.5% 39.6%
Phi-3.5-MoE-Instruct 0.0% 47.3% 58.8%
Mixtral-8x7B-Instruct-v0.1 56.9% 21.7% 33.5%
Qwenl.5-MoE-A2.7B-Chat 10.9% 10.5% 15.7%
Deepseek-MoE-16b-Chat 47.9% 70.0% 57.2%
Hunyuan-A13B-Instruct 11.8% 14.1% 71.9%
OpenPangu-Pro-MoE-72B 6.7% 8.6% 16.6%
Average ‘ 19.3% 29.0% 45.9%

Table 11: ASR with Sparse Expert Ablation.

Notably, the ASR gains are not uniform across models. For
example, GPT-OSS-20B shows a dramatic rise from 15.0%
(top-0.5K) to 73.8% (top-2K), highlighting a strong concentra-
tion of safety behavior in a relatively small subset of experts.
Similarly, Hunyuan-A13B-Instruct and Phi-3.5-MoE-Instruct
also show steep increases at the top-2K level, reaching 71.9%
and 58.8%, respectively. These results indicate that safety
alignment in MoE models is not widely distributed, but rather
localized to specific, highly utilized experts.

Interestingly, Mixtral-8x7B-Instruct-v0.1 exhibits an unusu-
ally high ASR even at the top-0.5K level (56.9%), but a more
modest increase across the broader ablation range, suggest-
ing that a small number of experts may disproportionately
influence safety outcomes in that model. In contrast, Qwen1.5-
MoE-A2.7B-Chat and OpenPangu-Pro-MoE-72B show more
gradual increases, which may reflect a more diffused or re-
dundant safety structure.

B Safety Neuron Suppression Strength

To understand how strongly safety neurons contribute to re-
fusal behavior, we vary the suppression strength applied to
identified safety neurons and measure the resulting ASR.

Specifically, we evaluate partial activation suppression at 35%
and 65%, and compare them against pruning (100%).

Target Model | 35% 65%  100%
GPT-OSS-20B 99%  68.6% 80.2%
Qwen3-30B-A3B-Instruct-2507 | 2.2%  22.6% 56.9%
Phi-3.5-MoE-Instruct 1.5% 11.5%  56.5%
Mixtral-8x7B-Instruct-v0.1 36.7%  54.6%  64.2%
Qwenl.5-MoE-A2.7B-Chat 25.6% 42.5%  57.8%
Deepseek-MoE-16b-Chat 252%  294%  53.6%
Hunyuan-A13B-Instruct 422%  66.1%  76.9%
OpenPangu-Pro-MoE-72B 358% 64.9% 73.1%
Average ‘ 22.4%  45.0%  64.9%

Table 12: ASR with different numbers of safety experts.

As shown in Table 12, ASR increases monotonically with
stronger suppression. On average, partial suppression at 35%
and 65% yields ASRs of 22.4% and 45.0%, respectively, both
substantially higher than the baseline ASR of 7.4%, yet still
noticeably lower than the 64.9% achieved with full suppres-
sion. This trend is consistent across all evaluated MoE models,
despite their architectural and routing differences.

These results indicate that safety behavior emerges from the
collective contribution of multiple safety neurons. Partial
suppression weakens refusal behavior proportionally, while
full suppression (i.e., pruning) is required to reliably disable
it. The smooth degradation in safety performance suggests a
strong causal relationship between the activation magnitude
of safety neurons and the model’s refusal behavior, rather than
an all-or-nothing effect.

C The Importance of Safety Neurons

To verify that the observed effects are specific to safety neu-
rons rather than a byproduct of indiscriminate neuron disrup-
tion, we compare targeted safety neuron suppression against
random neuron pruning. We conduct two random baselines:
R1, which prunes an equal number of neurons randomly se-
lected from all experts, and R2, which randomly prunes neu-
rons within the safety expert subsets. Table 13 shows that

Target Model \ R1 R2 GateBreaker
GPT-OSS-20B 1.3% 1.6% 80.2%
Qwen3-30B-A3B-Instruct-2507 | 0.6% 0.6% 56.9%
Phi-3.5-MoE-Instruct 0.3% 0.6% 56.5%
Mixtral-8x7B-Instruct-v0.1 128% 16.3% 64.2%
Qwenl.5-MoE-A2.7B-Chat 51% 7.3% 57.8%
Deepseek-MoE-16b-Chat 233%  18.5% 53.6%
Hunyuan-A13B-Instruct 12.5%  28.4% 76.9%
OpenPangu-Pro-MoE-72B 6.6% 21.1% 73.1%
Average | 7.8% 11.8% 64.9%

Table 13: ASR with random/safety neuron pruning.

random neuron pruning results in consistently low ASR, with



averages of 7.8% and 11.8%, closely matching the baseline
behavior. In contrast, GateBreaker achieves a significantly
higher average ASR of 64.9%, with improvements exceeding
5x to 10x across most models. Indeed, the ineffectiveness of
random pruning confirms that the observed jailbreak success
is not due to reduced model capacity or degraded fluency,
but rather to the targeted disruption of neurons that encode
safety-relevant representations.
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