ARTIFACT
EVALUATED

@ usenix

AVAILABLE

VidLeaks: Membership Inference Attacks Against Text-to-Video Models

Li Wang'>*, Wenyu Chen', Ning Yu?, Zheng Li'>*} Shanging Guo'3**

ISchool of Cyber Science and Technology, Shandong University; >Eyeline Labs
3State Key Laboratory of Cryptography and Digital Economy Security, Shandong University
4Shandong Key Laboratory of Artificial Intelligence Security, Shandong University

Abstract

The proliferation of powerful Text-to-Video (T2V) models,
trained on massive web-scale datasets, raises urgent concerns
about copyright and privacy violations. Membership infer-
ence attacks (MIAs) provide a principled tool for auditing
such risks, yet existing techniques—designed for static data
like images or text—fail to capture the spatio-temporal com-
plexities of video generation. In particular, they overlook the
sparsity of memorization signals in keyframes and the insta-
bility introduced by stochastic temporal dynamics.

In this paper, we conduct the first systematic study of MIAs
against T2V models and introduce a novel framework Vi-
dLeaks, which probes sparse-temporal memorization through
two complementary signals: 1) Spatial Reconstruction Fi-
delity (SRF), using a Top-K similarity to amplify spatial mem-
orization signals from sparsely memorized keyframes, and 2)
Temporal Generative Stability (TGS), which measures seman-
tic consistency across multiple queries to capture temporal
leakage. We evaluate VidLeaks under three progressively re-
strictive black-box settings—supervised, reference-based, and
query-only. Experiments on three representative T2V mod-
els reveal severe vulnerabilities: VidLeaks achieves AUC of
82.92% on AnimateDiff and 97.01% on InstructVideo even in
the strict query-only setting, posing a realistic and exploitable
privacy risk. Our work provides the first concrete evidence
that T2V models leak substantial membership information
through both sparse and temporal memorization, establishing
a foundation for auditing video generation systems and moti-
vating the development of new defenses. Code is available at:

https://zenodo.org/records/17972831.

1 Introduction

The advent of powerful Text-to-Video models (T2V), such as
Sora [1], Kling [2], Luma [3], and Gen-3 [4], marks a new
frontier in generative Al, enabling the creation of high-fidelity,
dynamic video content directly from text prompts [5—11].
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Figure 1: Illustration of the T2V generation process.

However, this capability critically depends on training with
massive datasets, often containing billions of internet-scraped
videos that inevitably include private and unauthorized
data [12—15]. The use of such data has already sparked signif-
icant controversy [16]. For instance, in 2024, YouTube’s CEO
publicly stated that training OpenAl’s Sora with YouTube
videos would “clearly violate” the platform’s terms of service,
while OpenAI’s CTO declined to confirm whether such data
had been used (reported by Bloomberg'). The controversy has
also spread internationally — after OpenAl launched Sora in
the UK, debates intensified over Al training on copyrighted
works and artist rights (reported by The Guardian”). This ten-
sion is mirrored in the open-source community, where a large
video dataset curated for the Open-Sora project was removed
from Hugging Face following a DMCA takedown request by
the stock footage platform Pexels’. Therefore, significant con-
cerns have been raised regarding such data risks, motivating
us to address a fundamental question, “Is a given video used
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in training a T2V model?”

In this paper, we take the first step toward studying data
risks of T2V models through membership inference attacks.
The goal is to infer whether a given video is part of a T2V
model’s training dataset. While MIAs have been widely ex-
plored for classifiers [17, 18] and more recently for large
language models (LLMs) [19] and text-to-image (T2I) mod-
els [20], extending them to T2V models introduces funda-
mentally new challenges. As illustrated in Figure 1, T2V
models are trained on video—text pairs to generate temporally
coherent video sequences [21-23]. To this end, they adopt
specialized mechanisms such as spatial-temporal sparse at-
tention [9, 24] to compress redundant frames, preserve spatial
fidelity, and stabilize temporal dynamics. While these designs
improve generation quality, they also complicate membership
inference, creating unique attack surfaces beyond those in
text- or image-based MIAs:

* Challenge @: Sparsity of Content Memorization.
Video data is highly redundant, with many visually
similar frames. To train efficiently, T2V models selec-
tively memorize only sparse, informative anchors (e.g.,
keyframes [25,26]). This sparsity weakens membership
signals, as the few memorized anchors are easily over-
whelmed by the noise from generalized, non-memorized
frames. Consequently, naive frame-wise similarity fails
because it averages over all frames, drowning out the
sparse memorization signal (see Section 8.4).

* Challenge @: Dynamics of Temporal Memorization.
Beyond static appearance, videos encode motion over
time. T2V models thus learn temporal dynamics in addi-
tion to spatial content [21,27]. However, they generate
stochastic motion textures rather than fixed trajectories.
Natural motion variation introduces substantial pixel-
level noise that overwhelms the subtle temporal cues
distinguishing members from non-members. As a result,
pixel-level tools such as optical flow [28] fail to isolate
reliable membership signals under this variability (see
Section 8.3).

To address these challenges, we propose a novel sparse-
temporal MIA framework, VidLeaks, tailored to T2V models,
which focuses on: (1) the fidelity of reconstructing sparsely
memorized key content and (2) the stability of its temporal
dynamics. Concretely, we design two complementary signals:

* Signal @: Sparse Reconstruction Fidelity (SRF). To
overcome sparsity, SRF evaluates whether the model
memorizes key content by introducing a 7op-K Recon-
struction Fidelity metric. This metric compares gener-
ated frames against the most relevant keyframes of the
target video, effectively acting as a matched filter that am-
plifies weak memorization signals otherwise obscured
by frame redundancy.

Table 1: Adversary’s knowledge under three threat models.

| Member Data | Non-Member Data

Threat Model

‘ Video  Text ‘ Video Text
Supervised v X v X
Reference-based X X ve X
Query-only X X X X

« Signal @: Temporal Generative Stability (TGS). To
address temporal dynamics, TGS measures the stability
of scene-level semantics across repeated generations via
a Multi-Q Generative Stability metric. This metric cap-
tures semantic consistency across generated frames over
multiple queries, providing a reliable probe into whether
the model has memorized temporal patterns of a video.

Building on SRF and TGS, we formalize our VidLeaks and
systematically evaluate it under three progressively restrictive
black-box threat models (see Table 1). Given a target video,
an adversary first leverages a public video captioning model
to obtain a surrogate text, which is then used to query the
target T2V model. The generated videos are analyzed with
SRF and TGS, and the results are fed into an inference mod-
ule to determine membership. Depending on the adversary’s
capability, the module is instantiated in three scenarios (for-
mally defined in Section 4.1): (1) a trained classifier in the
supervised setting, (2) a statistical anomaly detector in the
reference-based setting, or (3) an unsupervised fusion in the
query-only setting.

We conduct extensive experiments on three represen-
tative T2V models: AnimateDiff [11], Mira [29], and In-
structVideo [25], covering diverse architectural paradigms.
Empirical evaluations show that VidLeaks achieves strong
performance across all settings, achieving AUC of 82.92%
on AnimateDiff and 97.01% on InstructVideo, even under the
most restrictive query-only scenario. This demonstrates that
T2V models inevitably leak membership information through
both sparse reconstruction fidelity and temporal generative
stability. In summary, our main contributions are as follows:

* We conduct the first comprehensive investigation of
membership inference attacks against text-to-video mod-
els. We identify and formalize two domain-specific chal-
lenges: the sparsity of content memorization and the
dynamics of temporal memorization.

* We propose a novel MIA framework, VidLeaks, introduc-
ing two complementary signals—Sparse Reconstruction
Fidelity (SRF) and Temporal Generative Stability (TGS).
These signals expose membership leakage by targeting
keyframe fidelity and temporal stability, which conven-
tional holistic or motion-based methods fail to capture.

* We design an attack pipeline applicable under progres-
sively restrictive black-box threat models, starting only



from a target video without its ground-truth caption. Ex-
tensive experiments on three representative T2V models
reveal severe vulnerabilities: VidLeaks achieves strong
performance across all scenarios, with AUC of 82.92%
on AnimateDiff and 97.01% on InstructVideo, even in
the most restrictive query-only setting.

2 Background & Related Work

2.1 Text-to-Video Generation Models

Text-to-Video (T2V) generation aims to synthesize temporally
coherent videos from textual prompts [5,10,25,30,31]. Recent
breakthroughs are largely driven by diffusion models [32,33],
particularly in latent space [34], where a denoiser is trained
to iteratively recover clean video representations from noisy
inputs conditioned on text [11,35].

Extending diffusion from static images to the spatio-
temporal domain of video has given rise to three represen-
tative paradigms [22, 36, 37]: 1) T2I adaptation with mo-
tion modules. This paradigm builds upon powerful text-to-
image backbones by freezing spatial layers and inserting
lightweight temporal modules (e.g., temporal attention) for
motion modeling [38]. AnimateDiff [11] is a canonical ex-
ample, explicitly decoupling spatial appearance from tempo-
ral motion modeling. 2) End-to-end spatio-temporal train-
ing. Instead of reusing T2I backbones, these models train
large spatio-temporal transformers directly on web-scale
video—text datasets [13—15]. Systems such as Mira [29], Open-
Sora [30], and CogVideoX [8] belong to this category. They
often employ factorized spatio-temporal attention to jointly
capture visual and motion representations. 3) Reward- or
instruction-based fine-tuning. Inspired by alignment tech-
niques in LLMs [10], this line of work fine-tunes pre-trained
T2V models with reward signals or human feedback. In-
structVideo [25] is a notable example, using image-based
reward models to enhance visual appeal and text alignment.

These paradigms—adaptation, end-to-end training, and
fine-tuning—capture the major strategies in today’s T2V land-
scape. For our study, we select AnimateDiff, Mira, and In-
structVideo as representative and auditable cases. Unlike re-
cent closed-source systems such as CogVideoX [8], Hunyuan-
Video [39], and Wan [40], whose training datasets are propri-
etary or undisclosed, our chosen models provide transparent
data provenance, which is essential for verifiable membership
inference studies. Importantly, despite their architectural dif-
ferences, all share the common goal of modeling both static
spatial fidelity and dynamic temporal evolution [21,27,41],
creating the attack surfaces we exploit.

2.2 Membership Inference Attacks

Membership Inference Attacks (MIAs) aim to determine
whether a given sample was part of a model’s training set [42].

Early studies focused on classification models, exploiting the
observation that models typically yield higher confidence (or
lower loss) on member samples they were trained on [17, 18].
The scope later has broadened to generative models, such
as GANSs [43,44] and diffusion models [45]. For GANSs, at-
tacks exploited signals from the discriminator’s output or
the generator’s ability to reconstruct a sample, as explored in
GAN-Leaks [46]. For diffusion models, particularly in the T2I
domain, researchers have focused on the reconstruction error
between queried images and their generated counterparts [47].
These works established that reconstruction fidelity is a viable,
albeit sometimes noisy, signal for membership.

With the rise of large-scale models, MIAs have faced new
challenges. For LLMs [48,49] and VLMs [50,51], which are
often accessed only via black-box APIs, traditional loss-based
signals are unavailable. This has spurred the development of
“label-only” attacks that rely on model outputs alone [52, 53].
These attacks often probe for subtle behavioral differences,
such as a model’s consistency, robustness, or sensitivity to
specific parameters [19,20]. This evolution towards analyzing
subtle behavioral artifacts inspires our design for T2V models.

Despite these advances, the vulnerability of modern T2V
models to MIAs has not been systematically studied. Prior
works against T2I models are insufficient as they neglect the
temporal dimension [21,27], while techniques for other modal-
ities fail to capture the spatio-temporal generative process of
video. To our knowledge, this work is the first to bridge this
gap by systematically studying MIAs against T2V systems
across diverse architectural paradigms.

3 Key Insights & Signal Design

To design an effective MIA on T2V models, we first revisit
how these models memorize training data and identify sig-
nals that can expose such memorization. As discussed in
Section 2.1, T2V models jointly optimize two objectives: (1)
generating high-fidelity visual content within frames and (2)
maintaining coherent motion across frames. These dual objec-
tives imply two complementary perspectives of memorization:
(1) fidelity of visual details in key frames and (2) stability
of temporal evolution. We now develop concrete signals that
capture both aspects.

3.1 Sparse Memorization: Reconstruction Fi-
delity

A direct approach to detecting memorization is to compare a
target video with one generated from its text prompt. However,
naive frame-wise similarity is ineffective (see Section 8.4),
since most frames contain redundant content that obscures
weak memorization signals. T2V models are more likely
to memorize distinctive key anchors—salient keyframes or
regions—rather than entire sequences.
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Figure 2: Differences between members and non-members
under SRF and TGS signals. (a) Distribution of SRF scores
computed from Top-K similarities. (b) Per-dimension TGS
instability across repeated generations.

Signal @: Sparse Reconstruction Fidelity (SRF). We de-
sign SRF to focus on these key anchors. We first extract
keyframes from the target video using FFmpeg’s standard
frame-selection tools [54], which provides a reproducible
set of structural anchors in the video. For each generated
frame, we compute its CLIP [55] similarity with all extracted
keyframes of the target video and average the Top-K scores.
This acts as a matched filter that emphasizes memorized an-
chors while ignoring redundant frames. The overall SRF score
is then averaged across generated frames. A higher SRF indi-
cates stronger memorization of member videos. As shown in
Figure 2a, SRF produces a clear distributional shift between
members and non-members, validating its effectiveness in
probing sparse memorization.

Formally, let v, be a target video with M keyframes Fyeys =
{~f1 Ay fi}, and 7, be the generated video with N frames
F ={f1,...,tx}. For each generated frame f;, the SRF score
is:

1 & i -
SRF; = — II(IQX cos(f;, fr) €))
Kj:]ke{l..M}

where max(/) denotes the j-th largest value, and cos(+,-) de-
notes the cosine similarity.

The overall SRF score is Sspr = ﬁﬂvzl SRF;. In addition
to this scalar, the full SRF vector [SRF],...,SRFy] can be
used as a high-dimensional feature for supervised attacks.

3.2 Temporal Memorization: Generative Sta-
bility

The second perspective of memorization lies in motion pat-

terns. However, measuring motion at the pixel level (e.g., op-

tical flow) is unreliable (see Section 8.3), since T2V models

learn stochastic motion textures rather than exact trajectories.

Instead, the key lies in whether the model reproduces the same
scene-level dynamics consistently across generations.

Signal @: Temporal Generative Stability (TGS). We pro-
pose TGS, which measures the stability of semantic scene

evolution under repeated queries. For each generation, we first
compute a frame-wise consistency vector that captures back-
ground stability. By sampling the same text prompt Q times,
we then obtain Q such vectors and measure per-dimension
standard deviations. Member videos exhibit lower instabil-
ity, reflecting stronger memorization. As shown in Figure 2b,
member videos exhibit consistently lower instability than non-
members, establishing TGS as a robust probe of temporal
memorization.

We follow the formulation of background consistency
from [26]. For a generated video with CLIP features

{fo,...,Ev_1}, the consistency score for frame i > 0 is:
C;= % (cos(f',',f',-,l) +cos(f},fo)) 2)
This yields a consistency vector ¥ = [Cy,...,Cn_1]. Across

Q generations, we compute the instability vector S;;qp €
RN-! where each element is:

Sinstab|j] = StdDev (M [, ..., Vplj]) A3)

The final TGS score is Sygs = ﬁff}’;ﬂ Sinstabj]. Lower
Stcs (higher stability) implies stronger memorization.

SRF captures whether the model memorizes salient
visual anchors, while TGS measures whether it memo-
rizes stable temporal evolution. Together, they provide
complementary sparse-temporal signals that serve as
the foundation of our attack.

4 The Sparse-Temporal MIA Framework

Based on the insights from our initial explorations, we now
formalize our sparse-temporal membership inference attack
(MIA) framework against text-to-video (T2V) models. This
section first defines the threat models and then presents the
overall attack pipeline.

4.1 Threat Models

We consider a black-box adversary who aims to determine
whether a given target video v; was included in the training
set of a target T2V model M. The adversary can query M
with text prompts and observe the generated videos, but has
no access to /s internal parameters, architecture, or training
data. Critically, we assume the adversary does not possess the
ground-truth prompt paired with v; during training, as real-
world auditing scenarios (e.g., creators verifying unauthorized
use of their content) typically provide access only to the video
itself rather than the original video—text pair. Following estab-
lished MIA paradigms [20], we formalize three progressively
restrictive threat models:
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* Supervised Inference. This setting establishes a the-
oretical upper bound on the attack performance. The
adversary is assumed to have a shadow dataset Do
containing samples explicitly labeled as members or
non-members of the target model’s training set.

* Reference-based Inference. In this more realistic
model, the adversary no longer has access to labeled
member samples but possesses a reference set D,y of
confirmed non-member samples.

* Query-only Inference. This is the most restrictive and
practical model. The adversary operates under a zero-
knowledge assumption, having neither a shadow nor a
reference dataset. The inference must be made solely
based on the query results of the target video itself.

4.2 Attack Framework Overview

Our attack pipeline, illustrated in Figure 3, is a modular frame-
work consisting of three main steps: Text Generation, Signal
Extraction, and Membership Inference.

* Step @ — Text Generation. The attack realistically be-
gins with only a target video v. The adversary first feeds
v into a publicly available video captioning model, C,
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Figure 3: Overview of our sparse-temporal MIA framework. The attack begins with only a target video. A public video captioning
tool generates a proxy text, which is then used to query the T2V model. The signal extraction stage computes SRF and TGS from
the original and generated videos. Finally, the membership inference module, instantiated according to the threat model, outputs
the final membership decision.

to generate a descriptive text, f = C(v). This proxy text
serves as the input for querying the target T2V model.
This step makes our attack highly practical as it removes
the often unrealistic assumption of knowing the ground-
truth prompt (see Section 8.5 for the impact of caption
source and quality).

» Step @ - Signal Extraction. Using the generated

prompt 7, the adversary queries the target model to obtain
a generation video v = M (7). This stage then computes
our two core signals based on the original video v and the
generated video v: the Sparse Reconstruction Fidelity
(SRF) and the Temporal Generative Stability (TGS).

* Step © — Membership Inference. The extracted sig-

nals are then passed to a membership inference module,
which outputs a final membership decision. The imple-
mentation of this module depends on the threat mod-
els. It can be instantiated as a trained classifier in the
supervised scenario, a statistical anomaly scorer in the
reference-based scenario, or an unsupervised fusion in
the query-only scenario. The specific implementations
for each instantiation are detailed in Section 5, Section 6,
and Section 7.



S Supervised Inference

5.1 Assumptions and Intuition

We begin with the Supervised Inference threat model, which
provides a theoretical upper bound on potential information
leakage. In this setting, the adversary is assumed to have a
shadow dataset Dypadow = {(vi,fi,yi)}i\i |» Where each sample
is labeled as a member (y; = 1) or non-member (y; = 0) of the
target model’s training set. The key intuition is that a super-
vised classifier, trained on this labeled data, can fully exploit
the high-dimensional sparse-temporal signals to learn discrim-
inative boundaries between members and non-members.

5.2 Attack Implementation

The supervised attack leverages both SRF and TGS signals
to train a classifier that can then infer the membership of
target samples. The procedure consists of two stages: fea-
ture construction, and classifier training and inference (see
Algorithm 1 in Appendix A).

Feature Construction. To capture the rich information, we
represent each sample by its full underlying signal vectors
rather than scalar scores (Ssgr, STgs) defined in Section 3.
For each sample (v;,7;) in the shadow dataset, we extract:

* SRF vector: vy = [SRF},...,SRFy| € RV, where each
element is the Top-K fidelity of a generated frame (Equa-
tion 1).

* TGS vector: s;,u. € RV™!, where each element is
the standard deviation of temporal consistency score
at frame index j across Q generations (Equation 3).

These vectors are then concatenated to form a single, high-
dimensional feature vector x € R?Y~! for each sample. This
representation preserves both spatial and temporal patterns
essential for distinguishing members from non-members.

Classifier Training and Inference. Using the labeled fea-
ture vectors {x;, y,-}?i 1» the adversary trains a Multi-Layer
Perceptron (MLP) to serve as the attack model, Ag. The MLP
is trained to minimize the loss between its predictions and
the ground-truth labels, thereby learning the discriminative
patterns between member and non-member samples. Once
trained, Ay can process the feature vector x of any target video
and outputs a membership probability p = 4y(x) € [0, 1],
which is used to decide whether the video belongs to the
model’s training set.

5.3 Experimental Setting

Target T2V Models. To ensure coverage of the main T2V
paradigms introduced in Section 2.1, we evaluate three repre-
sentative open-source models:

* AnimateDiff [11]: a canonical T2I-adaptation model
that freezes image backbones and inserts lightweight
motion modules.

e Mira [29]: an end-to-end spatio-temporal transformer
trained on the curated MiraData dataset. Mira (Mini-
Sora) represents an initial foray into high-quality, long-
duration video generation in the style of Sora.

¢ InstructVideo [25]: a reward-fine-tuned model aligned
with human preference signals.

These models jointly cover the adaptation, end-to-end, and
alignment paradigms of current T2V systems. All three mod-
els have publicly documented training corpora, allowing us to
reliably determine membership for rigorous MIA evaluation.

Datasets. Member samples are drawn directly from the
publicly documented training sources of each target model:
WebVid-10M [13] for AnimateDiff and InstructVideo, and
MiraData [15] for Mira, ensuring unambiguous membership
labels. Non-member samples are taken from Panda-70M [12],
a high-quality dataset disjoint from all training sources, and
are randomly sampled for evaluation. In the supervised sce-
nario, the shadow dataset for each T2V model contains ap-
proximately 500 member and 500 non-member videos. All
datasets are stratified and split 8:2 into training and testing
sets.

Video Caption Model. Although ground-truth text prompts
are available in the training datasets, we adopt a more realistic
setting where target videos may not always come with cap-
tions. To query target models, we therefore employ a proxy
captioner (Gemini Pro via Google Al Studio [56]) to gener-
ate descriptive prompts. Crucially, VidLeaks maintains strong
performance across diverse caption sources and qualities (see
Section 8.5), ensuring our pipeline’s practicality when ground-
truth or high-quality captions are unavailable.

Attack Model and Training. For the supervised setting,
the attack model is a MLP as defined in Section 5.2, with two
hidden layers using ReL.U activations and dropout. We train
the model with binary cross-entropy loss and early stopping
based on validation AUC.

Evaluation Metrics. We evaluate attack performance using
three standard metrics:

¢ AUC (Area Under ROC Curve), a threshold-free mea-
sure of separability;

» Balanced Accuracy, which accounts for balanced per-
formance across classes;

* TPR@1%FPR, the true positive rate at a 1% false posi-
tive rate.
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Figure 4: ROC curves for the supervised attack on different T2V models.

Table 2: Performance of the supervised attack across different
T2V models.

Target Model Method AUC(T) TPR@1%FPR(T) ACC(T)
SRF 92.19% 26.89% 87.46%
AnimateDiff TGS 76.75% 2.52% 72.03%
VidLeaks 93.46 % 49.58% 87.58%
SRF 81.73% 11.00% 74.50%
Mira TGS 74.64% 6.00% 73.00%
VidLeaks  87.45% 12.00 % 82.00%
SRF 97.29% 36.25% 94.44%
InstructVideo TGS 84.07% 4.94% 80.88%
VidLeaks 98.04% 45.00 % 94.77 %

We emphasize TPR @ 1%FPR, following the paradigm estab-
lished by Carlini et al. [57] and adopted in recent studies [19],
as it is particularly crucial for quantifying the practical risk
of high-confidence membership inference attacks.

5.4 Experimental Results

Overall Performance. Table 2 reports the results of our
supervised attack across three representative T2V models. By
jointly leveraging SRF and TGS vectors, our method achieves
consistently strong performance, establishing a theoretical
upper bound on membership leakage. On AnimateDiff, the
attack reaches 93.46% AUC and nearly 50% TPR@ 1%FPR,
showing that almost half of the member videos can be iden-
tified with extremely high confidence at only 1% false posi-
tives. Even on Mira, which is trained end-to-end and thus con-
sidered harder to attack, our method achieves 87.45% AUC,
significantly above chance. InstructVideo appears especially
vulnerable, with 98.04% AUC and 45% TPR @ 1%FPR, un-
derscoring that preference-aligned fine-tuning can substan-
tially amplify memorization risks. These results highlight
the generality of our attack and its ability to extract sensitive
membership information across diverse T2V architectures.

Contribution of Each Signal. The ablation results in Ta-
ble 2 further validate our key insight: both SRF and TGS in-

dependently expose membership leakage. SRF achieves up to
97.29% AUC (InstructVideo), reflecting the model’s tendency
to memorize key visual anchors. TGS also provides non-
trivial predictive power (e.g., 84.07% AUC on InstructVideo),
confirming that temporal stability encodes valuable member-
ship cues despite being a noisier signal. Crucially, fusing
SRF and TGS consistently improves performance across all
models, boosting AUC by 1-6% and substantially increas-
ing TPR@1%FPR. This demonstrates that the two signals
capture complementary aspects of memorization, sparse spa-
tial fidelity and temporal stability, that a supervised classifier
can effectively combine to form a robust decision boundary.
The ROC curves in Figure 4 corroborate this, with the fused
model’s curve dominating in the low-FPR region, where prac-
tical attacks are most relevant.

6 Reference-based Inference

6.1 Assumptions and Intuition

We relax the strong assumption of a labeled shadow dataset
and consider a more realistic threat model: Reference-Based
Inference. This scenario assumes an adversary who, while
lacking access to verified member samples, possesses a con-
firmed non-member reference set, Dyer = {(Vifi)}f-\il- This
setting is practical and realistic, since such non-member data
can often be readily obtained (e.g., videos created after the
target T2V model’s knowledge cutoff date), whereas a labeled
member set is typically inaccessible.

The key intuition of this attack is to use a reference set
to establish a statistical baseline for non-member behavior.
Membership is then inferred by measuring how much a target
sample’s signals deviate from this baseline. A significant
deviation from the non-member distribution serves as strong
evidence for membership. We formalize this as a statistical
anomaly detection problem, where non-members form the
distribution of normal data, and members are treated as out-
of-distribution anomalies.
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Figure 5: ROC curves for the reference-based attack on different T2V models.

6.2 Attack Implementation

The reference-based attack replaces the supervised classifier
with a statistical anomaly scoring mechanism. The proce-
dure consists of three stages: calibration on the reference set,
anomaly scoring for the target sample, and signal fusion and
inference (see Algorithm 2 in Appendix A).

Calibration on the Reference Set. The first step is to es-
tablish a statistical baseline for non-member behavior. The
adversary computes the scalar SRF score and TGS score for
all samples in the non-member reference set Dyer. From these
two sets of scores, they compute the mean (ug, f, tr¢5) and stan-
dard deviation (G, ¢, Oygs), characterizing the “normal” range
for each signal.

Anomaly Scoring. For a target video, the adversary extracts
its scalar Ssgr and S7gs scores. These raw scores are then
transformed into normalized anomaly scores using the statis-
tics derived from the reference set. We employ the Z-score
for this normalization, which measures how many standard
deviations a score is from the non-member mean.

For the Ssgr score, where higher values indicate member-
ship, the anomaly score Aggr is its Z-score:

- SSRF — Msrf
Osrf

Asrr “)
Conversely, for the Sygs score, where lower values (higher
stability) indicate membership, the anomaly score Argg is its
negative Z-score to align the directionality:

STGS — Hrgs

&)

Args = —
Gitgs
For both anomaly scores, a larger positive value signifies a
greater deviation from non-member behavior and thus a higher
likelihood of membership.

Signal Fusion and Inference. As SRF and TGS signals
capture complementary aspects of memorization (Section 3),

Table 3: Performance of the reference-based attack across
different T2V models.

Target Model Method AUC(T) TPR@1%FPR(T) ACC(?T)
SRF 82.70% 8.40% 75.88%
AnimateDiff TGS 82.63% 5.88% 77.65%
VidLeaks  88.68 % 27.73% 82.84%
SRF 83.15% 6.00% 75.50%
Mira TGS 73.75% 2.00% 68.50%
VidLeaks  85.34% 9.00% 77.00%
SRF 96.62% 27.16% 92.65%
InstructVideo TGS 91.31% 17.28% 85.03%
VidLeaks  98.17 % 59.26 % 94.21%

we combine them into a single robust membership score via
linear fusion:

Stinal = Wsrf + ASRF + Wigs - ATGS (6)
where wy,r and wygs are weighting parameters. This final

score Sfina is then used to infer membership, typically by
comparing it against a decision threshold.

6.3 Experimental Setting

We evaluate the reference-based attack on the same target
models, datasets, and proxy captioning setup as in Section 5,
and report results with the same metrics (AUC, Balanced
Accuracy, and TPR@1%FPR). The key difference lies in
the attack configuration: instead of a labeled shadow dataset,
the adversary is given only a disjoint non-member reference
set. For each model, 80% of the non-member pool is used to
construct Dy, (for calibrating the SRF and TGS score distri-
butions), while the remaining 20% is reserved for evaluation
alongside the member samples. For signal fusion (Equation 6),
we adopt a conservative scheme with approximately equal
weights (Wg-r & Wyg), avoiding hyperparameter tuning and
providing a clean baseline for assessing the effectiveness of
our fusion strategy.
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6.4 Experimental Results

Table 3 reports the results of the reference-based attack. De-
spite the absence of labeled member data, our fused method
remains highly effective. On AnimateDiff, it achieves 88.68%
AUC and 27.73% TPR @ 1%FPR, showing that a non-member
reference baseline alone suffices to reveal strong membership
leakage. Similar patterns hold on Mira (85.34% AUC) and
InstructVideo (98.17% AUC), with the latter reaching nearly
60% TPR@1%FPR. While overall performance is naturally
below the supervised upper bound, these results confirm that
significant privacy risks persist even under this more realistic
threat model.

Both SRF and TGS signals provide predictive power
individually, with SRF generally performing better, but
the fused approach consistently delivers the strongest re-
sults—raising AUC by up to 2—6% and substantially improv-
ing TPR@1%FPR. The ROC curves in Figure 5 further vali-
date this trend, showing that even with only a non-member
baseline, the fused score maintains a clear advantage over
single-signal methods, particularly in the critical low-FPR
region. This demonstrates that our VidLeaks, which jointly
exploits SRF and TGS, provides strong evidence of memo-
rization even when inference relies solely on non-member
statistics.

Impact of Reference Set Size. We further examine how
the size of the non-member reference set affects the attack
performance. Figure 6 shows the AUC on AnimateDiff when
varying the reference set from 2 to 300 samples. The attack
already achieves an AUC of 88.66% with only 3 samples, and
performance quickly stabilizes once the reference set reaches
around 20 samples, maintaining AUC above 88.5% thereafter.

These results demonstrate the data efficiency of our ap-
proach: only a handful of non-member videos are sufficient
to construct a stable baseline for anomaly scoring. Conse-
quently, the reference-based attack remains highly practical,
as an adversary does not need access to a large dataset to
reliably expose membership leakage.

s TGS
W Our

AUC

Middle Late

Figure 7: Analysis of TGS across temporal dimensions.

Temporal Dynamics of TGS Signal. To validate our TGS
design, we analyze how its discriminative power evolves
across the video timeline. For a generated video with N
frames, the (N — 1)-dimensional instability vector (Equa-
tion 3) is uniformly divided into three segments—Early, Mid-
dle, and Late—and segment-wise TGS scores are computed
for evaluation.

As shown in Figure 7, the membership signal tends to be
weaker in early frames and becomes progressively stronger in
the middle and late stages. This is consistent with our earlier
visualization (Figure 2b), where the instability gap between
members and non-members widens as generation unfolds.
These results empirically justify our per-dimension variance
formulation. A naive “mean-then-std” alternative collapses
temporal information, obscuring the stronger signals present
in later frames. Direct comparison confirms this: our per-
dimension design achieves an AUC of 82.63%, significantly
outperforming the 80.86% of “mean-then-std”. By preserv-
ing variance at each temporal step, TGS better captures the
instability dynamics that expose membership leakage.

7 Query-only Inference

7.1 Intuition and Assumptions

We consider the most restrictive yet practical threat model:
Query-Only Inference. In this setting, the adversary operates
under the zero-knowledge assumption, possessing neither a
shadow dataset for training nor a reference set for calibration.
Inference must be made solely from the signals derived for the
target video, without any external calibration. This scenario
simulates a real-world attacker with only black-box query
access to the T2V model and the target video.

The key intuition is that our sparse-temporal signals are
intrinsically discriminative. Although the global signal distri-
butions are unknown, member samples are expected to exhibit
both high reconstruction fidelity and high generative stabil-
ity—a combination statistically rare among non-members.
The attack therefore relies on unsupervised scoring and fu-
sion of the two signals to infer membership.
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Figure 8: ROC curves for the query-only attack on different T2V models.

7.2 Attack Implementation

The query-only attack removes the need for calibration and
relies solely on intrinsic scoring and unsupervised fusion
of signals. The procedure consists of two stages: intrinsic
signal scoring, and unsupervised fusion and inference (see
Algorithm 3 in Appendix A).

Intrinsic Signal Scoring. Without a reference distribution,
we define intrinsic scores based on the inherent properties of
the raw signals, following a unified “higher is more member-
like” convention:

¢ SRF scoring: Ssgr already aligns with this convention,
as higher values indicate membership. We thus use its
raw value as the intrinsic score:

(M

Ssrr = SsrF

* TGS scoring: Since Stgs measures instability, lower
values indicate membership. To align the directionality,
we transform it into a stability score by inverting its
value:

®)

Sres =1 —S87¢6s

Unsupervised Fusion and Inference. With the two intrin-
sic scores directionally aligned, we fuse them into a single
membership score. Lacking data to learn optimal weights, we
employ a pre-defined linear combination based on general
heuristics about the relative importance of each signal:

Sfinal = WSRF * SSRF +WTGS - STGS )
where wsgr and wrgs are pre-defined weights. This final
score enables the adversary to rank candidate videos by
membership likelihood. We evaluate Sy, primarily with
threshold-free metrics such as AUC, and report balanced ac-
curacy without data-dependent calibration.

Table 4: Performance of the query-only attack on different
T2V models.

Target Model Method AUC(T) TPR@1%FPR(T) ACC(?T)
SRF 81.61% 11.40% 75.00%
AnimateDiff TGS 71.07% 2.00% 68.00%
VidLeaks  82.92% 12.60% 76.60%
SRF 77.18% 2.86% 72.45%
Mira TGS 64.27% 1.00% 64.18%
VidLeaks  77.66 % 5.10% 72.55%
SRF 96.54% 48.88% 91.52%
InstructVideo TGS 79.32% 9.68% 72.55%
VidLeaks  97.01% 62.28 % 91.80%

7.3 Experimental Setting

We again adopt the same models, datasets, and proxy caption-
ing setup as in previous experiments, and report results with
the same evaluation metrics (AUC, Balanced Accuracy, and
TPR @ 1%FPR). In the query-only scenario, however, the ad-
versary possesses neither a shadow dataset nor a non-member
reference set. Inference must be made solely from the signals
derived for the target video. Consequently, all member and
non-member samples are directly used for evaluation. Ac-
cordingly, we employ the intrinsic scoring and unsupervised
fusion mechanism defined in Section 7.2 using pre-defined
weights (Wsgrr =~ wrgs). No external calibration or classifier
training is required.

7.4 Experimental Results

Overall Performance. Table 4 shows that our attack re-
mains highly effective even in the most restrictive query-only
setting. Without access to any reference distribution or la-
beled data, our method still achieves an AUC of 82.92% on
AnimateDiff and 77.66% on Mira, while reaching a strik-
ing 97.01% on InstructVideo. These results demonstrate that
the sparse-temporal artifacts of memorization are sufficiently
strong to be detected directly from raw signals, with no exter-
nal calibration. The ROC curves in Figure 8 further confirm



Table 5: Comparison of TGS signal against alternative temporal signals across three attack scenarios.

Signal Type Supervised Reference-based Query-only

AUC(T) TPR@1%FPR(1) ACC(1) AUC(T) TPR@1%FPR(f) ACC(1) AUC(T) TPR@1%FPR(1) ACC(T)
Subject Consistency  65.22% 0.84% 62.12%  74.19% 4.20% 68.13%  63.17% 1.20% 59.40%
Temporal Jitter 68.59% 1.84% 65.38%  67.42% 5.04% 67.26%  60.33% 1.00% 59.80%
TGS 76.75% 2.52% 72.03% 82.63% 5.88% 77.65% 71.07% 2.00% 68.00%

that our fused model consistently dominates the single-signal
baselines, particularly in the low-FPR region where practical
risks are most relevant.

Intrinsic Signal Power. The query-only results also pro-
vide insight into the relative strength of our signals. As shown
in Table 4, SRF consistently outperforms TGS when used
alone, indicating that sparse reconstruction fidelity serves as
a more absolute, calibration-free indicator of memorization.
By contrast, temporal stability (TGS) is more sensitive to the
lack of reference normalization, which explains its weaker
standalone performance in this setting. Nevertheless, fusing
SRF and TGS yields the strongest overall performance across
all models, confirming that their complementary nature per-
sists even under zero-knowledge assumptions. This highlights
the robustness of our VidLeaks and underscores the severe
privacy risks posed by T2V models.

8 Ablation and Robustness Analysis

8.1 Effectiveness of the Top-K Strategy

Our Sparse Reconstruction Fidelity (SRF) is designed as a
matched filter over key anchors, averaging similarities only
over the Top-K most similar keyframes to combat content
sparsity. We evaluate how K affects performance by com-
paring K € {1,3,5} against two averaging baselines: All-key
(average over all keyframes, i.e., no Top-K filtering) and All-
frame (average over all frames). Figure 9 reports AUC for
both SRF-only and our fused attack (VidLeaks) across the
three threat models.

The results reveal two consistent trends: (1) Performance
is consistently stable for K € {1,3,5} in all scenarios and for
both SRF and VidLeaks, indicating that SRF is insensitive
to the precise choice of a small K so long as it focuses on
the most relevant anchors; and (2) Removing the Top-K filter
causes a clear drop: both All-key and All-frame substantially
underperform Top-K variants across settings. This validates
our core hypothesis from Section 3.1: averaging over many
non-memorized (generalized) frames dilutes the sparse mem-
bership signal carried by a few memorized key anchors.

In summary, the Top-K mechanism is essential for isolating
spatial memorization; a small K (e.g., K =3) provides a ro-

bust choice that consistently benefits SRF and, by extension,
VidLeaks across all threat models.

8.2 Effectiveness of the Multi-Query Strategy

Our Temporal Generative Stability (TGS) signal relies on
variance across multiple generations to capture determinism
in temporal dynamics. To validate this design, we analyze the
effect of the number of queries (Q) on attack performance.
Figure 10 reports AUC scores for both the TGS-only attack
and our fused method as Q increases from 2 to 5.

The results show a consistent and substantial performance
gain with more queries. For instance, in the supervised setting,
TGS improves from 66.3% (Q=2) to 76.8% (Q=5), while our
fused method rises from 89.7% to 93.5%. Similar monotonic
improvements are observed in the reference-based and query-
only scenarios, with performance stabilizing when Q > 4.
This trend confirms our hypothesis: a single generation cannot
reliably reflect temporal stability, while aggregating across
multiple runs yields a robust estimate of generative variance.

Overall, the Multi-Query design is essential for extract-
ing strong temporal memorization signals, making TGS both
effective and stable across different inference settings.

8.3 Comparison with Alternative Temporal
Signals

To validate our design for Temporal Generative Stability
(TGS), we compare it with two intuitive alternatives for captur-
ing temporal dynamics: (1) Subject Consistency, a semantic-
level metric that measures whether a subject’s appearance
remains consistent across frames using DINO features [58];
and (2) Temporal Jitter, a low-level motion metric that quan-
tifies inter-frame pixel changes via RAFT optical flow [28].
For fairness, both alternatives are adapted into instability sig-
nals using the same multi-query formulation as TGS.

The results in Table 5 clearly show that: (1) Low-level
motion (Temporal Jitter) fails as a membership signal, with
AUC dropping to only 60.33% in the query-only scenario,
indicating that pixel-level dynamics are too stochastic to sep-
arate members from non-members. (2) Subject Consistency
has moderate discriminative power, but remains substantially
weaker than TGS across all settings. In the critical reference-
based scenario, for example, it achieves only 74.19% AUC
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compared to 82.63% for TGS. (3) TGS consistently outper-
forms both alternatives, achieving the best results across all
metrics and scenarios.

These findings empirically validate our core intuition: fo-
cusing solely on a subject introduces noise from its legitimate
motion, while low-level pixel dynamics are inherently unsta-
ble. By contrast, TGS leverages the stability of the holistic
scene, anchored by relatively static elements, to provide a
robust and highly discriminative temporal signal for member-
ship inference.

8.4 Comparison with Static Similarity Base-
lines

To assess the applicability of static similarity metrics in the
video-based MIA setting, we compare VidLeaks against two
intuitive baselines that are derived from image-based MIAs:
(1) Frame-wise CLIP Similarity: Following [47], we compute
CLIP similarity for each generated frame against all frames
of the target video and average the results. This represents
the most straightforward extension of image-based MIA to
videos. (2) Video-level Similarity: We compute cosine simi-

Table 6: Comparison with static similarity baselines across
three attack scenarios.

Method Supervised Reference-based Query-only
Frame-wise 89.3% 75.0% 73.4%
Video-level 57.2% 53.0% 47.5%
VidLeaks 93.5% 88.7% 82.9%

larity between VideoCLIP [59] embeddings of the target and
generated videos, capturing holistic video semantics.

As shown in Table 6, both baselines substantially under-
perform our VidLeaks across all threat scenarios. Frame-wise
similarity achieves only 73.4% AUC in the query-only set-
ting (vs. 82.9% for VidLeaks), while video-level similarity
yields near-random performance (AUC 47.5-57.2%). These
results show that static similarity metrics fail to handle the
sparsity and temporal dynamics of video memorization. Our
SRF and TGS, however, specifically target and capture these
sparse-temporal leakage signals from T2V models.



Table 7: Impact of caption source and quality on attack performance across three attack scenarios.

Prompt Type Supervised Reference-based Query-only

AUC(T) TPR@1%FPR(T) ACC(1) AUC(T) TPR@1%FPR(T) ACC(T) AUC(T) TPR@1%FPR(1) ACC(T)
Ground-Truth 89.06% 32.77% 83.24%  86.99% 10.84% 79.81%  80.67% 8.60% 74.70%
Doubao 98.06% 62.57% 93.39%  90.84% 34.45% 84.59%  85.25% 31.00% 77.50%
30% Word Dropout  90.34% 34.35% 84.12%  88.55% 32.77% 81.62%  82.53% 12.80% 74.70%
Gemini Pro (default) 93.46% 49.58% 87.58%  88.68% 27.73% 82.84%  82.92% 12.60% 76.60%

8.5 Impact of Caption Source and Quality

Our attack pipeline assumes a practical setting where the ad-
versary only has access to the target video and thus must rely
on a public captioning tool to generate a proxy caption. A
natural question is how such proxy captions compare with the
ground-truth captions used in training, and whether the at-
tack is robust to variations in caption quality. To examine this,
we evaluate our attack across all three inference scenarios us-
ing multiple caption sources: (1) ground-truth captions from
the original datasets, (2) proxy captions generated by Gem-
ini Pro [56], (3) proxy captions generated by an alternative
model (Doubao [60]), and (4) degraded captions obtained by
applying 30% random word dropout to Gemini Pro’s outputs.

As shown in Table 7, proxy captions not only avoid degrad-
ing performance but in fact often outperform ground-truth
captions. For example, in the supervised setting, AUC in-
creases from 89.06% with ground-truth captions to 93.46%
with Gemini Pro, and further to 98.06% with Doubao. Similar
improvements appear under the reference-based and query-
only scenarios. This counter-intuitive result may arise from
two factors: (1) proxy captions produced by modern caption-
ing models are typically more descriptive and semantically de-
tailed, which forces the T2V model to reconstruct fine-grained
spatial and temporal anchors, thereby amplifying SRF and
TGS differences between members and non-members; and
(2) in contrast, ground-truth captions from datasets such as
WebVid-10M are often short or weakly descriptive. Although
they were used during training, their limited expressiveness
may fail to fully activate the model’s memorized patterns.

Importantly, even under substantial caption degradation
(30% random word dropout), the attack maintains strong
performance (e.g., 90.34% AUC in the supervised setting),
demonstrating robustness to imperfect caption quality. These
findings reinforce the practicality of our video-only pipeline
and show that advanced external captioners can, perhaps un-
expectedly, yield stronger membership inference attacks than
the ground-truth captions themselves.

8.6 Dataset Distribution Shift Analysis

In our evaluation, member samples originate from WebVid-
10M (AnimateDiff, InstructVideo) or MiraData (Mira), while

Table 8: Comparison between a blind dataset-based classifier
and VidLeaks under the supervised setting.

Target Model Method AUC TPR@1%FPR ACC
AnimateDiff Blind Classifier 68.39% 3.36% 64.10%
VidLeaks 93.46 % 49.58% 87.58%
Mira Blind Classifier ~ 82.05% 7.00% 76.00%
VidLeaks 87.45% 12.00% 82.00%
InstructVideo Blind Classifier  75.27% 2.38% 64.29%
St VidLeaks 98.04 % 45.00 % 94.77 %

all non-member samples are drawn from Panda-70M. Al-
though these datasets share broad semantic domains, they
differ in collection pipelines, visual quality, and content com-
position, which may induce dataset-level distributional shifts.
It is therefore important to assess whether the signals ex-
ploited by our attack reflect genuine model memorization or
merely these distributional differences.

To isolate the effect of dataset-level distributional shift, we
employ a blind classifier: an MLP trained solely on Video-
CLIP embeddings extracted from raw videos (100 epochs,
learning rate 1 x 107°), without using any generated outputs
or temporal signals from the target T2V models. This re-
flects an upper bound on the separability attributable purely
to dataset statistics. As shown in Table 8, the blind classi-
fier reveals varying degrees of distribution shift across mod-
els. AnimateDiff shows the weakest shift (AUC 68.39%),
InstructVideo exhibits a moderate shift (AUC 75.27%), likely
due to its animal-focused fine-tuning, and Mira demonstrates
the strongest shift (AUC 82.05%), indicating a more pro-
nounced mismatch between MiraData and Panda-70M. No-
tably, despite these shifts, the blind classifier’s discriminative
power remains limited, particularly in the low-FPR regime.

Crucially, this distributional shift pattern does not align
with the performance of VidLeaks. Our attack achieves sub-
stantially higher AUC on InstructVideo and AnimateDiff (up
to 98.04%) despite their smaller dataset shifts, while its perfor-
mance on Mira (AUC 87.45%) remains lower even though the
distributional shift is greatest. Moreover, the blind classifier
yields only weak high-confidence inference (TPR@ 1%FPR
2.38%—7.00%), far below the supervised performance of Vi-
dLeaks (TPR@1%FPR 12.00%—49.58%). These results, com-



Table 9: Performance under API-Level perturbation defenses across three attack scenarios.

Supervised Reference-based uery-onl
Defense Setting P Query-only
AUC(T) TPR@1%FPR(1) ACC(T) AUC(T) TPR@1%FPR(T) ACC(T) AUC(T) TPR@1%FPR(T) ACC(?])
cfg_scale +0.5 93.48% 52.94% 87.48% 89.97% 19.33% 81.84%  83.96% 9.80% 76.90%
inference_steps =1 92.25% 57.14% 84.51% 89.82% 21.01% 82.50%  82.53% 8.40% 75.70%
VidLeaks 93.46% 49.58% 87.58%  88.68% 27.73% 82.84%  82.92% 12.60% 76.60%

bined with the distinct SRF and TGS patterns of member
videos (Figure 2), demonstrate that dataset-level distributional
bias alone cannot account for our results. Instead, VidLeaks ex-
poses genuine sparse-temporal memorization effects inherent
to the generative behavior of T2V models.

9 Discussion

Our study demonstrates that state-of-the-art T2V models are
highly vulnerable to membership inference attacks through
their sparse-temporal memorization. In this section, we dis-
cuss the broader implications of our findings, potential coun-
termeasures, and the limitations of our study.

Summary of Key Findings. Our work provides three major
insights into how T2V models memorize. First, we show
that memorization is inherently dual-faceted: models tend
to preserve salient visual anchors (captured by SRF) and
stable temporal dynamics (captured by TGS). Second, we
establish that these two signals are complementary rather than
redundant—their fusion consistently amplifies attack power
across architectures, datasets, and threat models. Third, and
most critically, we reveal that these memorization artifacts
are so strong that they can be reliably exploited even in the
strictest query-only setting—without access to member data,
non-member baselines, or model internals. This suggests that
the membership leakage is not merely a statistical anomaly but
a fundamental vulnerability of current T2V models, posing a
severe and practical threat.

Countermeasures and Defenses. Mitigating our sparse-
temporal MIA is a non-trivial challenge, as the exploited
signals are inherently tied to the generative objectives of T2V
models. Accordingly, effective mitigation is likely to require
interventions that reduce memorization during training and
data construction. Below, we outline two potential defense
directions. (1) Training-Time Defenses. The fundamental
protections are integrated during model optimization. For
example, Differential Privacy (DP) [61] offers strong the-
oretical guarantees but remains impractical for large-scale
generative models due to prohibitive costs. Alternatively, tar-
geted regularization strategies could be designed to penalize
over-deterministic temporal generation or excessively faithful

reconstruction of training samples. (2) Data Pre-processing.
Since memorization often stems from unique training ex-
amples, thorough filtering and de-duplication of pre-training
corpora [62] may help reduce leakage risk. However, this
comes at the potential cost of diminished data diversity and
downstream performance.

Given that training-time modifications and large-scale data
curation may be costly to deploy, we further evaluate a
lightweight API-level defense that can be readily applied
to existing systems. Specifically, we consider simple parame-
ter randomization, where each query introduces small random
jitter to key sampling parameters (cfg_scale +0.5 and in-
ference_steps £1). As shown in Table 9, VidLeaks remains
highly robust across all threat models: in supervised settings,
AUC varies by less than 1.5%, and in the query-only setting
performance remains above 82.5%. These results indicate that
such lightweight perturbations do not meaningfully suppress
the sparse-temporal signals that drive the attack, underscoring
the limitations of simple API-level defenses.

Overall, our analysis suggests that mitigating membership
leakage in modern T2V systems will likely require a com-
bination of deeper training-time interventions, careful data
curation, and system-level safeguards. Designing defenses
that effectively suppress sparse-temporal memorization while
preserving generation quality and usability remains an impor-
tant and open challenge for future research.

Limitations and Future Work. Despite its strengths, our
study has several limitations that suggest directions for future
research. First, our evaluation focuses on three representative
T2V models, which cover the major architectural paradigms
but do not exhaust the rapidly evolving landscape of video
generation. Extending the analysis to newer or larger-scale
systems will be critical for validating the generality of our
findings. Second, although we demonstrate that proxy cap-
tions generated by a public captioner are not only practical but
often more effective than ground-truth captions (Section 8.5),
our exploration of this dependency is not exhaustive. A deeper
investigation into how different captioning strategies or lan-
guage models influence membership inference remains an im-
portant open question. Finally, while we have outlined poten-
tial defenses, their concrete design, implementation, and rigor-
ous evaluation are non-trivial. Developing privacy-preserving



training and inference mechanisms that specifically mitigate
the sparse-temporal leakage channels we identify represents
an important and challenging direction for future work.

10 Conclusion

In this paper, we present the first systematic study of member-
ship inference attacks against modern text-to-video models.
We identify two fundamental challenges unique to this do-
main—the sparsity of content memorization and the dynamics
of temporal memorization—and propose the sparse-temporal
MIA framework (VidLeaks) to address them. Our framework
introduces two complementary signals: Sparse Reconstruc-
tion Fidelity (SRF) for detecting salient visual anchors and
Temporal Generative Stability (TGS) for capturing stable tem-
poral evolution.

Through extensive experiments across three diverse T2V
models and under multiple threat models, we have demon-
strated that these systems are highly vulnerable to member-
ship inference. Notably, our attack remains effective even in
the strict zero-knowledge, query-only setting, revealing a se-
vere and practical privacy risk. Our study provides the first
concrete evidence that T2V models leak significant member-
ship information through both sparse fidelity and temporal
dynamics, underscoring the urgent need for targeted defenses
to safeguard data privacy and content ownership in the era of
generative video.
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A Attack Algorithms

This section provides the detailed pseudo-code for the at-
tack methodologies presented in Section 5, Section 6, and
Section 7.

Algorithm 1 Supervised Inference

1: Input: Target T2V model M, captioning model C, la-
beled shadow dataset Dgpadow, target video v.

2: procedure TRAIN ATTACK MODEL(Dshadow, M)
3 Initialize feature list X < 0, label list Y <— 0

4 for each (v;,1;,yi) € Dyhadow dO

5 Vg <— Compute SRF vector (v;,7;, M)

6: Sinstab +— Compute TGS vector (v;, %, M)
7 x; < Concatenate (Vg f, Singrab)

8 Append x; to X and y; to Y
9 end for

._
@ 0 ¢

Split (X,Y) into a training set (X;,qin, Yirain) and a
validation set.
11: Train a classifier g on (X 4in, Yirain)-
12: return Trained model Ay

13: end procedure

14: procedure INFER MEMBERSHIP(v, M , 4g)

15: f + C(v) Generate prompt

16: vy <~ Compute SRF vector (v,7, M)
17: Sinstab < Compute TGS vector (v,7, M)
18: x < Concatenate (Vg £, Sinsrab)

19: p < Ay(x)
20: return Membership probability p
21: end procedure

22: Ay < Train Attack Model(Dspadow, M)
23: p < Infer Membership(v, M , 4p)
24: Qutput: p

B Additional Robustness Analysis

Table 10: Robustness of VidLeaks under video quality pertur-
bations across three attack scenarios.

Quality Setting Supervised Reference-based Query-only
H.264 Compression 91.70% 85.47% 81.50%
Resolution Reduction 92.52% 88.63% 82.75%
VidLeaks 93.46 % 88.68 % 82.92%

To further assess the robustness of VidLeaks, we evaluate
its performance under common video quality perturbations,
including (1) H.264 video compression and (2) spatial resolu-
tion reduction (e.g., from 1280x720 to 480x270). As shown
in Table 10, VidLeaks maintains strong AUC performance

Algorithm 2 Reference-based Inference

1: Input: Target T2V model M, captioning model C, non-
member reference set D.t, target video v.

2: procedure CALIBRATE STATISTICS(Dyet, M)

3 Initialize score lists Lggr < 0, Lygs < 0

4 for each (v;,7;) € Dy.y do

5 Ssrr,i < Compute SRF Score (v;,#;, M)
6: Srgs,; < Compute TGS Score (v, 7, M)
7 Append SSRF,i to Lsgr and STGS,i to Lrgs
8 end for

9: Usrf,Osrf <— Mean(Lsgr ), StdDev(Lsgr )

10: Higs;Orgs < Mean(LTGs)7StheV(LTGS)

11: return Statistics (s, Gy f, Higs, Otgs)

12: end procedure

13: procedure INFER MEMBERSHIP(v, M , stats)
14: f < C(v) Generate prompt

15: Ssrr < Compute SRF Score (v,7, M)
16: Stgs + Compute TGS Score (v, 7, M)
17: Asgr < (SSRE — Usif) / Osr

18: Args < —(STGs — Mrgs)/Orgs

19: Sfinal — Werf AsrF + Wigs * Args

20: return Membership score Sfinq

21: end procedure

22: stats <— Calibrate Statistics(Dyer, M)
23: S < Infer Membership(v, M , stats)
24: Qutput: S

Algorithm 3 Query-only Inference

1: Input: Target T2V model M, captioning model C, target
video v.

2: procedure INFER MEMBERSHIP(v, M)
3 i+ C(v)

4; Ssrr < Compute SRF Score (v,7, M)
5 Stgs < Compute TGS Score (v, 7, M)
6 Compute intrinsic scores:

7 SSRF < SSRF

8 Srgs < 1 —=S1a6s

9: Fuse scores:

10: Stinal < WSRF * SSRF +WrGs - STGS

11: return Membership score Sgnal

12: end procedure

13: S < Infer Membership(v, M)
14: Output: S

under compression and resolution reduction across all threat
scenarios, indicating that VidLeaks exploits intrinsic sparse-
temporal memorization rather than low-level visual artifacts.



	Introduction
	Background & Related Work
	Text-to-Video Generation Models
	Membership Inference Attacks

	Key Insights & Signal Design
	Sparse Memorization: Reconstruction Fidelity
	Temporal Memorization: Generative Stability

	The Sparse-Temporal MIA Framework
	Threat Models
	Attack Framework Overview

	Supervised Inference
	Assumptions and Intuition
	Attack Implementation
	Experimental Setting
	Experimental Results

	Reference-based Inference
	Assumptions and Intuition
	Attack Implementation
	Experimental Setting
	Experimental Results

	Query-only Inference
	Intuition and Assumptions
	Attack Implementation
	Experimental Setting
	Experimental Results

	Ablation and Robustness Analysis
	Effectiveness of the Top-K Strategy
	Effectiveness of the Multi-Query Strategy
	Comparison with Alternative Temporal Signals
	Comparison with Static Similarity Baselines
	Impact of Caption Source and Quality
	Dataset Distribution Shift Analysis

	Discussion
	Conclusion
	Attack Algorithms
	Additional Robustness Analysis

