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Abstract
Security updates are essential for protecting IoT de-

vices, yet consumers often lack reliable information
about how long devices will be supported. We conduct
the first large-scale study of update duration disclosures
in the European market, analysing 34,187 product pages
across local retailers, EU Amazon sites, and Temu. Dis-
closure varies sharply: Dutch retailers, subject to reg-
ulatory oversight, list update durations for up to 92%
of devices, while Amazon provides such information
for fewer than 1% and Temu for none. For smart TVs,
where EU rules mandate disclosure, coverage is higher
but still inconsistent. Stated update durations vary be-
tween one and eight years, with smart TVs generally
receiving the longest support. Comparing stated support
durations across retailers, manufacturers, and the EU’s
central product database, we find widespread contradic-
tions, with retailers often understating support relative to
manufacturers. These inconsistencies limit the effective-
ness of transparency mandates and risk misleading con-
sumers. Our findings show that regulation can improve
visibility, but only robust enforcement and standardized
disclosure mechanisms ensure accurate and trustworthy
information.

1 Introduction

Many Internet-of-Things (IoT) devices are released with
weak security postures, making them attractive targets for
cyberattacks. Even when manufacturers equip their IoT
devices with robust security features, they remain suscep-
tible to vulnerabilities discovered after release [10, 26].
Without timely security updates, these vulnerabilities can
be exploited at scale, turning millions of interconnected
devices into entry points for attackers.

Security updates (‘patches’) are therefore not just
a best practice, they play a critical role, providing the
means to retroactively patch security vulnerabilities in

IoT devices. Recognising this, the provisioning of se-
curity updates has become the focus of legislation and
policy efforts in different jurisdictions requiring IoT
manufacturers to provide more transparency. Consumers
should be informed at the time of purchase about how
long a device will receive security updates. Update dura-
tion is a critical focus because, like a product warranty, it
can be clearly disclosed at purchase and factored into con-
sumer decisions, empowering buyers and incentivizing
manufacturers to extend support.

The US Cyber Trust Mark [22], a voluntary IoT de-
vice labelling initiative, expected to take effect in late
2025, includes update support duration as part of its la-
bel. Similarly, in the UK, since April 2024, the Product
Security and Telecommunications Infrastructure (PSTI)
Act places a legal requirement on IoT device manufactur-
ers to provide information to consumers about how long
their products are supported by security updates [12]. The
upcoming Cyber Resilience Act (CRA) in the European
Union, which comes into full force in December 2027,
mandates manufacturers to disclose the update support
duration for their products. It also requires that security
updates be provided for a device’s entire expected use
period, and at least for five years [17]. Another EU Reg-
ulation, on Energy Labelling [1], requires manufacturers
to provide update duration information for smart TVs,
along with the energy ratings, to be able to sell their
products in the EU market. Manufacturers have to sub-
mit this information to a central, consumer accessible,
database called the European Product Registry for Energy
Labelling (EPREL).

Online stores are a critical interface where consumers
engage with product information. If regulatory and vol-
untary efforts to inform consumers are having an effect,
update duration should become visible on product pages.
Large stores also have more leverage than consumers to
get clear disclosures from manufacturers about their up-
date support for a product. A complementary regulatory
strategy is to require online stores to include this infor-
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mation in their product pages. In the Netherlands, this
strategy has been in place since 2020 when the Nether-
lands Authority for Consumers and Markets (ACM) [4]
required major online retailers to provide update support
duration information.

Despite these regulations emphasising provisioning of
update support duration, there is very little empirical data
on the presence of this information in the marketplace
or on where this information exists, or even what update
durations manufacturers are promising. The US Federal
Trade Commission (FTC) recently conducted a small-
scale study on 184 devices and found that nearly 89% of
manufacturer product webpages failed to disclose soft-
ware update durations [38]. The only academic study we
are aware of reported that update duration was available
for 20% of the 417 IoT devices that were analysed [43].
In sum, there is a lack of large scale systematic evalua-
tion on the availability of update support durations and
on the length of the durations currently promised. This
gap makes it difficult to assess market transparency and
hinders regulators and researchers from evaluating the ef-
fectiveness of current efforts to improve security update
support.

In this paper, we address this gap through three re-
search questions, focusing on online stores where update
information can be collected at scale and is most relevant
and visible to consumers. Since purchases typically form
a contract with the store rather than the manufacturer,
what the store discloses matters. Our first question is: To
what extent do online stores in the EU provide informa-
tion on the update support duration of IoT devices? To
answer, we manually reviewed 4,600 product pages for
five device types across 58 EU online stores: regional
retailers, country-specific Amazon sites, and Temu.com.
Of the 22 regional retailers, all 20 stores selling smart
TVs provide update information for these, but only the
Dutch retailers provide update info for all five device
types. Among global players, Temu.com shows none,
while different EU Amazon sites list update durations for
different device types, but none for all.

Our second research question was What percentage
of devices include update support duration, and what is
the distribution of the durations? Building on the results
from the manual analysis, we scraped 29,587 product
pages: all device types on EU Amazon sites and two
Dutch sites, plus smart TVs from all regional retailers.
Amazon rarely provides this information (0.4%), despite
having the update support duration field on every page.
Dutch retailers disclose far more (15–92%), and smart
TVs in particular show higher coverage (19.8–100%).
Stated durations range from one to eight years, with smart
TVs typically receiving the longest support.

Finally, we compare update information across
sources—retailer sites, manufacturer websites, and for

smart TVs, the EPREL database—asking: How consis-
tent are disclosed update durations across sources? We
focus on regional stores for smart TVs and on Dutch
stores for all device types, as Amazon provides too little
data. Moreover, Dutch retailers and smart TVs are a spe-
cial case due to regulatory intervention and an in-depth
analysis can help identify ways to improve the status
quo elsewhere. We supplemented our dataset with man-
ufacturer pages for 250 devices and EPREL entries for
smart TVs. The results show major inconsistencies be-
tween retailers, manufacturers, and the central database,
casting doubt on the overall reliability of update support
information. In sum, our contributions are as follows:

• We present the first large-scale analysis of update in-
formation provisioning, focused on European online
stores. We manually review 4,480 product pages for
disclosures and scrape an additional 29,587 pages
for characterizing the statements of update dura-
tions.

• We find empirical evidence for the impact of two
regulatory initiatives, for Dutch online stores and
for smart TVs across several countries, but also char-
acterize significant gaps in compliance.

• For a smaller sample, we provide a comparison of
update duration availability across three sources.
Surprisingly, online stores have higher availability
of update information than (between 15.2% and
91.5%) manufacturer websites (between 18% and
50%), while the EPREL database has update infor-
mation for around 80% of the TVs analysed.

• For the same device models, we identify conflicting
update information between stores, manufacturers
and EPREL database, highlighting inconsistencies
in the disclosures to consumers. We offer recom-
mendations for different stakeholders to better sup-
port consumers making more security-conscious
IoT purchase decisions.

2 Related Work

In this section we outline prior work on empirical analy-
ses of update support durations, consumer expectations
for update support, regulatory transparency mandates,
and socio-legal perspectives on governance gaps.

Disclosure of IoT Update Information There is lim-
ited prior work on the availability of update support in-
formation. The FTC found that 89% of 184 device man-
ufacturer webpages did not disclose update support du-
ration [23]. An academic study of 417 devices across



two online stores [43] similarly reported valid informa-
tion in only a fraction of product pages. Privacy Interna-
tional [28] checked 21 manufacturers across five device
categories (smartphones, PCs, gaming consoles, tablets,
smart TVs), finding that most provide unclear or miss-
ing information. These studies analyze small samples
(hundreds of products) and focus solely on manufacturer
disclosure. We present the first large-scale analysis of
26,898 product pages across 55 online stores in Europe,
characterizing stated update support durations. While we
also examine manufacturer disclosures, we emphasize
online stores—where consumers actually interface with
information and enter legal contracts with retailers, not
manufacturers directly.

Consumer Preferences for IoT Updates Consumer re-
search shows users expect security updates for reasonable
periods that vary by device category [32, 42]. Privacy In-
ternational [27] found 31% of users expect 2-10 years of
updates for internet-connected home devices. While most
smart home users believe updates are important, they
are less concerned about support end dates [25]. How-
ever, consumers demonstrate willingness to pay more
for lifetime updates versus 5-year support [36]. Qual-
itative interviews reveal users rarely associate updates
with security and worry about manufacturers discontinu-
ing support [24]. Survey research indicates update dura-
tion information explains 8-35% of variance in purchase
choices [34]. We do not analyze consumer preferences
but build on this work by studying information provi-
sioning at purchase—knowing it influences choice and
motivating our focus on retail channels where consumers
engage with product descriptions.

Transparency and Disclosure Mandates Update du-
ration disclosure exemplifies broader transparency reg-
ulations, most notably GDPR. Yet empirical studies re-
veal gaps between legal intent of such regulations and
their practical outcomes. One study [14] documents how
GDPR transparency rights fail to deliver substantive con-
sumer empowerment despite formal compliance. An-
other [29] argues transparency alone cannot alter eco-
nomic realities and is prone to exploitation. Another
study [5] reasons that disclosure mandates routinely fail
across contexts because they overwhelm consumers, go
unread, or are gamed by regulated entities. Subsequent re-
search [45] advocates moving beyond disclosure toward
performance-based standards holding firms accountable
for outcomes. Our findings extend these concerns to con-
sumer IoT, where contradictions between retailer disclo-
sures, manufacturer statements, and centralized databases
show that transparency mandates alone yield missing,
fragmented, unreliable information.

STS and Socio-Legal Perspectives Research on sup-
ply chain transparency stresses the importance of robust
reporting and governance capabilities in conjugation with
frameworks to collect, analyse and disseminate informa-
tion [7]. The update duration contradictions we observe
underline the need for better frameworks to organise dis-
closure of the information across the different channels.
Prior work stresses on the distinction between ‘visibility’
(information gathering) and ‘disclosure’ (information
sharing) [39]. Our findings reveal failures at both levels:
manufacturers possess update duration information but
fail to disclose it and even when disclosed, this informa-
tion fails to propagate to retail channels where consumers
make purchase decisions. On the retailers’ side, digital
governance scholarship shows platforms operate as pri-
vate regulators [41], with their design choices shaping
information access. Viewed from this lens, limited or
conflicting update duration on retail channels could be
an instance of ‘strategic disclosure’ – firms disclose se-
lectively based on their assessment of costs, benefits and
risks or a design choice that reflects business priorities
rather than technical constraints. The revised Product Li-
ability Directive (2024/2853) reinforces these incentives
by extending strict liability to online platforms and other
actors in the supply chain [20, 40].

3 Methodology

To address our first research question on the level of
provisioning currently present in EU online markets, we
manually analysed the online stores and identified the
stores which provide update information. For our second
research question on characterising the update support
duration currently stated by retailers for different IoT de-
vice types, we do large scale data collection and analysis
using web scraping and extraction techniques. In this
section we detail the methodology followed for both.

For both research questions, we considered five IoT
device types that have been shown to be popular in the
consumer IoT landscape – IP cameras, smart printers,
smart speakers [31, 43]. We scoped our analysis to the 30
countries in the European Economic Area (EEA) at the
time of writing this paper: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Fin-
land, France, Germany, Greece, Hungary, Iceland, Ire-
land, Italy, Latvia, Liechtenstein, Lithuania, Luxembourg,
Malta, Netherlands, Norway, Poland, Portugal, Romania,
Slovakia, Slovenia, Spain and Sweden.

3.1 Web Store Data Collection
To evaluate the update provisioning comprehensively,
we wanted to systematically identify and analyse online
stores popular in each of the countries. To do so, we used



Similarweb, a digital intelligence platform that provides
market research and trends for websites and apps. Based
on the results from Similarweb, we identified three types
of online stores: local or region-specific platforms tai-
lored to the domestic market, the Amazon store popular
in that region and Temu, the Chinese e-commerce plat-
form that is popular across Europe. In all EU countries,
Temu was ranked in the top 5.

Table 1: Research Aims and Dataset Overview

Research
Question Research Aim Websites and

Device types Count

RQ1

Evaluating
Update
provisioning
on webstores

All five device types on:
- 22 regional websites
- 7 Amazon websites
- 29 regional versions of Temu

4,480
product
pages

RQ2

Quantifying
update
information
presence and
duration

All five device types on:
- 6 Amazon websites
(.de, .fr, .it, .nl, .es, co.uk)
- 2 Dutch Websites
(bol.com, coolblue.nl)
Only smart TVs on:
- 13 regional websites

29,587
product
pages

RQ3
Comparing
across
sources

Manufacturer websites
+ EPREL Database

272
devices

Out of the 30 countries considered, Similarweb data
was unavailable for 9. In these cases, we supplemented
our analysis with Google search to identify the most
prominent local online store. We searched for ‘popular
e-commerce websites in <countryname>’ and, based on
the results, manually identified the leading local online
store based on consumer or e-commerce blogs. We were
not able to identify a local online store in eight of the
30 countries since the websites mentioned in the google
results were not local to the region.

At the end of this step, we had a list of 22 local on-
line stores and 7 Amazon websites that were popular
across the EEA countries. Together with Temu, these 30
websites provide a starting point for our analysis. While
the URL for Temu remains the same across Europe, the
website allows users to select from 29 of the 30 EEA
countries as their region and based on the region selected,
the offerings vary. Although we analysed each of these
29 regional versions individually, we count Temu as a
single website — rather than 29 separate ones — for
simplicity.

3.1.1 Product Category Page Identification

In the next step, we identified the relevant product cate-
gory page - the page that contains all listings for a partic-
ular product - for each of the 30 websites. We identified
the product category pages for all five IoT device types:
IP cameras, smart printers, smart speakers, smart TVs
and smart watches. This approach is better than searching
for categories like ‘IP Cameras’ since search results are

often cluttered with auxiliary products (e.g., IP camera
wall mounts, batteries, dummy cameras, etc.,). When no
dedicated category existed, we used the closest match and
applied filters — for example, selecting smart speakers
from the general speaker category by filtering for WiFi
connectivity.

3.2 Evaluating Provisioning: Manual Anal-
ysis of Online Stores

To answer our first research question, we manually evalu-
ated the first twenty product links for each of the 5 device
types, on each of the 30 websites to identify whether any
update duration related information is available. We use
product pages as the unit of analysis because they are
the primary point of compliance for disclosing the up-
date information. Although some devices have multiple
pages due to different colours, sellers, bundles etc., we
treat each page individually to capture all instances of
disclosed information and avoid missing variations in
update support details. The results of this evaluation feed
into the next step.

3.3 Characterizing Update Durations:
Large Scale Analysis

To answer our second research question, we scraped the
websites and device type combinations that we identi-
fied in the previous step as containing update support
duration information. We scraped the product links from
the first fifty pages of each of the product category list-
ings. Each page typically contained around 20-30 product
links. Next, we opened each of these product links, saved
the HTML pages and scraped the product data. We used
BeautifulSoup, a Python library for parsing HTML, for
scraping and extracting the product data – title, price,
brand, and model details (where available), along with
the product information or any specific fields identified in
the previous step as containing update support duration
information.

Next, we manually verified if the scraped information
was accurate for 25 random listings of each device type
and website combination, analysing 1,325 product pages
overall. This step was crucial to make sure that the scrap-
ing scripts did not miss any update information.

3.4 Comparison Across Sources
To answer our third research question, we compared the
update information between two online retail stores, be-
tween retailers and manufacturers and for smart TVs, also
with the centralised database. We examined manufacturer
websites since regulations emphasize their responsibil-
ity to provide update support details. Our objective with



Website - Device Type Combinations
(For each website–device type pair with update info from the manual analysis)

Locate Product Category Page
(Find the category page relevant to the selected device type on the website)

Extract Category Page URLs
(Collect up to 50 category page URLs, or all if fewer exist)

Extract Product Page URLs
(Extract all product links listed on the collected category pages)

Scrape Product Data 
(Retrieve title, brand, model, description, and update info from product pages)

Manual Verification of 25 Product Pages
(Verify that all product and update information was accurately scraped)

Figure 1: Workflow for Large Scale Analysis

this analysis was twofold. First, we wanted to compare
whether the durations stated by the manufacturer were
consistent with those stated on the online stores. Sec-
ond, we aimed to check the overlap between devices with
update information on online stores versus the manu-
facturer’s website. Our hypothesis was that there would
be a high degree of overlap, since if the information is
available in one source, it should be straightforward to
populate it in the other as well.

Select Online Store based on Update Info per Device Type 
(Choose website with the highest percentage of update info for each device type)

Split Listings by Update Information into Subsets
(Divide product listings on website into subsets – with and without update info)

Collect Sample for Manual Validation on Manufacturer Websites
(Stratified Random Sampling on the Subsets)

Check Manufacturer Websites for Update Info
(Review product listings on official manufacturer sites for update details)

Number of manufacturers in
subset > 25

One random device per
manufacturer

Number of manufacturers in
subset < 25

One device per manufacturer
+ random selection to reach

25 total

Figure 2: Workflow for Manufacturer Website Analysis

We used a stratified sampling strategy to select devices
for manual validation. For each device type, we chose the
online store with the highest percentage of products list-
ing update durations. Listings were split into two groups
(with and without update information), and at least 25
devices were randomly sampled from each, ensuring at
least one per manufacturer. If fewer than 25 manufactur-
ers existed, additional devices were randomly added; if
more than 25, one device per manufacturer was randomly
selected and 25 devices were randomly sampled from
this pool. This yielded at least 50 devices per type with
diverse manufacturer representation.

To find manufacturer-published update information,

Table 2: Results of the Manual Analysis of Local Web-
sites per Country

Country Website IP
Camera

Smart
Printer

Smart
Speaker

Smart
TV

Smart
Watch

Belgium bol.com
Bulgaria emag.bg –
Croatia emmezeta.hr – –
Cyprus skroutz.gr
Estonia kaup24.ee
Finland verkkokauppa.com
France cdiscount.com
Germany otto.de
Greece skroutz.gr
Hungary emag.hu
Iceland elko.is – –
Latvia 1a.lv
Lithuania pigu.lt
Netherlands bol.com
Norway clasohlson.com –
Portugal worten.pt
Romania emag.ro
Slovakia mall.sk –
Slovenia mimovrste.com
Spain elcorteingles.es
Sweden clasohlson.com –
Legend: Update info present No update info – Not sold

we searched Google using the manufacturer and model
to find the product page on the manufacturer’s website.
If the page lacked update details, we repeated the search
with the term ‘update support duration’ to capture cases
where the information was presented in a separate page.
This analysis was conducted in March 2025.

For the centralised database, we compared the smart
TV details on the website1 and got the details where
available.

4 Provisioning of Update Duration Infor-
mation on EU Online Stores

In this section we present the results of the first research
question on the degree of update provisioning on EU on-
line stores, starting with the local stores, then the Amazon
stores and finally Temu.

4.1 Local Online Stores

Of the 30 EEA countries, 22 had a local online store
ranked in the top five on Similarweb based on popularity;
the remaining eight did not. Bol.com is popular in both
Belgium and the Netherlands. As listings can vary by
country, we set the relevant country or delivery location
and analysed them independently, resulting in 21 unique
local online stores across the 22 countries.

Table 2 lists the local websites analysed for each coun-
try and the availability of update information on the
site. Of the 20 websites, five did not sell one or more
of the device types considered, indicated with (–). Cases
where a device type was sold but lacked update informa-
tion are marked ( ), and cases with update information

1https://eprel.ec.europa.eu/screen/product/electronicdisplays



are marked ( ). The table highlights two patterns possi-
bly driven by policy interventions. First, the Dutch site
bol.com (also serving Belgium) provides update informa-
tion for all device types, likely due to a requirement by
the Netherlands Authority for Consumers and Markets
(ACM)[4]. Second, update information for smart TVs ap-
pears on all local stores, possibly driven by an EU energy
labelling directive that mandates reporting software and
firmware support periods. We delve deeper into these in
the next section on characterizing the update durations.

4.2 Amazon Stores
Next, we analyzed Amazon stores, focusing on the lo-
cal storefronts for EEA countries. Of the 30 countries,
14 did not have Amazon among the top five popular
sites. For the remaining 16, some shared the same re-
gional Amazon website—for example, amazon.es was
popular in both Spain and Portugal. We therefore ana-
lyzed seven Amazon sites: amazon.co.uk (Ireland), ama-
zon.com (Bulgaria, Croatia, Hungary, Norway, Romania,
Sweden), amazon.de (Austria, Denmark, Germany), ama-
zon.es (Portugal, Spain), amazon.fr (Belgium, France),
amazon.it (Italy), and amazon.nl (Netherlands). Delivery
addresses were set locally to obtain relevant results.

Our manual analysis of 20 product links per device
type showed that all the European Amazon websites
have update support duration provisioning. In contrast,
although amazon.com was popular in six EEA countries,
it had no update information for any of the 100 devices
analysed. We characterize the percentage of devices on
the European Amazon websites with the update informa-
tion and the duration specified in the next section.

4.3 Chinese Online Store - Temu
Next, we analysed Chinese Temu websites that are popu-
lar across Europe. As mentioned earlier, although Temu
does not have region-specific domains, it provides an
option to change the country or region on its website.
Of the 30 EEA countries, only one — Liechtenstein —
was not available in the list of regions. We analysed the
remaining 29 regional versions of Temu for three types
of IoT devices: IP cameras, smart speakers, and smart
watches. At the time of our data collection, smart TVs
and smart printers were not sold on Temu. We conducted
a manual analysis of the first twenty product listings for
each of the three device types across all 29 websites and
found no update information on any of them.

5 Quantifying Update Support Durations

In this section, we answer our second research question.
We quantify the presence and distribution of update sup-

port duration information across the websites and device
types identified in the previous section as containing up-
date information. The websites that have the update infor-
mation for device types other than smart TV are bol.com
and the six Amazon websites. To enable more compre-
hensive analysis, we also included another popular Dutch
online store coolblue.nl [30], which would also help us
better evaluate the effect of the Dutch intervention [4].

Table 3: Percentage of product links in each update status
category across EU websites for all device types except
smart TVs

Website Update Info
Field

IP
Camera

Smart
Printer

Smart
Speaker

Smart
Watch

bol.com

Total Count 1190 882 127 1152
% Unavailable 0.0 5.4 0.0 0.0
% Says Not Applicable 38.3 61.5 44.8 36.0
% Specifies Duration 61.7 33.1 55.2 64.0

coolblue.nl

Total Count 248 111 79 319
% Unavailable 14.9 100 58.1 6.3
% Says Unknown 8.1 0.0 24.1 2.2
% Specifies Duration 77.0 0.0 17.8 91.5

amazon.de

Total Count 738 882 26 954
% Unavailable 73.6 7.7 23.1 15.2
% Says Unknown 26.0 92.3 76.9 84.4
% Specifies Date 0.4 0.0 0.0 0.4

amazon.es
Total Count 896 470 33 979
% Unavailable 81.6 98.1 21.2 27.0
% Says Unknown 18.4 1.5 75.8 73.0
% Specifies Date 0.0 0.4 3.0 0.0

amazon.fr
Total Count 919 552 32 454
% Unavailable 73.8 98.0 18.8 99.6
% Says Unknown 25.8 1.8 81.2 0.4
% Specifies Date 0.4 0.2 0.0 0.0

amazon.it
Total Count 797 818 32 410
% Unavailable 84.4 97.4 28.1 95.9
% Says Unknown 15.3 2.6 71.9 4.1
% Specifies Date 0.3 0.0 0.0 0.0

amazon.nl
Total Count 1071 371 33 405
% Unavailable 65.6 1.1 0.0 19.3
% Says Unknown 33.1 94.9 100.0 79.8
% Specifies Date 1.3 4.0 0.0 1.0

amazon.co.uk
Total Count 1236 721 1167 1203
% Unavailable 73.5 9.3 69.6 20.8
% Says Unknown 26.1 90.7 30.4 79.2
% Specifies Date 0.4 0.0 0.0 0.0

On these eight websites, we scraped product links
for IP cameras, smart printers, smart speakers and smart
watches from the first fifty pages of product listings (or
all pages if the total was less than 50). We categorise
the presence of update information into three categories,
the update field was (a) absent, we classify this as field
unavailable, (b) present but says Unknown or Not appli-
cable or (c) specifies a duration (e.g., At least 60 months
after the introduction date) or date (e.g., Guaranteed soft-
ware updates until 15 Sep 2031). bol.com and coolblue.nl
list the duration while the Amazon websites list a date.

Table 3 reports the fraction of pages in each category
across all the seven websites. On bol.com, the percentage
of product links with update information ranges from
33.1% to 64%. The other Dutch website, coolblue.nl, has
update information for 17.8% to 91.5% of product links,



with no smart printers having update support informa-
tion. The distribution of update duration across both the
bol.com and coolblue.nl ranges from 1 year to 7 years
across all the device types except smart TV. We discuss
smart TV separately in the next section.

In contrast to the Dutch websites, the vast majority of
devices on the Amazon websites lack specific update in-
formation: 70.4% of product links have no update support
duration field, while 29.3% display the field but list it as
Unknown. Only 0.3% of all links specify a date. Across
the four device types and six EU Amazon websites, only
51 product links specify a date. We started our data col-
lection in 2024, but 18 product links (35.3%) listed a date
in 2023 or earlier in the ‘Guaranteed software updates
until’ field. Two links state a date in 2083, while the rest
range from 2026 to 2031, with 13 April 2030 being the
most common (41.2% or 21 product links).

Device type differences exist: IP cameras and smart
watches have higher percentage of availability across
both the Dutch websites and the EU Amazon websites.
Within the Amazon websites, regional differences are
also notable. The Dutch site, amazon.nl, performs best,
with 4% of smart printers and 1.8% of smart TVs speci-
fying dates, reflecting broader local compliance, though
overall adherence to ACM requirements remains low
(0–4%). In contrast, amazon.fr and amazon.it consistently
show 0–0.4% of products with update information. De-
spite the UK PSTI Act [12], amazon.co.uk lists dates for
only 0.1% of smart TVs and 0.4% of IP cameras, with no
dates for other device types, suggesting UK consumers
rarely receive useful update duration information despite
policy and a dedicated field.

Smart TVs As noted in the Introduction, smart TVs
represent a unique case under the Commission Delegated
Regulation (EU) 2019/2013 [1], which introduced manda-
tory disclosure of software update support durations for
electronic displays as part of the EU’s revised energy
labelling framework (effective March 2021). Smart TVs
are the only IoT devices explicitly covered by this reg-
ulation, which requires product information sheets to
state the minimum guaranteed availability of software
and firmware updates alongside energy performance data.
This requirement, linked to the ecodesign regulation for
electronic displays (EU 2019/2021), supports EU policy
goals on sustainability, transparency, and digital rights. It
is intended to help consumers make informed decisions
about device longevity, particularly software support for
connected products [1, 2].

Our analysis found that all the local online stores and
the EU Amazon websites included update information for
smart TVs, though in varying formats. Retailers in Croa-
tia (emmezeta.hr), Estonia (kaup24.ee), Latvia (1a.lv),
Lithuania (pigu.lt), and the Netherlands (coolblue.nl) pro-

vided it in PDF product information sheets linked from
their sites. On all six European Amazon websites, the
sheets were available only as images, making the content
unsearchable and less accessible. The other local online
stores and the Dutch retailer bol.com displayed the QR
code with the energy rating label in a product carousel
image, which directed consumers to the product’s EPREL
page.

Table 4 shows the percentage of links per website
that contained update information. None of the websites
provided the sheets for all listed products. Data from the
local stores in Croatia, Portugal and Slovenia could not
be collected due to rate limiting measures and in the case
of Croatia, website instability: the site frequently failed
to load and often redirected product links to “not found”
pages.

Table 4: Percentage of Smart TVs with product informa-
tion sheet

Website Country
Percentage of

product pages with
product information sheet

emag.bg Bulgaria 48.7%
skroutz.cy Cyprus 97%
kaup24.ee Estonia 33.3%
verkkokauppa.com Finland 50%
amazon.fr France 46.4%
cdiscount.com France 21%
amazon.de Germany 91.8%
otto.de Germany 100%
skroutz.gr Greece 91%
elko.is Iceland 100%
amazon.it Italy 43.2%
1a.lv Latvia 19.8%
pigu.lt Lithuania 81.5%
amazon.nl Netherlands 37.9%
bol.com Netherlands 97.6%
coolblue.nl Netherlands 54.2%
emag.ro Romania 56%
mall.sk Slovakia 100%
amazon.es Spain 50.4%
elcorteingles.es Spain 80%
amazon.co.uk UK 41.2%

We observe substantial variation in the percentage of
devices with update support information across coun-
tries and websites. Only local stores in Germany, Iceland
and Slovakia contain update information for all the TVs
while skroutz operating in Cyprus, Greece also shows
high percentage (91-97%). On the other hand, less than
20% of smart TVs on Latvia’s 1a.lv include the prod-
uct information sheet. The Dutch websites also show a
sharp difference. A little more than half (54.2%) of TVs
on coolblue.nl have the update information compared to
97.6% on bol.com. Among the Amazon websites, Ger-
many has the highest percentage of update information
(91.8%) while UK has the lowest (41.2%). Consistent
with the regulatory mandate requiring updates for eight
years, the most frequently stated duration in product in-
formation sheets was also eight years. On some websites,



up to 93.5% of TVs specified an eight-year update period.

6 Comparison Across Sources

In this section, we move beyond quantifying the presence
of update information to analyse update durations by de-
vice type. We compare the two Dutch retailers, manufac-
turer websites, and the centralised smart TV database to
address our third research question. Amazon is excluded
from this analysis, as it provides update information for
only a negligible percentage of products.

6.1 Comparison between Dutch Retailers
Between the Dutch retailers, we first compare the distri-
bution of update support durations across all the product
links. Next, we also compare the update durations for the
specific device models that are available on both the web-
sites. To do so, we first filtered brands available on both
bol.com and Coolblue, then extracted model names from
product titles using regular expressions (e.g., E340 for a
Eufy camera, C200 for a TP-Link camera, or Vivofit Ju-
nior 3 for a Garmin smartwatch). Model names were man-
ually verified and edited where needed. Duplicate listings
which are common due to color, material, or bundling
variations, were dropped. From the resulting unique sets,
we selected models appearing on both sites for direct
comparison. Because only a few devices included all
three fields, we focused only on the stated update support
period, and excluded the release year and month. While
this approach may have overlooked some cases where
the same model was sold on both but without a distinc-
tive model name, it also ensures that the devices we did
compare were indeed the same models. Since coolblue.nl
did not have any update information, we only compare
for IP cameras, smart speakers and smart watches. We
analyse the smart TVs separately.

On both bol.com and coolblue.nl, the update support
duration information is presented in terms of number of
months from the date of introduction of the device un-
der the fields ‘Support with updates’ and ‘Guaranteed
support with updates’ on bol.com and coolblue.nl respec-
tively. There are also two additional fields which state the
month and year of introduction (‘Introduction year’ and

‘Introduction month’ on both websites). We discuss the
results of our analysis for each device type and present
the results for smart TV seperately (in subsection 6.3)
since that is a special case.

6.1.1 IP Cameras

On bol.com, we collected data on 1,190 IP cameras from
247 brands. Of these, 61.7% (735 cameras) included up-
date support information, but only 36.2% had all three

key fields completed. Another 25.5% listed update sup-
port but lacked either the introduction year or month. In
contrast, coolblue.nl offered had fewer listings, 48 cam-
eras from 10 brands, yet about 80% included all three
fields, showing more consistent update data despite the
smaller range. As shown in Figure 3, both platforms most
often listed update durations of 12 and 24 months.
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Figure 3: Comparison of update durations for IP cameras
on bol.com and coolblue.nl

On Bol, 50 brands had at least three cameras, enabling
intra-brand comparison. For 16 brands, the update dura-
tion was identical across models (standard deviation = 0),
while the other 34 brands showed inconsistencies, with
deviations up to 27.7 months. Price offered no explana-
tion: expensive cameras were no more likely to receive
longer support.

On Coolblue, only 7 brands had three or more de-
vices, but variation was still evident. Ring (68 cameras)
and Google (9) showed consistent support of 24 and 36
months, respectively, while Eufy and TP-Link varied. In-
terestingly, we found a small but statistically significant
negative correlation (r = -0.27, p < 0.01) between price
and update duration—contrary to the intuition that higher-
priced cameras should be supported longer.

For the device model level analysis, we identified 38
models common to bol.com and coolblue.nl. Of these,
24 had update information listed on both websites. Half
of these (12 models) showed identical information, while
the other half (12 models) displayed conflicting dura-
tions, indicating significant inconsistency between the
platforms. The discrepancies did not follow a clear man-
ufacturer or brand pattern. All seven Ring cameras had
inconsistent information, four of the Imou cameras were
consistent while one was not, and among seven TP-Link
cameras, three had information only on one website, three
were consistent across both, and one was inconsistent.



6.1.2 Smart Speakers

We analysed smart speaker listings on bol.com (127 de-
vices) and coolblue.nl (79 devices) to assess the avail-
ability of update support information. On Bol, 55.1% of
speakers included some duration data, with 34.6% having
all three fields (duration, introduction year, month) com-
pleted. In contrast, coolblue.nl showed far lower availabil-
ity: only 15.2% had complete information, while 58.2%
had the update field missing and 24.1% marked it as
Unknown.
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Figure 4: Comparison of update durations for Smart
Speakers on bol.com and coolblue.nl

Figure 4 compares stated durations. On Bol, the most
common values were 24 months (18.1%), 12 months
(17.3%), and 36 months (14.2%), with a small fraction
(2.4%) listing 7 years. Only two brands provided data
for more than two devices: Kodak (8 speakers, all 12
months) and Bluesound (3 speakers, 36–60 months). On
Coolblue, eight brands had more than two speakers listed,
but only Denon provided update data. None of the others,
including Apple, listed update support.

At the device model level, only ten models appeared
on both websites. Of these, just two included update
information on both, and in both cases the information
conflicted: each speaker listed 24 months of support on
bol.com but 60 months on coolblue.nl.

6.1.3 Smart Watches

We also analysed 1,152 smart watches on bol.com and
319 on Coolblue. On Bol, 64% of watches had update
support information, but only 10 devices (all from TCL)
included all three fields. By contrast, coolblue.nl listed
durations for 91.5% of watches, with nearly all (except
two) also including the introduction year—but none the
month. As shown in Figure 5, both platforms reported
durations ranging widely, with 24, 48, and 60 months the
most common.

Across 54 brands with more than two watches (cover-
ing 58.7% of devices), market concentration was lower
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Figure 5: Comparison of update durations for Smart
Watches on bol.com and coolblue.nl

than for printers. Within-brand variability was high: Ap-
ple ranged from 12–60 months (average 49.4), while
Garmin averaged 41.8. A Kruskal–Wallis test confirmed
significant differences across brands (H(676) = 476.13, p
< 0.001). On Bol, we found a modest positive correlation
between price and update duration (r = 0.356, p < 0.01),
suggesting higher-priced watches tend to list longer sup-
port. Coolblue, by contrast, showed higher concentration:
its 319 watches came from just 10 brands, with most list-
ing a single consistent duration. Even Apple, Garmin, and
Samsung showed consistency for the majority of models.
Due to the smaller dataset, no correlation analysis was
possible for Coolblue.

For the same device models of smart watches, we
found 44 models common to both sites. Of these, 16
listed consistent information across platforms, while 18
listed conflicting durations. In addition to these cross-
platform differences, we also observed contradictions
within the same store. On bol.com, for instance, 30 list-
ings of the Apple Watch Ultra were divided between 13
showing a duration of 24 months and 17 showing 48
months. Similarly, among 54 Apple Watch Series 10 list-
ings, 53 stated 60 months while one listed only 24 months.
Such inconsistencies are particularly noteworthy because
Apple is a major brand with a reputation for tightly con-
trolled product information. For consumers, this creates
uncertainty about how long their devices will actually be
supported, and raises concerns about the reliability of the
update data published by retailers.

Taken together, these findings highlight a prevalent
lack of consistency in update support information on
bol.com and coolblue.nl, both between platforms and
within the same retailer. In many cases, one store pro-
vided update information while the other did not, and
when both did, the information often contradicted. This
challenges the assumption that retailers simply act as
passive channels for manufacturer-provided data. To bet-
ter understand where these discrepancies originate, we



contacted customer service on both platforms, posing as
potential buyers. bol.com did not respond, while cool-
blue.nl stated that update durations are based on ‘internal
case studies’ but could not share any publicly available
sources. Since update durations vary even within the
same brand, these internal case studies appear to apply
at the model level rather than at the manufacturer level.
In any case, the discrepancies raise important questions
about the true source of these durations and about which
durations, if any, are aligned with the claims of the man-
ufacturers.

6.2 Between Retailers and Manufacturer
Websites

The consistencies identified raises the question of how
these durations compare to what the manufacturers state.
To address this, we analyse the update information stated
by the manufacturers. As discussed in subsection 3.4, we
checked for manufacturer disclosure for two sets of de-
vices per device type: one set of devices that do have up-
date information on the Dutch stores and one set that does
not. To check whether update information was available
on manufacturer websites, we first did a google search
to locate the product page for each device on the man-
ufacturers website (e.g., Apple Watch Series 10). Next,
we searched for pages containing update information per
device type (e.g., Apple Watch update support duration).

6.2.1 IP Cameras

Out of the 50 IP cameras analysed – 25 with update in-
formation on coolblue.nl and 25 without – 21 devices
(42%) had update information on the manufacturer’s web-
site. Among the 25 devices with update information on
coolblue.nl, 15 also had it on the manufacturer’s site. In
contrast, only 6 of the 25 devices without update informa-
tion on coolblue.nl had it on the manufacturer’s website.
Notably, for only 3 of the 15 devices where both sources
provided update information, the details were consistent.
For one of these, an Ezviz camera, coolblue.nl states 24
months after release date’ while the Ezviz website states
at least 2(TWO) years after the first shipment for sale [...]
we may support for 3 years or longer if serious vulnera-
bility is discovered’.’ This discrepancy matters because
consumers relying solely on coolblue.nl’s information
would not know that the manufacturer allows extended
support in critical situations, which could influence pur-
chase decisions. Similarly, in 11 of the 12 cases where
information was inconsistent, the manufacturer listed a
longer duration. In these cases, coolblue.nl described
the update period as “X months after the release date,”
while the manufacturer used phrasing such as “at least
Y months” after the release date or after the device was

last sold—where Y was consistently greater than X. This
under-reporting suggests that consumers relying only on
retailer information may make suboptimal choices, either
avoiding products with longer support or underestimating
the manufacturer’s broader security commitment.

In our sample of 50 devices, we included devices from
all 10 manufacturers due to our stratified sampling strat-
egy, with each manufacturer contributing between one
and 13 devices. Only TP-Link had update information
on its website for half of its devices (3 of 6), while the
other nine manufacturers either consistently provided or
did not provide update information for all their devices.
Although we usually found update information on the
product listing page, for about a quarter of the devices
it was listed on a separate webpage, either as a generic
update policy for all the manufacturer’s IP cameras or as
a list of models with their update support durations.

6.2.2 Smart Printers

Only 12 of 50 (24%) smart printers in our sample of 50
devices, had update support information – 8 of which
also had update information on bol.com and 4 of which
did not. Only two of the 24 brands in our sample provide
update information – HP and Oki. HP states ‘... prod-
ucts are generally provided with a period of support for
firmware updates for 36 months from date of purchase
and sometimes longer’ for all of its devices while on Bol,
the specified update duration varies across the seven HP
printers listed. Only in one case does bol.com also men-
tion an update duration of 36 months, for the majority
(5 of 7) it states an update duration of 24 months, while
for the remaining one it states 60 months. We observe a
similar discrepancy between update duration stated on
bol.com for the Oki printer, bol.com states 36 months,
while the website states ‘Our devices will be supported
with security updates at least during the defined support
period set out in the statement of compliance of such
devices or longer where required by law. In addition, our
devices may be supported with updates for up to five (5)
years after the product end-of-life.’

For both HP and Oki, the update information was on
a separate page and not with the product listing on the
manufacturer site. This implies that only consumers who
are keen to double check the update duration will end
up identifying the update duration stated by the man-
ufacturers, the others will be influenced by the, often
times, lower duration on bol.com or by the lack of update
information on the manufacturer’s product page.

6.2.3 Smart Speakers

Only 9 of 50 smart speakers (18%), from 5 of 24 manu-
facturers, in our sample have update support information



listed on the manufacturer website, six of which also had
update information on Bol. One manufacturer, Sony, had
the update information for only one of the two speakers
in our sample. Of the nine smart speakers with update
information, only one had this information directly in the
product listing; in the remaining eight cases, it was pro-
vided separately. Here as well, we observe discrepancies
between the duration specified on bol.com and the man-
ufacturer website. For instance, Google states ‘Google
Nest connected home devices will receive automatic secu-
rity updates for at least five years from the date we start
selling them on the US Google Store’ but the duration
on bol.com ranges between 12 and 36 months after the
introduction date. Similarly, for a Sony speakers, bol.com
states update support till January 2023 but the website
promises support till December 2024, a full two years
longer than the duration on Bol. In the case of Loewe,
the update support duration stated on both are the same,
2 years, but Loewe’s websites has a crucial additional
piece of information – ‘In addition we offer [...] latest
available security update for that firmware free of charge
for a period of 8 years after [...] model is released on
the market.’ In all these cases, a consumer only looking
at the bol.com website will get an impression that the
manufacturer supports with updates for a shorter duration
than what the manufacturer states.

6.2.4 Smart Watches

For smart watches, we observe an even split: half of the
50 devices in our sample (50%) have update informa-
tion available on the manufacturer’s website, while the
other half do not. Among the 25 watches with update
information on coolblue.nl, only 10 also have this infor-
mation on the manufacturer’s website. In contrast, 15
watches that lack update information on coolblue.nl do
have it listed by the manufacturer. Of the 10 watches with
update information available from both sources, six pro-
vide consistent details, while for three, coolblue.nl lists a
longer update duration, and for one, a shorter duration. A
similar even split is observed at the manufacturer level:
five out of ten manufacturers provide update information
for all their smart watches on their websites, while the
remaining five do not. For 16 of the 25 watches with
update information on the manufacturer’s website, the
information is included directly in the product listing, for
the other 9 it is listed on a separate webpage.

Overall, we find that the manufacturer websites contain
update information in between 18% (for smart speakers)
and 50% (for smart watches) of devices. We also observe
a pattern of update duration stated on online stores being
lesser than that on the manufacturer websites across all
the device types. This again challenges the notion of re-
tailers being passive channels that publish manufacturer

information. The retailer’s promise might have more le-
gal meaning than the manufacturer, since the consumer
is entering a contract with the retailer, not with the man-
ufacturer. All in all, the analysis for these three device
types questions the usability of this information for a
consumer.

6.3 Comparison of Retailers, Manufactur-
ers and Database for Smart TVs

Similar to the manual validation of manufacturer web-
sites for the other device types, we also checked manu-
facturer websites for update information related to smart
TVs. There were 47 smart TV manufacturers with update
information on bol.com and 11 without. We therefore
checked the update information on the manufacturer web-
sites for 72 smart TVs, 47 with update info on Bol, one
from each manufacturer and 25 random devices without
update info.

We found that only 25 of the 72 TVs (34.7%) had
update information on the manufacturer website. The up-
date information was either presented in the product sheet
available on the website (in 13 cases) or via a QR that
could be scanned to reach the EPREL database (8 cases)
or both (4 cases). This lack of consistency in how the
information is presented makes the information less use-
ful from a consumer perspective who now has to spend
additional time in figuring out where this information is
located.

Of the 47 of 72 devices (65.3%) without any update
information on the manufacturer website, three devices
have the product information sheet but the update in-
formation field is empty. Two other devices have a QR
code to take a user to the EPREL website which says the
information is not available for that specific device.

With regards to manufacturers, three of the 27 manu-
facturers have the update information for some TV mod-
els but not others, seven have the information for all their
models in our sample while the remaining 17 do not have
the information for any of their TVs. In some cases these
were smaller brands for which we were not able to iden-
tify any dedicated manufacturer website or information.

In summary, we find that despite the Energy regulation,
manufacturer websites provide access to update infor-
mation for TVs only in 34.7%. In contrast, the update
information was present on manufacturer websites for
42% of IP cameras. As the regulation doesn’t require this
information to be published online, we next examine the
EPREL database to see if it is provided there.

6.3.1 Validation of Centralised Database

The product information is uploaded by manufacturers
and importers into a central European Product Registry



for Energy Labelling (EPREL) database2, a mandatory
step to comply with EU energy labelling regulations.
Once the products are registered, the product information
sheet can be downloaded in all EU languages. Consumers
can access the information for a specific model by search-
ing by brand and model name or by registration number.
A QR code linking to the product information sheet on
this database is also printed on the energy labels of the
products. The ecodesign regulation 2019/2021 also man-
dates a minimum period of software support: it requires
that manufacturers make the ‘latest available version’ of
firmware available for at least 8 years after the last unit
of a model is placed on the market, and likewise make
security updates available for 8 years, free of charge [2].

We manually checked the EPREL website for the 42
devices without product information sheet or update in-
formation on the manufacturer website. We find that
34 of these have the update information on the EPREL
database. This indicates that for 20 devices across 15
manufacturers, the information is available in the cen-
tralised database but the manufacturers do not link to it
in any way from their own website. Moreover, 8 TVs
do not have the update information even on the database
despite the Energy regulation requiring manufacturers
and sellers to provide this information to be able to sell
their products [1].

Moreover, for the eight TVs with update information
also available on Bol, we find inconsistent information
between the bol.com website and the product information
sheet from the EPREL database. The duration stated on
bol.com ranges from one year to five years, in contrast to
the 8 years that is stated in the product information sheet
of all the TVs. In one notable case, for the same Sam-
sung TV model, bol.com lists an update duration of ‘at
least 2 years’, the product information sheet says 8 years,
while Samsung’s website states at least 5 years. Strictly
speaking these are not inconsistent with each other, but
in terms of guiding consumer purchasing decisions and
providing assurances about updates, the differences are
problematic.

7 Discussion

This study examines how EU online stores disclose IoT
update support durations – a critical point of contact,
since consumers often rely on product-page information
when making purchase decisions. For our first research
question on disclosure, we find marked differences across
store types. Temu, a Chinese e-commerce platform, pro-
vides no update information for any device types. By
contrast, Amazon and some local EU retailers do dis-
close update durations, although inconsistently.

2https://eprel.ec.europa.eu/screen/home

To answer our second research question, we quantify
these differences. Amazon provides update information
for only 0.4% of products despite a designated field on ev-
ery page. Dutch stores show higher coverage: on bol.com,
33–64% of devices include update durations, while on
coolblue.nl the range is 15.2–91.5%, depending on device
type (subsection 6.1). Smart TVs have the best coverage:
local retailers in all 22 EEA countries and six Amazon
EU sites include update details (Table 4) as part of the
energy ratings.

Our third research question on comparing online stores,
manufacturer websites, and the EPREL database for
smart TVs reveals notable inconsistencies. The same de-
vice often carries different stated durations depending on
the source, raising concerns about reliability. Despite reg-
ulatory responsibility on manufacturers [12, 17], in line
with earlier work [28, 38], we find update information is
present on only 18–50% of manufacturer websites. On a
positive note, the Energy Regulation [1] ensures 81% of
smart TVs in our sample include update information in
EPREL.

Conflicting Minimum Update Durations. We ob-
serve two main inconsistencies across Dutch stores, man-
ufacturer websites, and EPREL. First, one source may
contain information while others do not, indicating in-
complete propagation. Second, different sources provide
different minimum update durations. Dutch retailers fre-
quently list shorter durations than manufacturers – in
only one case is the retailer duration longer. Though tech-
nically consistent (e.g., at least two years’ vs. at least
five years’), these discrepancies signal systematic under-
reporting. Importantly, retailer statements carry legal
weight: under EU consumer protection law, the retailer
is liable for ensuring product conformity. Consequently,
consumers may rely on retailer-provided durations as con-
tractually binding, suggesting that under-reporting may
be deliberate (subsection 6.2). Under the revised Product
Liability Directive (2024/2853) [20], which comes into
effect in December 2026, manufacturers face potential
liability if they fail to provide sufficient software updates
or cybersecurity patches [15, 40]. Moreover, it also in-
cludes supply chain liability provisions which extend the
responsibility to online platforms, importers, and fulfil-
ment service providers [40].

Against this regulatory backdrop, inconsistent or miss-
ing update information raises a critical question: when
update information is missing or contradictory across
sources, which actor in the supply chain bears liability?
Our findings suggest that retailers are not merely passive
conduits passing manufacturer information. Instead, they
appear to actively choose the published update durations
based on internal assessments and their own risk calculus,
which may reflect strategic positioning in anticipation of

https://eprel.ec.europa.eu/screen/home


liability risks.

Policy and Regulatory Context. Our findings across
the policy contexts show mixed results. The UK PSTI
Act, which legally requires manufacturers to disclose
update details to consumers, appears to have had little
effect, based on our analysis of amazon.co.uk and man-
ufacturer websites. In contrast, the Dutch ACM inter-
vention [4] and the EU Energy Labelling Regulation
for smart TVs [1] are both associated with increased
availability of update information within the respective
contexts. Still, the results are far from ideal: informa-
tion is often missing, retailer compliance is inconsistent,
manufacturers frequently fail to disclose details, and the
centralized database contains discrepancies compared to
what consumers see elsewhere. Interestingly, we find lit-
tle evidence of positive spillover effects beyond the juris-
dictions directly targeted by regulation. One might expect
that once update information is compiled and included in
product descriptions, they propagate to other countries
and store fronts, but this is rarely the case. For instance,
although Amazon has the infrastructure to display up-
date support information across all its EU store fronts,
these fields are often left empty and are not carried over
even when available on another national site (e.g., ama-
zon.nl vs. amazon.de), echoing broader concerns about
fragmented enforcement in EU digital markets [6, 35].

Consumer Advocacy. Consumer groups have also em-
phasised the need for better transparency. For instance,
BEUC emphasizes clear, accessible information on secu-
rity updates [8, 9], and Which? has advocated for stronger
PSTI enforcement [33]. However, our findings suggest
advocacy alone is insufficient without systematic mon-
itoring and enforcement. The EU Consumer Protection
Cooperation (CPC) Network offers cross-border coor-
dination [6, 18], yet technical product disclosures like
update durations require specialized expertise. Civil so-
ciety organizations could aggregate update information
across retailers and manufacturers [16], complementing
regulatory enforcement and holding companies account-
able for accuracy and consistency at the point of sale.

Recommendations Our analysis shows that regula-
tions are not a silver bullet; enforcement mechanisms
are essential to address market failures and information
asymmetries [3]. The CRA mandates that manufacturers
provide clear information on the security support period
for products with digital elements [21], but our findings
demonstrate that such mandates alone — as evidenced
by the PSTI Act’s minimal observable impact — do not
guarantee compliance or ensure reliable consumer infor-
mation. The Dutch ACM and Smart TV energy regula-

tions illustrate that market surveillance, active monitoring
and direct retailer engagement [19, 37], is crucial; with-
out it, platforms might engage in symbolic rather than
substantive compliance, strategically meeting baseline
requirements only in jurisdictions subject to active over-
sight [13, 44].

In parallel with regulation, there is a need to support
the development of systems and tools technical tools
(APIs, widgets) to present update information consis-
tently and enable third-party aggregation [11, 16], incen-
tivizing manufacturers to compete on update duration.
Consumer organizations like BEUC and Which? can also
support development of tools and enforcement through
independent monitoring and reporting [8, 9].

Regarding information display, we observe that man-
ufacturers either present update information on product
pages or in centralized databases, each mode serving a
different consumer need. At the purchase stage, show-
ing update details directly on product listings helps in-
form decisions. Post-purchase, a centralized repository
offers convenience by consolidating update information
across devices of a manufacturer. Ideally, manufacturers
should adopt both approaches: maintaining a centralized
database and linking it from individual product pages to
maximize transparency and utility.

Limitations Our data collection period (December
2024–May 2025) coincides with a transitional regulatory
landscape: some disclosure requirements were already in
force (UK PSTI Act since April 2024 [12]), while others
have been enacted but not yet fully applicable (the CRA
entered into force December 2024 but its main obliga-
tions apply only from December 2027 [17, 21]). Con-
sequently, our results cannot estimate compliance with
future CRA requirements, though our analysis of the UK
suggests that enacted disclosure mandates do not auto-
matically produce compliance. Rather, our study provides
an empirical baseline documenting disclosure practices
across this mixed regulatory environment—enabling fu-
ture research to assess whether the CRA and other emerg-
ing regulations produce measurable improvements over
current practices.

Our analysis focused on the most popular devices lever-
aging the platform’s own popularity rankings. We do
not know how our findings generalize to other, e.g., less
popular devices. That being said, we found near-zero
compliance on all stores and product categories, except
the Dutch retailers and smart TVs. It seems unlikely
that other samples would have higher rates of compli-
ance, especially as we would expect that popular devices
would have a higher probability of complete product de-
scriptions and disclosures. For the smaller Dutch sample,
where we found the inconsistencies, the sampling can
have more influence on the rates of compliance and the



degree of inconsistency across the different sources of up-
date information. In the absence of data on price, ratings,
reviews, and review counts across the retailers, we are un-
able to position our sample within the overall population.
While prior work shows positive correlation between up-
date disclosure and sales [43], further research is needed
to examine whether the conflicting update durations and
retailer under-reporting we document varies across dif-
ferent device categories and market segments.

While we observe conflicting values in some cases
between the online store, manufacturer website and the
centralised database, there is no ground truth. It is tempt-
ing to treat the manufacturer disclosure as ground truth,
but the store enter into a legal contract with the buyers,
so their disclosure actually has immediate legal impact.
Moreover, we analysed claims about duration, not actual
duration. It will take years to see if stores or manufactur-
ers live up to their promises. It is beyond the scope of
this paper to verify which duration will be followed in
practice.

In each online store and manufacturer website, we man-
ually checked the pages for update support information
to the best of our ability. We also identified update infor-
mation that was hidden under energy ratings, available
only when scanning a QR code. While there might be
corner cases that we might have missed, we are confident
that we covered all areas of the stores where a consumer
would look for the update information.

8 Conclusion

In this work, we analysed the availability of update dura-
tion information on online stores across EEA countries.
We find that despite policy efforts, update information
is often missing or inconsistent across retailers and man-
ufacturers. Our findings highlight the need for stronger
compliance checks and systems that make update infor-
mation publicly accessible and consistent.
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A Ethical Considerations

The Ethics Review Board of our institution approved the
study design and data management protocol. We eval-
uated our research design against the principles of the

Menlo Report for ethical practices in computing studies
[16]. Below, we provide a comprehensive stakeholder-
based ethics analysis.

A.1 Stakeholders
The stakeholders that could be affected by this work in-
clude consumers and end users of IoT devices; online
retailers whose websites we analyzed; IoT device man-
ufacturers whose products and disclosures we studied;
regulators and policymakers; and society at large. We dis-
cuss impacts and ethical principles for each stakeholder
in detail below.

Consumers and end users. This work directly bene-
fits consumers by exposing widespread lack of update
information that leaves them vulnerable to security risks
from unsupported devices. Our research does not involve
any consumer personal data and creates no privacy con-
cerns. We did not collect information like usernames and
customer reviews which could contain personal informa-
tion. All analysed data consisted of publicly available
information that consumers would normally encounter.
The publication of our findings empowers consumers to
make better-informed purchasing decisions and provides
evidence for advocating improved disclosure practices.

Online retailers. We did large scale analysis on prod-
uct pages from online retailer websites. In order to min-
imise the load on the server, rather than scrape the pages
directly from the website (which might trigger re-runs in
case of failure) we downloaded the pages and scraped the
information from these downloaded pages. The scripts
to download the pages were fed links to specific product
pages and were not general crawlers. We could not use
APIs for data collection because not all of the websites
provide them and even when available the costs are pro-
hibitively high for research purposes. While there are
minor reputational concerns for retailers who do not dis-
play the update information, we have mitigated this by
objective reporting on the systemic issues in the market
and focusing on policy implications rather than criticising
individual retailers.

IoT device manufacturers. This work analyses pub-
licly available information from manufacturer websites
and product disclosures provided to retailers. We did
not access any proprietary or confidential manufacturer
data. Similar to the retailers, we only address the broader
trends in the market rather than comment on specific
manufacturers. Our research would also help manufac-
turers who might not be aware of the inconsistencies in
the update support duration for their devices across the



different sources. Overall, the research creates positive
incentives for better practices across the industry.

Regulators and policymakers. This research provides
substantial benefits to regulators by offering empirical
data related to existing regulations (Dutch ACM inter-
vention, EU Energy Labeling Directive) and identifying
compliance gaps to inform future enforcement of the Cy-
ber Resilience Act and similar regulations. There are no
identified harms to regulators from this research.

Society at large. The broader societal impact of this
research is positive. With respect to ’justice’, our study
design aims to contribute to reducing information asym-
metry for all consumers, not specific groups. Improved
transparency in IoT security practices benefits society
by enabling better-informed markets. The research pro-
motes fairness by exposing information asymmetries that
disadvantage consumers and providing evidence to sup-
port regulatory interventions. All stakeholders—large
and small retailers, major and minor manufacturers—are
treated equivalently in our analysis.

A.2 Ethical Principles
Beneficence. Our research provides substantial pub-
lic benefit by documenting the current state of update
duration disclosures, demonstrating the effectiveness of
regulatory enforcement, and providing baseline data for
measuring future Cyber Resilience Act compliance. The
public interest benefits in consumer protection and IoT se-
curity substantially outweigh the minimal and mitigated
commercial reputation concerns for some retailers and
manufacturers.

Respect for Persons. All data collected was from pub-
licly accessible sources intended for consumer viewing.
No personal data about individual consumers was col-
lected or analyzed. Retailers and manufacturers present
this information publicly and voluntarily; our research
analyses what they choose to disclose.

Justice. Our research does not disproportionately bur-
den any vulnerable populations and promotes fairness
by exposing information asymmetries that disadvantage
consumers in the IoT marketplace.

Respect for Law and Public Interest. While commer-
cial scraping for competitive purposes is typically pro-
hibited, academic research for public interest is generally
permitted under fair use principles. We also confirmed
this with the legal advisor at our university. We imple-
mented technical safeguards (rate limiting, distributed

collection timing) to avoid service disruption, which is
the primary concern in most Terms of Service. No au-
thentication bypass or access to private data occurred; all
data was publicly accessible.

The decision to publish was reached because the find-
ings serve the public interest by informing consumers,
policymakers, and regulators. Transparency about disclo-
sure practices creates incentives for improvement across
the industry. Withholding findings would perpetuate in-
formation asymmetries that harm consumers. The ben-
efits of publication—better-informed policy, consumer
awareness, and industry accountability—far outweigh
minimal commercial reputation concerns. Our reporting
approach using aggregate patterns, comparative analy-
sis, and policy focus minimizes potential harms while
maximizing public benefit.

B Open Science

In the spirit of open science, we fully support trans-
parency and reproducibility of research. All data col-
lected from the websites in this study have been shared at
https://figshare.com/s/1064824a8f2a72c0e4f5,
enabling other researchers to reproduce our results,
verify our analyses, and build upon our work.

https://figshare.com/s/1064824a8f2a72c0e4f5
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