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Abstract

Anonymous tokens with private metadata bit convey hidden
signals to verifiers when presented by the user and are under
discussion in standardization. Existing solutions only allow
the token issuer to read the signals, which places a heavy
burden on the issuer and makes it challenging to support
issuer-hiding because verifiers have to contact the issuer. In
this paper, we propose an anonymous token scheme with
designated-reader metadata bit, allowing the user to specify
an issuer-accepted verifier to read the signal from the token
directly. We also extend our scheme to support reader-hiding,
which conceals the user’s intended verifier from the issuer and
other verifiers, and issuer-hiding, which prevents exposure of
the token issuer from verifiers. We prove the security of our
constructions and report their performance.

1 Introduction

Anonymous tokens [15, 18, 28] play a vital role in privacy-
preserving identity and access management. In brief, an
anonymous token propagates the trust established between an
issuer and a user (e.g., through authentication) to a verifier
who does not know the user but trusts the issuer. This process
is privacy-preserving, meaning that the token presented by
the user cannot be linked to the previous interaction between
the user and the issuer, known as unlinkability. In addition
to academic interest, there has been a significant industry ad-
vance recently in anonymous tokens, such as Google Trust
Tokens' and Cloudflare Privacy Pass”.

Issuers may hesitate to continue interactions when a user
is identified as malicious. This is because refusing to produce
tokens will convey a negative signal to the user, prompting it to
improve the attack or retaliate against the issuer. One solution
is to embed private metadata into a token to indicate whether
the user is trustworthy, without the user being able to learn
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which signal the token conveys.® Then, the verifier decides
on actions (e.g., something milder and more obscure than an
outright rejection) based on the private metadata. Note that
the metadata not only conveys signals but also partitions users
into subsets, making it easier to violate the unlinkability of
anonymous tokens. Therefore, the embedded metadata should
be kept short, with a single bit being optimal [13,29].

Due to the private nature of the metadata bit, even if the
anonymous token scheme itself supports public verification
of tokens, reading the metadata bit can only be done in a
private manner. Existing solutions [2, 6, 13,29] only allow
the issuer to read the embedded bit. However, this design
may cause two problems. On the one hand, the issuer needs
to stay online to respond to reading requests from verifiers.
It incurs additional overhead for the issuer and may cause a
bottleneck when numerous requests are made simultaneously.
On the other hand, it is inherently difficult to achieve issuer-
hiding [7,9,17,24,31,36], which is a common requirement
of anonymous authentication that prevents the identity of the
issuer from revealing personal information of the user. This
difficulty arises because the verifier must contact the issuer to
obtain the private metadata bit.

In this paper, we aim to design an anonymous token scheme
with a metadata bit that a user-specified reader (aka verifier)
can directly read. It is not difficult to see that the reader spec-
ified by the user must be the verifier to whom the issuer is
willing to convey signals. For verifiers that the issuer does
not wish to signal, we also expect the issuer to provide regu-
lar anonymous token services, which means that the tokens
should support public verification. In our basic construction,
the issuer and the reader know each other’s identities. In some
cases, the user may not wish to disclose the reader’s identity,
as it could reveal the destination they intend to access. To
address this issue, we extend the basic scheme to support
reader-hiding, where the issuer and other verifiers cannot
learn the reader’s identity associated with a token. In other
cases, revealing the issuer’s identity may expose users’ orga-
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nizational or regional affiliations or subject them to discrim-
ination. To tackle this issue, we extend the basic scheme to
support issuer-hiding, where the issuer’s identity is hidden
from all verifiers.

Our contributions are summarized as follows.

* We introduce the notion of anonymous tokens with
designated-reader metadata bit, called HinToken, that
also supports public verification. We also formalize the
security requirements of our scheme.

* We present an anonymous token scheme with constant-
size tokens. Then, we extend it to support reader-hiding
and issuer-hiding, respectively. Moreover, we design an
instantiation of non-interactive zero-knowledge proof
(NIZK) systems as an alternative solution to prove the
legitimacy of blinded public keys.

* We prove the security of our constructions under the
generic-group model (GGM) and evaluate their imple-
mentation performance.

1.1 Applications

To motivate our HinToken scheme and its two extensions (i.e.,
reader-hiding HinToken and issuer-hiding HinToken), we pro-
vide several useful applications as follows. In all applications,
the metadata bit can be used by the issuer to convey hidden
signals to the user-specified reader.

Bot Protection. When users visit a website, anonymous to-
kens can replace CAPTCHAs to determine whether an ac-
tion is performed by a human or a bot. Existing solutions
already support public verification (e.g., Apple Private Ac-
cess Tokens*) or private metadata (e.g., WIGC Private State
Tokens”). HinToken supports both features simultaneously,
namely, conveying signals such as the risk assessment of a
user being a bot to a specific website.

Proof of Funds. Issuer-hiding HinToken can be used as proof
of funds in situations such as visa applications. The bank
needs to know the reader (e.g., to clarify the purpose of the
proof) and confirm that the bank account balance of the user
exceeds a specified amount before issuing a token. The token
can convey signals such as the user credibility or debt sta-
tus. Users may prefer not to disclose which bank holds their
deposits, thus requiring issuer-hiding.

Content Delivery Networks (CDNs). A streaming media
owner (i.e., the issuer) may host their private content on vari-
ous CDN servers (i.e., the readers) that support publicly ver-
ifiable tokens such as Google Media CDN°. The signals in
tokens can also convey information such as the user credibility
or category. Users may select the most suitable CDN server
for their needs (e.g., based on their region) without revealing
this choice to the issuer, thus requiring reader-hiding.
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1.2 Technical Overview

The trivial idea to support designated-reader is to employ ex-
isting solutions for the private metadata bit and have each
reader share a secret key with the issuer. However, it re-
quires complex key management. Moreover, it is impossible
to achieve reader-hiding and issuer-hiding, since the shared
key connects the issuer and the reader. To solve these prob-
lems, each reader should have their own public-secret key
pair. Then, the issuer can encrypt the metadata bit using the
reader’s public key. The technical challenge here is to design
the encryption method for anonymous tokens. Specifically,
the ciphertext should be controlled-malleable, and the legit-
imacy of the underlying plaintext should be easy to prove.
These requirements are essential for the unforgeability of the
embedded bit and unlinkability of the token (see Section 4
for details).

Aiming at this goal, we leverage the re-randomization and
random self-reducibility (for reader-hiding) features of Diffie-
Hellman instances and present an E1 Gamal-like encryption
method that matches X-protocols [8] and structure-preserving
signatures on equivalence classes (SPS-EQ) [21]. Specifically,
our ciphertext is of the form (i, g",y"h*) € G, where g is a
generator of the group G, y is the public key of the reader,
s is the metadata bit, & is a random group element, and r is
a random scalar. This ciphertext is controlled-malleable to
(h*, g™, y"™*h**) under SPS-EQ, where z is a random scalar. To
ensure plaintext legitimacy, we present an instantiation of
NIZK systems based on X-protocols.

A consequence of a specified reader is that the identity of
the reader will be exposed to the issuer in the issuance proto-
col. To achieve reader-hiding, we require that the encryption
method works under blinded public keys, which means that
the reader can correctly decrypt the ciphertext obtained by
a blinded key. In our method, (A, g"",y"h*) is the ciphertext
of s under the public key y, where r and 7y are two random
exponents. This ciphertext can also be viewed as obtained
under the blinded public key y and the help value g". This
approach achieves reader-hiding only if the issuer does not
have the secret key x of the reader; otherwise, it can check
whether (g¥)* = y7. It is reasonable to assume that the issuer
does not know x or is colluding with the reader. We also give
a collusion-resistant solution in Section &.

Another issue with the reader-hiding solution above is that
the user must prove the legitimacy of the public key; other-
wise, the user can provide their own public key and read the
embedded bit. Since issuers use tokens to convey signals to
readers, it is reasonable to assume that the issuer has a list of
readers willing to signal. Therefore, the user needs to prove
that the targeted reader’s blinded public key is derived from
a member of the acceptable public key set of readers. This
approach provides the issuer with better control and flexibility
to specify readers. We employ SPS-EQ to sign the generator
and the acceptable public key, i.e., (g,y), and blind them to
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(g",»") with the randomization algorithm of SPS-EQ. Since
SPS-EQ is unforgeable, (g7, y") is associated with a legitimate
(i.e., signed) public key. We also provide an alternative solu-
tion to demonstrate the legitimacy of the blinded public key,
based on a proposed NIZK system in Section 8.

With a similar assumption and idea, we can extend the
basic scheme to support issuer-hiding. Specifically, the reader
defines an acceptable public key set of issuers and signs on
each public key in the set. The user can randomize the specific
public key and signature associated with the issuer, and the
reader checks the legitimacy by verifying the signature.

1.3 Related Work

Anonymous tokens with private metadata bit. To convey a
signal of whether a user is trustworthy, Kreuter et al. [29]
proposed to embed a metadata bit in the token privately.
They defined the security properties of such anonymous to-
ken schemes and provided a construction PMBT based on
verifiable oblivious PRF (VOPRF) [27]. Chase et al. [13]
found that the definition of privacy of metadata bit in [29] is
faulty and presented a stronger notion. They also presented a
construction called ATHM via algebraic MACs [14]. PMBT
and ATHM only support private verification, meaning that
the issuer and the verifier are the same. Their applicability is
limited because the issuer cannot provide services to others.
Benhamouda et al. [6] presented a publicly verifiable anony-
mous token scheme with private metadata bit, which is built
on top of blind Schnorr signatures [22]. Baldimtsi et al. [2]
introduced non-interactive anonymous tokens (NIAT) with
private metadata bit inspired by non-interactive blind signa-
tures (NIBS) [26], which is also publicly verifiable. However,
all of these schemes only support the issuer in reading the
embedded bit, and thus cannot reach issuer-hiding.
Issuer-hiding anonymous credentials. In anonymous cre-
dentials, one approach to issuer-hiding is to allow the veri-
fier to define a set of acceptable issuers and require the user
to prove that the presented credential is issued by a mem-
ber of the set [7,9,31,36]. However, most solutions rely on
NIZK systems, which usually incur high overhead. Delegat-
able anonymous credential (DAC) [12,17,24,32] is another
way to reach issuer-hiding. DACs enable a root issuer to dele-
gate the credential-issuing power, and the intermediate issuers
in a delegation chain can be hidden from verifiers. However,
verifiers cannot determine (un)acceptable intermediate issuers
in a DAC chain on demand. In Section 8, we will discuss how
to leverage the idea of DACs to reach issuer-hiding.

2 Preliminaries

We use & to represent sampling a value uniformly at random
from a set and use x = (x1,---x,) to represent a vector of
group/field elements. For a vector x and a scalar z, let x* =
(x5,---,x%). We denote a (multiplicative) cyclic group with
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prime order p by G and G\ {1g} by G*. Let Gy, G,, and
Gt be three groups with prime order p, and g; and g, be
the generators of G| and G, respectively. We say that BG =
(p,G1,G2,Gr,e,g1,82) is a bilinear group if there exists an
efficient map (called pairing) e : G| X G, — Gr that satisfies
(1) bilinearity: Vu € Gy, w € Gy, and a,b € Z, e(u®,w’) =
e(u,w)®; (2) non-degeneracy: e(g1,82) # 1y

2.1 Assumptions

Definition 1 (Decisional Diffie-Hellman). Let G be a cyclic
group with prime order p and g € G be a generator. The
decisional Diffie-Hellman (DDH) assumption holds in G if
for any probabilistic polynomial time (PPT) adversary A4,
there is a negligible function negl such that

Pr(4(g,8% g",¢°) =1]-Pr[A(g,8",8",8"") =1]| < negl(X),

where in each case the probabilities are taken over the experi-

ment in which a,b, ¢ <i Lp.

Definition 2 (Inverse Decisional Diffie-Hellman). Let G be
a cyclic group with prime order p and g € G be a generator.
The inverse decisional Diffie-Hellman (Inv-DDH) assumption
holds in G if for any PPT adversary 4, there is a negligible
function negl such that

Pr(4(g,%¢") = 1] - Pr[4(g,g% " ) = 1]| < negl(¥),

where in each case the probabilities are taken over the experi-
ment in which a,b <i ZLp.

2.2 Structure-Preserving Signatures of Equiv-
alence Classes

Let m € (G})! (i € [1,2]) be a vector of group elements
where [ > 1. Structure-preserving signatures on equivalence
classes [21,25] are used to sign an equivalence class [m|g, =
{n| (m,n) € R, } with the following equivalence relation R,,:

Rn={(m,n) € (G))'x(G})! | Z€Z;:n=m} C (G})*.

Note that R,, is an equivalence relation if and only if G;
is a group with prime order. Since for any m € (G})/, the
randomization m* should look random in (G;})’, which does
not hold when m[i] = 1g for some i € [{], so we exclude the
element 1g from G.

Definition 3 (SPS-EQ). A structure-preserving signature
scheme for equivalence relation R,, on G; consists of the
following PPT algorithms.

* (pk,sk) + KeyGen(BG, 1'). Given a bilinear group BG
and a vector length / > 1 as input, the key generation
algorithm outputs a key pair (pk, sk).



EUF-CMA4(BG, ):

1: (pk,sk) «+ KeyGen(BG, 1')

2: 0«0

3: (m*,6%) < 4% (BG, pk)

4: return Vm € Q,[m|g,, # [m*]g, A
Verify(pk,m*,c*)

OSign (m)

1: 0+ QU{m}

2: return Sign(sk,m)

Figure 1: Existential Unforgeability Game under Chosen Mes-
sage Attacks for SPS-EQ

* 0 < Sign(sk,m). Given the secret key sk and a message
vector m € (Gf)’ as input, the signing algorithm outputs
a signature G.

* (m’,0’) + ChgRep(pk,m,c,u). Given the public key
pk, a message vector m € (G})! and the corresponding
signature ©, and a scalar u € Z,, as input, the randomiza-
tion algorithm outputs another representative m’ = m*
of the equivalence class [m]g, and the corresponding
signature o’.

* b« Verify(pk,m,c). Given the public key pk, a mes-
sage vector m € (G})!, and a signature & as input, the
verification algorithm outputs » = 1 for a valid signature
and b = 0 otherwise.

* b+ VKey(sk, pk). Given a secret key sk and a public
key pk, the key verification algorithm outputs b = 1 for
a valid key pair and b = 0 otherwise.

Definition 4 (Correctness). An SPS-EQ scheme on G; is
correct if for any bilinear group BG, any [ > 1, any (pk, sk) +
KeyGen(BG, 1), any m € (G}), and any u € Z, we have:

VKey(sk,pk) =1 A

Pr [Verify(pk,m,Sign(sk,m)) = 1] =1 A
Pr [Verify(pk, ChgRep(pk, m, Sign(sk,m),u)) = 1] = 1.

Definition 5 (EUF-CMA). An SPS-EQ scheme on G; is exis-
tentially unforgeable under adaptive chosen-message attacks
if for any PPT adversary 4, any bilinear group BG, and any
[ > 1, there is a negligible function negl such that

Adv;':f(BG,l) défPr[EUF-CMAﬂ(BG,l) = 1] < negl(}),

where the existential unforgeability game under chosen mes-
sage attacks EUF-CMA 4(BG, ) is defined in Figure 1.

CH4(BG):
m & (Gp)!
b & (0,1}

—_—

m(0> (fi (Gf)l’m(w (fi [m}Rm
b < 4(BG,m,m®)
return b =b

Figure 2: Class-Hiding Game for SPS-EQ

Definition 6 (Class-Hiding). The message space (G})’ of an
SPS-EQ scheme is class-hiding if for any PPT adversary A4
and any bilinear group BG, there is a negligible function negl
such that

def

Adv(BG) = Pr[CH4(BG) = 1] < %+ negl()),

where the class-hiding game CH 7(BG) is defined in Figure 2.

Definition 7 (Perfect Adaption of Signatures under Malicious
Keys [21]). An SPS-EQ scheme on G; perfectly adapts sig-
natures under malicious keys if for any (pk,m, o, u) such that

m € (G})' A Verify(pk,m,c) =1 A u€ Zj,

we have that the output 6’ of ChgRep(pk,m,o,u) is a uni-
formly random element in the space of signatures, conditioned
on Verify(pk,m" ¢’) = 1.

2.3 Mercurial Signatures

Mercurial signatures [17] extended SPS-EQ to support equiv-
alence relations for message, public key, and secret key spaces.
It can additionally perform joint randomization of public keys
and the corresponding signatures.

Definition 8 (Mercurial Signature). Based on SPS-EQ, a
mercurial signature scheme for parameterized equivalence
relations R,;, Rk, Ry consists of the following additional
PPT algorithms.

¢ sk’ + ConvertSK(sk,p). Given a secret key sk and a
scalar p € Z, as input, the secret key randomization
algorithm outputs a new secret key sk’ € [sk]r,, such that
sk’ =p-sk.

* pk’ < ConvertPK(pk,p). Given a public key pk and a
scalar p € Zj, as input, the public key randomization
algorithm outputs a new public key pk’ € [pk] R, such
that pk’ = pkP.

» o’ « ConvertSig(pk,m,c,p). Given a public key pk, a
message vector m, the signature G corresponding to pk
and m, and a scalar p € Z, as input, the joint random-
ization algorithm outputs an updated signature ¢’ that is
valid for pkP and m.



A mercurial signature scheme is unforgeable and class-
hiding in its message space and public key space. It is also
original-hiding if the following property holds.

Definition 9 (Original-Hiding [17]). A mercurial signature
scheme is original-hiding if for any (pk,m, G, u, p) such that

Verify(pk,m,c) =1 A u,p € Z,,

then ChgRep(pk,m,c,u) outputs a uniformly random ¢’
which is valid for pk and a uniformly random m’ €
[m]g,,, and ConvertSig(pk,m, G, p) outputs a uniformly ran-
dom ¢” which is valid for a uniformly random pkP <
ConvertPK(pk,p) and m.

3 HinToken: Anonymous Tokens with
Designated-Reader Metadata Bit

We begin with the definitions of an anonymous token scheme
with a designated-reader metadata bit, named HinToken, that
supports public verification. However, only the user-specified
reader can obtain the metadata bit (i.e., a signal) embedded
in the token. We consider HinToken and its two extensions,
which support reader-hiding and issuer-hiding, respectively.

3.1 Syntax

Definition 10 (HinToken). An anonymous token scheme with
designated-reader metadata bit consists of the following PPT
algorithms and protocol.

* pp < Setup(1). Given a security parameter A in unary
form as input, the setup algorithm outputs a public pa-
rameter pp.

* (pky,sk;) < IKeyGen(pp). Given the public parameter
pp as input, the issuer’s key generation algorithm outputs
a public-secret key pair (pky, sky).

* (pkg,skg) < RKeyGen(pp). Given the public parame-
ter pp as input, the reader’s key generation algorithm
outputs a public-secret key pair (pkg, skg).

o t/ L « Issue(U(pky, pkg),|(skr, pkg,s)). Given the is-
suer’s public key pk; and the reader’s public key pkg
as the input of the user U, and the issuer’s secret key
sky, the same pkg, and a metadata bit s € {0,1} as the
input of the issuer |, the token issuance protocol outputs
a token ¢ or a failure (L) for U and nothing for I.

* b + Verify(pk;,t). Given the issuer’s public key pk;
and a token ¢ as input, the token verification algorithm
outputs b = 1 for a valid token and b = 0 otherwise.

* d <+ Read(skg, pk;,t). Given the reader’s secret key skg,
the issuer’s public key pk;, and a token ¢ as input, the

metadata bit reading algorithm outputs d = 1 for a posi-
tive signal, d = 0 for a negative signal, and d = 1 for a
failure.

We say that HinToken has a one-round token issuance
protocol initiated by the user, if the protocol can be split into
the following three algorithms:

- (pmsg,st) < Usero(pks, pkg);
- psig < Sign(sky, pkg, s, pmsg);
- t/ 1 « Usery(psig, st).

This split also simplifies the security definitions in the next
subsection. In practice, the user needs to send the identity of
the specified reader at the beginning of each execution of the
token issuance protocol (e.g., through pmsg). The issuer then
checks the legitimacy of the reader and fetches the public key
pkg to run Sign.

Definition 11 (Correctness). HinToken is correct if for any
security parameter A and any s € {0, 1}, there is a negligible
function negl such that

pp Setup(lx),
(pki,skp) < IKeyGen(pp),
(Pkr.skg) < RKeyGen(pp),
U(pkr, pkr), )
|(skr, pkr,s)

Verify(pky,t) =1 A
Read(skg, pky,t) =s
t <+ Issue<

is no less than 1 — negl().

We now define an anonymous token scheme with
designated-reader metadata bit that supports reader-hiding,
meaning the reader’s identity is not visible to the issuer dur-
ing the token issuance protocol and to other verifiers during
the verification algorithm. In HinToken, the issuer takes the
reader’s public key pkg as input, thereby ensuring that the
public key is legitimate. In the reader-hiding scheme, we re-
quire that there is an acceptable public key set of readers for
legitimacy.

Definition 12 (Reader-Hiding HinToken). A reader-hiding
anonymous token scheme with designated-reader metadata
bit is based on HinToken by the following variant method.

o t/L « Issue(U(pks, R, pkgr),(skr,R,s)). Given the is-
suer’s public key pk;, a (possibly authenticated) pub-
lic key set R of readers acceptable to the issuer, and a
reader’s public key pkg as the input of the user U, and
the issuer’s secret key skj, the same X, and a metadata
bit s € {0,1} as the input of the issuer I, the token is-
suance protocol outputs a token ¢ or a failure (L) for U
and nothing for I.

We also define an anonymous token scheme with
designated-reader metadata bit that supports issuer-hiding,



that is, the issuer’s identity is not visible to verifiers (includ-
ing the reader) during the token verification and metadata bit
reading algorithms. Similar to the reader-hiding scheme, we
require an acceptable public key set of issuers. Moreover, for
clarity, we explicitly output the auxiliary information used to
verify that a token is produced by a legitimate issuer rather
than including it as part of the token.

Definition 13 (Issuer-Hiding HinToken). An issuer-hiding
anonymous token scheme with designated-reader metadata
bit is based on HinToken by the following variant methods.

o (t,aux)/L <« lssue{U(I, pky, pkr),|(ski, pkg,s)).
Given a (possibly authenticated) public key set I of
issuers acceptable to the reader, the issuer’s public key
pky, and the reader’s public key pkg as the input of the
user U, and the issuer’s secret key sk;, the same pkg,
and a metadata bit s € {0, 1} as the input of the issuer
I, the token issuance protocol outputs a token ¢ and the
auxiliary information aux or a failure (L) for U and
nothing for I.

* b+ Verify(I,(t,aux)). Given the public key set I, a
token ¢, and the auxiliary information aux as input, the
token verification algorithm outputs b = 1 for a valid
token or b = 0 for an invalid token.

* d < Read(skg, I, (t,aux)). Given the reader’s secret key
skg, the public key set I, a token ¢, and the auxiliary
information aux as input, the metadata bit reading al-
gorithm outputs d = 1 for a positive signal, d = 0 for a
negative signal, and d = _L for a failure.

The correctness of reader-hiding and issuer-hiding schemes
can be derived from Definition 11.

We note that in real-world systems, such as public key
infrastructures [4, 10], acceptable readers and issuers can be
authenticated by certificate chains pointing to a root authority.
In this case, the input in the relevant algorithms of reader-
hiding and issuer-hiding schemes only requires the public key
of the root authority rather than the public key set of readers or
issuers. However, the reader (or issuer) will lose full control
over which issuers (or readers) are acceptable. We consider
this case in Section 8.

3.2 Security Definitions

We demand that HinToken must satisfy unforgeability, un-
linkability, and privacy of the metadata bit [29]. For reader-
hiding and issuer-hiding schemes, we additionally define
reader anonymity and issuer anonymity, respectively, and we
omit the security definitions of the first three properties for
simplicity.

We first define one-more unforgeability. This property guar-
antees that for any signal, an adversary cannot obtain more
valid tokens than requested. The adversary is given access to

OMUF 4,,(A):

pp < Setup(1%)
(Pki,skp) < IKeyGen(pp)
(Pkg,skg) < RKeyGen(pp)
q0 < 0,41 <0
{ti}icps) < A% Read (pp, phy, pkr)
return Vs € {0,1},q, <n A
Vi,j€n+1],ti #tj A
Vi € [n+ 1], Verify(pkr,t;)) = 1 A
s € {0,1},Vi € [n+ 1], Read(skg, pk;,1;) = s
OSign(ka/7Sapmsg):
1. if s ¢ {0,1} then
2:  return L
3 gs<qs+1
4: return Sign(sk;, pkgs,s, pmsg)
ORead (t>:

1: return Read(skg, pky,t)

EANR AN A

Figure 3: One-More Unforgeability Game

a signing oracle Os;gn. For each metadata bit s (0 or 1), the
adversary is allowed to request tokens at most n times, but
should not generate n + 1 valid tokens with the same bit. We
also consider the collusion between users and readers and
allow the adversary to specify not only s but also pkj as the
input of Osjg,. Even in this case, the adversary cannot output
n+ 1 valid tokens for the reader specified by the challenger.

As the token ¢ in our syntax encapsulates both the message
and the corresponding signature, we consider a variant of
unforgeability distinct from that in [29], which restricts the
adversary from producing tokens tied to the same message.
In contrast, our notion merely requires that the adversary
cannot generate a new signature for the same message. This
difference is analogous to the distinction between existential
unforgeability [23] and strong existential unforgeability [1]
in digital signature schemes.

Definition 14 (One-More Unforgeability). HinToken is one-
more unforgeable if for any PPT adversary A4 and any n > 0,
there is a negligible function negl such that

Advi‘q’:’:ltf(x) Ll p{OMUF an(A) = 1] < negl(A),
where the one-more unforgeability game OMUF g,,(}) is de-
fined in Figure 3.

Unlinkability guarantees that even if the issuer and the
reader collude, a token shown by a user cannot be linked to
any execution of the token issuance protocol. The adversary
is given access to Oyser, to Open an execution of the protocol.
We also provide the adversary with access to Oyser, , allowing
it to link a part of the tokens. Even so, it cannot break the un-
linkability of the remaining tokens (i.e., the challenge tokens).



UNLINK ,,,(M):

1: pp < Setup(1?)
2: (pki, pkr,stz,) < Ao(pp)
3: Q+0,g0+ 0,91 <0
. OUserO »OUserl
4 ({psigit(iveo sta) < A (sta,)
5. if Q0 = 0 then
6: return O
7. for (i,st;) € O do
8:  t; + Usery(psig;,st;)
9 j & 0,0 Q\{(,s1))}

10: Choose a random permutation ¢ of Q
1 j' = A (tj, {to(i) } i) c0Sta,)

12: return go—q1 >m A j =]
OUserO (th ka):
1: qo<qo+1
2: (pmsgy,,stg,) < Usero(pky, pkr)
30 0+ QU{(qo,stg)}
4: return pmsg,,
Ouser, (Psigi):
1. if (i,*) ¢ QO then
2:  return _L
3: t; < User| (psigi,st;)
4: if ; £ L and Verify(pks,1;) then
5. Q<+« O\{(i,st1)}
6: q1 < q1+ 1
7: return t;

Figure 4: Unlinkability Game

Kreuter et al. [29] consider the general case of k-unlinkability
that for m challenge tokens, the probability that the adversary
can link the tokens is no greater than . Since the metadata
embedded in tokens is a single bit determined by the adver-
sary, the executions of the token issuance protocol will be
partitioned into two subsets. Then, the adversary can read
the bit from each challenge token and associate it with one
subset of the executions. This means that the probability of
outputting the correct answer is at least twice that of random
guessing. Therefore, we focus on 2-unlinkable security.

Definition 15 (Unlinkability). HinToken is unlinkable if for
any PPT adversary 4 = (Ap, 4;,4,) and any m > 0, there is
a negligible function negl such that

; 2
Advilink (1) € PHUNLINK 7,,(A) = 1] < ~ +negl(),

where the unlinkability game UNLINK 4,,(A) is defined in
Figure 4.

Privacy of metadata bit guarantees that any unspecified
reader, including the user, cannot distinguish whether the

PMB4(A):

1: pp + Setup(1")
2: (pki,sky) < IKeyGen(pp)
3. (pkg,skr) < RKeyGen(pp)
4: flag <0
s: b < {0,1}
6: b+ /qofig"’OSig"/’ORead (ka,ka)
7. return b’ =b
0% (pmsg):

1: flag+1

2: return Sign(sk;, pkg,b, pmsg)
OSign’ (SvpmSg):

1: if s ¢ {0,1} then

2:  return L

3. return Sign(sks, pkg,s, pmsg)
ORead(t>:

1: if flag then

2:  return L

3: return Read(skg, pk;,t)

Figure 5: Private Metadata Bit Game

metadata bit embedded in a token is O or 1 [13]. For a meta-
data bit b chosen by the challenger, the adversary is given
access to a signing oracle Of; on 10 generate the challenge psig.
Furthermore, we allow the adversary to obtain tokens with
any bit by interacting with Os;g, and read the metadata bit
from any token of its choice by interacting with Ogeaq. Note
that, similar to the definition of CCA1 [5], once the challenge
is generated, the adversary no longer has access to ORread-

Definition 16 (Privacy of Metadata Bit). HinToken provides
private metadata bit if for any PPT adversary A4, there is a
negligible function negl such that

AdVE™ (1) & PHPMBA (L) = 1] < %+negl(7»)7

where the private metadata bit game PMB (1) is defined in
Figure 5.

In addition to HinToken’s security properties, the reader-
hiding HinToken scheme must also meet reader anonymity.
This property guarantees that the identity (i.e., the public key)
of the user-specified reader is hidden in the token issuance
protocol. We assume that the issuer does not collude with all
readers (i.e., it can collude with a subset of readers), other-
wise the issuer may exhaustively search for the user-specified
reader using readers’ secret keys (i.e., sko and sk in Figure 6).
In other words, reader anonymity guarantees that the adver-
sary cannot determine which of two honest readers the user
specified, even if all other readers and the issuer collude. This



RA4(M):

pp Setup(l}‘)

(Pko,sko), (pki,ski) < RKeyGen(pp)
R. < (pko, pk1)

(Pki,sta,) < Ao(pp,R)

b&{0,1}

(pmsg, st) < Usero(pks, R, pkp)

b« A1 (pmsg, sta,)

return b’ =b

BN

® W

Figure 6: Reader Anonymity Game

assumption is reasonable, since such collusion involves too
many participants and is therefore improbable to occur in
practice. We discuss how to resist full collusion (i.e., pko and
pki in Figure 6 are output by the adversary) in Section 8.2.

Definition 17 (Reader Anonymity). A reader-hiding HinTo-
ken scheme provides reader anonymity if for any PPT adver-
sary 4 = (4p, A ), there is a negligible function negl such
that

AdvE(L) € PrRAL (V) = 1] < %+ negl(A),

where the reader anonymity game RA (1) is defined in Fig-
ure 0.

The issuer-hiding HinToken scheme must meet issuer
anonymity. This property guarantees that the identity (i.e.,
the public key) of the issuer of the token is hidden in the
token verification algorithm. The adversary is given access to
a signing oracle Os;gn to obtain tokens with any bit issued by
any issuer it chooses. Similar to reader anonymity, for the sake
of reasonability and simplicity, we assume that the verifier
does not collude with all issuers (i.e., it can collude with a
subset of issuers), and discuss how to resist such collusion in
Section 8.2.

Definition 18 (Issuer Anonymity). An issuer-hiding HinTo-
ken scheme provides issuer anonymity if for any PPT adver-
sary 4 = (4p, A ), there is a negligible function negl such
that

Advie(h) L PrlIAZ (1) = 1] < %+ negl(A),

where the issuer anonymity game |A4(A) is defined in Fig-

ure 7.

4 Basic Construction

We present a construction of anonymous tokens with meta-
data bit for a user-specified (and issuer-accepted) reader,

1A4(M):

1. pp < Setup(1*)

2: (pko,sko), (pki,ski) < IKeyGen(pp)

3. I < (pko,pk1)

4: (pkr,stay) < Ao(pp, 1)

s: b {0,1},5 & {0,1}

6: (t,aux) < lssue(U(I, pky, pkr),(sks, pkr,s))
7

8

Db /‘leosgn((t,aux),stgo)
: return b =b
OSign(pkivs/):
1: ifi ¢ {0,1} or s’ ¢ {0,1} then
2:  return L
3. return lIssue(U(I, pk;, pkr),|(sk;, pkg,s’))

Figure 7: Issuer Anonymity Game

called HinToken. Then, we extend it to support reader-hiding,
named HinToken-R, in Section 5, and to support issuer-hiding,
named HinToken-I, in Section 6.

To embed a metadata bit in the token that can only be read
by the user-specified reader, a straightforward approach is to
encrypt this bit using the reader’s public key. For the privacy
of metadata bit, the encryption should be done by the issuer.
Then, there are two potential violations of unlinkability. First,
a malicious issuer may exploit the security property (e.g.,
semantic security [8]) of the encryption scheme to encrypt
messages other than O or 1, thereby identifying users. There-
fore, the issuer must prove the legitimacy of its plaintext in
zero-knowledge. Second, this ciphertext can be used to mark
the execution of the token issuance protocol. Thus, the cipher-
text should be rerandomizable [35], i.e., the user can convert
the ciphertext into another ciphertext that is indistinguishable
from a fresh encryption of the same plaintext.

The issuer needs to sign the ciphertext to constitute a token
that must also be randomized; otherwise, unlinkability will
be compromised. To this end, we adopt SPS-EQ [21, 25],
which enables the message and corresponding signature to
be randomized together, ensuring the indistinguishability of
the old and new signatures. To prevent users from obtaining
multiple tokens from a single execution of the issuance, we
fix the first element of the message vector, such that each
equivalence class has a unique representative in a valid token.

Note that blind signature [15, 34] is a common way to
construct anonymous token schemes, which allows users to
blind a message and obtain the signature from the signer.
However, since the ciphertext is added to the message by the
issuer, blind signatures are no longer applicable. This situation
is similar to NIBS [26], where the message is chosen by the
signer and randomized by the user. However, in HinToken,
users need to specify the reader, so it is inherently interactive.
Using NIBS requires additional random oracles (beyond the



Fiat-Shamir transformation [20]) and users’ public-private
key pairs, which complicates our construction. We can render
HinToken non-interactive if the reader is fixed.

4.1 Embedding Metadata Bit

An SPS-EQ scheme allows users to randomize a signature G
on a message vector m € (G}) (i € {1,2}) by ascalaru € z,
and obtain a new signature ¢’ on m’ = m*. Since the cipher-
text is a part of the message vector, we require encryption to
produce ciphertext on G}. Moreover, it can be randomized by
a scalar and keep the plaintext unchanged under such random-
ization. To this end, we design an encryption method on G
that is similar to the El Gamal encryption [19].

For a metadata bit s € {0,1}, a generator g; € Gy, and
a reader’s public key y = g}, the ciphertext is the triple

(h,g7,y"h*), where h LG andrd Zp. To ensure unlink-
ability, h must be selected by the user. To decrypt a ciphertext
(t2,13,14), the user-specified reader computes i’ <— 15 14 us-
ing its secret key x. Then, the plaintext is 0 if /' = 1g, and
1 if # = 1. The correctness of this encryption method is
straightforward. Moreover, the ciphertext can be randomized
to (h%,g1%,y"*h**) by a scalar z, which is a ciphertext of the
same plaintext s.

To ensure the correctness of the ciphertext, the issuer needs
to prove that the plaintext it encrypted is either O or 1. To this
end, we adopt an NIZK system. Let pp, be the description of
G. The issuer needs to provide a valid proof for the following
language £, :

o= {ostaney e D0 Ok |
Although many NIZK systems can be used in HinToken, we
present a simple and efficient instantiation IT, = (Prove, Vrfy)
for £,,, in Figure 8, where Hg : {0,1}* — Z, is a hash func-
tion. It is similar to the OR proof of X-protocols [8]. Com-
pleteness is straightforward.

Our instantiation provides special soundness. For
two accepted transcripts (7, cy, 04, C1—s,01—s) and
(7, ¢y, 06, ¢, 0 ) such that either ¢, # ¢}, or 1 # ¢} _,.
we can extract the witness (r,s). Specifically, s = 0 if ¢; # ¢/
and s = 1 otherwise. Then, r can be extracted by computing
r= (0t — ) (co—cp) ™' —ys) - (1=25)7".

Our instantiation is special honest verifier zero-knowledge.
The simulator samples 7, 0, cg, 01, €1 <i Z,. Then, it com-
putes ufy < g10uy ©, vi < y* vy, uj < g8 u, ', and vi
y*1v,“!. Finally, it programs the random oracle to reply with
co + c¢1 when queried on (g1,y, 5, us, vs, Y, U5, Vi, Ui _,Vi_)-
In this way, the simulator can generate a transcript whose
distribution is indistinguishable from a real one.

Prove(ppg, (&1, h,ug,v), (1,5))

y& Z,
Ul—s < ngM;l,Vlfs <_y’Yth71

N o

$
ap,Cp <—Z[,
uf g(lxlul_cl,v‘f — yo‘lvl_cl
r0<in
uly g v <y
< Hg(glﬂy>h7uS;vS7Y7M;av;aMT_NVT_S)
co ¢ —cy,0p < 1o+ co(ys+ (1 —2s)r)
Ty < (¥, €5, Ols, €15, Ol —5)
10: return T,
Vrfy(ppg,(gl,yJ’l,l/ls,VS),TEV)
n\/ = (’Y7CS7(XS7CI—S)(X'1—S)

R A A

1:

2 Up_g g}llus’l,vl,s — yhv !

30Ul gy O vyt

4 Uiy 4= gy Uy v ey
50 €+ Hg(gl 7y7h7u87VS7Ya M;kaV;qu.g)V’lkfs)
6: if c = c;+c1_5 then

7:  return 1

8: return 0

Figure 8: Proof of Plaintext Legitimacy

4.2 Construction Details

Let EQ = (KeyGen, Sign, ChgRep, Verify, VKey) be an SPS-
EQ scheme on Gy. The details of HinToken are as follows.

* Setup. Let BG = (p,G1,G2,Gr,e,81,82) be a bilinear
group. The public parameter is pp < BG.

e |IKeyGen. Set [ = 4 and output the issuer’s key pair
(pky,ski) < EQ.KeyGen(BG, 1).

¢ RKeyGen. Sample x & Z, and compute y < g} € Gj.
Output the reader’s key pair (pkg,skg) = (,x). Let pp,
be the description of G;. We assume that it is implicted
in the key pair.

* Issue. Let pkg = y. The details of the token issuance
protocol are as follows.

U: Sample & & G, and z & Z%, compute g+ g{l,
and set st = (y,h,z,87).

U= I: Send pmsg = (g},h).
I: Sample r & Z, and compute:
Us < 81, vs < Y'I,

wt, < I1,.Prove(ppg, (g1,, h, us,vs), (1,5)),
c* < EQ.Sign(sky, (g7, h, us,vs)).

| = U: Send psig = (uy,vs,T,,0%).



U: If TII,.Vrfy(pp,, (81,5, h,us,vs),m,) = 1 and
EQ.Verify(pk, (g7, h,us,vs),6%) = 1, output:
t < EQ.ChgRep(pky, (g}, h, us,vs),0%,2);
otherwise, output L.

 Verify. Parse ¢ as ((f1,t2,83,14),0). If {; = g; and
EQ.Verify(pk, (t1,t2,13,14),6) = 1, output 1; otherwise,
output 0.

* Read. Parse skg as x and t as ((t1,72,t3,14),0). If
Verify(pk;,t) = 0, output L. Compute h* « t;'t4. If
h* = 1g, output 0; if h* =15, output 1; else, output L.

Note that the message vector in a valid token is in the form
of (g1,h%, g1, y"*h**). The correctness of HinToken is based
on the correctness of our encryption method and the SPS-EQ
scheme EQ.

4.3 Security

We prove the one-more unforgeability, unlinkability, and pri-
vacy of metadata bit of HinToken in Appendix A.

Theorem 1. If the SPS-EQ scheme EQ is existentially
unforgeable under adaptive chosen-message attacks, then
HinToken is one-more unforgeable.

Theorem 2. If the NIZK system I, provides special sound-
ness, the SPS-EQ scheme EQ perfectly adapts signatures
under malicious keys, and the inverse DDH assumption holds
in G1, then HinToken is unlinkable.

Theorem 3. If the NIZK system I1, provides special honest
verifier zero-knowledge, the SPS-EQ scheme EQ is existen-
tially unforgeable under adaptive chosen-message attacks, and
the DDH assumption holds in G, then HinToken provides
private metadata bit.

5 Reader-Hiding Construction

We extend HinToken to support reader-hiding, named
HinToken-R. An intuitive way to achieve reader-hiding is
for the user to mask the reader’s public key so that the issuer
encrypts the metadata bit blindly. In fact, we take reader-
hiding into consideration when designing the encryption
method in Section 4. Recall that in our method, (%, g},y"h*)
and (h,g?,y”hs ) are two ciphertexts of the same plaintext
under the same key, where y € Z, is a random number. The
latter is also the ciphertext under g¥ and the public key .
Since yY is uniformly distributed, we treat it as the blinded
public key.

To prevent abuse, the user should prove that the public
key it specified is within an acceptable range defined by the
issuer. A trivial solution is to employ an NIZK system to
prove that the user knows the witness (j,7) for the statement
(7 {y1,---,y4}) such that y = y?. Although we can design a

dedicated instantiation (e.g., a variant of the one we proposed

in Section 8) of such an NIZK system, this approach usually

leads to high computational and communication overheads.
Another solution is to randomize y; in an authenticated

manner, which is exactly what SPS-EQ can provide. Specif-

. $
ically, for a message vector (g1,y;) € (G})? and (g*,y*) <

(G1)% ((g1,¥)), (g],y})) and ((g1,y,), (¢",y")) are indistin-
guishable (i.e., class-hiding) assuming that the issuer and the
reader do not collude (as in Definition 17). Let 6; be a signa-
ture of the message vector (g1,y;). Then, the user can obtain
the signature 67 on (g, yZ) using the randomization algo-
rithm of SPS-EQ. In this way, we can ensure the legitimacy
of the reader’s public key without zero-knowledge proofs.
Combining it with HinToken can obtain a construction of
HinToken-R.

5.1 Generating Authenticated Set

Assume that the reader public keys acceptable to the issuer
are (y1,...,y¢) € (G7)?. The details of generating an authen-
ticated set are as follows.

* IKeyGen,(BG). Set I = 2 and output the issuer’s key pair
(pki2,skp) < EQ.KeyGen(BG, 1').

* SetGen(yi,...,yq). For each acceptable key y; where i €
[g], compute o; < EQ.Sign(skr2, (g1,y:)). Output R =
{0i,00) }ielq)-

R is generated using SetGen and published by the issuer
in the initial stage of the system. The issuer can also update
R using SetGen at any time. We omit these two algorithms
in the syntax of HinToken-R for simplicity.

5.2 Construction Details

Combining HinToken and the authenticated set &, we can ob-
tain the construction of our reader-hiding HinToken scheme.
In this construction, Setup, IKeyGen, RKeyGen, Verify, and
Read are the same as the basic construction. The token is-
suance protocol is as follows. Note that the first step of this
protocol can be done only once for &K when the user receives
it. Then, the user does not need to verify ((g1,y;),0,;) in each
execution of the protocol.

* Issue. Let pkg =y; € {y1,...,y»} and G; be the corre-
sponding signature in R, i.e., (y;,0;) € R..

U: If EQ.Verify(pkn, (g1,yj),0;) =0, output L.
Sample & & G and z,y & 77, and compute:
(¢*,¥",07) + EQ.ChgRep(pkn, (81,Y/),6,,7)-
Set g} « g{l and st = (g*,y*,h,z,87).

U=1: Send pmsg = (g7,h,8",y",0}).



I: If EQ.Verify(pkp, (g*,y"),07) = 0, abort.

Sample r & Z, and compute:

g <= (87)",vs <= (V)1

m, < ILy.Prove(ppg, (8", Y, h, us, vs), (1,5)),
c* « EQ.Sign(skz, (g7, h,us,vy)).

| = U: Send psig = (us,vs,T,,0%).

U: If II,.Vrfy(ppe, (&%, y*, h,ug,vs),m,) = 1 and
EQ.Verify(pks, (g7, h,us,vs),06%) = 1, output:
t < EQ.ChgRep(pky, (g7, h, us, vs),6%,2);
otherwise, output L.

We prove the security of HinToken-R in Appendix B.

6 Issuer-Hiding Construction

In this section, we extend HinToken to support issuer-hiding,
named HinToken-l. We still adopt the idea of masking the
issuer’s public key when a user presents its tokens. To this
end, we need to consider two issues. First, to avoid abuse, the
legitimacy of the blinded issuer’s public key must be proved.
Similar to HinToken-R in Section 5, each verifier defines a set
of acceptable issuer public keys (denoted as I) and requires
the user to prove that the token it presented is issued by a
member of this set. Second, the token must be randomized
along with the blinded key and can only be verified by this
key; otherwise, a verifier can exhaustively search for the issuer
using the public keys in 1.

In HinToken, the issuer’s key pair is generated using the
key generation algorithm of SPS-EQ. As observed in mercu-
rial signatures [17,24], SPS-EQ supports joint randomization
of public keys and their corresponding signatures while main-
taining verifiability. Leveraging this feature, we allow users
to randomize the issuer’s public key and the signature in a
token before presenting it. This solves the second issue.

To solve the first issue, we note that the solution in Section 5
also applies to HinToken-|. Specifically, for each acceptable
issuer’s public key pk;, the reader signs and releases an SPS-
EQ signature 6; on it. When a user randomizes pk; (to solve
the second issue), it uses the same scalar to randomize G,
and the legitimacy of the blinded key is guaranteed by the
unforgeability of SPS-EQ. Note that this solution downgrades
our construction to one-more unforgeability defined in [29]
rather than Definition 14. To resile strong security, we can use
the technique in Section 4 to ensure that there is only one le-
gitimate randomization of 6 ;. However, this will significantly
increase the overhead of our construction, so we opt to satisfy
traditional one-more unforgeability.

The shortcomings of this construction are twofold. On the
one hand, the reader needs to generate an additional key pair
of SPS-EQ. Moreover, the message vector consists of ele-
ments of G5 rather than GJ as in Section 4 and 5, which
means we need another instantiation of SPS-EQ. On the other

hand, this construction cannot be extended to support reader-
hiding. This is because the randomization of 6; can be verified
using the reader’s public key. Then, anyone (e.g., other veri-
fiers) observing the token can learn about the specified reader.
We solve these shortcomings in Section 8.

6.1 Generating Authenticated Set

Assume that the issuer public keys acceptable to the reader
are (pki, ..., pky) € (G5)*. Let EQ be an SPS-EQ scheme
on G,. The details of generating an authenticated set are as
follows.

* RKeyGen,(BG). Set [ = 4 and output the reader’s key
pair (pkga,skgy) < EQ;.KeyGen(BG, 1/).

* SetGen(pki,...,pk,). For each acceptable key pk;
where i € [g], compute 6; < EQ,.Sign(skg2, pk;). Out-
put I = {(pk,-,(s,-)},»e[q]. We assume that pkg, is im-
plicted in 1.

I is also generated using SetGen and published by the
reader in the initial stage of the system. We omit these two
algorithms in the syntax of HinToken-| for simplicity.

6.2 Construction Details

Combining HinToken and the authenticated set I, we can ob-
tain a construction of our issuer-hiding HinToken scheme. Let
EQ be an extended SPS-EQ scheme with additional support
for ConvertPK and ConvertSig, which is actually an instanti-
ation of mercurial signature in [17]. Let EQ; be an SPS-EQ
scheme on G;. Setup, IKeyGen, and RKeyGen are the same
as the basic construction. The token issuance protocol is up-
dated as follows. Similar to HinToken-R, the following first
step can be done only once for I when the user receives
it. Then, the user does not need to verify (pk;,6;) in each
execution of the protocol.

* Issue. Let pk; = pk; € (pki,...,pk,) and G; be the
corresponding signature in I. After U obtains a token
t = ((t1,h,13,14),0) from | through Issue of HinToken,
it performs the following operations.

U: If EQ,.Verify(pkgo, pkj,6;) = 0, output L.

Sample p & Z;, and compute:
c* < EQ.ConvertSig(pkj, (t1,t2,13,14),0,p),
(pk776j) — EQZCthep(PkRLPk],Gpp)

Output? < ((t1,12,13,14),0") and aux < (pkj,o7).

The token verification and metadata bit reading algorithms

are updated as follows:

* Verify. Let t = ((t1,2,13,14),6") and aux = (pk},07).
If n = g1, EQz.Vel’ify(kaz,pk}Gj) = 1, and
EQ.Verify(pk7, (t1,12,13,14),6") = 1, output 1; oth-
erwise, output 0.



Table 1: Complexity comparisons of HinToken and related schemes, where the group exponentiation and pairing operation are
denoted by E and P, respectively, and the group element and scalar are denoted by G and Z,, respectively.

Scheme IKeyGen  RKeyGen Issue Verify and Read Comm. (in Issue)  Token Size
PMBT [29] 4E - 27E 6E 2G+7Z, 2G+1Z,
ATHM [13] 5E - 36E 2E 4G+8Z, 2G+17,
PVAT [6] 2E - 28E 10E 5G+6Z, 3G+5Z,
NIAT [2] 4E - 30E+5P 1E+5P AG+7Z, 5G
HinToken 4E 1E 30E+7P 1E+7P 1G+5Z, G

* Read. Let r = ((t1,t2,13,14),0") and skg = x. If
Verify(I,t,aux) = 0, output L. Compute h* < 13 14. If
h* = 1g, output 0; if h* =15, output 1; else, output L.

We prove the security of HinToken-I in Appendix C.

7 Evaluation

Theoretical Complexity. We evaluate the computational
costs in terms of the number of group exponentiations and
pairing operations, and the communication costs in terms of
the number of elements sent in Issue and in the token. The
complexity comparison of HinToken and related schemes is
shown in Table 1. Like other schemes, our construction has
constant computational and communication costs. Note that
HinToken is the only construction that supports user-specified
readers and can be extended to support issuer-hiding.

The computational costs of HinToken are dominated by the
underlying SPS-EQ scheme EQ. Specifically, our IKeyGen in-
vokes EQ.Sign, which requires / group exponentiations for a
vector of length / (! =4 in HinToken). In Issue and Verify, the
user needs to invoke EQ.Verify, which requires / + 3 pairing
operations. Moreover, the user computes 1 group exponen-
tiation to generate pmsg and 13 group exponentiations (10
for the proof and 3 for EQ) to obtain the token ¢. The issuer
computes 16 group exponentiations (2 for the ciphertext, 8
for the proof, and 6 for EQ) to generate psig.

For the communication costs, the signature of EQ consists

of 3 group elements, so the token size in HinToken is [ +
3. During Issue, the user sends pmsg, which consists of 2
group elements, and the issuer replies psig, which consists of
5 group elements (2 for the ciphertext and 3 for the signature)
and 5 scalars (for the proof).
Implementation Performance. We implemented our
schemes in pure Rust (stable, version 1.88.0) using the
pairing-friendly curve Bls12-381 [3]. For PMBT [29] and
ATHM [13], we use the implementations provided by their au-
thors.”® Both implementations use curve25519-dalek, which
does not support pairing but is much faster than Bls12-381.
All implementations are benchmarked on a laptop with Apple
M4 Pro chip and 24 GB RAM.

Thttps://github.com/mmaker/anonymous-tokens
8nttps://github.com/Microsoft/MacTok

Our benchmarks consider key generation, token issuance,
and token verification. We compare the time costs of
HinToken with PMBT and ATHM, and the results are shown
in Table 2. We do not test the costs of Verify in PMBT and
ATHM, since they are both privately verifiable, and the token
validity will be verified when reading the bit. Our scheme has
the worst performance, primarily due to the group exponentia-
tion of Bls12-381 being slower than that of curve25519-dalek,
as well as the pairing operation used in the SPS-EQ scheme.
HinToken provides unique functionality and the time costs of
HinToken are still acceptable in practice.

We also examine the performance of our reader-hiding and
issuer-hiding HinToken schemes. Compared with HinToken,
the additional overhead in HinToken-R mainly comes from
EQ.ChgRep (in Userp) and EQ.Verify (in Sign) of the SPS-
EQ signatures for the set & during the token issuance phase.
Similarly, the additional overhead in HinToken-l mainly
comes from EQ.ChgRep (in User;) and EQ.Verify (in Verify)
of the SPS-EQ signatures for the set I during the token is-
suance and verification phase. Two SPS-EQ signatures need
to be verified in Verify, and we perform these two verifications
in parallel in our implementation to optimize the performance.

In Table 2, we also show the token size in all schemes.
Compared with others, our token size is larger but acceptable
in practice. We omit the first element of the message (i.e., g1)
to reduce the token size.

8 Other Extensions and Discussion

8.1 Double-Hiding Constructions

Recall that HinToken-R cannot integrate HinToken-| in Sec-
tion 6 to support reader-hiding since I in the latter construc-
tion reveals the reader’s identity. We provide an alternative
approach to achieve issuer-hiding and extend HinToken-R
to support both reader-hiding and issuer-hiding, named
HinToken-RI.

We still leverage mercurial signatures [17,24] to random-
ize the issuer’s public key along with the token. Instead of
using SPS-EQ in Section 6, we require the user to prove the
legitimacy of the blinded public key via an NIZK system.
Specifically, assume that the public key set of issuers accept-
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Table 2: Benchmarks for HinToken (on Bls12-381) and related schemes (on curve25519-dalek).

KeyGen

Issuance

Verification

Scheme Token Size
IKeyGen  RKeyGen Userg Sign Usery Verify Read

PMBT [29] 59.5us - 29.6 us 187.9us  230.1ps - 60.0 ps 360B

ATHM [13] 45.9 ps - 26.2pus  220.8pus  244.7ps - 36.9 us 360B

HinToken 1057.6 us 59.1us 123.2pus  1269.5us  1170.6pus  2729.8us  53.6us 1008 B

HinToken-R  1106.2ps  60.1us  709.8us  3795.4us  1204.0ps  2786.9pus  53.1ps 1008 B

HinToken-l ~ 1118.0us  61.9us 130.7us  13109ps  3363.5ps  2962.5us  56.1ps 1008 B

able to the verifier is I = {pki}ic|y € (G5)*, pk; = pk; € I,
and the scalar used in randomization is p. We require the user
to provide a valid proof for the following language L;.

LZ:{ [€GY pkj € G3.p € Z,, }
pk; € G3 | s.t. pk; € I, pkj = (pk;)P

For each pk; € I, let pk; = (Xi1,...,Xu) € G3. We have
pk; = (X}, X}y) where X, = X;’k (k € [4]). Given a one-
hotvectorb = (b1, ...,b,) € Z}, where bj =1 and b; =0, Vi €
[n]\ {j}, we have X = ?:lej =XP, X = ka =X},
where X = (X, ..., Xu) and u = (pby,...,pby,). Thus, we
commit to b and u and split the proof into three parts. (1) b
is a one-hot vector. (2) There is a randomness p such that
u=p-b.(3) ka = X} (k € [4]). The third part can be done
in batch proof.

We design an instantiation of NIZK system I1; for £;
based on Bulletproofs [11]. The details of the above three
parts will be introduced in Appendix D.

8.2 HinToken with Stronger Privacy

Our constructions in Section 5 and 6 reach reader and issuer
anonymity based on an assumption that a malicious issuer
(resp., reader) will not collude with all readers (resp., issuers).
We believe this non-collusion assumption is reasonable, since
a malicious issuer (resp., reader) needs to contact all readers
(resp., issuers), which would be detected and significantly
affect its reputation, making it unlikely in the real world.

We emphasize that, when all issuers and readers collude,
HinToken-R and HinToken-I will degrade into our basic Hin-
Token scheme, still satisfying unlinkability defined in Defini-
tion 15. To see it, note that in the definition of unlinkability,
the adversary learns both pmsg (observed by the issuer in the
scheme) and ¢ (observed by the reader in the scheme) from the
oracles, but it still cannot link the challenge tokens. In other
words, unlinkability already accounts for such collusion.

In this section, we discuss how to extend HinToken-R and
HinToken-I with stronger privacy, i.e., collusion-resistant. We
believe that schemes in Section 5, 6, and this section represent
a trade-off between performance and security.

Recall that in Section 5, the user randomizes the reader’s
public key y; and g; with the same scalar y. This ensures

the correctness of decryption, but y; will be immediately
recognizable to an adversary who holds the correspond-
ing secret key. To address this issue, the user additionally

—1

selects w & Z}, and computes g* < g|" . In addition to
. -1 -1

computing g’l‘ — gzl' , the user computes g’f* — giwz) and

h* < h™", and sets pmsg = (g7,h,y*,87*,h*,g") (the legit-
imacy of y* can be proved by an NIZK system similar to
Appendix D). The issuer embeds a metadata bit s by com-
puting ug < (g*)",vs < (y*)", and proves that u;, vy share the
same randomness r in zero-knowledge. Since now (h, uy, vy)
cannot be decrypt directly, the issuer has to sign two SPS-
EQ signatures 61,6, on message vectors m; = (g7, 5, vy) and
m, = (g7*,h*, u,), respectively. The user randomizes (G, m;)
with the scalar z and (G2,m;) with wz. Combining the two
randomized message vectors, the metadata bit can be suc-
cessfully read by the specified reader, thereby completing the
construction of HinToken-R with stronger privacy.

For HinToken-| based on mercurial signatures in Section 0,
the issuer’s identity pk; will be recognizable to the adversary
with the corresponding secret key for the similar reasons.
Griffy et al. [24] noted this weakness in mercurial signatures
and provided a new mercurial signature scheme with stronger
privacy, which can resist this collusion. The main idea is
to ensure that each element of the public key is correctly
generated over a distinct generator of the group. Inspired by
this work, we can extend HinToken-| with stronger privacy.

8.3 Discussion

In addition to the solution introduced in Section 8.1, there
is another way to implement both reader-hiding and issuer-
hiding. In some scenarios, there is a root authority trusted
by the reader. Then, the set I can be authenticated by this
authority, and thus will not reveal the identity of the reader.
This solution can support reader-hiding and issuer-hiding
simultaneously, and can be extended to a hierarchical structure
similar to PKIs by leveraging the idea of DACs.

Compared with the solutions such as [29] and [2], our
scheme can be easily extended to support multiple metadata
bits. This allows issuers to categorize users more finely. How-
ever, the number of metadata bits must be carefully chosen to
avoid violating unlinkability.
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Ethical Considerations

In our anonymous token systems, issuers and readers (aka ver-
ifiers) are typically service providers in the real world, while
users are those who request the service. Our schemes support
unique properties, including designated-reader metadata bit,
issuer-hiding, and reader-hiding. These properties may enable
new applications beyond existing solutions, as discussed in
Section 1.1. We acknowledge that our schemes may have
positive or negative impacts on different stakeholders, which
may not have been sufficiently considered during our research
and we address this post facto. We now identify the key stake-
holders for each application and provide a post-facto analysis
of the potential impacts on them.

In scenarios such as bot protection, the basic HinToken
allows the issuer to convey signals about users (web visitors)
to a user-specified reader (web server). It can help the reader
decide on actions, but it may also increase the user’s concerns
about unlinkability. In our schemes, we limit the metadata to
a single bit and provide formal security proofs. The issuer-
hiding HinToken can be applied to proofs of funds for visa
applications. It can better protect user privacy (e.g., not re-
vealing which bank holds the applicant’s deposits), but it will
also impose an additional auditing burden on the readers. The
impacts on stakeholders of reader-hiding HinToken are simi-
lar. Although these two properties offer stronger anonymity
for users, our schemes allow issuers (resp., readers) to inde-
pendently choose and publicly declare which readers (resp.,
issuers) they accept, ensuring that anonymity cannot be easily
abused. We believe that even with prior ethical analysis, we
would adopt the same technical approach because current so-
lutions strike a reasonable trade-off between new properties
and security, minimizing negative impacts on stakeholders.

Open Science

We follow the open science policy of USENIX Security and
release the source code of our work at https://doi.org/
10.5281/zenodo.17946122.
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A Security Proofs for HinToken

Theorem 1. If the SPS-EQ scheme EQ is existentially
unforgeable under adaptive chosen-message attacks, then
HinToken is one-more unforgeable.

Proof. Let n > 0. Assume that there is a PPT adversary
4 with an advantage Advy™/ (L) in game OMUF 4, (M),
then we can use A4 to construct an adversary B for game
EUF-CMAg(BG,n) as follows.

1. Bis given BG, pk, and access to Osign.

2. B sets pp < BG, pk; < pk, go + 0, and ¢q; <
0, and generates a reader’s key pair (pkg,skg) +
RKeyGen(pp), where skg = x and pkg = y. Then, B
runs A(pp, pkr, pkr).

3. When A queries its signing oracle on (pky,s, pmsg),
where pkp =y and pmsg = (g},h), B returns L if
s ¢ {0,1}. Otherwise, B computes uy, vy, and T, as in
HinToken. Then, B queries Os;gn On the message m =
(&7, h,us,vs) and obtains 6*. Finally, B sets g5 < g5+ 1
and returns (ug, vy, T,,0%) to 4.



4. When A4 queries its reading oracle on a token ¢, B returns
Read (SkR,pk[7 l‘).

5. When 4 outputs tokens {Z; }jc[,+1], B randomly selects
a token from them as its output if 4 wins, and aborts
otherwise.

We now compute the advantage Advg’f (BG,I) of B. Tt is
not difficult to see that if 4 does not win, B will not win either.
Therefore, we have

Adviy! (BG,1) = Pr[8 wins | 4 wins] - Pr[4 wins]
= Pr[B wins | 4 wins] -Adv;’f’:f(l).

Without loss of generality, assume that when 4 wins, gy =
q1 = n, and the output of the metadata bit reading algorithm on
all those tokens is s. We split the message vectors B submitted
t0 Osign into two sets:

0= { (0105500 0)}
At — { (g;{(i)yh(i)qu (i)’yrhﬁ)) }idn] .

Since HinToken restricts the message vector in a valid
token to have g; as the first element, each valid token must
consist of a unique representative of an equivalence class
and the corresponding signature on the representative. We
consider the following two cases.

First, there is at least one message vector in the tokens
{t,-},»e[,,H] that does not belong to any equivalence classes
of message vectors in My and M. In this case, B wins if it
outputs the tokens corresponding to the new message vectors.
Since B randomly selects a token in {7 };c|, 1), the probability
of B succeeding in this case is at least #

Second, the message vectors in the tokens {f;};c(41) all
belong to equivalence classes of message vectors in My
or M. Since there are only n message vectors in MM, at
least one message vector in M) _; should be explained to
an equivalence class of message vectors in the form of ;.
Let (g},h,g;,y""h'~*) be that message vector in Mj_;. The
probability that r chosen by the issuer satisfies y'"h!™ = y'h*
is %. Thus, the probability that this case occurs is at most %
by union bound. In this case, B will never win the game.

Combine the above two cases and denote the occurrence
of the second case as coll, we have

Pr[B wins | 4 wins| = Pr[B wins | coll] - Pr[coll | 4 wins]

v

(1 —Pr[coll | 4 wins])

S

—n

+1
p

V

~pn+1)

=

In conclusion, the advantage Adviy’(BG,I) of B in
EUF-CMA4(BG, /) is
Adva! (BG,1) >

p—n omuf
A 0

Since EQ is existentially unforgeable under adaptive chosen-
message attacks, there is a negligible function negl such that
Adv;’f(BG,l) < negl()). Thus, we have

Al 0 < PO pegiiny,

which implies that the advantage of the adversary A4 in
OMUF 4,,(A) is also negligible. O

Theorem 2. If the NIZK system IT, provides special sound-
ness, the SPS-EQ scheme EQ perfectly adapts signatures
under malicious keys, and the inverse DDH assumption holds
in G1, then HinToken is unlinkable.

Proof. The proof is done by a hybrid argument. Let £ be a
witness extractor of I, and m > 0.

Hyo This is the game UNLINK 7 ,,,(A) defined in Figure 4.

Hy, When A4, outputs an issuer’s public key pk;, we obtain
the issuer’s secret key sk; in GGM. This hybrid and Hy,
are identical to the adversary.

Hy, We replace User|(psig,st) (for generating challenge
tokens and answering Oyser,) With the following
procedure. Parse psig = (u;,vy,T,,0%) and st =
(h,z7). If m, and ©* pass verification, we com-
pute ¢ + EQ.Sign(sk;, (g1,h%,u%,v%)) and output ¢ =
((g1,h%,u%,v%),0) instead of invoking EQ.ChgRep.
Since EQ perfectly adapts signatures under malicious
keys, this hybrid and Hy, are indistinguishable to the
adversary. That is, we have

AdvYL(A) — AdviR2 (1) < qo-negl; (M),

where negl; is the advantage of the adversary in EQ.

Hy; We use £ to extract the witness (r,s) of 4 from =, if it
is valid. Since the special soundness of I1y, this hybrid
and Hy, are indistinguishable to the adversary. That is,
we have

Advi2 (1) — Advi’3 (L) < o - negh (M),

where negl, is the advantage of the adversary in IT,.

Hy, Instead of signing on (gi,h%,u%,v%) in Hy,, we output
t + EQ.Sign(skz, (g1,h°%, &y, y*"h*)). This hybrid and
Hy; are identical to the adversary.

Hys Instead of signing on (gi,4% g5, y*"h*") in Hy,, we out-

put t < EQ.Sign(sky, (g1, /', &7, y¥ (1')*)), where i’ &
G1. This hybrid and Hy, are indistinguishable to the
adversary if the DDH assumption hold in G;. That is,
we have

Advit (M) — Adviy’s ()| < go - Advi" (A).



Hye When Ay outputs a reader’s public key pkr =y, we also
obtain the reader’s secret key x such that y = g7 in GGM.
Then, instead of signing on (g1,/#’,g7,y*"(1')*) in Hys,
we output # < EQ.Sign(skz, (g1,/,&5,87*(h')°)). This
hybrid and Hys are identical to the adversary.

Hy; To answer the query of A to Ouyser,, We choose g} <$4 Gy

instead of computing g} + g{l. This hybrid and Hyg
are indistinguishable to the adversary if the inverse DDH
assumption hold in G,. That is, we have

AdViZ (M) — Advi (A)| < go- Advig (M)

We now prove that Hy, and Hys are indistinguishable. This
is done by a sequence of hybrids {Hys ;}ie(o,...40}- In Hys ;,
the first i invocations to User; uses a random #’, and the
others still use A*. Then, Hys, are Hy, are identical, and
Hys ,, are Hys are identical. For i € [qo), if the adversary can
distinguish between Hys ;_; and Hys ;, then we can use the
adversary to construct an adversary B; for the DDH game.
Specifically, B; receives a tuple (g1,87,4’,h) and uses it to
answer the i-th invocation. At the end, B; outputs the bit
output by the adversary. Note that if B receives a DH-tuple,
then the adversary is in Hys ;_1; otherwise, the adversary is in
Hys ;. Therefore, the advantage of the adversary is no greater
than the advantage of B;.

The proof for the indistinguishability between Hyq and
Hy; is similar. Specifically, B, receives a tuple (g1,£5,¢}) and
uses it to invoke the i-th EQ.Sign on (g1,/',(g5)", (g7)™*(1')*).
At the end, B, outputs the bit output by the adversary. The
advantage of the adversary to distinguish two sub-hybrids is
no greater than the advantage of B;.

Since the tokens are random message vectors (conditioned
on the correctness of Read) and corresponding signatures in

Hy-, the advantage of 4 is Advzy;q(k) = qoqu . Therefore,

Adv (1) = AdVS (1) < ——— 4 go- negl(4),

q0 — 41

where negl absorbs the above negligible functions. O

Theorem 3. If the NIZK system I1, provides special honest
verifier zero-knowledge, the SPS-EQ scheme EQ is existen-
tially unforgeable under adaptive chosen-message attacks, and
the DDH assumption holds in G, then HinToken provides
private metadata bit.

Proof. The proof is done by a hybrid argument. Let S be a
simulator of II,.

Hy, This is the game PMB z(A) defined in Figure 5.

Hy, We replace I1,.Prove in Sign, (sk;, pkg, s, pmsg) (for an-
swering Ogign and Os;g,y) with the simulator §. Since I1y

is zero-knowledge, this hybrid and Hy,) are indistinguish-
able to the adversary. That is, we have

AdVO () — AdViY (V)| < g-negl; (M),

where ¢ is the number of times that A4 queries Os;g,y and
Oé’ign and negl, is the advantage of the adversary in IT,.

Hy, We seta list L =0 at the beginning of the game. When 4
queries Ogig,y ON (s, pmsg), we obtain z in GGM, where
pmsg = (h,g}) and g7 = g{%, and add (z,h, us, v, s) to
L. This hybrid and Hy, are identical to the adversary.

Hy; When 4 queries Oread Ont = ((t1,22,13,14),G) before the
challenge is generated, if EQ.Verify(pk;,t) = 1 and there
is atuple (z,h, us, vs,s) € L such that h* =1, u? =13, and
Vi =14, we return s to 4, otherwise, return L. Since EQ is
existentially unforgeable under adaptive chosen-message
attacks, this hybrid and Hy, are indistinguishable to the
adversary. That is, we have

Advi2 (1) — Adviy” (V)| < Advig’ (BG,1).

Hy, Instead of selecting x & Z, and generating a reader’s

public key y < g¥, we directly select y & G1. This hy-
brid and Hy; are identical to the adversary.

Hys Instead of computing vy <— y"h* when answering Os;g,y
and 0%, ., we selecty’ € G and compute vy < y'h*. This
hybrid and Hy, are indistinguishable to the adversary if
the DDH assumption hold in G. That is, we have

AdVi4 (M) — Advis (A)| < g+ Advil* ().
The proof for the indistinguishability between Hy, and Hys;
is done by a sequence of hybrids {Hys ;}ic(o....q1- In Hys;,

the first i queries are answered with y'A*, and the others are
still answered with y"h*. Then, Hys , are Hy, are identical,
and Hys . are Hys are identical. For i € [qo], if the adversary
can distinguish between Hys ;| and Hys ;, then we can use
the adversary to construct an adversary B, for the DDH game.
Specifically, B, receives a tuple (g1,y,g1,)’). Then, y is set as
the reader’s public key, and the tuple is used to answer the i-th
query. At the end, B, outputs the bit output by the adversary.
Note that if B, receives a DH-tuple, then the adversary is in
Hys;_1; otherwise, the adversary is in Hys ;. Therefore, the
advantage of the adversary is no greater than the advantage
of B,.

Since the challenge contains a random #4 in Hys, the advan-
tage of 4 is Adv')’5 (1) = 1. Therefore,

Adv2"™ (L) = Adv;y(’ ) < % +q-negl(A),

where negl absorbs the above negligible functions. O



B Security Proofs for HinToken-R

In the one-more unforgeability game OMUF 4,(A) of reader-
hiding HinToken, the adversary A4 is given access to an addi-
tional oracle, which allows A4 to add public keys of its choice
into the set K that initially contains pkg only. The signing
oracle Osjgn then only takes (s, pmsg) as input and returns
Sign(skr, R, s, pmsg). The proof for the one-more unforge-
ability of HinToken-R is similar to that of Theorem 1 with
corresponding modifications.

Theorem 4. If the SPS-EQ scheme EQ is existentially
unforgeable under adaptive chosen-message attacks, then
HinToken-R is one-more unforgeable.

In the unlinkability game UNLINK g, (A) of reader-hiding
HinToken, the adversary A4 outputs the set & instead of pkg,
and all oracles uses X to answer queries. The proof for the
unlinkability of HinToken-R is similar to that of Theorem 2
with corresponding modifications.

Theorem 5. If the NIZK system I, provides special sound-
ness, the SPS-EQ scheme EQ perfectly adapts signatures
under malicious keys, and the inverse DDH assumption holds
in Gy, then HinToken-R is unlinkable.

In the private metadata bit game PMB 4(A) of reader-hiding
HinToken, the challenger outputs a (trusted) set & and corre-
sponding key pairs (instead of (pkg, skg)) that will be used in
all oracles, and the reading oracle Oreaq takes an additional
input pkr and checks whether this public key is legitimate
before answering. The proof for the private metadata bit of
HinToken-R additionally relies on the existential unforgeabil-
ity of the underlying SPS-EQ scheme. Roughly speaking, this
assumption prevents users from using public keys outside X..

Theorem 6. If the NIZK system I1, provides special honest
verifier zero-knowledge, the SPS-EQ scheme EQ is existen-
tially unforgeable under adaptive chosen-message attacks and
is existentially unforgeable under adaptive chosen-message at-
tacks, and the DDH assumption holds in G, then HinToken-R
provides private metadata bit.

Theorem 7. If the SPS-EQ scheme EQ perfectly adapts sig-
natures under malicious keys and the DDH assumption holds
in G, then HinToken-R provides reader anonymity.

Proof. The proof is done by a hybrid argument.
Hy, This is the game RA z() defined in Figure 6.

Hy, When 4, outputs an issuer’s public key pkj,, we obtain
the issuer’s secret key skj» in GGM. This hybrid and Hy,
are identical to the adversary.

Hy, We replace EQ.ChgRep in Usero(pks, R, pkp) with the
following procedure. Set g* < g}( and y* + ka and com-
pute 6 < EQ.Sign(skp2,(g*,y*)). Since EQ perfectly

adapts signatures under malicious keys, this hybrid and
Hy, are indistinguishable to the adversary. That is, we
have

AdvYT (L) — AdviY2(L)| < negl; (M),
where negl; is the advantage of the adversary in EQ.

Hy; We choose b & {0, 1} before generating (pko, sko) and
(pki,sky). This hybrid and Hy, are identical to the ad-
versary.

Hy, We replace y* with y/ & Gy when invoking EQ.Sign.
This hybrid and Hy; are indistinguishable to the adver-
sary if the DDH assumption hold in G;. That is, we
have

Advi3 (L) — Advi4 (M) | < Adv& (0).

If the adversary can distinguish between Hys and Hy,, then
we can use the adversary to construct an adversary B for
the DDH game. Specifically, B receives a tuple (g1,y,81,)).
Then, y is set as pkp, and we compute (pki_p,ski_p) <
RKeyGen(pp). At the end, B outputs 1 if the adversary wins.
Note that if B receives a DH-tuple, then the adversary is in
Hys; otherwise, the adversary is in Hy,. Therefore, the advan-
tage of the adversary is no greater than that of B.

Since y' is random in Hy,, the advantage of A4 is

Adv/quy4 (L) = %. Therefore,
AdVE (L) = AdvO (L) < % +negl(A),

where negl absorbs the above negligible functions. O

C Security Proofs for HinToken-I

In the one-more unforgeability game OMUF 4,(A) of issuer-
hiding HinToken, the challenger outputs a (trusted) set I and
corresponding key pairs (instead of (pky,sk;)) that will be
used in all oracles, and the signing oracle Osjg, takes an addi-
tional input pk; and checks whether this public key is legit-
imate before answering. The input of Verify and Read need
to be modified accordingly. Importantly, one of the winning
conditions Vi, j € [n+ 1],#; # t; should be changed to t; # t;,
where #; = (t;,0;) and #; = (t;,6;). This change means that
our one-more unforgeability for issuer-hiding HinToken is
downgraded to that defined in [29]. The proof for the one-
more unforgeability of HinToken-| additionally relies on the
existential unforgeability of the underlying SPS-EQ scheme.
Roughly speaking, this assumption prevents the user from
using public keys outside 1.

Theorem 8. If the mercurial signature scheme EQ and the
SPS-EQ scheme EQ, are existentially unforgeable under
adaptive chosen-message attacks, then HinToken is one-more
unforgeable.



In the unlinkability game UNLINK 7 ,,(A) of issuer-hiding
HinToken, the adversary A4 outputs the set I instead of pk;,
and all oracles uses I to answer queries. The proof for the
unlinkability of HinToken-I is similar to that of Theorem 2
with corresponding modifications.

Theorem 9. If the NIZK system I, provides special sound-
ness, the mercurial signature scheme EQ perfectly adapts
signatures under malicious keys, and the inverse DDH as-
sumption holds in G, then HinToken is unlinkable.

The modification of the private metadata bit game
PMB4(A) of issuer-hiding HinToken is similar to that in
the one-more unforgeability game OMUF 4,,(A) of issuer-
hiding HinToken. The proof for the private metadata bit of
HinToken-| is similar to that of Theorem 3 with corresponding
modifications.

Theorem 10. If the NIZK system I1, provides special honest
verifier zero-knowledge, the mercurial signature scheme EQ
is existentially unforgeable under adaptive chosen-message
attacks, and the DDH assumption holds in G, then HinToken
provides private metadata bit.

Theorem 11. If the mercurial signature scheme EQ is
original-hiding and the SPS-EQ scheme EQ, perfectly adapts
signatures under malicious keys, then HinToken provides is-
suer anonymity.

Proof. The proof is done by a hybrid argument.
Hyo This is the game IA 2(A) defined in Figure 7.

Hy; When 4, outputs an issuer’s public key pkgy, we obtain
the issuer’s secret key skgo, in GGM. This hybrid and
Hy, are identical to the adversary.

Hy, We replace EQ,.ChgRep in Issue with the follow-
ing procedure. Set pk; ¢ pki and compute G, <«
EQ,.Sign(skr2, pkp). Since EQ, perfectly adapts signa-
tures under malicious keys, this hybrid and Hy, are in-
distinguishable to the adversary. That is,

AdviYT (L) — AdviY2 (L) | < negl, (M),
where negl; is the adversary’s advantage in EQj.

Hy; We choose b & {0, 1} before generating (pko, sko) and
(pki,sky). This hybrid and Hy, are identical to the ad-
versary.

Hy, We replace EQ.ConvertSig in Issue with the following
procedure. Compute sk’ < EQ.ConvertSK(sk;,p) and
o* + EQ.Sign(sk, (t1,12,13,14)). Since EQ is original-
hiding, this hybrid and Hy; are indistinguishable to the
adversary. That is,

Advi3 (A) — Advi¥4 (M) | < negly (M),

where negl, is the adversary’s advantage in EQ.

Since 6* is the signature for a random in pkj;, the advantage
of 4 is Adv;y“(?u) = % Therefore,

Advi4 () = AdviO (1) < % +negl(X),

where negl absorbs the above negligible functions. O

D NIZK of Blinded Key Legitimacy

For vectors of field elements x = (xi,...,x,) and y =
(V1---,n), we use Xxoy = (X1y1,...,X,y,) for the entry-wise
product and (x,y) = Y, x;y; for the standard inner product.
For the vector g = (g1,...,8,) € G" and u = (uy,...,u,) €
75, we define (u,g) =, g;" = g".

Our instantiation of the NIZK system I1; for L; (see Sec-
tion 8.1) is based on Bulletproofs [11]. Recall that the blinded
key pkj = (Xjy,...,X}) where X = XJPk (k € [4]). For the
committed vectors b and u, we need to prove three parts.
Based on these proofs, we can obtain an NIZK through the
Fiat-Shamir transformation [20].

D.1 Proof for One-Hot Vector

The prover commits to b using the generalized Pedersen com-
mitment [33]. In this part, the prover proves that b is a one-hot
vector similarly to the range proof [11].

Let d < b—1" € Z}. The prover samples ry € Z, and
computes the commitment to d as ¢q = #"¢h9. The language
Ly, for proving that b is a one-hot vector committed in cy, is
defined as follows:

db e Zy,rp,ra € Lp, st
cp = h'vgP cq = hhd,
d=b-1"€Z,,
bod=0",(b,1") =1

Cb,Cd,h € G2,

b=\ "ghec:

The instantiation Iy, for £, is shown in Figure 9. The key
idea is to construct two special polynomials /(x) and r(x)
using b and d as part of the coefficients, where the zero-
coefficient of {/(x), r(x)) has a special form if and only if b is
a one-hot vector.

Let £(x) = (I(x),r(x)) = Y7o - x'. Specifically, the zero-
coefficient of (/(x),r(x)) is

to=(b,y"od)+z-(b—d,y") +2* (b, 1")
—Z 1Ny -2 (1717,

Ifd=b-1"€Z) AN bod=0" A (b,1") = I, then t) =
- (1M y") + 22 - (17, y") 4 2% — 22 - n, which means that 7 is a
function of y and z and V can compute 1 itself. Furthermore,
P commits to #; and #, and proves 7(x) = (I(x),r(x)) to V
through polynomial identity check [30]. Note that instead of
sending 1,r to V directly in Figure 9, P can commit them and
prove t=(1,r) via the inner product argument to reduce the
communication costs.



Statement: (cp,cq,hn,g,h)
Witness: (b, 7y, 74)

P: Sample o, & Ly, o, Tp & Zp.
Compute cq < h'g*, cp < h'BhB.
P =V: Send cq, cp.
V: Sample y, z & L,
V = P: Send y,z.
P : Construct two degree 1 polynomials:

I(x)=b—2z-1"+0-x,
r(x)=y'o(d+z-1"+B-x)+72-1".

Define #(x) = (I(x),r(x)) = 21-2:0 f-x.
Sample s, 52 <i ZLp.
Compute T} < g h*', T> < g h®.
P=V: Send T3, T5.
Vi %0 & 7.
V = P: Send xp.

P : Compute s, < slxo—l-szx%,,ul — 1+ X, U

rq Jr}’lg)C(), 1+ l(xo), | r(xo), t < <l,l‘>.
P =V: Send s,,u,u,t,1r.

V: Fori € [n], set i < k. Return 1 if
t=(Lr) A g RS =g TOT A
Rigl=cy-cq gt A
h2h'" =cq - CEO Y

Return O otherwise.

Figure 9: Proof for One-Hot Vector

D.2 Proof of Randomness

In this part, the prover proves that there is a randomness p
such that u = p - b. Note that by computing cp,? = hP">gPP,
the prover can obtain a Pedersen commitment on u using the
randomness pry. Thus, the prover commits u by computing
Cy c{:. Letg" gﬁ’, the prover can reach the goal by proving
g* and cpP share the same exponent p. The language L, is
defined as follows:

I ey, }

*
= Cuscp €G
Lo {g7 u;Ch 2| ot g*:gT,Cu:Cbp

The instantiation IT, = (Prove, Vrfy) for £, is shown in
Figure 10, and it is actually a variant of the Chaum-Pedersen
X-protocol [16].

D.3 Inner Product Argument

In this part, the prover proves for each k € [4], X, = X}! =
(u,X}). Specifically, the prover needs to provide a valid proof

Prove(ppg, (g*acllacb)v p)

s <i Z,
Iy g‘i,ll <« cp’
¢+ Hg(g1,8" cu,cn.lo, 1)
pl—r+cw
T, < (c,p')
6: return T,
Vrfy(ppg, (g*;cusch), Tw)

1. T, = (C, p’)

AN

2 I g gt o e cu €

3. if Hg(g1,8%, cu,cn, 1), I]) = c then
4. return 1

5. return 0

Figure 10: Proof of Randomness

for the following language £,:

JueZ’ p €Zy,s.t.
L _ X;kaclhheGZv * p_qu X g
r ngGG” e 7/k’ ’
’ 2 cu =hP g"

where p’ = pr,, and p and r;, are known to the prover.

We design a proof system Il for £, by an inner product
argument based on Bulletproofs [11] for log n rounds to prove
that X = (u, Xy).

However, the original protocol in Bulletproofs [11] cannot
be applied in ITk. At the beginning of the original one, the
prover separately divides u and X}, into two parts, such that
u= llL|llR, X = XL‘XR. LetL, «+ <llL,XR>, R, + (uR,XL>,
L, < (uz,gr), Ry < (ug,gr). The prover sends the inner
product values to the verifier during the protocol. Since u =
p-b and b is a one-hot vector, this values expose the non-zero
index in u, and the verifier can detect in which half the non-
zero index lies. After log n rounds, the verifier can locate the
specific index.

To ensure zero-knowledge, Ly, Ry, Ly and R, cannot be
sent to the verifier directly. The prover use "1, h"2, W ,h’é for
randomly chosen ri,r2, 7], 7} to blind these values, and send
WLy, h'? - Ry, n -Lg,hrlz - Ry to the verifier. In the following
log n — 1 rounds, the prover can blind the related values in
the same way.

At the very end of the protocol, denote the final values by
cy = h'g", Xy = W'~ X" for the single-element vector u, using
the final scalar X and g. The prover needs to prove that the ¢,
and Xy share the same scalar u in zero-knowledge, which is
a variant of the Chaum-Pedersen X-protocol [16]. Note that
r, and r, can be computed from all randomness by P, and X
and g can be generated from public values. With the above
improvements, we finish our proof system Iy for £,.
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