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Abstract

Metric Differential Privacy (mDP) generalizes Local Differ-
ential Privacy (LDP) by adapting privacy guarantees based
on pairwise distances, enabling context-aware protection and
improved utility. While existing optimization-based methods
reduce utility loss effectively in coarse-grained domains, opti-
mizing mDP in fine-grained or continuous settings remains
challenging due to the computational cost of constructing
dense perturbation matrices and satisfying pointwise con-
straints.

In this paper, we propose an interpolation-based framework
for optimizing £,-norm mDP in such domains. Our approach
optimizes perturbation distributions at a sparse set of anchor
points and interpolates distributions at non-anchor locations
via log-convex combinations, which provably preserve mDP.
To address privacy violations caused by naive interpolation
in high-dimensional spaces, we decompose the interpolation
process into a sequence of one-dimensional steps and derive a
corrected formulation that enforces £,-norm mDP by design.
We further explore joint optimization over perturbation dis-
tributions and privacy budget allocation across dimensions.
Experiments on real-world location datasets demonstrate that
our method offers rigorous privacy guarantees and competi-
tive utility in fine-grained domains, outperforming baseline
mechanisms.

1 Introduction

Privacy-preserving data sharing is increasingly important in
applications such as location-based services (LBSs), mobility
prediction, and user modeling. These applications highly
depend on fine-grained data representations, which are also
required to comply with stringent privacy constraints. Stan-
dard mechanisms like Local Differential Privacy (LDP) [15]
enforce uniform privacy across all input pairs, often intro-
ducing excessive noise and degrading utility, especially in
spatial, continuous, or structured domains. Metric Differential
Privacy (mDP) [9] addresses this limitation by relaxing LDP

through a distance-aware formulation: It requires stronger
indistinguishability for nearby records and permits weaker
guarantees for distant ones. This flexibility enables improved
privacy-utility trade-offs and has been applied to protect
geo-location data [3], word embeddings [20], speech [22],
and image data [12, 16].

Since the introduction of mDP [9], numerous pre-defined
noise mechanisms have been proposed to enforce distance-
based privacy guarantees. Notably, the planar Laplace mecha-
nism [3] achieves ¢>-based geo-indistinguishability by adding
two-dimensional noise scaled to the sensitivity of location
queries, while the Exponential Mechanism (EM) [11] selects
outputs based on a fixed utility function that favors loca-
tions closer to the true input. These methods are efficient and
well-suited for continuous and fine-grained domains. How-
ever, their fixed noise distributions often lead to suboptimal
privacy-utility trade-offs, as they fail to account for direction-
dependent or context-specific variations in utility.

To address the limitations of pre-defined noise mechanisms,
recent work has explored optimization-based approaches,
most notably linear programming (LP), to directly optimize
the perturbation distribution by minimizing expected utility
loss subject to mDP constraints [6, 23, 29]. However, LP-
based formulations are typically restricted to coarse-grained
domains: solving them over continuous or fine-grained spaces
is computationally prohibitive. A common workaround is to
discretize the domain (e.g., using uniform grids or road-map
features), which improves tractability but weakens formal
guarantees: discretization can overestimate distances between
nearby records, thereby loosening the effective mDP con-
straints and overlooking fine-grained privacy leakage [10].

To balance utility and efficiency, hybrid methods combine
optimization with pre-defined noise. For instance, Bayesian
remapping [10] post-processes outputs of a fixed mechanism
via Bayes’ rule to improve utility; ConstOPT [23] and LR-
Geo [31] reduce complexity by constraining the search space
(e.g., locality- or structure-aware parameterizations). Nonethe-
less, these approaches have notable limitations: Bayesian
remapping depends on fixed noise priors and cannot guaran-
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Figure 1: Related works vs. our work.

Example works in the figure: EM [9], Planar Laplace [3], LP [6],
PI-Net (Laplace) [12], PIVE (EM-based) [38], Danzig-Wolfe
(DW) decomposition (LP-based) [32], Benders decomposition
(LP-based) [29], ConstOPT (EM+LP) [23], Bayesian Remap-
ping [10], Truncated EM [7].

tee global optimality, while ConstOPT and LR-Geo still incur
substantial computational overhead and remain tied to dis-
cretization, which limits scalability and can compromise strict
mDP enforcement in fine-grained or continuous domains.

Fig. 1 situates prior mDP methods along two axes, domain
granularity and mechanism design, and shows that most ei-
ther (i) rely on pre-defined perturbation distributions suited
to continuous spaces or (ii) perform optimization only af-
ter coarse discretization. This reveals a clear gap: scalable,
optimization-based mechanisms that operate efficiently in
continuous/fine-grained domains.

Our contributions. In this paper, we take a first step toward
addressing this gap by introducing a new interpolation-based
framework for optimizing mDP in continuous or fine-grained
domains under general £,-norm distance metrics (e.g., {1, {2,
?s). The flexibility of £,-norms allows our method to accom-
modate diverse applications. Our framework consists of three
main steps: (1) partitioning the N-dimensional secret domain
into disjoint cells and selecting their corners as anchor
records to approximate the full domain; (2) solving an Anchor
Perturbation Optimization (APO) problem to compute the
optimal perturbation probabilities at these anchor points; and
(3) interpolating the perturbation probabilities for non-anchor
records using a log-convex function, specifically a weighted
geometric mean of the anchor probabilities, which ensures
smooth and privacy-preserving transitions across the domain.

Naively applying log-convex interpolation in high dimen-
sions does not by itself enforce £,-mDP: because the £, norm
is convex for p > 1, combining anchor-wise bounds during

interpolation can enlarge the effective distance and thus vi-
olate the global Lipschitz condition required by mDP [24].
We avoid this by decomposing the N-dimensional interpo-
lation into axis-aligned, one-dimensional log-convex steps
(Definition 3). For each axis we establish a one-dimensional
Lipschitz bound (Propositions 1-2), then distribute a total
privacy budget across coordinates using a dimension-wise
composition rule (Theorem 1; e.g., Y, 85/(17_1) < gr/(p=1)
for p > 1). We combine the per-axis interpolants through a
product construction (Definition 6) and show that the result-
ing mechanism satisfies a global Lipschitz guarantee with
respect to the £, metric (Theorem 2). After normalization,
this yields a valid high-dimensional perturbation mechanism
that preserves the target mDP guarantee up to a small constant-
factor slack quantified in our analysis.

Moreover, to minimize utility loss within this framework,
we formulate the Anchor Perturbation Optimization (APO)
problem, which jointly optimizes the perturbation probabil-
ities at anchor points and the allocation of dimension-wise
privacy budgets. Due to the non-convex nature of the APO ob-
jective, we propose a tractable linear approximation, termed
Approx-APQO, and provide theoretical bounds on its optimality
gap relative to the original formulation.

We evaluate our method on real-world road network
datasets from Rome, New York City, and London [1], con-
sidering both the ¢, norm (Euclidean distance) and the ¢;
norm (Manhattan distance) for measuring spatial proxim-
ity. Experimental results show that our approach enforces
strictly stronger privacy guarantees (0% mDP violations) than
coarse-grained LP-based mechanisms [6, 23], while consis-
tently achieving lower utility loss compared to pre-defined
noise mechanisms (e.g., EM [7, 11], Laplace [3], and Trun-
cated EM [7]), and hybrid methods (e.g., ConstOPT [23] and
Bayesian remapping [10]).

Our main contribution can be summarized as follows:

> We propose a novel interpolation-based framework for
enforcing £,-norm mDP in continuous and fine-grained
domains, bridging the gap between rigorous privacy guar-
antees and practical utility.

> We introduce a dimension-wise composition strategy for
£,-mDP and design a log-convex interpolation mecha-
nism, proving its theoretical validity under (g,d,)-mDP
(Theorems 1-2 and Proposition 3).

> We formulate the Anchor Perturbation Optimization (APO)
problem, which jointly optimizes anchor perturbations and
privacy budget allocation, and propose a linear approxima-
tion with provable optimality bounds.

> Across mobility datasets from Rome, New York City, and
London, our method shows zero observed mDP violations
in fine-grained settings and consistently achieves lower
utility loss than competing approaches.



The remainder of the paper is organized as follows. Sec-
tion 2 introduces the preliminaries of mDP optimization. Sec-
tion 3 outlines the overall framework, while Sections 4 and 5
present the algorithmic design for one-dimensional and multi-
dimensional interpolation, respectively. Section 6 evaluates
the performance of the proposed algorithm. Section 7 dis-
cusses related work, and Section 8 concludes the paper.

2 Preliminaries

In this section, we introduce the formal definition of mDP
(Section 2.2), describe the perturbation optimization frame-
work (Section 2.2), and highlight the limitations of existing
optimization-based approaches (Section 2.3).

2.1 Metric Differential Privacy

Local Differential Privacy (LDP) enforces the same level
of indistinguishability for every pair of inputs, regardless of
how similar they are [15]. Metric differential privacy (mDP),
also called Lipschitz privacy [24], dx-privacy [18], or smooth
DP [14], generalizes this idea by tying the privacy guaran-
tee to a distance over the input space: nearby inputs must
be harder to distinguish than far-apart ones. Originally pro-
posed for location privacy [3], mDP naturally extends to high-
dimensional continuous domains via distance-aware privacy
control.

We consider a continuous (or fine-grained) secret domain
X C RV, where each record x, € X is an N-dimensional vec-
tor X, = [X4,1,- - - ,Xa,n]. We measure similarity between any
X,,Xp € X using the £, distance

N 1/
dp(xa%5) = (Y bae =) M
(=1

which provides a flexible family of metrics (e.g., ¢1, {2, {x)
for capturing task-specific sensitivity. By tuning p, the metric
captures not only the overall magnitude of deviations, but also
how deviations are distributed across dimensions: values 1 <
p < 2 provide a compromise between the robustness of ¢ and
the smoothness of ¢,, whereas p > 2 places increasing weight
on the largest coordinate differences, making it well suited
for peak-driven signals such as electricity loads. For example,
[13] adopts p = 5 to compare residential load profiles, treating
two profiles as similar when their dominant deviations align.
Unless otherwise stated, we focus on £,,-based metrics in what
follows.

Definition 1 (Lipschitz bound and continuity w.r.t. dp). Let
f:X —Randletd, be the {, distance on R with p € [1,)].

> Pairwise Lipschitz bound. We say f satisfies an (€,d,)-
Lipschitz bound between x,,x;, € X if

f(%a) = f(xp)| < &dp(Xa,Xp)- @)

> Lipschitz continuity. We say f is (€,d,)-Lipschitz con-
tinuous if the bound in (2) holds for all x,,xp, € X.

Definition 2 ((€,d,,)-metric differential privacy (mDP)). Let
X C RN be the secret (input) domain and let Y denote the
perturbation (output) domain. A randomized mechanism M :
X — Y is said to satisfy (€,d,)-mDP (or {,-norm mDP) if,

> for each element 'y € Y, the log-probability func-
tion fy(x) = InPr[M(X) =y] of the output is (€,d,)-
Lipschitz continuous, i.e., Vx,,X; € X

|InPr (M (x,) = y] — InPr[M(x,) = y]| < &dp(X4,Xp),
3

> and Vx € X, the normalization constraint of its perturba-
tion probability is satisfied, i.e.,

Y Pri(x)=y]=1 4
yey

Threat Model. We assume an adversary that observes the
obfuscated output y € 9 released by the mechanism M and
attempts to infer the user’s true input x € X. The adversary
may have arbitrary auxiliary knowledge about the domain X
(e.g., road networks, prior distributions) and the mechanism
M, but does not control M. The (€,d,)-mDP guarantee en-
sures that the likelihood ratio between any two possible inputs
X4,Xp is bounded in proportion to their distance d),(X,,X5),
thereby limiting the adversary’s ability to distinguish between
nearby inputs.

2.2 Perturbation Discretization and Optimiza-
tion

While pre-defined noise mechanisms can enforce mDP over
continuous domains, they do not explicitly optimize for utility.
Optimization-based methods address this by minimizing
utility loss, but exact solutions in continuous or fine-grained
spaces are computationally intractable. To enable tractable
optimization, prior work discretizes the input domain into
a finite set of representative points. For instance, [6, 34]
partition geographic regions into uniform grids and represent
each cell by its centroid. Similarly, [29, 32] project raw
locations onto road network features (e.g., intersections and
junctions) to define a discrete optimization space.

Formally, let X C X denote the finite set of representative
records obtained by discretizing the continuous domain X.
Let p(x) be the prior distribution over X, representing the
probability that the secret record is located at x € X. We con-
sider the case that perturbation domain 9" is discrete, and
model the randomized mechanism M as a stochastic pertur-
bation matrix Z = {z(yx | ﬁi)}(ﬁi,Yk) ci o+ Where each entry
z(yx | %;) denotes the probability of reporting output y; € 9
given input &; € X, i.e., z(yx | &) = Pr[M (&;) = yi]. The Lip-
schitz bound constraint in Eq. (3) is then enforced over all



pairs of records in the discretized domain X, and corresponds
to the following set of linear constraints:

2y | &) — PRz (y | %) <0, VR;,&; € X, Yy €.

®)
We define £(X;,yy) as the utility loss incurred when the mech-
anism reports y; while the true input lies in the region of X
represented by the discretized point %;; let p(&;) denote the
prior probability that the true input lies in that region (i.e.,
the probability mass of the cell corresponding to X;, with
Y p(%;) = 1). Then, the expected utility loss caused by the
perturbation matrix Z can be represented by

L(Z)=Y Y pRz(yel&i)L(Ri,yi)- (6)

R, eXYkEY

Consequently, the goal of the mDP optimization problem is
to minimize the expected utility loss £(Z) subject to the con-
straints imposed by mDP (Lipschitz bound and normalization
constraints). This can be formulated as the following linear
programming (LP) problem:

min L(Z) @)
st z(ye | &) — e Eiz(y, | %)) <0,
VX, X; € X.Vyr ey (Lipschitz bound) )

Y z(yi | %) = 1,V&; € X (Normalization) (9)
YEY

2(yr | %) >0, V& € X, Vyr € (10)

where the non-negativity constraint in Eq. (10) enforces that
each individual probability is non-negative [33].

2.3 Limitations of Discretization-Based mDP
Enforcement

While discretization-based methods significantly reduce the
computational cost of solving LPs, they do not ensure strict
compliance with mDP in continuous domains or high-
resolution settings. The key limitation arises from distance
overestimation: discretized representative points (e.g., grid
cell centers) may misrepresent the true distance between
original inputs, especially when records lie near cell bound-
aries. This can lead to relaxed mDP constraints that are sat-
isfied by the mechanism, but fail to hold for the underlying
continuous/fine-grained domain.

Fig. 2 illustrates this limitation. Suppose that a user
moves from location x, to a nearby location x; in an ad-
jacent grid cell, and let X; and X; denote the correspond-
ing cell centers. Prior methods [6, 28, 34] discretize the
domain by approximating each location with its cell cen-
ter, so that Pr[M (x) = y] = Pr[M (%) =], and they enforce

PAM (%;)=y] ed,(%;,%;) )
PAL(%,)2] < e*rXiXj) Yy € . However, near cell bound

aries one typically has d,(X;,X;) > d,(X4,Xp). Thus, the
center-based enforcement is weaker than the true constraint:

PrOM () =)

Pr(M (%) = y)

e€dp(XaXp) < _P_I‘(]V[(Xb) =y < e€pRik))
Pr(M(xq) = ¥)
N v \ " v J
Doesn't satisfy Lipschitz
bound for distance d;, (X4, Xp)

Satisfy Lipschitz bound
for distance d, (X;,X;)

Figure 2: mDP based on approximated distance.

PAM (Xa)=Y] - pedp(xaXs) ition 2
BT < etdp in Definition 2. Consequently, there

may exist some y such that % < et(%iXj) put >
¢®p(Xa%) which violates the Lipschitz bound between the
true locations X, and x;. In essence, mDP requires that
small changes in the input domain induce only ¢*%-bounded
changes in output probabilities, an invariant that coarse dis-
cretization may fail to preserve.

3 Framework

In this section, we introduce our interpolation-based frame-
work for optimizing perturbation mechanisms under £,-norm
mDP in continuous or fine-grained secret domains. As illus-
trated in Fig. 3, the framework consists of three main steps:

@D Domain partitioning: The secret domain X is parti-
tioned into cells, with anchor records placed at each cell
corner to serve as representative inputs for optimization.

@ Anchor perturbation optimization: Perturbation dis-
tributions are optimized at anchor locations to minimize
expected utility loss, subject to mDP constraints over the
anchor set.

®® Perturbation interpolation: For non-anchor records, per-
turbation probabilities are inferred via interpolation from
anchor distributions, while preserving mDP guarantees.

Intuition behind interpolation design. In Step 3, let G,
denote a cell in the partitioned domain, and let Xm denote
the set of anchor points within ,,. Suppose the perturbation
distributions at these anchor points, denoted by Z 3 = {z(y |

A

%)} &jy0) X have already been optimized. The goal of
the interpolation function fiy is to assign perturbation proba-
bilities to each non-anchor record x, € G, such that mDP is
satisfied between x, and any other record in the domain X.
As defined by the Lipschitz bound (Eq. (3) in Definition 2),
(¢,d),)-mDP requires that the log-probability of outputs varies
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Figure 3: Framework of our method

at most linearly with the £,-distance between inputs. This
motivates the use of log-convex interpolation, which linearly
interpolates log-probabilities to ensure smooth transitions in
the output distribution. As a natural first attempt, we define
the log-probability at a non-anchor point X, € G, as a convex
combination of those at the anchor points:

Inz(yr | %a) = Y Agx, Inz(yi [ %), (11)

%X,

where the convex coefficients Ag x, > 0 sum to one and reflect
the relative position of x, within . Ideally, such interpola-
tion would preserve mDP, i.e., if a reference point x;, satisfies
mDP with respect to each anchor in 5(m then it should also sat-
isfy mDP with respect to the interpolated point x,. Formally,
we would desire:

|Yges, Mo, In2(yx | R) —Inz(yi [ xp)| < &-dp(Xa,%p). (12)

Interpolated probability for x,

However, this inequality does not generally hold in high di-
mensions due to the convexity of the £,-norm for p > 1.
Specifically, the convex combination of anchor distances
Y Axx,dp(X,Xp) may exceed dj(X4,Xp), leading to interpo-
lated log-probabilities that violate the Lipschitz bound re-
quired by mDP.

To overcome this issue, we factor the N-dimensional in-
terpolation into a sequence of one-dimensional, log-convex
interpolations, applied independently along each coordinate
axis. In one dimension, the Lipschitz bound in Eq. (12) holds
exactly (i.e., for N = 1), as formally established in Proposi-
tions 1 and 2. We then construct the N-dimensional mech-
anism by multiplicatively composing the per-axis interpola-
tors in Definition 5 and normalizing to obtain a valid joint
perturbation distribution in Definition 6. The correctness of
this composition is established by Theorem 2 and Proposi-
tion 3, which respectively show that the resulting mechanism
is (€,d))-Lipschitz continuous and satisfies (€,d),)-mDP over
the entire N-dimensional domain X.

Next, we first introduce the one-dimensional interpolation
primitive in Section 4, and then extend this construction to the
multi-dimensional setting in Section 5, following the three-
step procedure outlined in Fig. 3 (Steps D-Q)).

4 One-Dimensional Interpolation and Privacy
Composition

Definition 3 (One-Dimensional Log-Convex Interpolation).
Let x;,Xy € X be two records that differ only in their (th
coordinate, with xy ¢ = x; ¢ + Ay for some Ay > 0. For any
intermediate point X, such that Xa0 € [Xi0,Xy o] and all other

coordinates match X; and Xy, define the convex coefficient
4 I A
XiXa — Xt p=Xi0 "
the log-convex interpolation:

Then, the log-probability at X, is given by

Inz(yx | Xa) = A, x, I2(Ve | %:) + (1= Ay x, ) In2(yk | %),
(13)
which is written as z(y | X4) loge (z(ye | xi),2(ye | xi1))-

In Propositions 1 and 2, we prove that the interpolation mech-
anism preserves (&;,d;)-Lipschitz continuity; that is, it is
(€¢,d1)-Lipschitz within each one-dimensional interval and
across adjacent intervals. The detailed proofs of Propositions |
and 2 can be found in [30].

Proposition 1 (Intra-Interval Validity). Let x; and x; be two
records that differ only in their {th coordinate, with x; ¢ < xy 4,
and suppose their corresponding log-perturbation probabili-
ties Inz(yy | X;) and Inz(yx | Xy) satisfy the (€,d;)-Lipschitz
bound. Then, for any X,,X,, € X such that x4 ¢,Xp ¢ € [x,-,g,xu]
and all other coordinates are identical to those of X;, if the
interpolated values 2(yy | X4) and 2(yy | Xp) are calculated by

logevx

2(ye | %a) ~ (z(ye | xi),2(ye | X2)), (14)
2yi | %0) ™ ey | i) 2k | %0)) s (15)
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Figure 4: Tllustration of Proposition | and Proposition 2.

then In2(yy | x,) and nZ(yx | Xp) also satisfy the (€,d;)-
Lipschitz bound between X, and Xp. This property is illus-
trated in Fig. 4(a).

Proposition 2 (Across-Interval Validity). Let x;,Xy,X;,X s
be four records that differ only in their (th coordinate, with
Xig < xpp < xjg < xj 4. Suppose that each pair of log-
perturbation probabilities Inz(yy | x;), Inz(yx | x#), Inz(yx |
X;), and Inz(yy | Xjr) satisfy (€,dy)-Lipschitz bound.

Let x, and x;, be two additional records that differ from
the above four points only in the (th coordinate, with x, €
[xi0,xir o] and xp ¢ € [x}¢,x ¢]. If the corresponding interpo-
lated values 2(yy. | x,) and 2(yy. | xp ) are defined via log-convex
interpolation as:

2ye ] %) " ey | %), 20 [ %)) (16)

2ye [ %) B (2o [ %),z [ xp)) (D)
then the pair (2(yi | X4),2(yx | Xp)) satisfies (€,d)-Lipschitz
bound between x, and Xp. This property is illustrated in
Fig. 4(b).

Propositions 1 and 2 establish that the one-dimensional
log-convex interpolation is (€¢,d;)-Lipschitz along coordi-
nate £. In multi-dimensional domains, however, inputs typ-
ically differ along multiple coordinates simultaneously. To
extend our interpolation framework while preserving an over-
all (g,d,)-Lipschitz guarantee, we must coordinate the pri-
vacy leakage across dimensions via per-coordinate budgets
{e/})_,. Theorem 1 formalizes this by specifying how the
{&/} compose to yield a mechanism that satisfies the (¢,d),)-
Lipschitz condition on X, thereby providing the theoretical
foundation for our high-dimensional interpolation scheme.

Theorem 1 (Dimension-wise Composition for Lipschitz
Bound Condition). Ler f : X — R be a mechanism that in-
terpolates values in an N-dimensional space. Suppose that for
each ¢ € {1,...,N}, f satisfies (€,d;)-Lipschitz bound when
the input records differ only in the (th coordinate. If the pa-
rameters €1, ... ,€y satisfy the following budget composition

condition:
N p »
Y e/ <er T, forp>1, (18)
(=1
and In;lXEg <e, forp=1, (19)

then f is (€,d,)-Lipschitz continuous.

Proof Sketch. Fix x4,X; € X and let A = x;, — X, where A =
[A1,...,Ay]. Construct an axis-aligned path that updates one
coordinate at a time: x(©) = X, and x(0) = x(=1) + Ayey, where
e, is the /th basis vector. Given that each one-dimensional
step satisfies, for all y, C 7,

£ = xD) < e, (20)

Summing these bounds along the path gives

f(xp) = f(xa)| < X0, &]A- (21)

Let p € [1,0] and ¢ be its dual exponent (1/p+1/q =
1). By Holder’s inequality, Y'Y, &/|A/| < ||€]|4/|Al| ;- Setting
e:= ||, and d, (X4, Xp) := ||Xp — Xal|p yields Y, &]A,| <
€d,(Xq,Xp), and hence |f(xp) — f(X4)| < €d)(X4,Xp), Which
is the desired (€,d,)-Lipschitz bound. A complete proof is
provided in Appendix A.1. O

Remark. Theorem 1 ensures preservation of coordinate-wise
Lipschitz bounds but does not guarantee that the interpolated
values form a valid probability distribution (i.e., summing
to one over 9). In applications where M represents a data
perturbation mechanism (where the normalization constraint
is required), we therefore apply a normalization step after
interpolation to restore validity. In our construction, normal-
ization can increase the effective Lipschitz bound (and thus
the mDP budget) by up to a factor of 2, which will be further
discussed in Section 5.2.

In Corollary 1, we instantiate Theorem 1 for a normalized
data-perturbation mechanism M : X — .



Corollary 1 (Dimension-wise Composition for mDP). Let
M be a mechanism that perturbs data in an N-dimensional
space. Suppose that for each { € {1,...,N}, M satisfies
(g¢,d1)-mDP when the input records differ only in the (th
coordinate. If the parameters €y,...,€y satisfy the budget
composition condition defined in Egs. (18)(19), then M is
(e,d,)-mDP.

Discussion: Multi-attribute LDP as a special case of (-
norm mDP. Consider X C 4" with Hamming distance
d (Xa,Xp) = Y0 1[xa s # Xp¢]. A mechanism M satisfies
multi-attribute €-LDP [4] if, for all x,,x;, € X andy € Y,

Pr[M (x,) = y] < ™) pr(af (xp) = y],  (22)

which is exactly (€,dy)-mDP.

Moreover, multi-attribute LDP can be seen as a limiting
case of £,-mDP when p — oo on binary domains. Assume
X C {0,1}" (or more generally, that each coordinate differ-
ence is at most 1 after rescaling). Then

I, X;#Xp

dp(Xa,Xp) = [[Xa = Xp||eo = max xg —xp| = ¢ 7 T
[ 0, x;=Xp,

(23)

and per-coordinate distances reduce to

1, Xa l 7& Xb,05

24
0, Xq0=2xpyp. 9

di(Xa,0,Xp.0) = |Xa,0 —Xp | = {

Under this metric, the pointwise mDP guarantee
Pr[M(x,) =y] < e Praf(x,) =y]  (25)
simplifies to the standard LDP bound
Pr[M (xq) = y] < €"Pr[M (x;) = y] (26)

whenever x, # x;, (and equals 1 when x, = x;).
Finally, as p — oo, the exponent p/(p — 1) in the budget
composition rule in Eqs. (18)(19) tends to 1, and hence

= Y e<e, (27)

which is exactly the familiar sequential composition condition.
Thus, ¢ p-norm mDP recovers multi-attribute LDP in the p —
oo limit on binary domains (equivalently, under the Hamming
metric).

5 Multi-Dimensional Interpolation

Having established one-dimensional interpolation and the
corresponding privacy composition property in Section 4, we
now turn to extending our framework to multi-dimensional do-
mains. Directly applying log-convex interpolation in higher

dimensions can violate (€,d,)-mDP due to the geometric
properties of /,-norms. Based on Theorem 1, we adopt a
coordinate-wise approach: we interpolate along each dimen-
sion and then combine the results using a carefully designed
composition rule to ensure global privacy guarantees. For clar-
ity, we present the anchor perturbation optimization (Step )
before introducing the interpolation function (Step 3)), as the
optimization depends on the specific interpolation structure.

5.1 Step @ - Domain Partitioning

According to Theorem 1, £,-norm mDP can be enforced by
bounding privacy leakage separately along each coordinate.
To support this dimension-wise composition, we partition
the secret domain X into M non-overlapping N-orthotopes
Ci,. .., Cu, axis-aligned hyperrectangles that generalize rect-
angles to N dimensions. This coordinate-aligned structure en-
sures that neighboring anchors differ in only one dimension,
enabling efficient log-convex interpolation while preserving

(¢,d,)-mDP.
More precisely, for each N-orthotope (,, we let
X;, = [£i,.1,. .-, %, ~] denote its base (minimum) corner, and

let A = [Ay,...,Ay] represent the side lengths along each
dimension. The full set of 2V corner points of G, is given
by: X, = {%&;, +7OA | y€{0,1}"}, where v is a binary
indicator vector and ® denotes element-wise multiplication.
Each corner point thus has coordinate £;,,+ Y,A; along
dimension ¢. We refer to Xn as the anchor set of C,, and
define the full anchor set as X = Um f(m, which serves as the
support for interpolation and optimization.

Definition 4 (Axis-Aligned Anchor Neighbors). Let X;,X; €
Xn be two anchor points within the same N-orthotope Cpy,.
We say that X; and X; are (-axis neighbors (or simply (-
neighbors) if they differ only along the (th coordinate; that is,
Rig # Rjpand X p =X p for all U # L.

5.2 Step Q) - Perturbation Interpolation

With the domain partitioned into N-orthotopes (Step (D)), we
interpolate perturbation distributions for non-anchor records
using their corner anchors. For a record inside a cell, we first
construct an unnormalized multi-dimensional log-convex in-
terpolant fin, by applying log-convex interpolation separately
along each coordinate and composing the results multiplica-
tively (Definition 5). Because these interpolated values might
not sum to one over 9, we then obtain a valid probability dis-
tribution by normalizing them, yielding the normalized multi-
dimensional log-convex interpolation f;,, (Definition 6). The
Lipschitz continuity of the interpolated (log-)values is estab-
lished by Theorem 2, and the (€, d),)-mDP guarantee for the
normalized mechanism follows from Proposition 3.

Definition 5 (Unnormalized Multi-Dimensional Log-Con-
vex Interpolation f). Let X,, denote the set of 2 anchor



points at the corners of an N-dimensional orthotope Gy, and
let Z;, represent their corresponding perturbation distribu-
tions. For any point X, € G, and output yx € Y, the interpo-
lated value is defined as:

Y w)Inz(ye| %, +YOA), (28)
ve{0,1}V

lnfint(xaakazj(m) =

or equivalently:

T (v %, +v04)"Y. (29
ve{0,1}¥

fint(xaa)'kazf(m) =

Here, the weight function w(Y), defined as

wp) = TEL [, + 1 (122, )], GO

represents how each anchor point’s distribution contributes
to the interpolated distribution at the non-anchor point X,,
with the weights reflecting the relative position of the point
within its cell.

Theorem 2 (Correctness of Log-Convex Interpolation fiy).
Given that (€¢,d;)-Lipschitz bound holds between each pair
of (-neighbors in X and {e/}_, satisfy the privacy budget
composition condition formalized in Eq. (158)(19), the use of
the interpolation function fin (defined by Eq. (28)) guarantees
that any two interpolated values within the entire secret data
domain X satisfy (€,d))-Lipschitz bound.

Proof Sketch. We begin by proving that if two records
X4, Xp € X differ only in a single coordinate ¢, then their inter-
polated perturbation probabilities under fi,, satisfy (€,d;)-
mDP along that dimension. Then by applying the dimension-
wise composition theorem (Theorem 1), we establish that the
composed mechanism satisfies (€,d,)-mDP globally. The full
proof is provided in Appendix A.2. O

While the unnormalized log-convex interpolant preserves
coordinate-wise Lipschitz continuity, its outputs do not neces-
sarily lie on the probability simplex. To obtain a valid pertur-
bation mechanism, we normalize these values (Definition 6),
which restores a proper probability distribution at the cost of
increasing the effective Lipschitz bound by at most a factor
of 2 (Proposition 3).

Definition 6 (Normalized Multi-Dimensional Log-Convex
Interpolation f,,,). Given a point x, within cell G, and a
perturbation candidate yi € Y, the normalized interpolated
probability is defined as:

o fim(Xa,Yk»Zj(m)
Zyjeyﬁnt(xa7YjaZj(m>

where the denominator normalizes the interpolated scores
over all possible outputs, ensuring that the resulting distribu-

tion is valid: ):ykey?im(xa,yk,zxm) =1.

Fin(Xa,¥0,Z5,) , G

Proposition 3. Given that any pair of real records X, € X,
and Xp € X,y with their perturbation probabilities inter-
polated by z(yi | Xa) = fin(Xa, ¥t Z5,) and z(yi | xp) =
fint(Xp, Y Z ), then their perturbation probabilities satisfy
(2¢,d,)-mDP.

Proof Sketch. The unnormalized interpolant fi,; already sat-

finl(XMkazj(m)
7 fin%6:¥Zs,,)
Summing over y; shows that the partition function Z(x) =
Yyeo fint(Xa, ¥, Z 5(’") obeys the same multiplicative bounds.

isfies pointwise (€,d,,)-mDP, i.e < efp(XaXp)

The normalized mechanism is z(yx|x,) = % Thus, the

ratio of normalized probabilities is the product of the per-
2(Yk|*a)

2(yelxp) =
¢%4p(XaXs) Hence, the normalized mechanism is (2e,dp)-

mDP. The detailed proof can be found in [30]. O

class ratio and the inverse normalizer ratio, giving

5.3 Step @ - Anchor Perturbation Optimiza-
tion (APO)

The goal of APO is to jointly optimize (1) the per-dimension
privacy budgets {€/})"_, under a global privacy budget com-
position constraint (formalized in Eq. (18)(19) in Theorem
1), and (2) the perturbation distributions of each pair of /-
neighbor in the anchor set X satisfy (g¢,d; )-mDP constraints
along each dimension £, so as to minimize the expected utility
loss over the secret domain. Here, we define the expected
utility loss of the secret data within each N-orthotope G, by

L(Zj(m>: Z / ?int(xayk,Zj(m)p(x)L(X7yk)dX' (32)
yee ™ Cm

Definition 7 (Anchor Perturbation Optimization (APQO)).
The APO problem jointly optimizes the anchor perturbation
distributions and the per-dimension privacy budgets to mini-
mize the total expected utility loss YM_, L(Z. %, )» subject to
privacy and probability constraints. Formally:

M

min Z L(Z)A(m) (33)
m=1

st YN e BT < ()T, whenp>1, (34)
m[axa < %, when p =1 35)

2(yi | &) — €M z(yr [ %)) <0,

for each pair (-neighbor X;,X; € XVl (36)

Ly 2(ve [ %) =1, V& € X, (37)

2(yi | %) 2 0,V € X, Vyr €9 (38)
Here, Eq. (34) enforces the privacy budget composition con-
straint, Eq. (36) imposes (&¢,d))-mDP constraints between

each pair of {-neighbor anchors, and Egs. (37)—(38) define
the normalization and non-negativity constraints.



The APO formulation introduces a nontrivial cou-
pling between two sets of decision variables: the per-
dimension privacy budgets { 8/}9;1 and the perturbation ma-
trix Z i = {2(yi | %)} (5, y, e <o Since the feasible space of
Z is constrained by the choice of {&/}, this coupling compli-
cates joint optimization. In our experiments (Section 6), we
focus on a 2D #;-norm setting, where the set of feasible pri-
vacy budget allocations {(g;,€>)} must satisfy the constraint
€2 45 < €2/4. This defines a quarter-circle region in the first
quadrant. To search for the optimal allocation, we discretize
this curve by sampling values of €1, compute the correspond-

ing e, = /€2/4— e%, and evaluate the resulting utility loss.
This grid search remains tractable in low dimensions.

Another practical obstacle in solving the APO problem is
the form of the expected-loss objective L (Z x) =YL (Z 5(”1) ,
where for any fixed cell G, the integrand fi,,(Xa, Yk, Z %,) isa
ratio of products of exponentials; hence the resulting integral
in Eq. (32) is analytically intractable and costly to evaluate
numerically. Therefore, we replace this exact probability by
a weighted geometric mean of the anchor probabilities and
thereby convert the cell-level loss into a linear form.

Proposition 4 (Linear Surrogate for Utility Loss).
Let X = X;, + AOA € Gy be a non-anchor point, where
A= [?»}(i o ,Nfg ) € 10,11V are the convex interpolation

weights. Approximating the perturbation probability in the ob-
Jective function via weighted geometric interpolation yields:

Pr (M (x;Z5, ) = yi] (39)
N
ve{0,1}N \(=1
% z(yk | Ri, +YOA). (40)

Under this approximation, the expected utility loss over
cell Gy admits a linear surrogate: z(Z)A(m) = <C)~(m,an>,
where C)A(m = {E(ﬁiJk)}(i,-,yk)ef(me’ is a constant coefficient
matrix that depends only on the prior distribution p(X) and
the pointwise utility loss L(X,yy). Here, (A,B) denotes the
standard Frobenius inner product between two matrices
of the same shape: (A,B) =Y, Aix-Bir. A closed-form
derivation of C %, I8 provided in Appendix A.3.

An alternative approximation approach derives a per-cell
upper/lower bound on the expected utility loss by introducing
auxiliary decision variables that capture the minimum and
maximum anchor values within each cell. When the secret
domain X is partitioned into sufficiently small cells, the in-cell
expectation can be tightly upper- and lower-bounded by the
extreme anchor values. Optimizing this bound yields a linear—
fractional objective, which can be efficiently converted into a
linear program via the Charnes-Cooper transformation [8]. A
detailed discussion is provided in [30].

Definition 8 (Approximate Anchor Perturbation Opti-
mization (Approx-APQO)). Approx-APO retains all linear
(€¢,dy)-mDP and probability constraints from the original
APO formulation, but replaces the expected utility loss objec-
tive YM_| L(Z;, ) with its linear surrogate:

m

M Mo
Y Lzy,)= ¥ (Cy, 2y, ). (41)
m=1 m=1

as defined in Proposition 4.

Approx-APO can be solved efficiently using standard LP
solvers [2], making it scalable to larger domains. However,
since the surrogate objective is an approximation of the orig-
inal expected utility loss, the resulting solution may not be
optimal for the original APO. To assess its quality, we derive
a universal lower bound on the optimal utility loss of the full
APO formulation (see Appendix B). This bound serves as
a benchmark for evaluating how closely the Approx-APO
solution approaches the true optimum.

6 Case Study: Location Privacy in Navigation
and Spatial Crowdsourcing

This section presents a case study of mDP in the context of
location privacy protection. Such problems commonly arise
when users must approach a target location to obtain a ser-
vice or complete a task. Representative examples include (i)
navigation services [32], where users query for routes while
concealing their true location, and (ii) spatial crowdsourc-
ing [34], where participants contribute geo-tagged data under
privacy constraints.

To investigate this setting, we evaluate the proposed
Anchor-Interpolated Privacy Optimization (AIPO) algorithm
on real-world road-network datasets and compare it against
representative baselines. The evaluation covers three dimen-
sions: (i) privacy (Section 6.2), measured by violations of
the (&,d,)-mDP constraints; (ii) utility loss (Section 6.3),
quantified by expected service loss under different distance
metrics; and (iii) computational efficiency (Section 6.4), as-
sessed via runtime performance. The results show that AIPO
enforces strict privacy with zero observed mDP violations,
consistently reduces utility loss relative to existing methods,
and achieves lower runtime compared to other optimization-
based approaches. We begin by describing the experimental
setup in Section 6.1, including details on the datasets, com-
putational resources, and baseline methods.

6.1 Experiment Settings

Datasets. We conduct experiments on road network datasets
from three major cities: Rome, Italy, New York City (NYC),
USA, and London, UK. Each dataset consists of nodes repre-
senting intersections, junctions, and other key points in the



Rome road map

Method =02 e=04 €=0.6 €=0.8 e=1.0 e=12 e=14 e=1.6
Pre-defined | EM 0.00+0.00 0.004+0.00 0.00+0.00 0.004+0.00 0.00£0.00 0.00+0.00 0.004+0.00 0.00+0.00
Noise Laplace  0.00+0.00 0.00£0.00 0.00£0.00 0.0040.00 0.00£0.00 0.00+0.00 0.00£0.00 0.00+£0.00
Distribution | TEM 0.00£0.00 0.00+0.00 0.00£0.00 0.00£0.00 0.00£0.00 0.00£0.00 0.004+0.00 0.00£0.00
Hybrid RMP 0.00£0.00 0.00+0.00 0.00£0.00 0.00£0.00 0.00£0.00 0.00£0.00 0.004+0.00 0.00£0.00
Method COPT 1.17£0.72 3.14£2.04 1.124+0.54 0.99+0.39 0.904+0.32 0.82+0.27 0.76+0.23 0.70£0.20

LP 1.76+0.14 1.554+0.13 1.32+0.11 1.06+0.10 1.21£0.05 1.11£0.04 0.954+0.03 0.88+0.03
AIPO-R 7.24+0.51 6.914+0.38 4.80+£0.30 3.8440.17 2.70£0.04 0.00+0.00 0.00£0.00 0.00+£0.00
AIPO" 0.00+0.00 0.0040.00 0.00+0.00 0.004+0.00 0.00£0.00 0.00+0.00 0.004+0.00 0.00+0.00

London road map

Method £=02 e=04 £=0.6 €=0.8 e=1.0 e=12 e=14 e=1.6
Pre-defined | EM 0.00£0.00 0.00+£0.00 0.004£0.00 0.00£0.00 0.004+0.00 0.00£0.00 0.0040.00 0.00£0.00
Noise Laplace  0.00+0.00 0.00£0.00 0.00+0.00 0.004+0.00 0.00£0.00 0.00+0.00 0.004+0.00 0.00+0.00
Distribution | TEM 0.00+0.00 0.004£0.00 0.00£0.00 0.0040.00 0.00£0.00 0.00+0.00 0.00£0.00 0.00+£0.00
Hybrid RMP 0.00+0.00 0.00£0.00 0.00£0.00 0.0040.00 0.00£0.00 0.00+0.00 0.00£0.00 0.00+£0.00
Method COPT  0.72+0.69 2.43£+1.10 0.64£0.29 0.63+0.26 0.59+0.24 0.55+0.21 0.5140.19 0.48+0.17

LP 1.354£0.10 1.35+0.09 1.10£0.06 0.82+0.05 0.724+0.04 0.58+0.03 0.654+0.04 1.86=£0.17
AIPO-R 7.82+0.25 9.264+0.32 5.77+£0.30 4.214+0.14 1.754+0.02 1.40+0.05 1.084+0.06 0.89+0.08
AIPO' 0.00£0.00 0.00£0.00 0.00£0.00 0.00£0.00 0.004£0.00 0.00£0.00 0.0040.00 0.00£0.00

New York City road map

Method =02 £=04 £€=0.6 e=0.8 e=1.0 e=12 e=14 e=1.6
Pre-defined | EM 0.00£0.00 0.00+0.00 0.00£0.00 0.00£0.00 0.00£0.00 0.00£0.00 0.004+0.00 0.00£0.00
Noise Laplace  0.00£0.00 0.00+0.00 0.004+0.00 0.00£0.00 0.004+0.00 0.00£0.00 0.0040.00 0.00£0.00
Distribution | TEM 0.00+0.00 0.004£0.00 0.00+£0.00 0.004+0.00 0.00£0.00 0.00+0.00 0.004+0.00 0.00+0.00
Hybrid RMP 0.00+0.00 0.004+0.00 0.00£0.00 0.0040.00 0.00£0.00 0.00+0.00 0.00£0.00 0.00+0.00
Method COPT  0.97+0.48 4.104+0.84 0.74£0.39 0.72+0.41 0.68+0.41 0.65+0.40 0.6140.38 0.57£0.37

LP 1.28+£0.08 1.27+0.07 1.00£0.05 1.12+0.08 0.88+0.05 0.77£0.06 0.644+0.05 1.76£0.12
AIPO-R 10.99+0.526.844+0.36 6.01+£0.37 4.224+0.29 2.074+0.11 1.35+0.06 1.06+0.07 0.90£0.08
AIPO' 0.00£0.00 0.00£0.00 0.00£0.00 0.0040.00 0.00£0.00 0.00£0.00 0.00£0.00 0.00+£0.00

Table 1: mDP violation ratio (Mean=+1.96 x standard deviation).

urban road network, with edges corresponding to road seg-
ments. The data are obtained from OpenStreetMap [1]. To
support our interpolation-based method, we discretize each
city’s geographic area into a uniform grid of size 15 x 20,
10 x 20, and 10 x 20 for Rome, NYC, and London, respec-
tively. Unless otherwise stated, all main results are reported
under the Euclidean distance d, (i.e., the ¢, norm) when eval-
uating (€,d,,)-mDP and utility.

Experiments Compute Resources. Our experiments were
conducted on a workstation equipped with an Intel Core i9-
13900F processor (24 cores, 2.00-5.60 GHz), 32 GB of DDR5
memory (4800 MHz), and an NVIDIA GeForce RTX 4090
GPU with 24 GB of GDDR6X VRAM. Linear programs were
solved using the MATLAB Optimization Toolbox function
linearprog [2].

Representative baselines. We list several representative base-
lines that achieve e-mDP:

(1) Pre-defined Noise Distribution Methods, including Ex-
ponential Mechanism (EM) [11], Planar Laplace Mecha-
nism (Laplace) [3], and Truncated Exponential Mechanism
(TEM) [7].

(2) Linear programming (LP) [6], which minimizes expected
utility under mDP constraints via a LP on a discretized do-
main; this approximation can misestimate pairwise distances
and weaken mDP enforcement in fine-grained settings.

(3) Hybrid Methods, including ConstOPTMech (COPT) [23],
which combines LP with EM to balance utility and scalability
under mDP, and Bayesian Remapping (RMP) [10], which
is a post-processing technique that enhances utility without
compromising mDP.

(4) AIPO-Relaxed (AIPO-R). ATIPO-R is a relaxed variant of
the proposed method that directly enforces the (€,d),)-mDP
constraint using pairwise distances between anchors, without
decomposing the privacy budget across dimensions.



Rome road map

Method €=0.2 e=04 e=0.6 €=0.8 e=1.0 e=1.2 e=14 e=1.6
Pre-defined | EM 8.71+0.78 8.704+1.13 8.65+1.28 8.62+1.38 8.58+1.45 8.56+t1.51 8.54+1.55 8.52+1.58
Noise Laplace 8.71+£0.71 8.48+1.00 8.46+1.40 8.45+1.69 8.44+1.90 8.43+2.05 8.42+2.16 8.40+2.24
Distribution | TEM 8.85£2.71 8.9543.19 8.66+2.44 8.644+1.83 8.66+1.11 8.66+0.69 8.66+0.27 8.62+0.22
Hybrid RMP 5.9440.25 4.964+0.45 4.284+0.36 3.85+0.26 3.58+0.21 3.40+0.19 3.28+0.18 3.1940.18
Method COPT 7.99+1.53 7.95+1.04 8.33+1.50 8.2941.57 8.274+1.59 8.25+1.61 8.24+1.60 8.24+1.60

LP 4254041 2.97+0.11 2.56+0.03 2.45+0.07 2.43+0.03 2.42+0.02 2.424+0.01 2.4240.01

AIPO-R 5.1940.23 3.974+0.21 3.34+0.17 3.01£0.12 2.81£0.07 2.66£0.03 2.5640.05 2.5040.01

LB 1.82+0.01 1.73+0.01 1.73+0.00 1.734+0.01 1.734£0.00 1.7340.01 1.7340.00 1.7340.00

AIPO' 5.68+0.34 4.65+0.45 4.02+0.22 3.63+0.08 3.384+0.37 3.14+0.25 2.99+0.11 2.88+0.19
London road map

Method e=02 e=04 €=0.6 €=0.8 e=1.0 e=1.2 e=14 e=1.6
Pre-defined | EM 7.69+0.74 7.44+1.30 7.30+1.58 7.204+1.73 7.144+1.82 7.094+1.88 7.05+1.93 7.02+1.97
Noise Laplace 8.65+0.93 8.63+0.92 8.60+0.91 8.564+0.90 8.51+0.88 8.42+0.83 8.294+0.71 8.114+0.43
Distribution | TEM 8.0142.22 7.7242.27 7.874+1.94 7.96+1.11 7.98+0.62 7.99+0.35 7.99+0.12 7.98+0.13
Hybrid RMP 5.86+0.21 5.07+0.39 4.49+0.41 4.0940.37 3.834+0.32 3.654+0.29 3.534+0.26 3.4440.24
Method COPT 8.06+£2.24 8.06+2.22 8.06+2.18 8.074+2.15 8.074+2.10 8.07+2.04 8.11+1.19 7.35+0.93

LP 4.19+£0.24 2.92+0.13 2.56+0.14 2.47+0.11 2.45+0.07 2.444+0.09 2.4440.03 2.4440.05

AIPO-R 4.9740.21 3.94+0.13 3.2240.08 2.83+0.03 2.59+0.01 2.434+0.04 2.314+0.03 2.2440.05

LB 1.51+0.05 1.44+0.02 1.444+0.03 1.444+0.01 1.4440.00 1.4440.01 1.4440.00 1.4440.00

AIPO' 5.42+0.76 4.50+0.26 3.90+0.17 3.43+0.17 3.11+0.11 2.88+0.09 2.71+0.21 2.58+0.13
New York City road map

Method e=0.2 e=04 €e=0.6 €=0.8 e=1.0 e=1.2 e=14 e=1.6
Pre-defined | EM 13.96+1.59 13.95+2.38 13.88+£2.78 13.80+3.06 13.7343.27 13.6943.44 13.65+3.57 13.64+3.66
Noise Laplace 13.75+1.9513.624+2.52 13.48+2.58 13.41+2.63 13.3742.72 13.36£2.82 13.35+2.92 13.3543.00
Distribution | TEM 13.62+3.79 13.53+4.02 13.774+3.00 13.984+1.96 13.954+1.11 13.9240.64 13.834+0.23 13.724+0.17

Hybrid RMP 7.69+0.37 5.58+0.37 4.554+0.24 4.00+0.24 3.694+0.28 3.504+0.31 3.384+0.32 3.29+0.32
Method COPT 8.1941.63 13.394+2.9113.7243.30 13.64+3.55 13.624+3.64 13.614+3.72 13.6343.75 13.6443.77
LP 4.80+0.12 3.14+0.07 2.67+0.11 2.56+£0.21 2.53+£0.09 2.5240.04 2.524+0.07 2.5240.01
AIPO-R 6.10+0.21 4.24+0.05 3.424+0.08 2.974+0.12 2.734+0.03 2.5940.01 2.4940.01 2.37+0.09
LB 2.18+0.11 2.04+0.02 2.03+0.01 2.03+0.01 2.034+0.00 2.034+0.00 2.034+0.01 2.0340.00

AIPO' 7.14+0.32 5.264+0.21 4.32+0.11 3.73+0.09 3.36+0.12 3.10+£0.17 2.91+0.36 2.77+0.05

Table 2: Utility loss across different perturbation methods (Mean-=+1.96 x standard deviation).

6.2 Privacy Evaluation

To evaluate the empirical compliance of each mechanism with
(ge,d,)-mDP, we introduce the perturbation probability ratio
(PPR) as a diagnostic metric. We randomly sample 1,000
locations from the input domain, denoted by S, and for each
pair x,x’ € S and output yy, compute

Inz(yy | x) —Inz(yz | x')]
PPR(x, x’ = | .
(X,X 7Yk) dp(X,X/)

(42)

A violation of the (€,d,,)-mDP constraint is recorded when-
ever PPR(x,X’,y;) > € for any output yy.

Table | reports empirical violation ratios under privacy bud-
getse € {0.2,04,..., 1.6}km’1. AIPO attains 0% violations
across all datasets and budgets, corroborating the correctness

of its dimension-wise composition and log-convex interpo-
lation. In contrast, LP and COPT exhibit nonzero violation
ratios because they enforce constraints over discretized rep-
resentatives, thereby approximating pairwise distances; such
approximations can overestimate true continuous distances
and relax the effective mDP constraints, missing privacy leak-
age at finer granularity. Pre-defined Noise Distribution mech-
anisms (e.g., Laplace, EM, TEM) do not incur violations but
achieve this via heavier randomization, as reflected in their
utility (detailed in Section 6.3).

The relaxed variant, AIPO-R, exhibits higher violation ra-
tios. Unlike AIPO, it enforces the (€, d,,)-mDP constraint only
between anchor points and provides no guarantee in interpo-
lated regions; as a result, privacy violations persist between
anchors, particularly when the anchoring is sparse.



Rome road map

Method €=0.2 e=04 €=0.6 €=0.8 e=1.0 e=12 e=14 e=1.6
COPT 147.44£18.2 138.7£10.3 140.4+9.2 135.8+6.2 137.2+6.6 136.748.2 136.2+4.2 137.6£5.0
LP 210.84+296.7 122.1+19.3 345.54323.4 342.1£242.8 399.0+£158.7 318.1+138.7 428.24223.9 366.3+249.4
AIPO" 293+109 20.0+5.8 28.6£5.6 64.7+£159.9 10.0+2.4 8.31+2.6 5.1+£0.9 8.0+19.3
London road map
Method €=0.2 e=04 €=0.6 €=0.8 e=1.0 e=12 e=14 e=1.6
COPT  285.1£115.0 274.6+£110.9 272.9+114.4 272.24+113.2 271.5£118.1 269.7+£117.8 266.4+109.7 269.4+103.2
LP 159.3+48.7 106.94+32.2 125.74+100.3 99.9+41.3 111.8+£57.6 104.7+£51.3 101.54+34.3 180.7£208.6
AIPO" 782+139 77.0422.4 7854242 7744138 80.7+16.1 75.04264 62.3+8.7 63.9£10.9
New York City road map
Method €=0.2 £=04 €=0.6 €=0.8 e=1.0 e=12 e=14 e=1.6
COPT 157.3+12.3 159.4£16.2 154.6+£14.5 153.1£15.6 1552451 151.3£11.9 152.5+£12.6 153.5+9.6

LP 303.8+140.8 324.1+218.8 263.0+141.9 418.6£202.1 265.6:£178.5 284.84+203.5 393.74+304.8 403.2+£174.9

AIPO" 75.14£259 563+12.9 39.9+14.9

29.3£7.5

24.3£7.7 21.3£3.8 27.6£44.7 17.3£3.9

Table 3: Computation time of different perturbation methods (Mean=1.96 x standard deviation).

6.3 Utility Loss Comparison

Given a true vehicle position x; and a task destination X,sk, the
loss incurred by releasing the perturbed location yy is defined
as the absolute difference between the corresponding shortest-
path lengths, |path(x;,Xsk) — path(yx, Xtask) } Aggregating
over the prior distribution p(X,sk) of task locations Q yields
the expected utility loss:

L(xj,yk) = Z P(Xtask) |Path(xi7xtask) - path(Yk;Xtask)|-

Xask €EQ
(43)
To compute path(-,-), we apply Dijkstra’s algorithm [5] to
determine the shortest-path distance between the origin and
destination nodes. Since the three roadmap datasets are dis-
crete location sets, the true objective can be evaluated exactly
(the integral in Eq. (32) reduces to a summation). This allows
us to quantify the gap between the true objective L and the ap-
proximated objective Z (by Definition 8), measured as LEL.
The average gap across three datasets is 0.1779.
Table 2 reports the utility loss of our interpolation mech-
anism AIPO versus baseline perturbation methods on three
road-network datasets:

ATIPO vs. pre-defined Noise Distribution Methods (EM,
TEM, Laplace). Across all three datasets, AIPO consistently
outperforms pre-defined noise distribution methods in terms
of utility. On average, AIPO reduces utility loss by 59.03%,
60.94%, and 60.65% compared to EM, Laplace, and TEM,
respectively. EM and TEM define perturbation probabili-
ties using (truncated) exponential scoring functions, while
Laplace adds noise sampled independently from a fixed distri-
bution. These methods rely on global or isotropic perturbation
rules that ignore the underlying geometry and the direction-
dependent sensitivity of task-specific utility. Consequently,

they tend to over-perturb in dense regions and under-protect
in sparse ones. In contrast, AIPO optimizes perturbation dis-
tributions at a sparse set of anchor points and interpolates
them across the domain via log-convex combinations, yield-
ing smooth transitions aligned with the metric structure.

ATPO vs. Hybrid Methods (COPT and RMP). Across the
three datasets, AIPO achieves an average of 59.16% lower
utility loss compared to COPT. The limited scalability of
COPT stems from its rigid LP formulation, which becomes
impractical in high-resolution domains. In contrast, AIPO
employs an anchor-based framework with log-convex inter-
polation, enabling flexible adaptation to fine-grained input
spaces. By explicitly optimizing perturbation probabilities
at a sparse set of anchor points, AIPO preserves the mDP
guarantee while achieving improved utility.

AIPO also outperforms RMP, achieving 10.36% lower util-
ity loss on average across the evaluated datasets. While RMP
improves pre-defined noise mechanisms by reshaping pos-
terior distributions to approximate mDP, its effectiveness is
fundamentally limited by the quality of the initial noise distri-
bution, which often falls short of global optimality. In contrast,
AIPO formulates and solves an optimization problem directly
under mDP constraints, without relying on any pre-defined
perturbation mechanism, leading to a lower utility loss.

AIPQO vs. LP. The LP method achieves lower utility loss com-
pared to AIPO, since LP directly optimizes the perturbation
distributions to minimize expected loss under distance-based
constraints. However, this comes at the expense of privacy: the
LP method only enforces the mDP constraints on a discrete
grid of locations, without guaranteeing that the constraints
hold for all possible input pairs in the continuous domain.
As aresult, while LP appears effective in terms of utility, it



may produce perturbation probabilities that violate the mDP
guarantee in off-grid regions, which has been demonstrated
in Table 1.

AIPO vs. Lower Bound (LB). For theoretical reference, we
also compare AIPO with a universal lower bound (LB) from
Proposition 5 (Appendix B), which lower-bounds the min-
imum utility loss attainable by any mechanism satisfying
(g,d,)-mDP. Empirically, AIPO lies within 1.36x-3.13x of
this bound across datasets and budgets, with larger gaps at
tighter privacy (e.g., € = 0.4) due to stricter constraints; the
ratio narrows as € increases.

AIPO vs. ATPO-R. Empirically, AIPO achieves higher util-
ity loss compared to AIPO-R as AIPO-R relaxes the mDP
constraint. In return, AIPO offers stronger theoretical guar-
antees, ensuring full compliance with (€,d,,)-mDP across the
continuous space.

6.4 Computation Efficiency

Table 3 compares runtimes for the optimization-based meth-
ods (AIPO, LP) and the hybrid method COPT, each leveraging
LP at some stage to construct perturbation mechanisms. AIPO
attains a favorable utility—efficiency trade-off: it solves LPs
only at a sparse set of anchors, and then uses log-convex in-
terpolation to cover the continuous domain without a dense,
full-scale program. This anchor-based design reduces both the
number of decision variables and the effective constraint set,
yielding stable performance across cities. By contrast, the LP
baseline incurs substantially higher cost in fine-grained set-
tings because it solves a large program with mDP constraints
over (nearly) all pairs of grid cells: the constraint count grows
quadratically with grid size, and barrier/simplex iterations
amplify this growth, making LP increasingly prohibitive as
resolution increases.

7 Related Works

The earliest and most extensively studied applications of mDP
focus on location privacy over grid maps. Foundational works
such as Andrés et al. [3] and Bordenabe et al. [6] introduced
geo-indistinguishability and linear programming (LP)-based
mechanisms to enforce spatial privacy while preserving utility.
These approaches rely on pre-defined noise distributions or
grid-based optimization over discretized spatial domains. Sub-
sequent works improve utility or scalability by incorporating
personalized or group-based noise [25, 39], truncated noise
distributions [36], and adaptations to federated or blockchain
settings [21]. Hybrid mechanisms such as Bayesian remap-
ping [10] and utility-aware post-processing [27] refine pre-
defined perturbations to improve performance. Yu et al. [38]
exemplify a hybrid design that combines mDP with an al-
ternative privacy metric, "expected inference error", using
context-aware noise adaptation.

A parallel line of research applies mDP to high-dimensional
embeddings in domains such as natural language process-
ing and multimedia. In these settings, input records reside
in continuous semantic vector spaces. Fernandes et al. [17]
and Feyisetan et al. [19] added Laplace noise directly to text
embeddings or used nearest-neighbor remapping. Carvalho
et al. [7] proposed a truncated exponential mechanism con-
strained to semantically similar candidates. For non-text data,
Han et al. [22] and Chen et al. [12] adapted Laplace-based per-
turbations to voice and facial embeddings. These approaches
often fall under pre-defined or hybrid categories, tailored for
continuous or structured vector domains.

Recent work has shifted toward optimization-based mDP
mechanisms designed for fine-grained or continuous domains,
where more precise control over privacy-utility trade-offs is
critical. Imola et al. [23] introduced ConstOPT, which com-
bines LP with the exponential mechanism to improve scala-
bility and utility. Qiu et al. [29, 31] proposed decomposition-
based perturbation frameworks, including partitioning and
Benders decomposition. Other studies explore reinforcement
learning [26] and bilevel optimization [37] to enforce mDP
under task-specific utility objectives such as mobility predic-
tion. These results demonstrate the versatility of customized
optimization strategies for enforcing mDP in high-resolution
domains. Additionally, trajectory privacy methods such as se-
quential perturbation [35] showcase the broader applicability
of mDP frameworks in complex spatiotemporal contexts.

8 Conclusion

We propose an interpolation-based framework for optimizing
(g,d,)-mDP in continuous domains. By learning perturbation
distributions at anchor points and applying dimension-wise
log-convex interpolation, our method achieves both strict pri-
vacy guarantees (zero mDP violations) and low utility loss,
supported by rigorous theoretical analysis and empirical eval-
uation on real-world datasets. This approach enables practi-
cal and theoretically grounded privacy mechanisms for fine-
grained spatial and continuous data. While our method is
highly effective in low-dimensional settings, its scalability
is challenged in high-dimensional domains due to the expo-
nential growth in anchor points, increased interpolation com-
plexity, and fragmented privacy budget allocation. These lim-
itations, common across mDP mechanisms under £,-norms,
motivate future work on bilevel programming, optimization
decomposition, or adaptive partitioning.
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Ethical Considerations

We reviewed the venue’s ethics guidance, submission instruc-
tions, and ethics-document requirements. The study was con-
ducted responsibly, and our planned next steps adhere to those
principles.

Stakeholders. The primary stakeholders of this work in-
clude: (i) the research team and the broader community of
researchers working on mDP; (ii) practitioners and platform
operators who may deploy mDP mechanisms in navigation,
mobility analytics, spatial crowdsourcing, or related services,
and the end-users of such systems; (iii) data subjects whose lo-
cations or other sensitive attributes might be protected by such
mechanisms in future deployments; (iv) data and infrastruc-
ture providers such as OpenStreetMap contributors; and (v)
society at large, including companies and institutions that rely
on privacy-preserving data analytics, as well as marginalized
or highly surveilled groups who may face disproportionate
harms if location privacy is weak. For the identified stakehold-
ers, the research process has negligible direct impact beyond
advancing mDP methodology, whereas publication and de-
ployment primarily affect practitioners, data subjects, and
society by shaping how privacy mechanisms are chosen and
used in practice.

Impacts of the research process and publication. Regard-
ing the research process, our evaluation relies solely on pub-
licly available OpenStreetMap road-network graphs and syn-
thetic perturbations. We do not collect, process, or attempt
to infer personal or identifiable user-level information, and
we do not interact with live systems. As a result, we believe
that tangible harms (e.g., financial loss, exposure to disturbing
content) and rights-based harms (e.g., violations of informed
consent or expectations of privacy) to individuals during the
research process are minimal.

Regarding the publication and potential deployment of
our results, the intended impact is positive: our interpolation-
based optimization framework aims to make £,-mDP mecha-
nisms for continuous and fine-grained domains more scalable,
analyzable, and usable, thereby strengthening protections for
sensitive data. This can benefit researchers (clearer theory
and reproducible baselines), practitioners (deployable and
auditable mechanisms with guidance on composition and pa-
rameter selection), and data subjects (stronger protection for
location and similar data in downstream applications). At the
same time, there is a dual-use risk: our framework could be
misused to justify overly weak privacy configurations, such as
very large € or poorly chosen metrics, that technically satisfy
formal definitions while providing limited real-world protec-
tion, particularly for vulnerable populations. There is also a
risk that deployers might over-interpret our results outside the
assumptions we state (e.g., different threat models), leading
to a mismatch between perceived and actual privacy.

Mitigations and residual risks. To mitigate these risks,
we (i) clearly document the assumptions and limitations of
our approach, including its sensitivity to €, metric choice,
and modeling assumptions; (ii) explicitly warn against using
extreme parameter settings or metrics that do not reflect mean-
ingful notions of distance or harm for the affected population;
(iii) recommend that practitioners adopt conservative privacy
budgets and carefully evaluate deployments in light of rele-
vant ethical, legal, and fairness considerations, especially in
high-risk or high-stakes domains; and (iv) restrict our artifacts
to code and derived or synthetic data that support defensive,
privacy-preserving mechanisms, without releasing additional
sensitive raw data. Despite these steps, some residual risk
remains that third parties may deploy mechanisms irresponsi-
bly or ignore our guidance; this residual risk cannot be fully
eliminated.

Decision to conduct and publish the research. In deciding
to conduct this research, we judged, under the lens of Benefi-
cence and Respect for Persons, that simulation-based analysis
on public infrastructure-level data, with no new collection or
linkage of individual records, posed low risk relative to the
potential benefit of improving privacy protection tools. Justice
and Respect for Law and Public Interest are reflected in our
use of publicly available, properly licensed datasets and in
our aim to strengthen protections for users, including those
at higher risk of surveillance or discrimination. In deciding
to publish, we considered whether withholding the methods
would better protect stakeholders; however, we concluded that
making the techniques public, together with explicit discus-
sion of their assumptions, limitations, potential dual use, and
recommended safeguards, provides a net ethical benefit. Pub-
lication enables community scrutiny, supports more robust
and transparent privacy mechanisms, and offers practitioners
concrete guidance on responsible deployment.

Open Science

We provide a complete MATLAB implementation of the pro-
posed AIPO framework to enable full reproducibility of all
experimental results reported in the paper. The artifact is
publicly available at https://doi.org/10.5281/zenodo.
17851733. It includes a README that documents the code
structure, key components, and all relevant configuration pa-
rameters.
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A Omitted Proofs

A.1 Proof of Theorem 1: Dimension-wise Com-
position for Lipschitz Bound Condition

Theorem 1 (Dimension-wise Composition for Lipschitz
Bound Condition). Let f: X — R be a mechanism that in-
terpolates values in an N-dimensional space. Suppose that for
eachl € {1,...,N}, f satisfies (€¢,d)-Lipschitz bound when
the input records differ only in the (th coordinate. If the pa-
rameters €1,. ..,y satisfy the following budget composition
condition:

ZS”I<8P1, forp>1, (44)

and m?xeg <eg, forp=1, (45)

then f is (€,d,)-Lipschitz continuous.

Proof. For any pair X,,X;, € X, we write the coordinate dif-
ference as A = x' —x with components Ay = x}, — x; for
¢e{l,...,N}, and let ey denote the ¢th standard basis vector.
Consider the axis-aligned path that changes one coordinate
at a time: x(© := X, x(0 = x4 Ay for £ = I,...,N,
i.e., at the /th step only coordinate ¢ changes while all other
coordinates are held fixed at their current values.

Given that the mechanism satisfies the (&, d;)-Lipschitz
bound along each coordinate, for each ¢ and for any y; € 9,

| Inz(ylx) —Inz(yex“ D) <eflAd. (46)
Iterating (46) along the N steps and telescoping yields
|Inz(ye|x') —Inz(ye|x)|

N

Z (1 A|(47)

< Z‘lnzyk\x ) —Inz(ye|x~ ‘

Given p € [1,00], we let g be its Holder dual (1/p+1/q =
1). Define the vectors € = (g1,...,ey) and A = (Ay,...,Ay).
By Holder’s inequality,

N
Y el < lellg 1A]lp- (48)
=1
Note that according to Eq. (18), and g = ﬁ
Zs <£P1:>Z£q<8q (49)
=1
= [elly <, (50)
and by definition d), (X4, Xp) := ||Xp —X4||, = ||A||p. Therefore,
we can obtain that
[Inz(yi|x) — Inz(ye[x)| (51)
N
< Y &lA/ (according to Eq. (47)) (52)
=1
< Jelly IAll, (according to Eq. (48))  (53)
< edy(X4,Xp) (54)

which is precisely the (€,d),)-Lipschitz bound between x and

X

Remarks on edge cases. For p =1 (so g = o), the bound
reduces to Y, €/|A¢| < ||€]|||A]l1. For p = o0 (so g = 1), it
becomes Y €¢|A¢| < ||€]]1]|Al|- Both cases are encompassed
by (48) and thus by the argument above.

This establishes that coordinating the per-dimension bud-
gets {&/})_, via ||g]|; < € yields a mechanism that satisfies
the global (€,d,,)-Lipschitz bound on X. O

A.2 Proof of Theorem 2: Correctness of Inter-
polation Function

Theorem 2 (Correctness of Log-Convex Interpolation fin).
Given that (g€g,d)-Lipschitz bound holds between each pair
of l-neighbors in X and {ec})_, satisfy the privacy budget
composition condition formalized in Eq. (18)(19), the use of
the interpolation function fiy (defined by Eq. (28)) guarantees
that any two interpolated values within the entire secret data
domain X satisfy (€,d))-Lipschitz bound.

Before proving Theorem 2, we introduce the following
Dimension-Wise Lipschitz bound, which provides a sufficient
condition for ensuring (€,d,,)-mDP.

Definition 9 (Dimension-Wise Lipschitz bound (DW-Lips-
chitz bound)). Given coordinate-specific privacy budgets € =
{e1,...,en}, a mechanism f satisfies (€,d,)-DW-Lipschitz
bound if for any two records X, € X, Xp € X,y and perturbed
value yi € Y, it holds that

f(xaaYkaZj(,,l)

N
< eXi-1 &elxa,0=xp,el (55)
f(Xb,Ykljcm/)

Satisfying the DW-Lipschitz bound ensures that the overall
privacy leakage between any two records is controlled by
their /,-norm distance. We formalize this connection in the
following Lemma 1.

Lemma 1. Suppose that an interpolation mechanism f sat-
isfies (€,d,)-DW-Lipschitz bound, where € = (gy,...,ex)
are coordinate-specific privacy parameters. Then, if the
dimension-wise composition condition holds:

for p>1, (56)

max£g <e for p=1, 57

the mechanism M satisfies (€,d,)-Lipschitz bound.

Next, we introduce Lemma 2-Lemma 4 as a preparation
of the proof for Theorem 2. The detailed proofs of Lemma
2-Lemma 4 can be found in [30].
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Figure 5: Proof of Lemma 3.

Lemma 2 (Chain Rule for (g,d),)-DW-Lipschitz bound). Let
X denote the set of anchor records obtained from the N-
orthotope partitioning of the secret domain. If an interpo-
lation mechanism f ensures that every pair of {-neighbor
anchors satisfies (€,d,)-DW-Lipschitz bound, then f also
guarantees that any pair of anchors X;,X; € X satisfies (€,d))-
DW-Lipschitz bound.

Lemma 3. As shown in Fig. 5, let X4, Xp, X;, Xit, X, and X j» be
six points in RN such that: (1) X, shares the same coordinates
with X; and Xy at all dimensions except £; (2) X;, shares the
same coordinates with X; and x jat all dimensions except (;
(3) at dimension £, x, ¢ = Xp ¢, and x; ¢ = Xj ¢, X1 ¢ = Xt .

Suppose further that: both pairs (X;,X;) and (Xy,X 1) satisfy
(e,d,)-DW-Lipschitz bound; and the perturbation distribu-
tions satisfy log-convex interpolation:

2(yi | %a) "™ 2y | %0), 20y | %)) (58)
20y | %) "™ (2lye | %70, 23k | X)) (59)

Then, the pair (X4,Xp) satisfies (€,d,)-DW-Lipschitz bound,
and hence (€,dy)-Lipschitz bound by Lemma | (under the
composition condition).

Lemma 4. Let x;,X; € X, be any two points within an N-
orthotope that differ only in the th coordinate, and let X, € X,
be any point such that x; ¢ < x4 ¢ < xy ¢ and X, also differs from
X; and Xy only in the fth coordinate. Then, the interpolation

function defined in Definition 5 satisfies the following log-

. .. 1
convexity condition: z(yy | Xa) "~ " (2(¥x | %i),2(yk | X1)).

Next, we provide the detailed proof of Theorem 2:

Proof of Theorem 2. Without loss of generality, assume that
X, and x;, differ only in dimension 1, with x, 1 < x5 1. Let
X, € G and x;, € (j, where the ranges of (; and (; along
dimension £ are [%; ¢, %y (] and [£; ¢, % ¢, respectively.
We construct two trees rooted at X, and x;, as follows:
Intuitively, the two trees systematically decompose the dif-
ference between x, and x;, along one dimension at a time. At

each level ¢, nodes extend along the ¢-th coordinate toward
their cell boundaries, progressively aligning the records with
anchor points. This recursive structure allows us to apply a
dimension-wise induction, ultimately connecting the original
records to anchor records through a sequence of intermediate
steps that satisfy local Lipschitz bound.

(a) Initialization (Level 0): Set x, and x;, as the roots.

(b) Level 1 Construction: Extend both x, and x;, along di-
mension 1 toward the boundaries of their respective cells,
producing four points X, X4, X., Xy, where:

Xea =Xit, Xa1 =ZXp1, Xer=Xxj1,

Xf,l :xAj/J. (60)

Add x.,x, as children of x,, and X, Xy as children of x;, (see
Fig. 6).
(c) Level ¢ Construction (/ = 2,...,N): For each node x, at
level £ — 1, extend along dimension ¢ toward the cell bound-
aries, producing children x,, and x,, where x,s = £; ¢, and
Xy ¢ = Xy ¢. All other coordinates are inherited from x,.

By construction, every node at level ¢ lies on the boundary
along the first £ dimensions.

We now prove the theorem via induction on the tree levels:

(i) Base case (Level N): Each leaf node lies on the boundaries
in all N dimensions, thus is an anchor record. Since every pair
of /-neighbor anchors satisfies (€, d),)-DW-Lipschitz bound by
assumption, any pair of leaves satisfies (€,d,,)-DW-Lipschitz
bound (Lemma 2).

(ii) Inductive step: Suppose at level £ (2 < ¢ < N), any pair
of nodes satisfies (€,d,,)-DW-Lipschitz bound. We show that
at level £ — 1, their parents also satisfy (€, d,,)-DW-Lipschitz
bound.

Consider two parent nodes x, and x,, at level £ — 1 with
children {x,/,x,~} and {x,/, X, }, respectively. As shown in
Fig. 7: (1) x, shares all coordinates with x,, and x,» except
along dimension ¢; (2) x, shares all coordinates with x,,
and x,,» except along dimension ¢; and (3) X, ¢ = X, ¢ = X4 ¢,
Xy g =Xy 0 =Xi 0, and xyr g = Xy o = Ry g

Then, by applying Lemma 4, we can obtain

logevx

z(ye %)~ (a(ye [ xw),z(yx | X)) (61)

(Z(yk | Xu’)az(yk | Xu”)) . (62)

and then by Lemma 3, we can obtain the parent nodes x, and
x, satisfy (€,d,)-DW-Lipschitz bound.

(iii) Conclusion (Level 0): At level 1, by inducation, we have
deduced that the four nodes X, X4, X., Xy satisfy (€,d,)-DW-
Lipschitz bound. By applying Proposition 2 (or Proposi-
tion 1 if x, and x; lie in the same N-orthotope), we conclude
that the original pair (X,,X;) satisfies (€,d),)-DW-Lipschitz
bound, and hence €,d p)-mDP (according to Lemma 1).

I
2yl X))

Finally, applying Theorem 1 under Eqgs. (18)-(19) upgrades
the per-coordinate (&, d; ) bounds to the desired global (g,d,)-
Lipschitz guarantee over X. This completes the proof. O
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A.3 Proof of Proposition 4: Linear Surrogate
For Utility Loss

Proposition 1 (Linear surrogate for utility loss). For any
point X = X; + A, © A € Gy, with the convex coefficients

A= [7\’)1( X0 kg ’X] € [o, l]N , approximate the perturba-
tion probablllly by
Pr{M(x;Z5,) = yi] (63)
N
~ Y TTO-wag, s +rd-2, ) 64
ye{0 N =1
xz(yk | &, +YOA) (65)

the cell loss L(Zj, ) admits the linear surrogate E(Z;Cm) =

(Cy, Zs, ). where €5, = {28090} 5,y
stant coefficient matrix depending only on the prior p(x) and
the utility loss L(X,yi). For each Xj =X, +YOA € X,

is a con-

f’:l

(Rj, ¥x) (66)
N
=TT =002 1 =3 P00 £330

If X is discretized,

Proof. Let x =X, + L® A where A =

[0,1]".
have:

Q

X

5(ﬁ/7Yk)
N

Y T —vng, < +ve(1-25

XEXy, (=1

L(Zs, )

Z Pr

VK€Y

L

):)’k}

N
Y TT( =y

ykESY m YG{O I}Nle

(1=, )23k | K, YO A)] P L{x, 0 )dx

Y ) o=

Yk€Y ve{0,1}V

(=

)y

(%6 EXux Y

Yk ‘ X +Y®A)

/H (1 =)\ X, x""‘W(
Gn

e(Xj,yr)z(yx | X5),

(67)

X)) (X) L(X, ¥k)-

m

A LAY e

Ripy X7 P MR X

By definition of the approximated mechanism, we

P(X)L(x,yx)dx

xlx

=g, x)) P(X) L(x,y)dx

(68)



where X; = X;,, +Y© A and the coefficient

(%), k) (69)
N

/ [T vk, w1 =25,.0) - 70

><p(X) (X, yx)dx (71)

is a constant with respect to Z.
If X is discretized, then the integral becomes a summation:

N
c(Rj,yk) =
XEX;, (=1

(72)
In both cases, the resulting loss L(Z;, . ) is a linear function
of the perturbation matrix Zj, . O

B Optimal Gap Analysis

To evaluate how closely our solution can approach the true
optimum, we derive a universal lower bound on the utility
loss, labeled as ""LLB'" in the following experiment part.

For any two cells G, and Gy, we first define the following
inter-cell distance: dp (G, Gr) = Maxyee,, vec, dp(x,X).
Since d,(x,X') < dy(Cu, Gy for all x € Gy, X' € Gy, replac-
ing d, with cip yields a relaxation of the original mDP con-
straints. We define the aggregated decision variables:

2(yk | Gn) == - Pr(M (x) = yi) dx, (73)
and impose the relaxed mDP constraints:
Z(Yk ‘ G‘f’l) - esljp(Cm7Cm/)z(yk | Cm/) S O) va, Cm" (74)
and normalization constraint:
N
Y vl G = [ ax=T]A. (75)
€Y Gn (=1
Finally, define the minimal utility loss over each cell:
L (i) = min p(x) L(x,y%)- (76)

We now formulate the relaxed problem APOy, that mini-
mizes a lower bound of the cell-aggregated utility loss:

min Z Z L/m yk Yk | Cm) (77)
m=ly ey
st z(yi | Gu) — e GGt )z (yi | Go) <0, VG, GF8)
N
Y (v | Go) = [ A ¥Go (79)
€Y =1

and denote its optimal value by *.

Y LT —v%, o+ (=24 ))p(x)L(x.y0)-

Proposition 5 (Universal Lower Bound). Let M : X — 9 be
any mechanism satisfying (€,dy,)-mDP. Let

0= [ Lo

Xyey

L(X,y)Pr(M(x) =yr) dx (80)

denote its expected utility loss. Then, L(M) > L*.

Proof of Proposition 5. Fix any data perturbation mechanism
M that satisfies (€,d,)-mDP. For a fixed output symbol y let

f(x) = Pr(M(x)

For any two cells G, G,y and for every X € G, X' € Gy
the mDP guarantee gives

:yk), xeX. (81)

f(x) ed,(Xq.Xp) ed,(Gn,C,1)

< ) < Fhlantar), (82)
f(x)
dy(Gns Gw) = uecf,?,%)écmldp(u’v)' (83)

Set My, := supycc, f(x),
(82) we have

my = infyec , f(x'). By Eq.

M,y < (GGl . (84)

Since every grid cell has the same volume V := u(G,) =

w1 Go)i= [ PO VMo (94| Gor) = Vi (85)
Combining with Eq. (84) yields

2k | Gu) < GGz (y, | Go),

i.e. the vector {z(yx | Gn)} satisfies the relaxed mDP con-
straints (74). Normalisation also holds because ¥y, f(x) = 1
for every x. Hence, the aggregated variables induced by M
form a feasible solution of APOyp.

Now, we can derive the expected loss of M as

(86)

L(M) (87)
= ) / p(x)L(x,yx) f(x)dx (88)
€Y
M
= Y ¥ | p®L(xy)f(x)dx (89)
m=1ygey ’ Cn
M
> Y Y minp(x)L(xy) 2y | Gu)  (90)
D
=Ln(yx)
= L(zZ). ©1)

Because Z is feasible for APOy,, Z(Z) > L*. Therefore
L(M) > L*, establishing that L* is a universal lower bound
on the utility loss of any (&,d),)-mDP mechanism. O
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