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Abstract
Multi-tag dynamic taint analysis (M-DTA) is critical in fine-
grained analysis scenarios such as vulnerability analysis.
However, current software solutions have serious performance
problems. Although hardware solutions are promising, they
are single-tag and difficult to extend to M-DTA. We propose
an efficient M-DTA framework named MULCOTAINT via
hardware/software co-design. We decouple the taint analysis
from the normal execution with the coprocessor architecture
and solve several challenges, such as designing taint calcula-
tion as vectorized calculation, managing taint tags with page
tables, and providing functionality interfaces of the taint analy-
sis engine. We build a dataset of 32 programs with 5 types and
conduct the performance evaluation and vulnerability analysis
experiments. The results show that MULCOTAINT has high
performance and acceptable memory usage with abilities of
detailed vulnerability analysis. MULCOTAINT outperforms
the software solutions (TaintRabbit and PANDA) and hard-
ware solutions (HardTaint, RAFT, and FineDIFT). The maxi-
mum difference of overhead increase based on the respective
baselines could be ‘1.14x vs. 4409.09x’ for ‘MULCOTAINT
vs. PANDA’, while HardTaint’s average overhead increase is
19.57 times that of MULCOTAINT. Although the prototype
of MULCOTAINT ’s hardware cost is higher than embedded-
oriented works RAFT and FineDIFT, it is acceptable due to
M-DTA’s complex logic.

1 INTRODUCTION

Dynamic taint analysis (DTA) clarifies the data processing
procedure and the program logic by setting taint tags for
sensitive data and tracking the taint tag calculation during
execution. It has become a fundamental methodology for
various security analysis tasks [1, 17, 22, 30, 41, 47, 50, 55,
56]. For example, as shown in Figure 1, by setting the read
buffer as tainted, we can find that the return address is tainted
when overflow happens, i.e., an attacker can modify the return

† co-leading authors. B corresponding authors.

Figure 1: Requirement of multi-tag taint analysis.

address. Further, researchers want to know how to modify
the input for vulnerability exploitation, thus propose Multi-
tag DTA (M-DTA) to distinguish the effect of different input
bytes (as the colored content in Figure 1).

The choice between S-DTA (Single-tag DTA) and M-
DTA depends on the application scenario rather than the
vulnerability type. S-DTA is superior in coarse-grained
scenarios (e.g., violation detection) and M-DTA excels in
fine-grained vulnerability analysis and taint-tracking scenar-
ios [16, 18, 26, 29, 36, 37]. In vulnerability fix and exploit,
distinguishing the impacts of different bytes is essential (men-
tioned in Penumbra [11], TaintPipe [37], HOTracer [26], etc.).
For example, in the buffer overflow case above, S-DTA iden-
tifies that the input overwrites the return address but cannot
tell how to control it. M-DTA locates critical bytes, and modi-
fying them instead of the entire input can jump to shellcode.
Such detailed information is also useful when fixing, as it clar-
ifies vulnerability paths and minimizes audited code, avoiding
reviewing all code.

Although M-DTA appears to provide stronger analytical
capabilities, it comes at a cost. Currently, M-DTA faces mul-
tiple practical challenges as DTA, including source/sink se-
lection and over- and under-tainting, among which perfor-
mance is one of the major bottlenecks (mentioned in Taint-
Pipe [37], podft [50], AirTaint [45], etc.). Performance is a



fundamental problem that it may cause direct analysis failure
(e.g., podft [50] mentions Triton’s [46] timeout for SPEC pro-
grams), and M-DTA faces more serious performance issues
due to the complexity of M-DTA calculation logics (the com-
parison tool PANDA [16] consumes all 32G memory when
testing SPEC2017 [49] 641.leela in our experiments).

Reviewing the DTA/M-DTA implementations, most solu-
tions are implemented at the software level, thus have un-
avoidably performance issues introduced by the instrumen-
tation and execution framework. For instance, the static in-
strumentation methods, including instrumenting source code
during compilation [20, 31, 58] or instrumenting binaries via
binary rewriting techniques [8, 45], suffer the overhead of
instrumented code for complex taint calculation. The dy-
namic instrumentation methods, e.g., instrumenting taint log-
ics during the instruction translation based on virtual simu-
lators [12, 14, 16, 23, 26], face the overhead of the dynamic
execution framework.

Researchers turn to explore implementing DTA at the hard-
ware level [6, 40, 57, 59]. For example, FineDIFT [6] uses
coprocessors to decouple the taint analysis from normal ex-
ecution. However, as targeting runtime detection, they are
designed as single-tag and difficult to extend as M-DTA due
to the particularity of hardware solutions, such as customized
hardware or limited resources.

Although hardware-based implementation is promising, it
faces the following challenges. The first challenge is how to
implement an effective taint calculation logic of M-DTA at
the hardware level. Generally, the taint analysis is treated as a
linear logic deductive process [26]. For example, if Register-
A is tainted by two input bytes and Register-B is tainted by
three input bytes, we have to determine each byte of the desti-
nation operand by checking all the bytes of Register-A and
Register-B again and again when conducting M-DTA. The
linear logic clearly wastes time and limits us from leveraging
the advantages of hardware acceleration.

Second, it is difficult for hardware solutions to handle mas-
sive taint tags. The issue exists in S-DTA but becomes more se-
rious in M-DTA as we set different tags for different bytes that
a byte of registers or memory may hold multiple tags. Soft-
ware solutions can allocate a shadow memory for the whole
memory space [16], but hardware solutions have limited re-
sources. Besides, the taint tags should be accessed quickly to
ensure the efficiency of the whole solution.

Third, how to support real-world fine-grained analysis tasks
is challenging. Users often define customized checking rules
based on their goals. For instance, different types of vulnera-
bilities may require distinct DTA checkpoints. However, the
hardware implementation has lower applicability, that gen-
erally the taint tracking and violation checking are tightly
coupled. RAFT [57] is unable to handle complex heap usage
and does not support adjusting detection strategies.

In this paper, we propose an efficient M-DTA framework
named MULCOTAINT via hardware/software co-design. Ba-

sically, we decouple the taint analysis from the normal exe-
cution with the coprocessor architecture. To solve the above
challenges, we first re-model the logic-intensive problem of
linear taint calculation into a compute-intensive vectorized
calculation problem. When representing the taint tags as vec-
tors, the results can be obtained by calculating the vectors at
once, instead of checking byte by byte. The taint calculation
logics are then represented as microcodes with corresponding
circuit implementations.

Further, building on the concept of vectorized computation,
we design each taint tag as a large-width bit vector, where each
bit corresponds to a specific byte of a taint source. We leverage
the virtual memory of the target program and construct a multi-
level page table-based structure for taint address mapping and
management. In addition, we design a dedicated wide-byte
read/write channel between the program and the coprocessor
to support fast taint tag access.

To accommodate diverse taint analysis requirements, we
develop a configurable and extensible system interface by
introducing a set of extended instructions. Furthermore, to
support both source-available and binary-only scenarios, we
implement two integration mechanisms: source-level embed-
dable functions and binary-level dynamic library injection.
This design enables efficient taint propagation with high scal-
ability and compatibility across deployment environments.

We implemented a prototype of MULCOTAINT on a RISC-
V open-source SOC called RocketChip [2] and completed the
development of the taint calculation engine based on the PH-
Mon coprocessor framework [15]. For evaluation, we build
a dataset of 32 programs with 5 types, i.e., the CPU spec
benchmark and big real-world programs (i.e., PHP and Ng-
inx) for performance evaluation, and the Juliet test suite [44],
CTF subjects, and real-world programs with CVE vulner-
abilities for both performance evaluation and vulnerability
analysis. We compare with both software solutions (i.e., Tain-
tRabbit [18] and PANDA [16]) and hardware solutions (i.e.,
HardTaint [59], RAFT [57], and FineDIFT [6]). In the perfor-
mance evaluation, MULCOTAINT only brings 5.8x overhead
on average on the basis of PHMon (1.07-15.81x), while Tain-
tRabbit brings 8.08-1037.03x overhead and PANDA brings
401.26-14018.11x overhead. HardTaint’s average overhead
increase is 19.57 times that of MULCOTAINT. In vulnerabil-
ity analysis, MULCOTAINT can detect all the vulnerabilities
in our dataset with detailed information on how input bytes
trigger the vulnerabilities, while FineDIFT [6] and RAFT [57]
cannot provide such information and cannot handle programs
with complex heap operations. Furthermore, MULCOTAINT
has an acceptable hardware cost and memory usage to sup-
port M-DTA, even compared to the single-tag methods, i.e.,
FineDIFT [6] and RAFT [57]. As we target dedicated anal-
ysis coprocessor for general-purpose CPUs, the prototype’s
hardware cost is higher than these two embedded-oriented
works due to M-DTA’s complex logic. In design, we minimize
hardware modifications to CPU itself for future dedicated



hardware.
The contributions to this article are listed below:

• We propose an efficient M-DTA tool named MULCOTAINT
via hardware/software co-design. Specifically, we redesign
taint calculation, manage taint tags, and provide interfaces
to the taint engine, i.e., we modify the M-DTA policy (in-
cluding taint tag structures and corresponding calculations)
and do not change the source and sink selection in vulnera-
bility analysis as it is task-specific.

• We implemented a prototype tool on RocketChip and com-
pleted the development of the taint calculation engine based
on the PHMon coprocessor framework.

• We evaluate MULCOTAINT based on a dataset of 32 pro-
grams. The results show that MULCOTAINT has high per-
formance and abilities of detailed vulnerability analysis
with an acceptable hardware cost and memory usage. It out-
performs the software solutions (TaintRabbit and PANDA)
and hardware solutions (HardTaint, RAFT, and FineDIFT).
More details are open-sourced in the Zenodo repository
(https://doi.org/10.5281/zenodo.17939551).

2 BACKGROUND

2.1 Dynamic Taint Analysis
Dynamic taint analysis (DTA) is a data flow analysis tech-
nique. It sets interesting data with taint tags (i.e., taint source),
traces the taint propagation, monitors registers or memory af-
fected by the taint tags during program execution, and finally
checks the taint-tagged status at some critical points (i.e., taint
sinks) [39]. Single-tag dynamic taint analysis (S-DTA) can
only identify whether memory and registers have been tagged
by the taint source [6,8,23,29,45,57], but cannot identify the
specific bytes they come from, as shown in Figure 2 (a).

Based on S-DTA, researchers proposed multi-tag dynamic
taint analysis (M-DTA), which provides fine-grained dataflow
analysis to distinguish each byte of inputs [10, 18], as shown
in Figure 2 (b). It is helpful for vulnerability discovery and
analysis [3, 6, 7, 19, 52, 57]. For example, based on the multi-
tag ability, researchers accurately determine which bytes of
the input should be mutated to bring more coverage during
fuzzing [7, 34].

2.2 Existing Solutions
Reviewing the development from S-DTA to M-DTA, the per-
formance problem always exists and restricts the applica-
tions. Software schemes inevitably bring additional overhead.
With source code available, the schemes use static analy-
sis and instrumentation during compilation [31]. For binary
programs, the schemes [9, 18, 29] rely on binary rewriting
techniques [35, 38] to perform instrumentation. As claimed

in Airtaint [45], the instrumented codes will bring signifi-
cant overhead. Besides, dynamic instrumentation, such as
virtualized schemes [12, 14, 23, 26] or instrumentation frame-
works [27, 29, 46, 50], introduces taint analysis during the
execution, thus has to face the overhead of instruction transla-
tion or execution frameworks.

Therefore, researchers explored hardware-based implemen-
tations to improve taint analysis. FlowMatrix [25] acceler-
ates offline taint calculation for program segments with GPU.
HardTaint [59] utilizes Intel Processor Trace (PT) to selec-
tively monitor critical data and adopts a parallel strategy for
taint analysis. FineDIFT [6] uses a Content Addressable Mem-
ory (CAM)-like structure as tag storage to reduce storage de-
mands, while RAFT [57] reduces the demand for tag storage
by applying a coarser granularity for the heap.

We believe that hardware-based approaches hold significant
promise for addressing the performance challenges of multi-
tag taint analysis; however, existing solutions are designed
for single-tag [48, 57] or small-sized-tag [6, 13, 28, 42, 51]
taint analysis. It is difficult to extend them to support multi-
tag analysis for traceability of its source due to limited tag
space and inefficient computing units. Further, they suffer
from two additional limitations. The first issue is that existing
taint propagation models are constrained by limited hardware
resources and fail to fully exploit the parallelism and compu-
tational efficiency of modern hardware. The second issue is
that current analysis approaches suffer from poor hardware
scalability and rely heavily on strong assumptions. For ex-
ample, RAFT [57] can only handle programs that do not use
complex heaps, such as embedded programs, and are unable
to analyze actual applications. Moreover, fixed functionality
and a lack of configurable interfaces limit their adaptability
to varying analysis needs.

2.3 Our Solution

In this paper, we propose MULCOTAINT to make M-DTA
efficient, and the overview is shown in Figure 3. We first de-
couple the taint calculation from normal execution by utiliz-
ing a coprocessor architecture. When taint analysis is needed,
relevant instructions from the CPU are forwarded to the co-
processor for processing (highlighted in red in Figure 3).

Moreover, we observe that the current taint calculation
logic is inefficient. As shown in Figure 2 (b), taint calculation
is performed byte-by-byte for each source operand, leading
to significant overhead. Our idea is to set taint tags as vectors,
and thus the logic-intensive problem of linear taint calculation
turns into a compute-intensive vectorized calculation problem.
The vectorized calculation logics can easily be represented
as microcodes with corresponding circuit implementations,
achieving hardware acceleration (as shown with yellow in
Figure 2 (c), details in Section 3).

To support our new taint calculation logics, we require
wide-bit vectors of taint tags and thus design a tag manage-
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Figure 3: Overview of MULCOTAINT.

ment system based on a taint page table for storage and access
(as shown with yellow in Figure 3, details are in Section 4).
We also provide configurable analysis support through a dy-
namic link library (DLL), and rely on OS-level support to
coordinate communication between the CPU and coprocessor
(as shown with green in Figure 3, details are in Section 5).

3 DESIGN of Taint Calculation

We first introduce how to design taint tags as wide-bit vectors,
and how to represent taint rules through dedicated microcodes.

3.1 Taint Tag as Vector

Our goal is to conduct multi-tag taint analysis, i.e., we aim to
distinguish each byte of registers or memory in the execution
with different bytes of the taint source. Previous works utilize
a list to save multiple tags for registers or memory, as shown in
Figure 2 (b). To reduce space overhead, FineDIFT [6] adopts
a CAM-like structure to store the ranges of tagged objects;
however, it is coarse-grained, and the number of objects it can
mark is limited by the size of the CAM-like structure and the

number of regions. It’s unsuitable for managing byte-level,
large-scale taint data. To support vectorized taint calculation,
we design tags as vectors, as shown in Figure 2 (c).

Currently, we set the granularity as 128, i.e., we can clarify
if a byte is affected by 128 different taint sources. Addition-
ally, as we support 64-bit program analysis, the maximum
data unit we process is 64-bit data (8 bytes). Thus, in our
prototype of MULCOTAINT, we perform a byte-grained taint
analysis and set a taint tag as a 1024-bit-width vector (i.e.,
calculated as 128∗8) width for registers and memory.

3.2 Taint Rules Based on Microcodes
We represent the taint rules for instructions by microcodes
based on the instruction semantics. During the taint analysis
of each instruction, it is necessary to fetch the memory and reg-
ister operands accessed by the instruction, retrieve the corre-
sponding taint data of the operands, and then perform the com-
putation. Thus, we design 11 custom microcodes besides the
general microcode provided by the existing hardware frame-
work (i.e., PHMon [15], which we design MULCOTAINT
based on). Details are shown in Appendix A.3.

Specifically, there are four types of custom microcodes: tag
fetch/save, tag calculation, data fetch/save, and memory filter.
The tag fetch/save type of microcode is used for reading and
writing tag vectors between memory and taint register, as well
as for reading and writing the corresponding tag according
to the data granularity of the instruction (e.g., LW instruc-
tion reads a word, LB instruction reads a byte). The type of
tag calculation is used for the actual tag calculation process,
which takes one or two taint registers as inputs and one taint
register as output, and completes the operation according to
the instruction. The data fetch/save type is used in conjunc-
tion with the general microcode to implement indexing and
access to the taint page table. The memory filter type is used

We chose 128 for engineering reasons, as our FPGA resources cannot
accommodate a larger number of tags.



1:  Taint_Reg_RD = Taint_Compute_ADD
     ( Taint_Reg_RS1, Taint_Reg_RS2 );

(a) Taint calculation rules for ADD (b) Taint calculation rules for LOAD

1:  Taint_Addr = Taint_Page_Index( Data_Addr );
2:  Taint_Data = MEM_Read( Taint_Addr );
3:  Set_Reg_Tag( Taint_Reg_RS, Taint_Data );

Figure 4: Microcode representation of taint rules.

to optimize the taint page table mechanism, which is further
introduced in Section 5.2.3.

Each type of microcode has the operands of inputs and
outputs, and we explain them in the column of More Details
in Appendix A.3. Currently, we support forty-two instructions
of RV64I Base Instruction Set [24] in our prototype (as shown
in Table 4 in the Appendix). We illustrate the taint rules based
on the following two examples.

The Calculation Rule of ADD instruction. We take ADD
as an example (e.g., ADD Reg_A,Reg_B) to introduce the
rules for calculation instructions. As shown in Figure 4 (a),
the calculation rule is only necessary to consider how to ob-
tain the taint data of the source registers, how to perform taint
calculation, and how to give the taint result to the destination
register. Since the two source operands and one destination
operand of ADD are registers, the coprocessor hardware can
directly obtain these register numbers when parsing the in-
struction, and take the value of the corresponding taint register
as an input to participate in the computation. Therefore, the
calculation rule of this instruction is only described by the
pseudocode Taint_Compute_ADD, and the corresponding
function code of microcode is FN_ALU_TAINT_REG.

The Calculation rule of LOAD instruction. We take
LOAD as an example to introduce the rules of the mem-
ory access class instructions (shown in Figure 4 (b)). The
rules for LOAD are supposed to give the byte-by-byte taint
data corresponding to the memory address to each byte of
the taint register corresponding to the destination register
RD. Firstly, the 64-bit general-purpose microcode, including
FN_WRITE_DATA, FN_READ_DATA, FN_ADD, FN_OR,
etc., is used to implement the pseudocode of indexing the
storage location of the taint data of the memory address in
the taint page table (i.e., Taint_Page_Index in Figure 4 (b)).
Then, the complete taint data is obtained by the coproces-
sor’s memory access by the pseudocode MEM_Read based
on the microcode FN_READ_TAG). Finally, the taint data
is assigned to the taint register corresponding to the desti-
nation register with the pseudocode Set_Reg_Tag, and the
corresponding microcode is FN_ALU_TAINT_REG.

4 DESIGN of Tag Management

Software schemes of taint analysis propose shadow memory
to handle tagged memory, which takes additional memory
at a certain corresponding compression ratio of the process
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memory. It is impossible for the limited resources of hardware
schemes, let alone supporting M-DTA. To achieve the same
taint granularity as MULCOTAINT, shadow memory schemes
would require 128 bits of storage for each byte in the virtual
address space. It motivates us to design new tag management.

4.1 Tag Storage
As introduced in Section 3.1, the taint tag is a 1024-bit-width
vector. We support all 32 general-purpose registers of 64-
bit width by constructing the corresponding large-bit taint
registers of 1024 bits in the coprocessor.

The tag for memory is designed the same as the register
tags, but it could be more complex as it is difficult to store
them with hardware resources alone. Using the software mem-
ory interface and DDR memory is the inevitable choice, and
we construct a taint page table mechanism to allocate a fixed-
size space for each memory address accessed by the applica-
tion. Specifically, in our prototype of MULCOTAINT, as the
virtual address of RISC-V64 architecture is 39-bit in virtual
memory layout SV39, we divide the virtual address into three
parts and build a three-level index, as shown in Figure 5. For
64-bit data (8 bytes), we need 3 bits as an index to find its
taint tag for each byte (i.e., 8 = 23). Thus, the lowest 3 bits
of the virtual address are kept, and the remaining 36 bits are
used as indices for the taint page table.

4.2 Tag Access
The object of our tag calculation is a 1024-bit-width tag vector,
so passing tag vector between taint registers and memory
requires the ability to read and write large bit-width tags from
memory. But existing architecture is not suitable for the 1024-
bit-width taint data access, as the bus is 64-bit wide. Thus, we
design a new memory access logic in the coprocessor, which
utilizes a 64-bit-width bus to achieve reading and writing of
1024-bit-width taint tags.

For the Load instruction, our access module reads 128 con-
secutive bytes starting from the address in memory, i.e., 16



64-bit read operations are issued to the bus. The complete
1024-bit taint tag is then spliced into the corresponding taint
register. For Store instruction, our access module splits the
1024-bit taint register into 16 parts and sends consecutive
memory write operations to the bus.

At the same time, to be able to accurately describe the
normal operations in taint calculation (e.g., looking up the
taint page table) and reduce the overhead, it is not necessary
to replace all memory access with the new 1024-bit memory
access channel, and we retain the 64-bit width memory access
channel. Therefore, the memory access of the coprocessor
is implemented in two forms: 64-bit regular data access and
1024-bit taint tag access. We provide two software interfaces,
MEM_WoR_1024 and MEM_WoR_64, which are invoked
directly via microcodes including FN_WRITE_TAG, FN_-
READ_TAG, FN_WRITE_DATA, FN_READ_DATA when
describing calculation rules for specific CPU instructions.

In addition, since MULCOTAINT is byte-grained taint anal-
ysis, we implement fine-grained tag fetching and saving based
on large tag access. In our prototype for RISC-V64, the spe-
cific instructions are the Load and Store instructions, which
have different sizes. We access the tag at the corresponding
location based on the function code of the instruction and the
lower 3 bits of the address. For example that LBRD,addr is
to read one byte from memory, it is processed by first using
the high bit of addr for indexing on the tainted page table to
find the corresponding 1024-bit tag. And then, according to
the function code of the load instruction and the low 3 bits
of addr, we get the actual tag corresponding to a byte in the
1024-bit tag, and put it into RD corresponding taint register.

5 IMPLEMENTATION of MULCOTAINT

Generally, a taint analysis solution includes four components:
taint source labeling, rule-based calculation, taint tag manage-
ment, and sink point detection. As introduced in the previous
two sections, we design the core taint engine of rule-based
calculation and taint tag management. Next, we introduce
how to implement the core taint engine via hardware/soft-
ware co-design. And we introduce how to support taint source
labeling and sink detection via interface implementation.

5.1 Taint Engine Implementation

5.1.1 Taint Analysis Datapath based on Hardware Units

The hardware architecture is shown in Figure 6, including
Trace Unit, Monitoring Unit, Control Unit, and ALU Unit.

Trace Unit is to get instructions and related data. We make
minimal modifications to the CPU pipeline’s Write Back
(WB) stage to implement the Trace Unit. When the instruc-
tion is transmitted to the WB stage, the instruction has been
determined to be executed. So we can intercept the instruction
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Figure 6: Coprocessor Architecture of MULCOTAINT. IF,
ID, EX, MEM, and WB represent the five stages of the
CPU’s pipeline: Instruction Fetch, Instruction Decode, Exe-
cute, Memory Access, and Write Back.

information at this time, including instructions, addresses of
the access memory, etc.

Monitoring Unit collects instruction information sent by
the Trace Unit and caches it in a queue (i.e., Queue in the
Figure 6). With a preset range of instructions, Monitoring
Unit filters the instructions passing to Queue. The actual taint
calculation is done on instructions received from Queue in
the coprocessor. In this way, MULCOTAINT decouples the
normal execution and the taint calculation.

Control Unit is the core management unit of the coproces-
sor, which is first responsible for extracting the information
from Queue, identifying the type of instruction, and then find-
ing the corresponding calculation rules (i.e., expressed as
microcode sequences) according to the type of instruction.
It parses the microcode sequence and gets the taint tags of
the registers and memory addresses associated with the in-
struction. After getting the taint tags, both taint rules and taint
tags are sent to the ALU (Arithmetic Logical Unit) Unit to
perform the actual taint calculation.

ALU Unit is responsible for vectorized taint calculation in
the coprocessor part. As described in Section 3, the taint rules
are presented as a microcode sequence, and we implement
dedicated circuits for each microcode in ALU Unit for fur-
ther acceleration instead of using a purely software generic
instruction implementation.

The complete datapath also includes invoking large-bit-
width memory-accessed microcode to read and write taint tags
(yellow in Figure 6). The computation rules are configurable
and set prior to taint analysis (blue in Figure 6).

5.1.2 Software/Hardware Collaboration based on Oper-
ating System

In order to correctly utilize the hardware’s taint calculation
capabilities, we also need to implement functional support at
the operating system layer. As we set QUEUE as the bridge



to send instructions that requires taint analyst, the size of
QUEUE determines the maximum number of instructions that
can be carried (we set 9000 in our prototype). We suspend
the CPU when QUEUE is full, and resume the execution after
the coprocessor completes all operations. This mechanism is
implemented by the Rocket Custom Coprocessor Interface
(RoCC) coprocessor interrupt in PHMon [15], as shown in
Figure 7 (a). Specifically, when the coprocessor detects that
the Queue is full, it triggers an interrupt to notify the CPU and
suspends its own computation. The CPU enters the interrupt
processing flow to suspend the program execution and inform
the coprocessor to continue after processing the interrupt.

Besides, as the processing speed of the CPU and copro-
cessor is not the same, we design a wait mechanism in the
operating system (as shown in Figure 7 (b)), and implemented
a dedicated system call SYSCALL_WAIT to let the CPU side
wait for the coprocessor to finish the computation. When the
CPU detects that the coprocessor has finished analyzing all the
instructions in the Queue, it ends the work of the coprocessor
and shows the results.

Thirdly, we implement a distribution mechanism for the
first address of the taint page table (as shown in Figure 7 (c)).
We add a new data structure in OS to store the first address of
the taint page table and provide a system call SYSCALL_PT
to pass this address to the OS. In addition, we pass this address
to the coprocessor through the RoCC instruction, which is
implemented by PHMon [15]. In this way, both the OS and
the coprocessor can utilize the address for indexing taint tags.

Finally, we handle the case of process switching by modify-
ing the OS ( as shown in Figure 7 (d)). When switching from
the target program to another program, OS stops instruction
monitoring using RoCC instruction. When switching back
to the target program, OS utilizes RoCC instruction to con-
tinue instruction monitoring. This prevents instructions of
other programs from interfering with the taint propagation
process. More details of these two instructions are introduced
in Section 5.2.1.

5.2 Interface Implementation

5.2.1 Start/End Analysis

Taint analysis does not always need to start from the pro-
gram entry, so we implement interfaces to start and stop it
on demand. We design two RoCC-based control instructions,
Monitor_Start and Monitor_End, to signal the coprocessor.
The CPU interacts with the coprocessor through the standard
RoCC interface. When taint analysis starts, Monitoring Unit
begins fetching instructions and data into QUEUE, initiating
the taint propagation workflow. By default, the taint analy-
sis starts at the target program’s main function. And the two
control instructions can be instrumented in the target with-
/without source code, allowing users to focus on the part of
the target they are interested in.
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5.2.2 Set Source/Sink Point

Defining source and sink points is essential in taint analysis,
and we provide an intuitive interface for this purpose. Our
interface allows users to directly label memory locations or
registers with taint tags, providing more flexibility than using
control instructions. This enables fine-grained configuration
tailored to specific analysis goals, such as detecting different
vulnerability types.

In vulnerability analysis, a common goal is to assess how
external inputs affect program execution. By default, I/O APIs
are defined as source points. We modify the kernel to monitor
program-specific I/O APIs at the system level and generate
taint labels for input data. For cases requiring manual tainting
of memory, we use the same dynamic binary instrumentation
process employed for start/end monitoring. Regarding sink
points, which focus on program crashes, we extend the OS
exception handling mechanism to capture and process crash
events during analysis.

5.2.3 Configure Memory Filter

In practice, certain memory regions, such as program code
and dynamic library segments, are typically read-only and
executable. Therefore, taint calculation usually does not affect
data in these regions. Taint propagation only impacts them if
a vulnerability occurs. These events can be detected by the
default sink points mentioned earlier. To optimize analysis,
we provide an interface for memory filtering, implemented via
Filter Unit shown in Figure 6. By configuring Filter Unit, the
coprocessor can skip instructions accessing taint-independent
memory during taint computation, thereby significantly reduc-



ing the analysis workload. Our prototype includes five filter
units dedicated to filtering memory regions.

5.3 Implementation Details

MULCOTAINT is implemented on Zynq UltraScale+ board
(with costs $2067), using the open-source RISC-V SoC Rock-
etChip [2] as the baseline architecture. We build the taint
computation engine based on the PHMon coprocessor frame-
work [15]. PHMon provides an efficient and programmable
hardware monitor capable of detecting user-defined events
and performing simple actions on user programs, but it does
not natively support taint tracking. We design and implement
the entire taint analysis logic ourselves, including all neces-
sary components for the taint propagation workflow and a
custom tag management mechanism.

Specifically, we redesigned and implemented the Trace
Unit, Control Unit, ALU, Microcode, and Memory Access
modules of PHMon, as the blocks colored in Figure 6. We
also added a list of Taint Reg, Filter Unit and their access and
calculation functions.

On the software side, we add our functional logic to PH-
mon’s OS code, e.g., control of monitoring during trap pro-
cessing and sink point processing. In addition, we imple-
mented the taint page table mechanism and dynamic binary
instrumentation with a DLL.

6 Usage of MULCOTAINT

We provide the necessary setup steps required prior to exe-
cution. Typically, this involves two stages: (1) instrumenting
the target program, and (2) initializing the taint engine with
appropriate configuration parameters.

6.1 Target Program Instrumentation

As mentioned in Section 5.2, we may instrument the target
program with two kinds of instructions, i.e., starting/ending
analysis and setting source/sink points. For the target with
source code, it is easy to instrument these instructions.

For binaries, we propose a dynamic binary instrumentation
method. We leverage the mechanism of the runtime dynamic
linker (i.e., LD_PRELOAD) that allows the dynamic library
to be loaded before the target program, and the GCC keyword
__attribute__((constructor)) to execute codes before the main
function. Thus, we implement a dynamic library to modify
the program binary after the target program is loaded into
memory. Specifically, we save the critical instructions (e.g.,
the location of starting/ending analysis), and replace them
with jump instructions. The jump target is a function imple-
mented in the dynamic library that responds to the monitor
enable/disable logic. At the end of the function, the saved in-
structions are copied back into the code segment of the loaded

program binary, and the execution jumps back to the normal
logic of the target program to continue.

6.2 Taint Engine Initialization

Before conducting taint analysis with MULCOTAINT, we
should initialize the taint engine, including assigning initial
values to registers and allocating space for taint page tables.
We implement the initialization as a preprocess, which only
needs to be run once for multiple analysis tasks.

As introduced in Section 5.2, we also provide configuration
of the memory filter. We keep the taint propagation rules
configurable, allowing users to initialize custom rules into the
taint engine during setup. A set of default rules is provided,
and users can further customize behavior by modifying the
corresponding microcode sequences.

Supporting new instructions or propagation rules is done
by configuring Monitoring Unit and microcode, without hard-
ware changes. Existing rules can be reused for instructions
with similar dataflows. New microcode can be supported by
ALU extension. Additional discussion is in Section 8.

7 EVALUATION

We evaluate MULCOTAINT on real-world programs by an-
swering the following research questions (RQ)s:

RQ1: What is the performance overhead of MULCOTAINT,
compared to existing tools?

RQ2: How effective is MULCOTAINT for vulnerability
analysis, compared to existing tools?

RQ3: What is the resource cost of MULCOTAINT?

7.1 Dataset Setup

To comprehensively evaluate MULCOTAINT, we constructed
a diverse dataset consisting of 32 program binaries from five
types as summarized in Figure 8:

SPEC CPU Benchmark: We use SPEC 2006 [21] as it is
a benchmark with standardized CPU-intensive programs to
evaluate general performance overhead, which is also used in
related works (e.g., HardTaint [59] and Raft [57]). We also
test SPEC 2017 as supplementary experiments.

Complex Applications: We follow HardTaint [59] to in-
clude large-scale real-world software Nginx and PHP, for a
further test of performance evaluation.

Juliet Test Suite [44]: This test suite includes a wide range
of Common Weakness Enumerations (CWEs) and is com-
monly used in vulnerability analysis works. We excluded
programs that could not be built on a RISC-V Linux system
and selected 10 binaries representing different CWE types.

CTF Challenges: We evaluated MULCOTAINT on five
capture-the-flag (CTF) programs to test its performance on
typical security challenges.



Table 1: Compared related works.

Type1 Implementation Available

PANDA [16] M Software (QEMU) Yes
TaintRabbit [18] M Software (DynamoRIO) Yes

FindDIFT [6] S Hardware (coprocessor) No
RAFT [57] S Hardware (coprocessor) No2

HardTaint [59] S Hardware (Intel PT) No
Our M Hardware (coprocessor) Yes
1 M indicates Multi-tag and S indicates Single-tag.
2 We cannot run Raft because of no specific hardware board.

Real-world CVEs: We selected 10 binaries containing
known Common Vulnerabilities and Exposures (CVEs) to as-
sess the applicability of analyzing real-world vulnerabilities.

In our experiments, SPEC CPU 2006 CINT and complex
applications (i.e., PHP and Nginx) are used in performance
evaluation. The other three types are used for both perfor-
mance evaluation and vulnerability analysis. To conduct the
experiments, we need inputs for all test programs. For the
Juliet suite, we used the built-in test inputs that trigger known
weaknesses. For CTF challenges and CVEs, we utilized PoC
files obtained from official sources and online repositories.
SPEC CPU programs were executed with standard benchmark
inputs. For PHP and Nginx, we employed PHPBench [43]
workloads and HTTP requests via curl, respectively. For ex-
ample, HR/reporter render in Figure 8 represents that the input
to PHPBench’s report render test item is HtmlRendererBench,
and VS/progress represents VariantSummaryFormatterBench.
We access a text nginx webpage with HTTP GET requests
and repeated five times to get average values.

7.2 RQ1: Performance Overhead
7.2.1 Experiment Setup

We selected several state-of-the-art dynamic taint analysis
tools, including both software and hardware-based implemen-
tations, for performance comparison. On the software side,
we considered representative works that support multi-tag
dynamic taint analysis and finally selected TaintRabbit (TB
for short) [18] and PANDA (PD for short) [16] (unfortunately,
the most recent work, AirTaint [45], is not publicly avail-
able). For hardware-based DTA works, we included Hard-
Taint [59], RAFT [57], and FineDIFT [6]. These five systems
serve as the baselines to evaluate the performance overhead
of MULCOTAINT. More details are presented in Table 1.

In comparison with software solutions, we configured Tain-
tRabbit in multi-tag mode with the specific attribute RAW_-
BITVEC_FP. It should be noted that TaintRabbit operates
on a 32-bit architecture, which supports 32-bit labels per
byte, i.e., it can distinguish 32 different sources, whereas
MULCOTAINT provides 1024-bit tags to distinguish 128 dif-
ferent sources. PANDA relies on QEMU [4] and sets the
same architecture configuration (i.e., X86) as TaintRabbit. In
contrast, they run on a high-performance PC with a signifi-

cantly higher clock frequency than our FPGA-based proto-
type. Therefore, to ensure a fair performance comparison, we
evaluate the relative performance overhead by computing the
slowdown multiples within each respective platform, rather
than relying on absolute runtime measurements.

In comparison with hardware-based solutions, due to their
closed-source nature and lack of reproducibility, we use the
performance data reported in their original papers.

For MULCOTAINT, we generated a second-level taint page
table for the program during the initialization phase and used
three filter units to mask taint computations from other mem-
ory locations. We initialized the taint engine with its default
configuration, which required a one-time setup of approxi-
mately 2 seconds. To ensure consistent results across runs, we
disabled the application address space randomization feature
in the system kernel during all experiments.

7.2.2 Results to Software Solutions

A more reasonable way to compare the performance results
is to consider the architecture differences, thus use the rel-
ative performance value (i.e., increased overhead) based on
the baseline time overhead on the architecture. We present
the detailed data in Figure 8 as the column of Cmp of REL.
MULCOTAINT is 0.7% (1/136.65) of TaintRabbit, and 0.09%
(1/1,117.51) of PANDA on average.

Specifically, according to Figure 8, our system can com-
plete the taint analysis process efficiently from 18,162 us to
2,065,954,000 us (2,065s), for binaries with sizes from 12.2
to 7,128.0KB. It brings 1.07 to 15.81 times overhead to the
normal execution on PHMon (values of Column Board). As
a comparison, TaintRabbit takes 11,265 us to 1,514,380,000
us (1,514.38 s) for the same targets, which is 377.6 times the
normal execution on average (8.08-1037.03x). PANDA takes
84,000,000 to 34,790,000,000 us (34,790 s), which is 3283.39
times the normal execution on average (401.26-14018.11x).
The overhead increase is also illustrated visually in Figure 9.

We also measured the average overhead across each test
set. Compared with TaintRabbit, MULCOTAINT achieves the
smallest improvement on the SPEC CPU test set (15.79×)
and the largest improvement on the Juliet test set (301.04×).
Compared with PANDA, our work achieves the smallest im-
provement on the SPEC CPU test set (364.72×) and the largest
improvement on the CVE test set (1871.86×).

Although it is unfair to compare the absolute time of
MULCOTAINT and the other two works, we calculate the
value of ‘comparison of absolute time’ as the Column Cmp of
ABS(TR) and Cmp of ABS(PD) in Figure 8. We obtained the
absolute time through the APIs provided by sys/time.h. On av-
erage, MULCOTAINT has the advantage that MULCOTAINT
only takes 13.3% (1/7.49) of the time of TaintRabbit, and
takes 0.02% (1/4,968.67) of the time of PANDA.

We measured the average absolute runtime overhead across
each test set. Compared with TaintRabbit, our work achieves



Figure 8: Details of performance overhead to software.

the largest improvement on the CTF test set (18.0×), while the
PHP test set shows the weakest performance and is the only
case where we perform worse than TaintRabbit (0.27×), but
we support larger tag size. For PANDA, our work achieves the
smallest improvement on the SPEC CPU test set (137.97×)
and the largest on the CTF test set (23,769.44×).

Our current implementation is constrained by the hardware
and operates at 50 MHz today, which leads to lower absolute
wall-clock performance compared to approaches evaluated on
high-performance CPUs (e.g., 5GHz). We think comparing
absolute performance is not fair, thus we approximately con-
vert our results to the same frequency of the general-purpose
CPU used in the TaintRabbit and PANDA experiments (50
MHz vs. 5 GHz). We provide frequency-converted absolute
time in the Column Frequency-converted MulcoTaint(us).
The Columns Frequency-converted Cmp of ABS(TB) and
Frequency-converted Cmp of ABS(PD) show the overhead
multiplier of TaintRabbit and PANDA over MULCOTAINT un-
der the frequency-converted absolute time. The average ratio
of TaintRabbit’s absolute time to Frequency-converted Mulco-
Taint’s is 749.22×, and PANDA’s average ratio is 496,866.73×.
Then we measured the average comparison of absolute time
across each test set. For TaintRabbit, our work achieves the
largest improvement on the CTF test set (1,799.54×), while
the PHP test set shows the smallest performance improvement
(27.17×). For PANDA, our work achieves the largest improve-
ment on the CTF test set (2,376,943.66×) and the smallest on

the SPEC CPU test set (13,796.98×).
It noticed that both TaintRabbit and PANDA miss some

data in Figure 8. PANDA’s file_taint plugin was unable to
correctly parse PHP input files, resulting in the inability to
mark tags. And, PANDA was also unable to analyze CJSON’s
three CVEs, as their vulnerabilities did not originate from
file input. TaintRabbit was stuck during the SPEC CPU-429
testing and was unable to complete the analysis correctly. We
also provided data of SPEC CPU 2017 in Section A.4.

Further studies show that the performance advantage of
MULCOTAINT compared to other systems varies due to the
program types. Specifically, our tag computation unit effi-
ciently accelerates compute-intensive workloads. However,
for I/O-intensive programs, the overhead increases because
of the cost of reading and writing wide taint tags associated
with memory operations. Taking CVE-2021-34055-jhead and
CVE-2021-28277-jhead as examples, the jhead program fre-
quently reads, writes, and copies data from memory, resulting
in tag passes of in-memory data taking up a lot of time, with
arithmetic-type instructions taking up less time. The slow-
down of SPEC-401 (bzip2), SPEC-403 (gcc), and SPEC-445
(gobmk) is also due to the same reasons. As a result, the
multiplier of performance improvement is reduced. In addi-
tion to this, programs with a large number of arithmetic-type
instructions received a significant increase in acceleration
multiplier. Nevertheless, considering that our tag size is four
times that of TaintRabbit, our performance is still superior to
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Figure 9: Comparison of relative performance overhead.

theirs, including the overhead of SPEC-401.

7.2.3 Results to Hardware Solutions

As HardTaint, FineDIFT, and RAFT only support single-tag
taint tracking, they must run multiple times to get equivalent
results to multi-tag analysis. Specifically, as MULCOTAINT’s
tag is 1024-bit width, they need to run up to 128 times to
achieve what MULCOTAINT does in one run. This greatly
increases their overhead compared to MULCOTAINT.

Compared with HardTaint, we select most of the test pro-
grams used in the paper, such as SPEC 2006, PHP, and Nginx.
We run MULCOTAINT for the same targets and compare to
the data in HardTaint’s paper. HardTaint consists of three
steps. The first step is time-consuming static analysis. The
second part is the runtime overhead in the Column of Hard-
Taint (TO) of Table 2. The third part is the taint calculation
process, shown in the Column of HardTaint (LC). Thus, to
achieve the effect of a 128-bit tag, HardTaint needs to perform
128 taint calculations, and the complete performance over-
head LC_Complete is estimated using (LC + 1) * 128. The
results show that HardTaint’s average relative performance
overhead is 19.57 times that of ours, which is average value
of the Cmp of the REL (HT) column. If runtime overhead is
taken into account, HardTaint will incur a greater overhead.

Since FineDIFT is not open source and has no detailed
data, we rely on the average overhead of 5.03% reported
in its original paper for our comparison. Estimated in the
same way as HardTaint, FineDIFT’s equivalent 128-bit taint
propagation performance overhead is 134.44 times. Using
the relative overhead multiples in Figure 9, MULCOTAINT’s
average overhead is 5.8x. Therefore, FineDift’s overhead is

Table 2: Details of performance overhead to hardware.

MulCoTaint HardTaint
(TO)

HardTaint
(LC)

HardTaint
(LC_Complete)

Cmp of REL
(HT)

SPEC_CPU 400 4.95 8.00% 1.73% 130.21 26.31
401 15.81 5.91% 1.83% 130.34 8.24
403 15.02 12.04% 1.01% 129.29 8.61
429 2.54 7.09% 0.90% 129.15 50.85
445 15.81 20.56% 0.83% 129.06 8.16
456 7.37 2.40% 0.91% 129.16 17.53
458 2.53 19.90% 0.60% 128.77 50.9
462 13.04 2.19% 2.94% 131.76 10.1
464 7.94 16.62% 0.80% 129.02 16.25
471 12.62 12.09% 1.21% 129.55 10.27
473 11.91 11.09% 0.62% 128.79 10.81
483 13.02 9.56% 1.42% 129.82 9.97

PHP PHPBench 9.33 11.54% 3.98% 133.09 14.26
Nginx CURL 4.28 9.27% 6.35% 136.13 31.81

Average 9.73 10.59% 1.80% 130.3 19.57

23.17 times that of ours.
RAFT was also tested on the SPEC 2006 benchmark suite,

with an average runtime overhead of 0.13%. Similarly, the
estimated overhead is 128.1664, because it is a single-tag solu-
tion. RAFT’s overhead is 12.55 times that of MULCOTAINT,
when the average overhead of MULCOTAINT is 10.21, calcu-
lated using the data in Figure 9.

7.3 RQ2: Vulnerability Analysis
7.3.1 Experiment Setup

We evaluated the vulnerability analysis capability using a
subset of the performance evaluation dataset, including the
Juliet test suite, CTF challenges, and real-world programs
with reported CVEs, by selecting the targets including known
vulnerabilities. The ground truth was constructed based on
official vulnerability reports and manual verification.

To test whether MULCOTAINT can detect the vulnerabili-
ties, we set the input or memory address of the target program



as taint source by the interfaces of MULCOTAINT. Then, fol-
lowing the methodology described in prior work [18], we
marked memory addresses that were read from files or in-
fluenced by external inputs as taint sources, and identified
taint sinks based on exception-related locations, such as the
return address (RA) registers of crashed programs, or jump
targets overwritten due to stack and heap overflows. Besides,
to demonstrate the capability of multi-tag taint analysis, we
backtrack taint sources by retrieving corresponding taint tags
through the taint page table and taint registers. To validate cor-
rectness, we modified specific input bytes based on the analy-
sis results and successfully observed corresponding changes
at the sink, thereby confirming accurate multi-tag taint cal-
culation. Here, MULCOTAINT uses the same taint page table
and filter unit configurations as in the performance evaluation.

7.3.2 Results

The results are shown in Figure 10 that MULCOTAINT can
detect all the vulnerabilities. We also clarify the source points
and the sink points for each case. In our experiments, there are
three types of source points, i.e., variable, buffer, and address
on stack or heap. And there are four types of sink points,
i.e., pointer, function pointer, variable on stack or heap, and
register. We also clarify if the sink point is a vulnerable point,
which means the root cause location of vulnerability, or is a
crash point where the crash happens.

In particular, we present the results of multi-tag analysis
in the last column of Figure 10. As we introduced in Sec-
tion 3.1, each double-word data is assigned 1024-bit tags, i.e.,
each byte is assigned with 128-bit tags. Thus, the results are
two 64-bit values, representing the high and low 64-bit tags,
respectively. We present the results with a size value if the
bytes are contiguous. For a better understanding, we further
transfer the original results to input offsets, which are shown
with square brackets in the Column of Results.

We conduct a technical comparison of RAFT and FineDIFT
based on their paper, and put the results in Columns RAFT
and FineDIFT of Figure 10. According to the paper of RAFT,
it has limited capabilities to prevent attacks exploiting vul-
nerabilities on the heap (e.g., heap overflow) due to a lack
of information about the allocation size. Therefore, the test
items marked with red crosses all involve heap operations.
FineDIFT has issues when library functions allocate tempo-
rary buffers on the heap. When the buffer is deallocated, the
function has no way of identifying and removing metadata
from the coprocessor. Meanwhile, the metadata of FineDIFT
is stored in a dedicated hardware structure. Due to limitations
in FPGA resources, the number of lines in the storage struc-
ture is limited, making it difficult for FineDIFT to support
large programs with extensive heap operations. Therefore, we
use a half-check to mark these programs.

Table 3: Hardware Resource.

RAFT FineDIFT MULCOTAINT

Tag Type Single-tag Single-tag Multi-tag
Luts 78,355 46,529 240,806
FF 56,879 10,846 105,361

Power 3.54W - 4.395 W

7.3.3 Case Studies

Taking the results of CTF-stack_overflow_xor on the eleventh
row in Figure 10 as an example, we mark the heap buffer
variable that reads external input as the source point. Since
the vulnerability is a stack overflow that overwrites the return
address, we mark the RA register as the sink point. The RA
register will be tainted if external input overwrites the return
address, potentially hijacking the control flow. After our analy-
sis with MULCOTAINT, we get the results of 0x0, 0x2000000
(size:8). Thus, the first byte that affects the return address is
at the input offset of 26 (i.e., 0x0∗264 +0x2000000), and the
last byte is 33 (i.e., 26+8−1).

Juliet CWE-188 represents an integer boundary vulnerabil-
ity that relies on specific memory layout assumptions. This
program defines a structure containing two adjacent variables:
a char variable charFirst and an int variable intSecond. The
weakness is caused by memory boundary alignment, which is
automatically performed by some compilers, i.e., three bytes
are left free after charFirst before placing intSecond. As-
signing a value to ADDR_charFirst + sizeo f (int) memory
is equivalent to assigning a value to intSecond. We label
four consecutive bytes as source from ADDR_charFirst +
sizeo f (int). Finally, we get the label of the int type variable
(size:4), confirming the weakness.

The CVE-2021-34055 case shows that the results are not
always in contiguous memory bytes. The type of this CVE
is UAF, so we marked the buffer (the pointer itself) on the
heap as the source point. We set the sink point to check on
that pointer. As shown in Figure 10, the pointer’s label is
overwritten by two 128-bit. Because the program calls the
PUT16U function on the null pointer, it overwrites the two
bytes of data. Therefore, the results are not contiguous bytes,
which indicates a UAF vulnerability, and gives the specific
address to be used. It better demonstrates the meaning of
multi-tag taint analysis and the ability of MULCOTAINT.

7.4 RQ3: Resource Cost
7.4.1 Hardware Cost

In the experiments, MULCOTAINT was configured to run at
50MHz, with no timing violations reported. We configured
the queue with 9,000 entries, deployed 15 monitoring units,
and allocated space for 30 microcodes per rule. We record
the data displayed by the engineering software during gener-
ation, including Luts, FFs, and Power. Specifically, Lookup
Tables (LUTs) are the fundamental logic units in FPGAs that



Figure 10: Details of vulnerability detection.

implement combinational logic functions. Flip-Flops (FF) are
sequential logic elements that store state information. Power
represents the total electrical energy consumed by our design.

We compare the hardware resources of MULCOTAINT to
RAFT and FineDift with the data in their papers. The results
are shown in Table 3. MULCOTAINT takes up more hardware
resources. MULCOTAINT is 3.0 times larger than RAFT and
5.17 times larger than FineDIFT in terms of the occupancy of
Luts, which is acceptable in practice. Also, in terms of FFs,
MULCOTAINT is 1.8 times larger than RAFT and 9.7 times
larger than FineDIFT. The higher hardware cost of our system
is attributed to its support for efficient multi-tag taint analysis,
in contrast to prior work that primarily targets single-tag or
limited-tag tracking for violation detection.

7.4.2 Memory Cost

Section A.2 shows the memory usage of MULCOTAINT dur-
ing the experiment, including: taint page tables and tags stor-
age. The memory overhead is acceptable. We also provide
data in Table 7 on the density of unused entries under the
multi-level taint page table to demonstrate the effectiveness
of our tag management mechanism.

8 Limitation and Future Work

8.1 Hardware Requirement

Large programs require a lot of taint space, especially those
containing many recursive calls. Therefore, the size of pro-
grams that can be analyzed by MULCOTAINT is limited by
the actual size of physical memory in the environment. If the
memory cannot carry a complete tainted page table, our sys-
tem can only temporarily swap part of the taint data into the
disk space through the operating system’s SWAP mechanism.
However, frequent swapping in and out will significantly re-
duce the system’s efficiency in taint analysis.

It is noticed that our design of MULCOTAINT does not
depend on specific architectures. However, due to the need to
add hardware processing units, we designed and implemented
a prototype system based on RISC-V in this paper. If we
can modify CPU chips in the future, we will obtain a more
practical MULCOTAINT.

Although MULCOTAINT is based on a sequential execution
CPU implementation, for Out-of-Order CPUs, our scheme
can still be implemented with some modifications. The copro-
cessor needs to receive committed instructions from the pro-
cessor. In Out-of-Order architecture, the instruction will enter



the rearrangement phase after execution before the instruction
is committed, so we can get the instruction information and
data access information in this phase.

8.2 Taint Rule Design
We have implemented the taint rule of the instructions in
RV64I, and our experiments present that it is sufficient for the
analysis of real-world programs. As mentioned in Section 6.2,
we keep the rule configurable. On the one hand, our design
anticipates future support for extended instruction sets. For
instance, although certain floating-point operations can be em-
ulated in RV64I, native floating-point execution requires ded-
icated instruction set extensions. Currently, MULCOTAINT
does not support floating-point instructions. To add instruc-
tion support in the future, we can add configuration in Mon-
itoring Unit and directly reuse existing microcode rules if
the new instructions’ dataflow relationships are similar to
those in RV64I. We can also extend the ALU to express new
dataflow relationships. On the other hand, the extensible de-
sign also enables support for more complex scenarios, such
as implicit taint propagation in control flow [10]. Currently,
we do not support implicit taint propagation as in tools like
PANDA [16], but we plan to incorporate static analysis, simi-
lar to DepTaint [33], to account for control-flow dependencies.

8.3 Multi-thread Program Support
Our scheme is based on a single-core RISC-V SoC implemen-
tation, which currently does not support the parallel analysis
of multi-threaded programs. An alternative is to disable the
multi-core support of the operating system, allowing multi-
threaded programs to switch to sequential execution and com-
pute taint data instruction by instruction. To truly support
multi-thread programs, we consider the establishment of mul-
tiple coprocessors, which requires communication between
multiple CPUs and multiple coprocessors, as well as coordi-
nation and data transfer between coprocessors.

9 RELATED WORK

9.1 Software Schemes
MULCOTAINT is an online, multi-tag explicit taint analysis
scheme. In fine-grained analysis scenarios (e.g., vulnerabil-
ity fix and exploitation), the support for fine-grained multi-
tag dataflow analysis allows MULCOTAINT to offer higher
performance and stronger analysis capabilities than exist-
ing solutions. However, in coarse-grained scenarios (e.g.,
violation detection or cases where only the presence of
taint matters), our performance does not surpass single-tag
schemes such as RAFT [57], FineDIFT [6], and AirTaint [45].
MULCOTAINT’s hardware resource usage is also higher
than that of embedded-oriented designs like RAFT [57] and

FineDIFT [6]. In addition, because MULCOTAINT performs
explicit taint analysis, it currently does not support control-
flow–dependent implicit taint propagation.

There are many software schemes for dynamic taint anal-
ysis (DTA) [12, 14, 16, 18, 23, 29, 37], and researchers pro-
pose several attempts to improve the efficiency [8, 45]. For
example, SelectiveTaint [8] removes taint-independent CPU
instructions through pre-analysis to reduce the time overhead
of the analysis process. AirTaint [45] further attributes the
taint propagation behavior at the level of basic blocks of the
program to reduce the redundant computation that occurs in
the instruction-by-instruction analysis.

However, the above approaches are limited by the ana-
lytical capability of single-tag designs, which is critical in
fine-grained analysis scenarios, such as vulnerability analysis.
The tag size directly influences the granularity of taint source
tracking—larger tags enable more precise identification of
the input origin. In the context of attack pattern detection and
defense, tag size also constrains the number of enforceable
security policies. But multi-tag schemes come at a higher cost
of increased storage requirements and performance overhead.

To conduct multi-tag dynamic taint analysis (M-DTA), Dy-
tan [10] implements a generic engine for taint propagation
that supports multi-tag, but the performance loss is particu-
larly severe. In order to improve the efficiency of taint analy-
sis, TaintRabbit [18] implements basic block instrumentation
based on DynamoRIO [5], which monitors and generates fast
paths during program execution. This reduces unnecessary
instruction processing and accelerates DTA. However, for
software-based solutions, the overhead is almost inevitable.

9.2 Hardware Schemes

Researchers explore hardware-based implementations to im-
prove the efficiency of DTA. One class of hardware solu-
tions leverages existing hardware features [25, 32, 53, 54, 59].
For example, HardTaint [59] combines static analysis, instru-
mentation, and runtime analysis together to perform offline
single-tag taint analysis based on Intel PT. However, its static
analysis and taint calculation phase remains time-consuming.
GPU-based solutions are promising. FlowMatrix [25] uses
GPU to conduct the taint calculation, which can be effectively
used for customized program fragments. GPUs are well-suited
for offline taint analysis, because they excel at matrix com-
putations, instruction propagation rules can be represented in
matrix form, but the matrices need to be pre-generated.For
ARM, several tools [32, 53, 54] use CDI (Core Debug In-
terface) to extract information about ARM CPU execution.
Lee et al. [32] use ARM CoreSight Event Tracking Macro-
cells (ETMs) to track executed instructions. To improve the
performance, Wahab et al. [53, 54] used CoreSight Program
Tracking Macro Units (PTM) as a tracking component and
only tracked the instructions related to the control flow.

The second class of hardware solutions relies on specialized



hardware. For example, RAFT [57] and FineDIFT [6] imple-
ment dedicated co-processors to complete the taint analysis
process. FineDIFT designs CAM-like structures to reduce
the number of tags stored and improve performance. RAFT
reduces the need for Tag storage by applying coarse gran-
ularity to the heap, providing fine-grained protection of the
stack and global variables. Both approaches implement only
coarse-grained dynamic data flow tracking and cannot support
multiple taint sources. Meanwhile, they have a very limited
range of markers. FlexiTaint [51] and Raksha [13] modify
the CPU to include the process of data flow tracing along
with instruction execution. Raksha duplicates every stage of
the instruction pipeline, and FlexiTaint adds two stages in
the pipeline to complete the taint calculation. In Raksha, all
storage elements, including caches, registers, and memory
are extended with tags. In FlexiTaint, the taints for memory
locations are stored as a packed array in regular memory. But
large modifications to the CPU is costly in reality.

10 CONCLUSION

In this paper, we propose a vectorized redesign of taint cal-
culation logic and design MULCOTAINT, a hardware/soft-
ware co-designed multi-tag taint analysis framework. We
decouple taint analysis from normal program execution based
on a coprocessor and address key challenges in taint calcu-
lation, tag management, and interface design. Using a di-
verse dataset containing 32 program binaries of five types,
including 18 real-world vulnerable programs, we demonstrate
that MULCOTAINT achieves both efficient taint analysis and
effective vulnerability detection. Compared to the state-of-
the-art multi-tag software-based approach TaintRabbit and
PANDA, and single-tag hardware solutions HardTaint, Raft,
and FineDIFT, MULCOTAINT delivers significantly better
performance and stronger analysis capabilities.
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Ethical Considerations

Stakeholders
The research focuses on accelerating multi-label taint analysis,
and improving analysis capabilities for known vulnerabilities.
The stakeholders potentially affected include:

1. End users — Users of software containing known vul-
nerabilities. Although these vulnerabilities have been
disclosed, some users may not have applied patches.

2. Software developers / vendors — Their products con-
tain the known vulnerabilities used as analysis subjects.

3. The security research community — Researchers can
build upon our framework to improve taint analysis tools
and better understand vulnerabilities.

4. The general public — Society at large may benefit from
improved software security and reduced attack costs in
the long term.

5. The research team — The authors, who are responsible
for ensuring the research process adheres to ethical and
academic standards.

Ethical Principles Considered

We considered the four principles from The Menlo Report:

• Beneficence — The purpose of this study is to accelerate
taint analysis methods to better understand vulnerability
causes, thereby improving security tools and defenses.
The study does not introduce new risks.

• Respect for Persons — This study does not involve
human subjects or the collection of user data; therefore,
no privacy violations or issues of informed consent arise.

• Justice — We analyze only publicly disclosed vulner-
ability cases, without disproportionately targeting any
particular vendor or group.

• Respect for Law and Public Interest — We comply
with applicable laws and ethical research norms. All
experiments were conducted in controlled environments,
without affecting real systems or users.

Potential Harms and Mitigations

• Potential harm: This work is intended for defensive
analysis. Our method clarifies the root causes of vulner-
abilities, which is useful for fixing, but it may also be
leveraged for exploitation.
Mitigation: We do not release exploit code or attack-
specific details. The released artifacts are limited to anal-
ysis results and performance evaluations conducted on
a controlled development platform, and all of them per-
tain to known vulnerabilities. We consider the primary
contribution of this work to be defensive, such as fixing
and detection. We believe that the benefits outweigh the
limited risk of misuse.

• Privacy risks: Since the study focuses only on public
vulnerability cases and controlled programs, no real user
data was involved, and there are no privacy concerns.



• Reputational risks: Vendors or developers whose prod-
ucts contained vulnerabilities might be concerned about
reputational impacts from being mentioned again.
Mitigation: We selected only patched vulnerabilities as
case studies and avoided unnecessarily emphasizing ven-
dor or developer responsibility. Our work can help them
locate issues and assist in vulnerability remediation.

Decision to Proceed

We decided to proceed with this research for the following
reasons:

1. Low risk — The research is limited to known vulnera-
bilities; no new attack vectors are introduced.

2. High potential benefit — The research improves under-
standing of vulnerability mechanisms, and supports the
development of future defensive technologies.

3. Effective mitigations — Experiments are conducted
in controlled environments, without exposing real users
or systems to harm. Exploit code is omitted, and only
propagation paths and tag analysis results are shared.

Considering both beneficence-based reasoning (weighing
risks and benefits) and deontological reasoning (avoiding
rights violations), we conclude that conducting this research
is ethically justified.

Decision to Publish

We decided to publish the research for the following reasons:

1. Educational and community value — Sharing the
framework to improve taint analysis tools and better
understand known vulnerabilities.

2. Minimal additional risk — By omitting exploit details,
focusing on publicly patched vulnerabilities, and avoid-
ing sensitive data, potential harms from publication are
minimized.

3. Societal benefit — Disseminating this research can help
software developers quickly locate issues and assist in
vulnerability remediation.

Based on both beneficence-based reasoning and deon-
tological reasoning, we conclude that publishing this re-
search is ethically sound, with appropriate mitigations in
place. While we have minimized potential harms, we acknowl-
edge that some residual risk of misinterpretation or misuse
remains.

Open Science

This appendix lists all artifacts necessary to evaluate the con-
tributions of this paper. Since our work is part of a commercial
product, we cannot fully open-source it. We provide the com-
plete development board image and the full test suite, which
are sufficient for evaluating this work. The artifacts are avail-
able at: https://doi.org/10.5281/zenodo.17939551

• Fpga Image: All images and files are in Image_for_eval-
uation directory (test program is located in rootfs.ext2.
For usage instructions, please refer to the readme file in
the MulcoTaint_test/experiment_for_Mulco directory.)

• Experimental Datasets: Source code and binary files
for the evaluation experiments have been organized in
MulcoTaint_test directory. Both the original version of
the test program and the version integrated with our anal-
ysis system are available in experiment_for_Mulco direc-
tory. SPEC CPU is not permitted to be open-sourced, and
ngiflib does not allow unauthorized distribution; there-
fore, we only provide patches. The patches for the addi-
tional SPEC 2017 experiments included in the appendix
is provided in additional test directory.
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A Appendix

A.1 Supported Commands
A RISC-V ISA is defined as a base integer ISA, which must
be present in any implementation, plus optional extensions to
the base ISA. Base integer ISA (RV64I) can be extended with
one or more optional instruction-set extensions for Special
needs. Our prototype system analyzes all 42 instructions of
RV64I, and all test programs and filesystems are compiled
using a compiler that supports RV64I.

Table 4: Instructions of 64-bit RISC-V architecture.

LB LH LW LBU LHU SB
SH SW ADDI SLTI SLTIU XORI
ORI ANDI SLLI SRLI SRAI ADD
SUB SLL SLT SLTU XOR SRL
SRA OR AND LWU LD SD
SLLI SRLI SRAI ADDIW SLLIW SRLIW
SRAIW ADDW SUBW SLLW SRLW SRAW

A.2 Memory usage of taint space
Table 7 shows the memory usage of MULCOTAINT during the
experiment, including: taint page tables and tags. For JULIET,
CTF, and CVE, we allocate more space than necessary, so their
values are consistent. For other test items, we allocate space
more precisely. For the density of page tables, the unused
average density of the 2-level page table is 44.07%, and that
of the 3-level page table is 5.2%.



Table 5: Microcodes used to represent taint calculation rules.

MicroCode Type In1 In2 Out More Details

Custom

FN_ALU_TAINT_REG tag calculation

TAINT_VEC TAINT_VEC TAINT_VEC
TAINT_VEC denotes that get the register number
of the operand, then use the got register

Taint_Reg0/1 Taint_Reg0/1 Taint_Reg0/1 Taint_Reg0/1 denotes a fixed taint register
TAINT_VEC Taint_Reg0/1 TAINT_VEC
TAINT_VEC Taint_Reg0/1 TAINT_VEC1

FN_ALU_TAINT_IMM tag calculation TAINT_VEC IMM TAINT_VEC IMM denotes the immediate value in the instruction
TAINT_VEC IMM TAINT_VEC1

FN_ALU_TAINT_SHIFT tag calculation TAINT_VEC TAINT_VEC TAINT_VEC

TAINT_VEC TAINT_VEC TAINT_VEC1
TAINT_VEC1 denotes the operand is calculated as both
source and destination

FN_PART_TAG_LOAD tag fetch and save Taint_Reg0/1 PART_TAG Taint_Reg0/1 PART_TAG denotes that get partial tag in tag vector

FN_PART_TAG_STORE tag fetch and save TAINT_VEC PART_TAG Taint_Reg0/1 The first input from taint register in instruction
Taint_Reg0/1 PART_TAG Taint_Reg0/1 The first input from a fixed taint register

FN_MASK_TAG tag fetch and save Taint_Reg0/1 PART_TAG Taint_Reg0/1 PART_TAG denotes that clear partial tag in tag vector

FN_WRITE_TAG tag fetch and save TAINT_VEC Local_Reg0-5(S/L) -
Local_Reg0-5(S/L) denotes the first address of
the tag in memory

Taint_Reg0/1 Local_Reg0-5(S/L) -
FN_READ_TAG tag fetch and save - Local_Reg0-5(S/L) Resp_TAG Resp_TAG indicates where the read tag is stored

FN_WRITE_DATA data fetch and save Local_Reg0-5(D) Local_Reg0-5(S/L) -
Local_Reg0-5(D) denotes the first address of
the data in memory

FN_READ_DATA data fetch and save - Local_Reg0-5(S/L) Resp Resp indicates where the read data is stored
FN_FILTER memory filter Local_Reg0-5(S/L) - DONE Local_Reg0-5(S/L) denotes filtered memory range

General

FN_ADD data calculation Local_Reg0-5(D) Local_Reg0-5(D) Local_Reg0-5(D) Addition operations
FN_SUB data calculation Local_Reg0-5(D) Local_Reg0-5(D) Local_Reg0-5(D) Subtraction operations
FN_SL data calculation Local_Reg0-5(D) Local_Reg0-5(D) Local_Reg0-5(D) Left(S)hift operations
FN_SR data calculation Local_Reg0-5(D) Local_Reg0-5(D) Local_Reg0-5(D) Right(S)hift operations
FN_SLT data calculation Local_Reg0-5(D) Local_Reg0-5(D) Local_Reg0-5(D) Comparison judgment
FN_SEQ data calculation Local_Reg0-5(D) Local_Reg0-5(D) Local_Reg0-5(D) Equalization judgment
FN_AND data calculation Local_Reg0-5(D) Local_Reg0-5(D) Local_Reg0-5(D) AND operations
FN_OR data calculation Local_Reg0-5(D) Local_Reg0-5(D) Local_Reg0-5(D) OR operations
FN_XOR data calculation Local_Reg0-5(D) Local_Reg0-5(D) Local_Reg0-5(D) XOR operations

Table 6: Details of SPEC CPU 2017 performance overhead to software.

Program
Bin Size

(MB)
Input Size

(Byte)
Panda
(us)

MulcoTaint
(us)

Frequency-
converted

MulcoTaint(us)

Frequency-
converted

Cmp of ABS(PD)

Cmp of
ABS(PD)

PandaQEMU
(us)

Board
(us)

Cmp of
REL(PD)

SlowDown
of

MulcoTaint

SlowDown
of

PANDA
600 perlbench 7.4 146 8,628,000,000 826,852,367 8,268,523.67 1,043.48 10.43 7,689,000 77,519,484 105.20 10.67 1,122.12
602 gcc 15.9 69 410,000,000 8,818,134 88,181.34 4,649.51 46.50 432,000 1,454,996 156.60 6.06 949.07
605 mcf 5.2 1,163,146 X 2,951,289,932 29,512,899.32 X X 55,468,000 575,892,559 X 5.12 X
620 omnetpp 11.5 2,219 X 4,257,557,470 42,575,574.70 X X 49,175,000 450,930,674 X 9.44 X
623 xalan 15 28,074 2,143,000,000 228,389,667 2,283,896.67 938.31 9.38 1,842,000 15,429,993 78.60 14.80 1,163.41
625 x264 5.5 2,496,219 1,183,000,000 188,299,362 1,882,993.62 628.25 6.28 330,000 34,424,879 655.38 5.47 3,584.85
631 deepsjeng 4.4 73 948,000,000 401,651,638 4,016,516.38 236.03 2.36 3,157,000 29,918,912 22.37 13.42 300.29
641 leela 6.8 1,562 X 9,494,528,570 94,945,285.70 X X 82,347,000 632,300,611 X 15.02 X
648 exchange2 4.9 3,001 X 50,290,820,000 502,908,200.00 X X 654,392,000 3,210,190,000 X 15.67 X
657 xz 4.8 1,287,176 X 1,634,218,769 16,342,187.69 X X 11,185,000 172,183,678 X 9.49 X
Average 2,662,400,000 7,028,242,591 70,282,425.91 1,499.11 14.99 86,601,700 520,024,578.60 203.63 10.52 1,423.95

Table 7: Memory usage and Unused dense of taint space.

Program Memory usage of taint space (MB) 2-level dense 3-level dense
JULIET 27 46.49 5.88

CTF 27 46.49 5.88
CVE 27 46.49 5.88

SPEC-400 25 74.67 8.33
SPEC-403 97 14.19 1.219
SPEC-429 15 85.02 19.427
SPEC-445 62 28.96 2.5
SPEC-456 19 71.4 11.106
SPEC-458 83 45.16 2.84
SPEC-462 15 85.6 14.048
SPEC-464 74 27.97 2.173
SPEC-471 122 19.29 1.18
SPEC-473 37 20.83 0.896
SPEC-483 112 26.09 1.058
SPEC-401 61 31.73 1.999

php 107 18.562 0.96
nginx 69 60.26 3.04

Average 57.58 44.07 5.2

A.3 Microcodes

Table 5 is Microcodes used to represent taint calculation rules.

A.4 Performance
Table 6 shows performance overhead to all 10 INT test pro-
grams in SPEC CPU 2017. Among the comparison tools,
TaintRabbit only supports 32-bit, whereas the SPEC 2017
INT Speed benchmark supports only 64-bit. The only other
tool we can compare against is PANDA. In our tests, we found
that 5 SPEC 2017 test programs crashed (tagged with X) dur-
ing PANDA’s analysis due to memory issues. The PANDA
test environment is equipped with 32 GB of memory.

MULCOTAINT’s average performance overhead over na-
tive execution is 10.52x (ranging from 5.12x to 15.67x),
whereas PANDA’s is 1423.95x (300.29x to 3584.85x). In
absolute time, comparison of PANDA and MULCOTAINT
is 2.36-46.50x (with an average of 14.99x). In relative
time, comparison of PANDA and MULCOTAINT is 22.37-
655.38x (with an average of 203.63x). After applying the
same frequency conversion used in the evaluation section,
the estimated absolute-time performance overhead compar-
ison is 236.03–4649.51× (with an average of 1499.11×).
Overall, PANDA consistently underperforms compared to
MULCOTAINT.
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