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Abstract
Firmware vulnerabilities in IoT devices pose serious security
threats, yet state-of-the-art taint analysis tools often generate
large numbers of reports with limited validation. We present
Bond, a directed fuzzing framework that bridges static taint
analysis and dynamic vulnerability validation. Bond intro-
duces constraint-guided input mutation by integrating three
categories of constraints with six semantic types, enabling
efficient exploration of paths associated with taint reports.
We evaluate Bond on 19 IoT devices from 8 vendors, cover-
ing 2,776 taint reports produced by four state-of-the-art taint
analyzers. Bond successfully validated 1,349 reports as real
vulnerabilities, including 155 previously unknown vulnerabil-
ities, of which 108 have been assigned CVE/PSV identifiers.
On 60 known vulnerabilities, Bond achieved a 91.67% recall
rate. Compared with four leading IoT fuzzers, Bond improves
vulnerability validation by up to 5.5X. Ablation studies fur-
ther demonstrate the effectiveness of Bond’s key components
and constraint extraction. These results establish Bond as a
practical and effective framework for validating firmware taint
analysis results.

1 Introduction

Static taint analysis1 has become a mainstream method for
detecting vulnerabilities in IoT firmware [1–10]. However,
while taint analysis can efficiently flag potential flaws without
executing code and with wide coverage, it also generates a
large number of false positives (FPs), especially in complex
embedded systems [11, 12]. With the exponential growth
of IoT devices [13], now deployed across smart cities [14],
industrial environments [15], and households [16], the volume
and diversity of taint analysis reports have surged dramatically.
This creates two pressing problems: 1 analysts must spend
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1We focus on static taint analysis only as dynamic taint analysis is usually
not applicable to analyzing programs running in IoT devices. For brevity,
taint analysis in this paper refers to static taint analysis.

Table 1: Firmware Taint Analysis Tool Output Information.

Tool Action Taint Source Sink Path Constraint
CTS ITS Function Block

Arbiter [21] ✗ ✗ ✗ ✓ ✓ ✗ ✗
Karonte [2] ✗ ✓ ✗ ✓ ✓ ✓ ✗
SaTC [3] ✓✗ ✗ ✓ ✓ ✓ ✗ ✗
Mango [4] ✗ ✗ ✓ ✓ ✓ ✗ ✗
OctopusTaint [5] ✗ ✗ ✓ ✓ ✓ ✓ ✗
EmTaint [6] ✗ ✓ ✓✗ ✓ ✓ ✗ ✗

CTS: Classical taint sources that are interface library functions directly re-
ceiving user input (e.g., recv, read).
ITS: Inferred intermediate taint source [10], a custom function that proce-
sses user input received via library functions and returns a part of the inp-
ut to be used by other functions (e.g., webGetVar).

substantial manual effort validating each report, leading to
inefficiency and delays [17–20]; 2 genuine vulnerabilities
may be overlooked amid the noise of FPs. Automating the
validation of taint analysis results thus holds both significant
research interest and practical value.
What taint analysis provides—and what is missing. As
shown in Table 1, existing taint engines typically output three
elements: (i) taint sources, (ii) sinks, and (iii) call traces or
basic block paths between them. These outputs are useful
but insufficient for proof-of-concept (PoC) construction. To
validate a vulnerability, analysts must also (details in § 2):
• Identify entry points and parameters. Firmware exposes

numerous hidden entry points through proprietary parsing
and dispatching logic. Analysts must locate the correct in-
terface and recover its parameter set, which is often spread
across multiple functions.

• Extract path and field constraints. Vulnerabilities are of-
ten triggered only under specific conditions (e.g., a buffer
overflow occurs only when ipmode=static and an overly
long IP address is provided). Without precise constraints,
execution diverges from vulnerable paths.

Limitations of existing approaches. Automated validation
of IoT taint reports is not well supported by current techniques:
Black-box fuzzing [22, 23] struggles with firmware validation
due to inefficient mutation strategies that produce large num-



bers of invalid test cases [24], and because it cannot model
field-level semantic constraints [25–27]. Directed greybox
fuzzing (DGF) [28–34] relies on execution feedback, which
is hard to obtain in firmware. Even with rehosting [35–40],
emulation fidelity remains low, causing frequent crashes and
inaccurate detection. Symbolic execution [2, 3, 6] is hindered
by path explosion and memory exhaustion, particularly in
complex firmware with custom functions and libraries. Even
hybrid approaches cannot eliminate FPs because they must
compromise by ignoring constraints or imposing timeouts.
A New Approach via Constraint-directed Black-box Fuzzing.
We argue that automated validation is feasible by combining
taint reports with static analysis of firmware binaries to ex-
tract constraint information—including entry points, parame-
ters, and path conditions—and then using these constraints to
guide black-box fuzzing. This avoids the need for source code,
dynamic instrumentation, or faithful emulation, and requires
only the firmware binary, which is usually easy to obtain from
vendor websites, upgrade packages, or device extractions [41].
Challenge. Despite this potential, automated validation
faces two major obstacles: 1 Lack of interface and parameter
descriptions. Unlike software with explicit APIs or the main
function [42, 43], firmware embeds entry points in hidden
dispatch routines. Mapping taint sources to true entry points
and their parameters is non-trivial. 2 Lack of constraints and
protocol information. Vulnerability triggering requires pre-
cise path constraints and compliance with often proprietary
protocol specifications. Missing or mis-prioritized constraints
easily divert execution, while non-compliant requests are re-
jected at the parser level, wasting fuzzing effort.
Bond. To address these challenges, we propose Bond, a
constraint-directed black-box fuzzing framework for validat-
ing taint analysis results in IoT firmware. Bond consists of
four key components: 1 Entry point identification (§ 3.2.1).
Traverses control flow graph (CFG) and call graph (CG) to
locate dispatch structures (e.g., nested conditionals, function
pointer tables, registration functions), extracts associated key-
words, and cross-checks them with front-end observations. 2
Reachable region partitioning (§ 3.2.2). For each source–sink
pair, computes the reachable region between entry point and
sink, enumerating relevant blocks and user-controllable pa-
rameters. 3 Constraint analysis (§ 3.3). Performs interpro-
cedural data-flow analysis to extract constraints from branch
predicates and library calls. Deviation basic blocks are used to
derive mandatory constraints, partial constraints are preserved
for path exploration, and unconstrained inputs are classified
separately. 4 Directed black-box fuzzing (§ 3.4). Employs
LLM-assisted template generation to ensure protocol com-
pliance (capturing method, keyword position, and parameter
format), and applies hierarchical mutation (mandatory → par-
tial → non-constrained) to prioritize efficient vulnerability
validation. Through this design, Bond enables scalable, auto-
mated validation of firmware taint analysis results—bridging
the gap between taint reports and actionable vulnerability

confirmation.
Evaluation. To rigorously validate the effectiveness of
Bond, we conducted a comprehensive evaluation consist-
ing of three parts (details in § 4): 1 We purchased devices
whose firmware had been used in prior state-of-the-art (SOTA)
firmware taint analysis studies [3, 4, 6–8, 10, 44–47] (19
devices from 8 vendors) and automated the validation of
taint analysis results. Bond successfully confirmed 1,349 out
of 2,776 taint reports generated by SaTC, Mango, Octopus-
Taint, and EmTaint as real vulnerabilities. Importantly, this in-
cluded 155 previously unknown vulnerabilities, all disclosed
to vendors, among which 108 have already been assigned
CVE/PSV identifiers. 2 To further ensure reliability, we cu-
rated a dataset of 60 known vulnerabilities. Bond achieved a
recall rate of 91.67% and an average vulnerability triggering
time of 5m53s. Compared with four SOTA IoT fuzzing tools
(GreenHouse [39], FIRM-AFL [36], SNIPUZZ [22], Boo-
Fuzz [48]), Bond consistently outperformed them, achieving
up to 5.5X improvement in vulnerability discovery over the
best-performing baseline. 3 We conducted ablation studies
on Bond’s three core components and its constraint extraction
mechanism. The results clearly demonstrate the individual
contributions of each component as well as the overall neces-
sity of combining them for optimal performance.
Contribution. We make the following major contributions.
• We present Bond, the first directed fuzzing framework tai-

lored for validating taint analysis reports in the context
of IoT firmware, enabling effective black-box testing on
real-world IoT devices.

• We design a constraint-directed fuzzing approach that com-
bines three constraint categories with six semantic types
to define the permissible mutation space and determine
parameter mutation priorities, thereby enabling targeted
and efficient path exploration.

• We perform a comprehensive evaluation of Bond on 19 real-
world IoT devices. Results demonstrate that Bond surpasses
mainstream IoT fuzzers in bug validation, successfully un-
covering 155 0-day vulnerabilities. Following responsible
disclosure, 108 CVE/PSV IDs have been assigned.

2 Motivation

Fig. 1 illustrates the motivation and challenges of validat-
ing taint analysis results in IoT firmware, using a real-world
vulnerability from a D-Link router (simplified for clarity).
Known Information. Before validating an alert, we have
the following: 1 As shown in Table 1, the taint report pro-
vides three types of information: the source, the sink, and the
call traces. 2 Using the call traces, we can locate the relevant
function code snippet by reverse-engineering the firmware
binary. In Fig. 1, the identified bug involves a user-controlled
IP field (Listing 1.10) that propagates to a strcpy call (List-
ing 2.15), leading to a buffer overflow. The bug-triggering



1 /* httpd */
2 websFormDefine("SetWan", SetWanFunc); // entry point
3 int SetWanFunc(void *a1){
4 v0 = webGetVar(a1,"Cancel");
5 v1 = webGetVar(a1,"Save"); 
6 v2 = webGetVar(a1,"Mode"); 
7 v3 = webGetVar(a1,"MTU");
8 v4 = webGetVar(a1,"STATIC"); 
9 v5 = webGetVar(a1,"Domain"); 
10 v6 = webGetVar(a1,"IP");
11 v7 = webGetVar(a1,"Server");
12 int ret = 1;
13 if (v0||!v1||!v2||!v3||!v4||!v5||!v6){
14     ret = 0;
15     goto line_27;}
16 if (*v1 == '1'){
17 if (!strcmp(v2, "General")){
18 dangerous_func(v3, v4, v5, v6);}
19    else if (strstr(v2, "PPPOE")){
20      v6 = get_pppoeip();
21           set_pppoeserver(v7);
22       dangerous_func(v3, v4, v5, v6);}
23     else {
24      ret = 0;}}
25     else {
26     ret = -1;}
27     return SetResponse(a1, ret);}

Listing 1

Back-end

1 /* httpd */
2 int dangerous_func(int a1, int a2, int a3, int a4){
3 int v0;
4 char v1[256]; // [sp+2Ch] [sp-148h]
5 if (atoi(a1) <= 0 || atoi(a1) > 1500){
6     return -1;}
7 if (!strcmp(a2, "Yes")){
8 v0 = 1; // implicit flow
9 printf("Get an IP address automatically");}
10 else {
11 v0 = 0;
12 printf("Use the input IP address");}
13 printf("Domain: %s", a3);
14 if (v0 == 1){
15 strcpy(v1, a4); // Overflow via IP
16 }       
17     return 1;}

Listing 2

Deep Red: Entry Points

Orange: Parameters

Red: True Positive

Shading: Reachable Region

Shading: Call Traces

Shading: Mandatory Constraints

Shading: Partial Constraints

Shading: Non-Constraint

Construct Request

1 /* httpd */
2 int set_pppoeserver(int a1){
3     if (!a1) {

 return 0;}
4   char v0[256]; // [sp+2Ch] [-148h]
5     snprintf(v0, 256, "Servername: %s", a1);
6     nvram_safe_set("PppoeServer", v0);
7     return 1;}

Listing 3

Taint Analysis Report

v0==null&&v1~v6!=null
load(v1+0x0)=="1"

deref(v2)=="General"
atoi(v3)∈(0,1500]

Mandatory Constraints

deref(v4)=="Yes"||other

Partial Constraints

v5->printf, v7->snprintf

Non-Constraint

POST /SetWan HTTP/1.1
Host: 192.168.0.1

Save   ="1xxxxx"&
Mode   ="General"&
MTU    ="1000"&
STATIC ="Yes"&
Domain ="undefined"&
IP     ="A"*1000&
Server ="undefined"

Crash

Source:listing 1.10
v6 = webGetVar(a1,"IP");
Sink:listing 2.15
strcpy(v1, a4); 
Call Traces:
(listing 1.3, listing 1.18)
(listing 2.2, listing 2.15)

SetWan

Entry Point Parameters

Constraint Information

Figure 1: A vulnerability warning produced by EmTaint [6]. The example illustrates how a crafted input—guided by entry point
inference and constraint modeling—can trigger a buffer overflow.

trace follows the sequence Listing 1.3 → 1.18 → 2.2 →
2.15. Crucially, if the execution path deviates (e.g., Listing
1.3 → 1.22), the vulnerable function dangerous_func is still
reached, but the overflow at Listing 2.15 will not be triggered
because the v6 is sanitized by get_pppoeip. This highlights
the importance of accurately validating traces rather than
merely reaching sinks.
PoC Construction. To validate such a vulnerability, an-
alysts must manually construct a PoC: 1 Entry point
identification. The starting point of the trace, SetWanFunc,
is not directly accessible to users. Instead, it is invoked
through a keyword-based routing mechanism, where the
keyword SetWan is mapped to the handler via registra-
tion (websFormDefine, Listing 1.2). Only when SetWan
is included in a POST request can the execution reach
SetWanFunc. 2 Parameter setting under constraints. The
request must also satisfy multiple parameter constraints to fol-
low the correct execution path. For instance, Save, Mode, MTU,
etc., must be provided with valid values, Cancel must remain
empty; otherwise, execution diverges and the vulnerability is
not triggered.

Constructing such PoCs is time-consuming and labor-
intensive. Since IoT firmware typically lacks both source
code and dynamic execution visibility, traditional methods
become ineffective. The scale of the problem is daunting: for
the firmware in Fig. 1, EmTaint reports 169 alerts, and validat-
ing each requires 5+ hours of manual effort by an experienced
analyst [18–20]. Existing techniques (e.g., directed greybox
fuzzing for traditional software and kernels) rely heavily on
source code access and runtime information, both of which
are often unavailable in IoT firmware.
Bond. To bridge this gap, we propose Bond, a constraint-
directed black-box fuzzing approach. Bond leverages taint
analysis reports and reverse-engineered binary code to auto-

matically infer and extract key constraints, which are then
applied to guide fuzzing-based test case generation. This en-
ables automated PoC construction and scalable validation of
taint analysis results. However, realizing this vision requires
overcoming two core challenges, which we detail below.

Challenge 1: Inference of entry points and corresponding
parameters. Unlike traditional applications with explicit
APIs, firmware hides entry points and parameter specifica-
tions inside proprietary parsing and dispatching logic. These
routines often intertwine dispatch and data-processing code,
making automated inference highly non-trivial. Accurate en-
try point identification is critical: it defines the true processing
boundary and determines whether the correct set of parame-
ters can be recovered—both prerequisites for effective static
analysis and fuzzing.

Solution: Bond leverages the observation that entry point
resolution logic typically appears at program boundaries in
the form of nested conditionals, function pointer tables, or reg-
istered functions. Starting from source points marked in taint
reports, Bond performs a boundary-aware backward traversal
that alternates between the CFG and CG to recover candi-
date entry points. It then applies pattern matching to detect
characteristic dispatch structures and extract their associated
keywords, which are cross-checked with front-end observa-
tions to confirm true entry points. For each verified entry point,
Bond conducts reachability analysis to delineate the reachable
region and extract user-controllable parameters. For example,
in Fig. 1, when backward traversal from Listing 1.10 misses
nested branches, Bond resolves SetWanFunc through its reg-
istration in websFormDefine, matches the SetWan keyword,
and confirms the correct entry point.

Challenge 2: Meeting Parameter Constraints and Protocol
Compliance. Even after recovering entry points, validat-
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Figure 2: Workflow of Bond.

ing a specific source–sink report requires precise handling
of parameters. The difficulties are threefold. Constraint ex-
traction: A single parameter may be constrained at multiple
locations; only a subset is relevant for vulnerability reachabil-
ity. Inaccurate extraction can immediately divert execution.
Heterogeneous semantics: Parameters can be governed by di-
verse constraint types, such as string equality, numeric ranges,
or offset-based byte constraints, requiring semantic-aware
modeling. Mutation priorities and protocol compliance: Ef-
ficient validation requires prioritizing promising parameters
for mutation while avoiding parser-level rejections caused by
vendor-specific protocol extensions.

Solution: Bond performs interprocedural data-flow anal-
ysis over the reachable region to track constraints imposed
by branch predicates and library functions. It classifies con-
straints into: Mandatory constraints (deviation branches that
must be satisfied, blue region in Fig. 1), Partial constraints
(conditions guiding alternative paths, purple region in Fig. 1),
Non-constraint (parameters not influencing predicates, green
region in Fig. 1). Mutation priorities are then assigned ac-
cordingly: mandatory-constrained parameters are fuzzed first,
followed by partial constraints, while unconstrained inputs are
deferred. To maintain protocol compliance, Bond integrates
LLM-assisted template generation that learns from CVE re-
ports, vendor advisories, and prior PoCs, ensuring that gener-
ated requests respect protocol structures (capturing method,
keyword position, and parameter format). For example, in
Fig. 1, the entry point keyword appears in the standard URL
path position, where the parameter fields follow the common
key–value format.

Accurate recovery of entry points, parameter constraints,
and protocol specifications is indispensable for validating
taint analysis reports in IoT firmware. Unlike conventional
software testing, IoT validation is performed in black-box
settings on physical devices with limited throughput (about
1 request/sec [49, 50]) and no runtime introspection. Each
invalid input incurs high opportunity cost, either being re-
jected outright or diverting execution into irrelevant states.
Thus, errors in entry point recovery prevent reaching vulnera-
ble code; imprecise constraint handling blocks vulnerability

paths; and missing protocol specifications lead to parser-level
rejection. Collectively, these issues make large-scale valida-
tion extremely resource-intensive—emphasizing the necessity
of Bond’s automated, constraint-directed approach.

3 Design of Bond

3.1 Overview
The overall workflow of Bond is illustrated in Fig. 2. Bond
takes IoT firmware and taint analysis reports as input. It first
aligns reports by standardizing outputs from different tools
into a unified format containing (source, sink, call traces).
Then, it extracts the file system, identifies file types, disassem-
bles binaries, and collects auxiliary information such as CFG,
CG, and function pointer tables from the .data section. After
preprocessing, Bond proceeds to automatically validate taint
reports through three key modules.
Reachability Analysis. This module identifies the target-
relevant entry point, enumerates its associated user-controlled
parameters, and determines the region reachable from the en-
try point to the sink. Starting from the sink in the taint analysis
result, Bond performs an interprocedural backward traversal
over the CFG and CG to locate parsing logic (nested com-
parisons or function dispatch) and uses pattern matching to
collect candidate entry points. These are cross-checked with
front-end keywords to confirm the actual entry point. Bond
then computes the entry-to-sink reachable region through
context-sensitive traversal and inspects additional callsites of
taint source functions to recover parameter keywords, which
are bound to their corresponding entry points for subsequent
constraint analysis.
Constraint Analysis. For each target under validation, this
module analyzes the parameters via lightweight interprocedu-
ral data-flow tracking, monitors both branch predicates and
constraint-related library function calls (e.g., strcmp) and ex-
tracts input-dependent constraints. Constraints are classified
into three categories based on whether the input affects any
path condition and on the program location of the constraint:
mandatory constraints (negated predicates that would exit



the reachable region), partial constraints (branch conditions
within the reachable region), and non-constraint (parameters
that never participate in conditional checks). They are further
characterized into six semantic categories: string matching,
numeric ranges, byte-level checks, null-value requirements,
network formats, and heuristic semantic constraints. Together,
these three constraint categories and six semantic types define
the permissible mutation space for parameters and guide the
prioritization of their mutations in the directed fuzzing phase.
Directed Black-box Fuzzing. This module combines LLM-
assisted template generation with constraint-guided mutation
to drive execution toward vulnerability-relevant paths in IoT
web interfaces. For a given target device, the LLM produces
standardized HTTP templates by extracting four structural
elements—HTTP method, entry point keyword location, entry
point keyword prefix, and parameter format—from publicly
available PoCs and advisories of the target and related mod-
els. Mutation is performed in two phases with a hierarchical
priority: parameters with mandatory constraints are tested
first, followed by those with partial constraints, and finally
unconstrained parameters. The first phase focuses on con-
strained parameters to quickly trigger shallow vulnerabilities,
while the second phase expands the scope to all parameters
to explore deeper execution paths.

3.2 Reachability Analysis
The reachability analysis module identifies entry points lead-
ing to sinks reported by the taint analysis tool. For each entry
point, it extracts both the user-controlled parameters and the
reachable basic blocks along the path to the sink.

3.2.1 Entry Point Identification

Entry points in IoT devices are often not directly exposed
but are instead embedded within dedicated control parsing
logic [51]. This logic interprets control fields in incoming
requests (e.g., URL keywords) and dispatches execution to
the corresponding handler. Based on the analysis of a large
set of IoT firmware samples, we classify such parsing logic
into two primary patterns: conditional-branch dispatching
and function-pointer dispatching. The former implements its
parsing logic within a single function, determining the target
handler by matching one control field through nested branches
(e.g., chained if-else or switch cases). In contrast, the latter
resolves the keyword via a mapping mechanism that operates
at the handler function level, implemented either through stat-
ically defined function pointer tables or through dynamically
constructed mappings established by registration functions
during system initialization.

Algorithm 1 shows the design of entry point identification.
Bond begins with the source–sink pair from the taint analysis
result and performs an interprocedural backward traversal
over the target binary. The traversal alternates between the

Algorithm 1: Entry Point Identification

Input: R : Taint report with (src, sink)
FFs: Front-end files

Output: EPs: Entry points
EPKs: Entry point keywords

1 FKs← FrontendAnalysis(FFs)
2 Worklist← getBlock(sink)
3 VisitedF,VisitedB,EPs,EPKs← /0

4 while Worklist not empty do
5 block← POP(Worklist)
6 if block ∈ VisitedB then
7 continue

8 VisitedB← VisitedB∪{block}
9 f← getFunc (block)

10 while hasPred (f, block) do
11 block← Pred (f, block)
12 if isNestedCompare (f, block) then
13 EPs, EPKs← extractNestedCompare (f, block)
14 if KeywordMatching (EPKs, FKs) then
15 return EPs, EPKs

16 if f /∈ VisitedF then
17 VisitedF← VisitedF∪{ f}
18 ref_locs← getRefLocation (f)
19 foreach ref_loc ∈ ref_locs do
20 if isFuncDispatch (ref_loc) then
21 EPs, EPKs← extractFuncDispatch (ref_loc)
22 if KeywordMatching (EPKs, FKs) then
23 return EPs, EPKs

24 callsites← getCallerSites (f)
25 foreach callsite ∈ callsites do
26 if callsite /∈ VisitedB then
27 Worklist.PUSH(callsite)

CFG and the CG, applying pattern matching to locate poten-
tial entry points. Specifically, beginning at the basic block
containing the callsite of the taint source function that may
trigger the vulnerability (line 2), Bond backtracks along CFG
predecessors. If it encounters a conditional-branch basic block
whose decision on one control field is part of a nested multi-
level comparison structure (e.g., chained strcmp, memcmp),
all subsequent paths associated with this nested branch struc-
ture are recorded as potential entry points (lines 11 to 13).
If no match is found, the traversal switches to the CG and
follows caller relationships. If a call target is resolved via a
function pointer table or through a registration function, Bond
also includes other functions in the same table and those reg-
istered via the same mechanism as candidates (lines 18 to 21).
Otherwise, traversal returns to the caller’s callsite in the CFG
and repeats until entry points are identified (lines 24 to 27).

As part of this process, Bond extracts keywords associated
with nested branches, function pointer tables, or registration
functions identified above. These keywords are used to verify
candidate entry points by checking whether they appear in a
keyword set derived from front-end analysis. The front-end
analysis collects keywords from control-related fields in web
pages or scripts (line 1). A successful match confirms the
entry point; otherwise, backtracking continues until a match
is found or the analysis boundary is reached. These keywords
serve as critical inputs for the subsequent directed fuzzing.



3.2.2 Reachable Region Partitioning

Bond computes the reachable region for each source–sink
pair identified in the taint analysis report to guide the subse-
quent constraint analysis. In this paper, the reachable region
refers to the set of basic blocks that are control-flow reachable
from the entry point to the sink location. Bond first checks
the reachability between the entry point and the sink in the
CG. Only if they are reachable does Bond proceed to com-
pute the reachable region through an interprocedural traversal
over both CFG and CG to enumerate basic blocks on paths to
the sink. This traversal is recursive: for each function call in-
side the reachable region—including both custom and library
functions—Bond continues to explore all functions that the
call may invoke, expanding the reachable region until no new
reachable basic blocks can be added. Note that taint analy-
sis reports usually contain only source–sink pairs and their
call traces, whereas constructing the reachable region also
requires the call chain from the entry point to the source. For
this part, Bond conservatively selects the shortest call chain
to guide the reachable region computation [28].

During traversal, Bond also identifies other callsites of the
taint source function within the reachable region, treating
them as potential sources of user-controllable parameters that
may affect constraints or vulnerability triggering. This design
is motivated by the observation that such parameters—most
notably the report’s source and other optional inputs—are of-
ten introduced through repeated calls to the same taint source
function [10]. For each identified callsite, Bond extracts its
string argument as the keyword of the parameter. If multiple
entry points are reachable to the same sink, the analysis is re-
peated for each so that subsequent directed fuzzing can handle
them separately. Finally, all extracted parameters are bound
to their corresponding entry points, while those outside the
reachable region are excluded from analysis, as they typically
cannot influence vulnerability triggering.

3.3 Constraint Analysis

The constraint analysis module identifies input-dependent
constraints in the reachable region, determining the types
and value ranges of user-controllable parameters relevant to
reaching the target sinks.

3.3.1 Data Flow Analysis

For each confirmed entry point, Bond marks all user-
controllable parameters within the reachable region as taint
sources and performs lightweight interprocedural data-flow
analysis. Unlike conventional taint analysis, which traces
propagation to fixed sensitive sinks (e.g., strcpy), our analy-
sis focuses solely on the influence of these sources on control-
flow decisions, in order to identify path constraints that may
affect reaching the target sink within the reachable region.

Algorithm 2: Data Flow Analysis.

Input: RR: Reachable region
Params: User-controllable parameters

Output: MCs: Mandatory constraints
PCs: Partial constraints
NCs: Non-constrained parameters

1 MCs,PCs,NCs← /0

2 foreach p ∈ Params do
3 SeedTaint (p)
4 foreach basic block b ∈ RR do
5 foreach function call f in b do
6 if isConstraintFunc ( f ) and hasTaintedParam ( f , p)

then
7 applyTaint (ret ( f ), p)

8 if TaintedBy (BranchPredicate (b), p) then
// e.g., load(p + offset) or ret ( f)

9 if ∃e ∈ Succ(b) : e /∈ RR then
// deviation basic block

10 MCs[p]←MCs[p]∪
{∧

e∈Succ_out(b)¬φe(p)
}

11 else
12 PCs[p]← PCs[p]∪{φe(p) | e ∈ Succ(b)}

13 if p /∈MCs∪PCs then
14 NCs← NCs∪{p}

15 return MCs, PCs, NCs

Algorithm 2 outlines our data-flow analysis. During data-
flow tracking, Bond first performs standard taint propagation
(lines 3 to 4), monitoring tainted values after load operations
to determine whether they participate in branch comparisons
or other control-flow decisions (line 8), thereby establishing a
mapping between input bytes and branch predicates. In addi-
tion, Bond leverages the fact that Linux-based IoT firmware
frequently invokes libc APIs [7], many of which inherently
embed constraint semantics (e.g., strcmp, strtol). When
user input flows through such functions (line 6), Bond assigns
a new taint label to their return values and continues propa-
gation (line 7); when these tainted values appear in branch
predicates, the corresponding conditions are recorded as po-
tential path constraints (see § 3.3.2 for details).

Bond builds on the concept of deviation basic blocks in-
troduced in WindRanger [30] by extending it to a global
analysis of all relevant control-flow decisions. A deviation
basic block is one that can reach at least one target site while
at least one of its successors cannot, representing key deci-
sion points where execution may either proceed toward or
deviate from the target. When such blocks are detected during
data-flow analysis (line 9), Bond collects all branch predicates
that would divert execution outside the reachable region RR—
even when they reside in different basic blocks—and negates
them (line 10). The negated predicates are then combined
into mandatory constraints MCs that must hold throughout
fuzzing, ensuring execution remains within the reachable re-
gion and avoiding unnecessary exploration. If a tainted branch
predicate’s successors are entirely within reachable region,
Bond records each alternative path condition as a partial con-
straint PCs; these often mutually exclusive pairs are later used
to guide coverage-based exploration within the reachable re-



gion, reducing scheduling bias and increasing the likelihood
of uncovering complex vulnerabilities. Finally, if a parameter
never influences any branch predicate (line 14), it is recorded
as non-constrained NCs.

The complete constraint set, consisting of mandatory con-
straints, partial constraints, and non-constrained parameters,
together with their associated entry points and parameters, is
then passed to the mutation-prioritization module in the di-
rected testing phase to guide input generation and scheduling.

3.3.2 Constraint Extraction

During data-flow analysis, we collect conditions under which
parameters affect control-flow decisions within the reach-
able region and group them by underlying semantics. To
ensure these groups are representative and practical for Linux-
based IoT firmware, we conducted an empirical study of 200
firmware-related CVEs reported on the NVD [52] over the
past two years. For each vulnerability, we examined the trig-
gering conditions and distilled recurring patterns into six
representative semantic types, each with targeted handling
strategies to extract, model, and satisfy them during fuzzing:
• String-matching constraints: These constraints origi-

nate from string operations, including exact matches (e.g.,
strcmp, strcasecmp) and partial matches (e.g., strchr,
index). Exact-match strings are directly incorporated into
the parameter dictionary and periodically selected during
fuzzing to maintain diversity. For partial matches, we con-
struct lightweight symbolic models of the corresponding
processing functions and employ the Z3 SMT solver [53]
to solve the derived constraints, obtaining multiple satisfy-
ing values, which are subsequently subjected to mutation
to further expand input diversity.

• Numeric-parsing constraints: Functions such as atoi
and the strtol family impose numeric range restrictions
on parameters. We convert branch conditions into Disjunc-
tive Normal Form (DNF), parse atomic predicates into
bounded ranges with explicit exclusions, and proportion-
ally allocate candidate values across these ranges. For un-
bounded cases, finite representative values are selected.

• Byte-level constraints: Comparisons of specific byte off-
sets or bit fields in the input against fixed constants (e.g.,
input[3] == 0x61) are recorded by mapping each con-
strained offset to its required value. During fuzzing, con-
strained bytes are preserved, and mutations are applied only
to other positions.

• Null-value constraints: Such constraints specify that a
given parameter should be absent, for instance when two
parameters correspond to mutually exclusive operations
(e.g., add and edit), permitting only one to occur in the re-
quest. They often originate from comparing a dereferenced
parameter to the \0 terminator. During fuzzing, we enforce
them by removing the corresponding parameter keywords
from the generated requests.

• Network-format constraints: Such constraints enforce
network-related data formats (e.g., IPv4 validated by the
inet_aton family). During fuzzing, we satisfy them by
supplying syntactically valid address values.

• Heuristic semantic constraints: For certain constraints
that are also difficult to capture with taint alone, such as
separator stripping, case folding, or hexadecimal parsing
where byte-level normalization obscures the intended se-
mantics, we apply heuristic keyword matching based on
semantic cues in parameter names to complement static
analysis. For instance, parameters with names containing
mac are mapped to their expected format in a knowledge
base and supplied with expert-defined dictionary values dur-
ing fuzzing to bypass format checks. A concrete example
is provided in Appendix A, illustrating how the heuristic
constraints satisfy the complex checks in checkmacaddr.

3.4 Directed Black-box Fuzzing

The directed black-box fuzzing module targets IoT device
web interfaces, leveraging entry points, parameters, and con-
straints to prioritize mutations on fields affecting path reacha-
bility and efficiently explore vulnerability-triggering paths.

3.4.1 Fuzzing Template Generation

In generating HTTP request templates for fuzzing IoT de-
vices, incorrect protocol structures can cause requests to be
discarded early, blocking deeper execution. Our study of the
HTTP RFC specification [54] and real IoT web traffic shows
that the most variable and validity-critical elements are con-
centrated in four locations: HTTP method; entry point key-
word location (e.g., appearing as a prefix in the URL path, or
in the body alongside other parameters marked by specific
keywords such as action=setwan); entry point keyword pre-
fix (fixed strings such as /goform/ or /cgi-bin/); and pa-
rameter format (commonly &-separated key=value pairs, or
formats like JSON and XML). For other elements, includ-
ing common headers and origin or referer fields, a general
template can be applied consistently across devices.

Inspired by the capability of LLMs to infer protocol struc-
tures from diverse information sources [55], we adopt an
LLM-assisted approach to generate fuzzing templates. Our
prompts instruct the LLM to autonomously search for pub-
licly available PoCs and HTTP request examples for the target
device—for example, from NVD, VulDB, GitHub reposito-
ries, or security research blogs. If device-specific examples
are unavailable, the retrieval process expands to sibling de-
vices that share the same codebase, inferred through CVE or
security-advisory co-occurrence. For instance, when a CVE
affects both Netgear R8500 and CBR40, and no PoC is avail-
able for R8500, the system directly uses the CBR40 PoC as
a substitute. Based on the collected PoC examples, the LLM
automatically parses HTTP requests and identifies key vari-



POST /SetWan HTTP/1.1
Host: 192.168.1.1
User-Agent: Mozilla/5.0 Firefox
Accept: */*
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Content-Type: charset=UTF-8
X-Requested-With: XMLHttpRequest
Content-Length: 926
Origin: http://192.168.1.1
Connection: close
Referer: http://192.168.1.1/wl.htm
Upgrade-Insecure-Requests: 1

IP=AAAA……&
Save=1xxxxx&
Mode=General&MTU=1000&
STATIC=Yes&
Domain=undefined&Server=undefined

Prompt Template

###System
You are an IoT vulnerability triage expert. Infer HTTP 
request structure for the target IoT device:
http method (GET/POST)
entry point location (url/body)
entry point prefix (string/null)
param format (key-value/JSON/XML/custom)
Search CVE references (e.g., NVD, VulDB, Exploit-DB, 
GitHub, vendor advisories) for PoCs that meet 
inclusion criteria and extract complete HTTP request 
examples.
###User
Vendor and Model: Netgear R7000P
Please infer the HTTP request structure for this 
device. If unavailable, use only devices that share the 
same codebase.

{
"poc_example": "POST /SetNet…….."

          "http_method": "POST",
          "entry_location": "url",
          "entry_prefix": null,
          "param_format": "key-value"
}

Fuzzing Template

Shading: HTTP Common Template

Figure 3: LLM-assisted fuzz template generation.

able slots, including the HTTP method, entry point keyword
location, entry point keyword prefix, and parameter format,
and then generates a structured HTTP fuzzing template with
annotated components. This procedure is lightweight: each
device requires only a single template generation, which is
reused throughout the entire directed fuzzing workflow, where
only the variable slots are replaced with device-specific entry
keywords or parameter key–value pairs.

As illustrated in Fig. 3, the LLM retrieves publicly avail-
able PoC examples (e.g., POST /SetNet...) from GitHub
repositories linked to a specific CVE via web search. The
LLM then analyzes the HTTP request and identifies all vari-
able slots. In this example, the HTTP method is set to POST,
the entry point keyword is located in the header without any
prefix (i.e., containing only /), and the payload follows a
common key–value format. Based on this analysis, the LLM
generates a reusable fuzzing template in which these slots are
explicitly annotated, and we only need to replace these slots
with the entry points and parameter values required to validate
a given taint analysis report. For instance, the PoC entry point
/SetNet is replaced with /SetWan, and the parameter fields
are filled with corresponding values (e.g., IP=AAAA...).

3.4.2 Mutation Prioritization

To expedite the triggering of alerts reported by taint analysis,
we employ a two-phase mutation strategy with a hierarchical
prioritization scheme. Our observation is that parameters gov-
erned by explicit path constraints are generally more effective
for vulnerability discovery than unconstrained ones. Partial
constraints are not always relevant to vulnerability activation,
becoming meaningful only when the activation involves com-
plex data dependencies or implicit flows. Accordingly, the
prioritization hierarchy is defined as: parameters with manda-
tory constraints, followed by those with partial constraints,
and finally those with no constraints.

In the first phase, non-constrained parameters are directly
assigned fixed initial values to reduce the search space, while

parameters with mandatory and partial constraints are mutated
and exhaustively combined. Mandatory constraints usually
define a small, well-delimited value domain that directly deter-
mines reachability; we therefore perform limited yet diverse
sampling across this domain. Partial constraints specify a pre-
ferred subset of values within the overall admissible domain;
to balance diversity and efficiency, we proportionally sample
from both the preferred subset and the remaining admissible
values. More specifically, Bond adopts a fixed black-box mu-
tation strategy with gradient-based proportional sampling. If
the value space is small (<10), it tests all values; for larger
spaces (e.g., 1–1000), it samples without replacement at a
ratio of 1:100. This design aims to quickly trigger shallow
vulnerabilities that can be activated without exploring large
search spaces.

If parameter combinations have been exhaustively enumer-
ated and no vulnerabilities are triggered, the second phase
is initiated. In this phase, we expand the mutation scope to
include non-constrained parameters and relax the mutation
range for partial constraints, while maintaining the mutation
strategy for mandatory constraints. This phase targets deeper
and more complex vulnerabilities whose activation depends
on intricate path constraints, or on parameters that lack ex-
plicit constraints due to imprecision in the static analysis.

3.4.3 Mutation Operators

For parameters governed by path constraints, we leverage the
solutions derived in § 3.3.2 to guide dictionary selection or
range-based sampling. Unconstrained parameters are instead
mutated from an initial seed value using havoc-style muta-
tions. For alerts classified under the buffer overflow category,
we generate overly long strings and introduce random sep-
arators to bypass potential field-specific checks, as well as
insert combinations of numbers and spaces or IP addresses
and spaces to bypass functions such as atoi or inet_addr.
For alerts classified under the command injection category, we
fill the parameter with commands such as telnetd or ping,
which can quickly trigger explicitly observable responses. It
is worth noting that such vulnerability-oriented mutations are
never applied to parameters outside the source–sink mapping,
as this could inadvertently trigger vulnerabilities in unrelated
parameters, leading to special false positives.

4 Evaluation

We evaluate Bond on real-world IoT firmware and compare
it against SOTA tools to address the following three research
questions:
• RQ1: To what extent can Bond accurately validate the

reports produced by taint analysis tools?
• RQ2: How does Bond perform in terms of effectiveness and

efficiency compared to SOTA fuzzing tools in reproducing
known vulnerabilities?



Table 2: Evaluated devices.

ID Vendor Model Version(1-day/0-day) Type

1 Netgear R8500 /1.0.2.160 WiFi Router
2 Netgear R7000P 1.3.0.8,1.3.1.64/1.3.3.154 WiFi Router
3 Netgear XR300 1.0.3.72/1.0.3.78 WiFi Router
4 Netgear WNDR4500 /1.0.1.46 WiFi Router
5 Netgear EX6120 1.0.0.68/1.0.0.70 Range Extender
6 Netgear D6400 /1.0.0.114 DSL Modem

7 Linksys E1700 1.0.0.4.003/1.0.0.4.003 WiFi Router
8 Linksys RE6500 1.0.010.001/1.0.013.001 Range Extender

9 D-Link DIR816 1.10CNB03/1.10CNB05 WiFi Router
10 D-Link DIR619L 2.06B01/2.06B01 WiFi Router
11 D-Link DNS320L /1.11 Network Attached Storage
12 D-Link DCS932L 1.00/2.18.01 IP Camera

13 TOTOLink A3002R V1.1.1/V1.1.1 WiFi Router
14 TOTOLink CA300-PoE V6.2c.884/V6.2c.884 Wireless Access Point

15 Tenda AX3 V16.03.12.10/V16.03.12.10 WiFi Router
16 Tenda O3V2 1.0.0.12/1.0.0.12 Outdoor Wireless Bridge

17 TP-Link TL-WR841N V11_160325/V11_160325 WiFi Router

18 Belkin F9K1122 1.00.23/1.00.33 Range Extender

19 Motorola CX2L 1.0.1/1.0.1 WiFi Router

• RQ3: What is the individual impact of each major compo-
nent within Bond on the overall system performance?

4.1 Experiment Setup

Implementation. We implemented a prototype of Bond
with 3.3K lines of core Python code, including reachability
analysis (1.1K LoC), constraint analysis (0.8K LoC), and di-
rected black-box fuzzing (1.4K LoC). Bond unpacks firmware
with Binwalk [56], reconstructs CG/CFG and metadata in IDA
Pro [57], and lifts assembly to VEX IR for uniform analysis.
We extend EmTaint’s [6] interprocedural data-flow engine
to support our constraint analysis, adding tracking of input-
dependent branch predicates and constraint-related library
function calls. The directed fuzzer builds on BooFuzz [48]
with redesigned low-level mutation operators and a priority
scheduler tailored to taint analysis report validation. For LLM-
assisted protocol template synthesis, we use GPT-4o [58].
Dataset. The dataset consists of two parts. 1 To validate
the results of firmware static taint analysis, based on SOTA
research [3, 4, 6–8, 10, 44–47], we purchased 19 various
types of real-world IoT devices from 8 major vendors (e.g.,
Netgear and Linksys) (details in Table 2), under the context of
regional restrictions and device retirement. 2 To demonstrate
the effectiveness of Bond, we compared it with SOTA IoT
fuzzing tools based on a collection of 60 real, 1-day CVE
vulnerabilities (details in Table 8).
Configurations. All experiments were conducted on a Win-
dows machine with an Intel Core i9-11950H CPU (8 cores,
16 threads) and 64 GB of RAM.
Time Metric. All experiments report validation time as the
total end-to-end duration. It includes both the static analysis
stage (entry point, parameter, and constraint extraction) and
the subsequent fuzzing phase.

4.2 Validating Taint Analysis Reports-RQ1
This section evaluates Bond’s effectiveness in validating taint
analysis reports on real-world IoT devices. We use several
representative open-source tools widely adopted in IoT secu-
rity research—SaTC [3], Mango [4], OctopusTaint [5], and
EmTaint [6]. Our goal is not to compare their taint analysis
accuracy, but to assess how many of their alerts can be auto-
matically validated by Bond’s directed fuzzing framework.

4.2.1 Results Analysis

We conducted experiments on the latest firmware versions
of all 19 devices in our dataset. Given the large number of
taint analysis alerts, we imposed a time limit of one hour per
report for validation. In total, Bond processed 2,776 alerts
from the four tools, as summarized in Table 3. Of these, 1,349
were successfully triggered, yielding a 48.6% validation rate.
Single-threaded execution time reaches 35 days, and 80% of
alerts completed end-to-end validation within 2 minutes, fully
automated without the need for manual or carefully designed
test cases. For the remaining 20% of alerts, Bond completes
validation within 2 minutes to 1 hour. These cases typically
involve complex inputs with many parameters or suffer from
static analysis imprecision, which together enlarge the search
space and increase the time required to trigger the vulnerable
execution path.

Table 3: Summary of large-scale validation results.

Alerts Validated % CPU Time

Bond 2776 1349 48.60% 35 days

Table 4 shows the detailed results: SaTC, Mango, Octopus-
Taint, and EmTaint produced 4, 193, 1,273, and 1,306 alerts,
with Bond achieving validation rates of 25%, 18.13%, 35.74%,
and 65.24%, respectively. Bond is not tailored to these tools;
any future or more advanced taint analysis framework can in-
tegrate by exporting (source, sink, call-trace) triplets, enabling
automated validation without extra engineering.
Vulnerability Validation. Given the complexity of em-
bedded environments and networks, we replayed each PoC
generated by Bond that triggered crashes or command exe-
cution. A PoC was deemed a true positive (TP) only if it
could reliably reproduce abnormal behaviors (e.g., process
crash/restart for buffer overflows, or successful telnet access
for command injection).
Vulnerability Analyst. For the remaining alerts that were
not automatically validated, four experienced security analysts
conducted a thorough manual review. Three are the first three
authors of this paper, and the fourth is a security engineer
from our institution; all have over five years of vulnerability
analysis experience. All analysts participated voluntarily and
without compensation, and no external participants were re-
cruited for this study. This process, which consumed several



Table 4: Detailed results for large-scale validation of taint analysis reports. In the table, x indicates that the taint analysis tool
does not support the corresponding firmware, while - denotes that the tool produced no alerts for that firmware.

ID Vendor Product Version SaTC Mango OctopusTaint EmTaint

Alerts Validated Failed Alerts Validated Failed Alerts Validated Failed Alerts Validated Failed

1 Netgear R8500 1.0.2.160 1 0 1 35 2 33 50 11 39 17 5 12
2 Netgear R7000P 1.3.3.154 1 0 1 29 0 29 50 4 46 13 2 11
3 Netgear XR300 1.0.3.78 1 0 1 3 0 3 50 2 48 13 1 12
4 Netgear WNDR4500 1.0.1.46 x x x - - - 174 18 156 150 35 115
5 Netgear EX6120 1.0.0.70 - - - 7 0 7 81 0 81 2 0 2
6 Netgear D6400 1.0.0.114 x x x 65 5 60 50 3 47 8 5 3
7 Linksys E1700 1.0.0.4.003 - - - - - - 179 109 70 178 146 32
8 Linksys RE6500 1.0.013.001 - - - 2 1 1 157 86 71 252 151 101
9 D-Link DIR816 1.10CNB05 x x x 7 4 3 120 89 31 94 79 15
10 D-Link DIR619L 2.06B01 x x x - - - 24 19 5 169 123 46
11 D-Link DNS320L 1.11 - - - - - - - - - - - -
12 D-Link DCS932L 2.18.01 - - - - - - 24 0 24 6 1 5
13 TOTOLink A3002R V1.1.1 x x x 45 23 22 122 32 90 47 27 20
14 TOTOLink CA300-PoE V6.2c.884 x x x - - - x x x 19 15 4
15 Tenda AX3 V16.03.12.10 1 1 0 - - - 102 25 77 92 70 22
16 Tenda O3V2 1.0.0.12 x x x - - - 76 52 24 59 49 10
17 TP-Link TL-WR841N V11_160325 x x x x x x x x x 30 21 9
18 Belkin F9K1122 1.00.33 x x x - - - 2 0 2 129 101 28
19 Motorola CX2L 1.0.1 x x x x x x 12 11 1 28 21 7

Total \ \ \ 4 1(25%) 3 193 35(18.13%) 158 1273 461(36.21%) 812 1306 852(65.24%) 454

hundred hours, included analyzing taint propagation paths
and attempting to manually construct PoCs for each alert.

Based on the results, we classified untriggered alerts as
either false negatives (FNs) or false positives (FPs). As shown
in Fig. 4a, 285 alerts were confirmed triggerable through
manual efforts, revealing that Bond missed some TPs due
to fuzzing limits. The remaining 1,142 alerts remained un-
triggerable despite exhaustive attempts, indicating they are
likely FPs caused by imprecision in the taint analysis tools.
Although the classification may involve some uncertainty due
to the absence of complete ground truth, each alert was inde-
pendently examined by multiple analysts, and disagreements
were resolved through further inspection.

49%

10%

41%

Bond-validated alerts (1349)
False Negatives (285)

False Positives (1142)

(a) Alert Validation Results.

36%

27%

18%

13%
4%

1%

Input complexity (104)
State dependency (78)
Multi-taint triggering (52)

Dynamic parameter keywords (36)
Encoding format issues (11)
Non-standard interface  (4)

(b) Root Causes of FNs.

Figure 4: Overall validation results and root causes of FNs.

FNs. We manually analyzed the untriggered alerts from
Bond’s automated validation and classified the causes into six
categories, as shown in Fig. 4b. The details are as follows:
• Input complexity (104 cases): Complex byte-level oper-

ations or data flows across multiple function calls, which
lead to imprecise constraint tracking and a large mutation
space, making it difficult to trigger the vulnerability within
the allotted time.

• State dependency (78 cases): Some vulnerabilities require
specific runtime states (e.g., IPv6 enabled, certain NVRAM
configurations). Bond performs fuzzing under default con-
figuration but can successfully trigger these alerts once the
required conditions are manually set.

• Multi-taint triggering (52 cases): Certain vulnerabilities
depend on multiple inputs (e.g., cumulative field length
exceeding buffer capacity). Bond mutates only reported
sources to maintain directionality, avoiding applying ag-
gressive mutations to unrelated parameters, which could
otherwise trigger unintended vulnerabilities and violate the
target source-sink pairing.

• Dynamic parameter keywords (36 cases): Some param-
eter keywords are constructed at runtime (e.g., string con-
catenation), making them hard to recover statically and
preventing valid input generation.

• Encoding format issues (11 cases): Certain inputs undergo
front-end encoding (e.g., base64) and are decoded later;
without recognizing this, fuzzing mutates only the encoded
form, limiting effectiveness.

• Non-standard interface (4 cases): A few interfaces bypass
typical parsing entry points and are thus missed during
static analysis.

FPs. We analyzed the root causes of FPs across tools.
EmTaint more accurately models aliases, function behavior,
and data flow, reducing the propagation of FPs. In contrast,
OctopusTaint lacks accurate modeling for functions such
as sprintf, atoi, and malloc, leading to over- or under-
tainting. Mango prioritizes scalability, but insufficient inter-
procedural modeling causes most of FPs. For SaTC, the num-
ber of alerts is too small to characterize common FP patterns.

Additionally, all tools struggle to model sanitization func-
tions. For instance, recent Netgear firmware introduces cus-
tom sanitizers that effectively remove taint along critical paths



but are not captured by existing models. These limitations
lead to infeasible source-to-sink paths being reported. No-
tably, OctopusTaint produced thousands of alerts on four Net-
gear devices; we randomly selected 50 alerts from these for
validation in this experiment.

4.2.2 New Vulnerability Discovery

Bond successfully discovered 155 previously unknown (0-
day) vulnerabilities through large-scale automated validation
of taint analysis reports: 35 command injection and 120 buffer
overflow vulnerabilities (detailed in Table 5). To distinguish
0-day vulnerabilities from previously known ones, we sys-
tematically compared each validated PoC against public vul-
nerability databases (e.g., NVD [52]) and vendor security

Table 5: 0-day vulnerabilities discovered by Bond. BoF in-
dicates buffer overflow vulnerability, while CI denotes com-
mand injection vulnerability.

Vendor Product Type Bug IDs

TP-Link TL-WR841N BoF CVE-2025-53711 to CVE-2025-53715
4 unassigned

Linksys E1700 BoF CVE-2025-9525 to CVE-2025-9527
Linksys E1700 CI CVE-2025-9528
Linksys RE6500 BoF CVE-2025-9245 to CVE-2025-9253

CVE-2025-9355 to CVE-2025-9363
CVE-2025-9392 to CVE-2025-9393
CVE-2025-9481 to CVE-2025-9483
CVE-2025-8833, CVE-2025-14133

2 unassigned
Linksys RE6500 CI CVE-2025-5438 to CVE-2025-5447

CVE-2025-9244, CVE-2025-9575
D-Link DIR816 BoF CVE-2025-5623 to CVE-2025-5624

CVE-2025-5630, 1 unassigned
D-Link DIR816 CI 1 unassigned
D-Link DIR619L BoF CVE-2025-6114 to CVE-2025-6115

CVE-2025-6367 to CVE-2025-6374
CVE-2025-6614 to CVE-2025-6617
CVE-2025-55599, CVE-2025-55602

CVE-2025-55611, 8 unassigned
D-Link DCS932L CI CVE-2025-5571
TOTOLink A3002R BoF CVE-2025-6486 to CVE-2025-6487

7 unassigned
TOTOLink A3002R CI CVE-2025-6485, 1 unassigned
TOTOLink CA300-PoE CI CVE-2025-6618 to CVE-2025-6621

1 unassigned
Tenda AX3 BoF CVE-2025-55603, CVE-2025-55605

CVE-2025-55606
Tenda O3V2 BoF CVE-2025-7416 to CVE-2025-7423

CVE-2025-55613, 1 unassigned
Tenda O3V2 CI CVE-2025-7414 to CVE-2025-7415
Belkin F9K1122 BoF CVE-2025-7084 to CVE-2025-7094
Belkin F9K1122 CI CVE-2025-7081 to CVE-2025-7083
Netgear R8500 BoF PSV-2022-0181 to PSV-2022-0182

1 unassigned
Netgear R7000P BoF CVE-2024-51004, CVE-2024-51013
Netgear XR300 BoF CVE-2024-51016
Netgear WNDR4500 BoF 16 unassigned
Netgear D6400 CI CVE-2025-7407
Motorola CX2L CI 4 unassigned

Total \ \ 108 assigned, 47 unassigned
CVE: the vulnerability IDs assigned by CNAs (TP-Link Systems Inc., Netgear, VulDB).

PSV: the vulnerability IDs assigned by Netgear.

Unassigned: the vendor has confirmed the vulnerability but needs to fix it before releasing details.

advisories by matching affected products, firmware versions,
and vulnerability semantics (source–sink pairs). A vulnerabil-
ity was considered 0-day if no matching record existed at the
time of discovery.

As of this writing, 108 have been assigned CVE/PSV identi-
fiers. Based on impact assessment, 3 were classified as critical,
enabling remote code execution without authentication and
allowing full device takeover. Another 68 were categorized
as high severity, requiring authentication but still posing sub-
stantial risks given the prevalence of weak default credentials
in IoT devices [59]. Finally, 37 were rated medium severity,
leading to crashes or denial-of-service conditions.

Notably, we identified many 0-day vulnerabilities on de-
vices with IDs 1, 2, 3, 9, 10, 15, 17, and 19—despite these tar-
gets having been widely examined in prior community efforts
and static analysis research [3, 4, 6–8, 10, 44–47]. This high-
lights the limitations of manual PoC generation and further
demonstrates Bond’s ability to automatically uncover deep,
hard-to-trigger vulnerability paths guided solely by taint anal-
ysis reports. We detail a representative case in Appendix A to
illustrate this complexity.
Vulnerability Disclosure. We have responsibly disclosed
all discovered 0-day vulnerabilities to the corresponding ven-
dors. For TP-Link [60], which serves as a CVE Number-
ing Authorities (CNAs) [61], we contacted the vendor di-
rectly via email; they responded promptly and immediately
assigned CVE IDs. For Linksys and Netgear, we communi-
cated through their vendor-recommended Bugcrowd [62, 63]
platforms and requested CVE assignments only after the vul-
nerabilities were confirmed and patched. For D-Link, the ven-
dor acknowledged the reported vulnerabilities but stated that
the affected devices had reached end-of-life (EOL) and no
patches would be released. For Belkin, Tenda, and TOTOLink,
we contacted the vendors via email but did not receive valid
responses within the 90-day disclosure window. We subse-
quently reported the vulnerabilities to the VulDB [64], which
handled vendor communication and CVE assignment. Unfor-
tunately, these vendors have still not responded. For Motorola,
we are currently coordinating with Lenovo (the CNA for Mo-
torola) to facilitate remediation.

4.2.3 Fidelity

To evaluate the fidelity of Bond’s directed execution, we se-
lected four devices (ID 4, 8, 13, and 16) with root shell access
and manually examined 40 PoCs automatically generated by
Bond —10 per device, including 10 command injection and
30 buffer overflow cases. These PoCs were executed on real
devices under remote debugging using gdbserver and gdb,
enabling detailed trace collection. For each case, we were
able to map the observed taint sources to the corresponding
input fields, observe the activated sinks, and collect runtime
call traces to verify that Bond faithfully followed the (source,
sink, call traces) triplets from the taint analysis reports.



Out of the 40 PoCs, 38 followed the intended execution
path as indicated by the taint analysis reports. In one of the
two exceptions, the PoC diverged from the target sink and
instead triggered a vulnerability on a parallel branch that was
preferred due to the mutation strategy. In the other case, the
PoC reached the sink but the taint propagated further, which
ultimately led to a vulnerability in a downstream callee and
caused an overwrite at a deeper return address.

4.2.4 Firmware Diversity

To better understand the complexity and diversity of firmware,
and to demonstrate the effectiveness of Bond ’s static analysis,
we summarize the entry points, parameters, and constraints
extracted from each firmware in the dataset (Table 4). Entry
points denote the total number of distinct entry points identi-
fied by our detection module. For each firmware, we compute
the number of involved parameters and extracted constraints
in each taint analysis report validated by Bond, and then aver-
age these values over all reports for that firmware. Finally, we
compute the mean and variance of entry points, parameters,
and constraints across all firmware in the dataset.

Table 6 shows that Bond consistently identifies a large
number of entry points, averaging 158.17 per-firmware. This
number varies across different firmware images, with a vari-
ance of 4347.81. The average number of parameters involved
in taint analysis reports also varies across firmware samples,
with a variance of 74.54. Moreover, Bond extracted the cor-
responding constraints for an average of 52.43% of the pa-
rameters, with a variance of 226.86 for different firmware.
The above results demonstrate the complexity and diversity
of the firmware in the dataset, and the widespread presence
of semantic constraints within real-world firmware, further
illustrating the effectiveness of Bond’s design.

Table 6: Per-firmware Statistics. C/P denotes the proportion
of parameters that are constrained. The symbol - denotes that
the tool produced no alerts for that firmware.

ID Vendor Product Entry Points Parameters Constraints C/P

1 Netgear R8500 177 20.21 12.70 62.84%
2 Netgear R7000P 235 20.32 12.71 62.55%
3 Netgear XR300 190 16.28 9.72 59.71%
4 Netgear WNDR4500 165 18.79 10.12 59.71%
5 Netgear EX6120 144 15.74 7.69 59.71%
6 Netgear D6400 159 11.43 4.81 42.08%
7 Linksys E1700 124 22.60 15.38 42.08%
8 Linksys RE6500 162 16.76 10.57 63.07%
9 D-Link DIR816 340 9.01 4.14 45.95%
10 D-Link DIR619L 129 22.11 17.76 80.33%
11 D-Link DNS320L - - - -
12 D-Link DCS932L 268 12.67 3.04 23.99%
13 TOTOLink A3002R 61 22.37 16.94 75.73%
14 TOTOLink CA300-PoE 77 4.81 1.81 37.63%
15 Tenda AX3 112 6.87 2.51 37.63%
16 Tenda O3V2 101 9.75 2.73 28.00%
17 TP-Link TL-WR841N 151 22.20 10.29 28.00%
18 Belkin F9K1122 130 41.60 24.73 59.45%
19 Motorola CX2L 122 3.45 1.68 48.70%

Mean \ \ 158.17 16.50 9.41 52.43%

Variance \ \ 4347.81 74.54 40.19 226.86

4.3 Reproducing Known Vulnerabilities-RQ2
This section evaluates Bond’s ability to reproduce known vul-
nerabilities. From CVE reports and vendor advisories, we
collected 60 well-documented 1-day cases on our target de-
vices. For each, we extracted the corresponding source and
sink and provided them to Bond to verify whether it could
successfully trigger the vulnerability.
Comparison Tools. We compare Bond with four represen-
tative open source fuzzers in the IoT field: GreenHouse [39],
FIRM-AFL [36], SNIPUZZ [22], and BooFuzz [48]. Among
them, GreenHouse and FIRM-AFL are emulation-based
fuzzers, while SNIPUZZ and BooFuzz represent typical black-
box fuzzing approaches. Labrador [23] is excluded as it is not
publicly available. We acknowledge that such comparisons
are inherently difficult to make entirely fair, as the evalu-
ated fuzzers primarily adopt general-purpose coverage-guided
strategies and do not rely on specific taint sources or sink lo-
cations. Since none of the four fuzzers support entry point
identification, we used Selenium [65] to replay real HTTP
requests, simulating realistic user interactions and providing
initial seeds to unify the starting point for all fuzzers. Each
experiment was repeated ten times, and the average time-to-
exposure in seconds (Avg.TTE/s) were recorded.

4.3.1 Effectiveness and Efficiency

Table 7 shows that Bond successfully validated 55 of 60
known vulnerabilities within 24 hours, achieving a recall rate
of 91.67%—5.5× more than the best SOTA baseline—while
maintaining a fast average trigger time of 5m53s. 49 cases
were triggered within 2 minutes (detailed in Table 8). Bond
significantly reduces the input space through constraint anal-
ysis, achieving higher efficiency on most vulnerabilities. Al-
though it introduces LLM invocation and symbolic solving,
the overhead is minimal. The LLM is invoked only once
per device to generate the fuzzing template. The Z3 solver
handles only lightweight symbolic expressions derived from
string modeling rather than complex path constraints, making
the overhead negligible (below 0.05 seconds).

Table 7: Summary of known vulnerability validation results.

Metrics GreenHouse FIRM-AFL SNIPUZZ BooFuzz Bond

Validated Vulns 1 0 0 10 55
Recall 1.67% 0% 0% 16.7% 91.67%
Avg.TTE/s 15h45m49s - - 25s 5m53s

4.3.2 Compare to SOTA

GreenHouse discovered only one vulnerability (DCS-932L)
on five devices that can be emulated, requiring 15h45m49s.
Manual validation revealed a memory corruption in HTTP
header parsing, not the intended target. We discovered that
its Havoc mutation strategy severely disrupted the original



Table 8: Detailed results for validation of known vulnerabilities , presenting the corresponding firmware and version information
for each CVE-ID along with the execution results of each fuzzing tool . The symbol x indicates that the fuzzing tool does not
support the corresponding firmware. The symbol - denotes that no vulnerabilities were triggered within 24 hours. Factor is the
ratio of time used by a tool compared to that of Bond.

CVE-ID Vendor Product Version Runs GreenHouse FIRM-AFL SNIPUZZ BooFuzz Bond

Time Factor Time Factor Time Factor Time Factor Time

PSV-2020-0259 Netgear R8500 1.0.2.160 10/10 - - x x - - - - 1h49m53s
PSV-2021-0342 Netgear R7000P 1.3.0.8 10/10 - - x x - - - - 1m58s
PSV-2022-0201 Netgear R7000P 1.3.0.8 10/10 - - x x - - - - 4m11s
CVE-2022-44193 Netgear R7000P 1.3.0.8 10/10 - - x x - - - - 1m6s
CNVD-2022-70682 Netgear R7000P 1.3.0.8 10/10 - - x x - - 1m9s 1.13 1m1s
PSV-2020-0310 Netgear R7000P 1.3.1.64 10/10 x x x x - - - - 1m19s
PSV-2020-0311 Netgear R7000P 1.3.1.64 10/10 x x x x - - - - 1m20s
PSV-2020-0312 Netgear R7000P 1.3.1.64 10/10 x x x x - - - - 1m20s
PSV-2020-0314 Netgear R7000P 1.3.1.64 10/10 x x x x - - - - 1m36s
PSV-2022-0004 Netgear XR300 1.0.3.72 10/10 - - x x - - - - 2m12s
PSV-2022-0140 Netgear XR300 1.0.3.72 10/10 - - x x - - - - 1m21s
PSV-2022-0171 Netgear XR300 1.0.3.72 10/10 - - x x - - - - 1m58s
CVE-2025-4139 Netgear EX6120 1.0.0.68 10/10 - - x x - - - - 43s
CVE-2024-22544 Linksys E1700 1.0.0.4.003 10/10 x x x x - - - - 59s
CVE-2020-35713 Linksys RE6500 1.0.10.001 10/10 x x x x - - 39s
CVE-2018-17065 D-Link DIR816 1.10CNB03 10/10 x x x x - - - - 3m51s
CVE-2018-17068 D-Link DIR816 1.10CNB03 10/10 x x x x - - - - 35s
CVE-2022-29321 D-Link DIR816 1.10CNB03 10/10 x x x x - - - - 30s
CVE-2022-37123 D-Link DIR816 1.10CNB03 10/10 x x x x - - - - -
CVE-2022-37134 D-Link DIR816 1.10CNB03 10/10 x x x x - - - - 38s
CVE-2022-37125 D-Link DIR816 1.10CNB03 10/10 x x x x - - - - 39s
CVE-2022-43003 D-Link DIR816 1.10CNB03 10/10 x x x x - - - - 1m16s
CVE-2023-43237 D-Link DIR816 1.10CNB03 10/10 x x x x - - - - 37s
CVE-2023-43240 D-Link DIR816 1.10CNB03 10/10 x x x x - - - - 39s
CVE-2024-24321 D-Link DIR816 1.10CNB03 10/10 x x x x - - - - 40s
CVE-2025-29743 D-Link DIR816 1.10CNB03 10/10 x x x x - - - - -
CVE-2023-43862 D-Link DIR619L 2.06B01 10/10 x x x x - - - - 1m6s
CVE-2024-9908 D-Link DIR619L 2.06B01 10/10 x x x x - - 20s 0.29 1m10s
CVE-2024-9909 D-Link DIR619L 2.06B01 10/10 x x x x - - 20s 0.26 1m17s
CVE-2024-9566 D-Link DIR619L 2.06B01 10/10 x x x x - - 27s 0.39 1m10s
CVE-2024-33774 D-Link DIR619L 2.06B01 10/10 x x x x - - - - 1m12s
CVE-2025-4448 D-Link DIR619L 2.06B01 10/10 x x x x - - - - -
CVE-2025-4451 D-Link DIR619L 2.06B01 10/10 x x x x - - - - 1m10s
CVE-2016-11021 D-Link DCS932L 1.00 10/10 15h45m49s 1830.61 x x - - 16s 0.52 31s
CVE-2019-10999 D-Link DCS932L 1.00 10/10 15h45m49s 1719.67 x x - - - - 33s
CVE-2022-40110 TOTOLink A3002R V1.1.1 10/10 x x x x - - 23s 0.51 45s
CVE-2025-25610 TOTOLink A3002R V1.1.1 10/10 x x x x - - - - 42s
CVE-2025-45861 TOTOLink A3002R V1.1.1 10/10 x x x x - - - - 1m1s
CVE-2025-45865 TOTOLink A3002R V1.1.1 10/10 x x x x - - - - 1m
CVE-2023-24144 TOTOLink CA300-POE V6.2c.884 10/10 - - x x - - - - 3m6s
CVE-2023-24148 TOTOLink CA300-POE V6.2c.884 10/10 - - x x - - - - 17s
CVE-2022-24145 Tenda AX3 V16.03.12.10 10/10 x x x x - - - - -
CVE-2022-24146 Tenda AX3 V16.03.12.10 10/10 x x x x - - 13s 0.48 27s
CVE-2022-24149 Tenda AX3 V16.03.12.10 10/10 x x x x - - - - 29s
CVE-2022-24157 Tenda AX3 V16.03.12.10 10/10 x x x x - - - - 34s
CVE-2022-24158 Tenda AX3 V16.03.12.10 10/10 x x x x - - - - 36s
CVE-2022-24159 Tenda AX3 V16.03.12.10 10/10 x x x x - - - - 33s
CVE-2022-24162 Tenda AX3 V16.03.12.10 10/10 x x x x - - 15s 0.6 25s
CVE-2022-24163 Tenda AX3 V16.03.12.10 10/10 x x x x - - - - 34s
CVE-2024-7151 Tenda O3V2 1.0.0.12 10/10 x x x x - - 22s 0.65 34s
CVE-2024-7152 Tenda O3V2 1.0.0.12 10/10 x x x x - - - - 34s
CVE-2024-34338 Tenda O3V2 1.0.0.12 10/10 x x x x - - - - 39s
CVE-2022-30024 TP-Link TL-WR841N V11_160325 10/10 x x - - - - - - 1m56s
CVE-2025-25898 TP-Link TL-WR841N V11_160325 10/10 x x - - - - - - 2h36m10s
ZDI-15-348 Belkin F9K1122 1.00.23 10/10 x x x x - - - - 58s
ZDI-15-350 Belkin F9K1122 1.00.23 10/10 x x x x - - - - 1m10s
ZDI-15-351 Belkin F9K1122 1.00.23 10/10 x x x x - - - - 1m8s
CVE-2023-31528 Motorola CX2L 1.0.1 10/10 x x x x - - - - -
CVE-2023-31529 Motorola CX2L 1.0.1 10/10 x x x x - - 14s 0.47 30s
CVE-2024-45880 Motorola CX2L 1.0.1 10/10 x x x x - - - - 37s

60 \ \ \ \ 15h45m49s 160.76 - - - - 25s 0.07 5m53s



Table 9: Results of component-wise ablation study. The symbol - denotes that this configuration did not successfully trigger any
vulnerabilities, and thus no average validation time can be computed.

ID Vendor Product Vulns Bondn Bonde Bonde+c Bond

Entry Points Vulns Recall Avg.TTE/s Entry Points Vulns Recall Avg.TTE/s Vulns Recall Avg.TTE/s Vulns Recall Avg.TTE/s

1 Netgear R8500 2 2 0 0% - 2 0 0% - 1 50% 64 1 50% 64
2 Netgear R7000P 8 1 1 12.5% 17 8 3 37.5% 27.7 7 87.5% 82.9 8 100% 103.9
3 Netgear XR300 4 2 0 0% - 4 0 0% - 4 100% 100 4 100% 100
4 Netgear WNDR4500 3 2 0 0% - 3 1 33.3% 27 2 66.7% 57 3 100% 62.3
5 Netgear EX6120 1 0 0 0% - 1 0 0% - 1 100% 43 1 100% 43
7 Linksys E1700 3 0 0 0% - 3 0 0% - 2 66.7% 825.5 3 100% 55.7
8 Linksys RE6500 3 3 1 33.3% 13 3 1 33.3% 15 3 100% 41 3 100% 41
9 D-Link DIR816 16 6 0 0% - 16 2 12.5% 10.5 12 75% 371.3 14 87.5% 56.9
10 D-Link DIR619L 19 17 4 21.1% 17.8 19 6 31.6% 18 16 84.2% 342.6 18 94.7% 81.7
12 D-Link DCS932L 2 1 1 50% 10 2 2 100% 12 2 100% 32 2 100% 32
13 TOTOLink A3002R 8 7 1 12.5% 12 8 1 12.5% 13 5 62.5% 650.4 8 100% 88
14 TOTOLink CA300-PoE 4 3 1 25% 2 4 1 25% 3 4 100% 110 4 100% 61.5
15 Tenda AX3 8 8 2 25% 8.5 8 2 25% 9.5 7 87.5% 31.1 7 87.5% 31.1
16 Tenda O3V2 6 4 1 16.7% 7 6 1 16.7% 8 6 100% 35.1 6 100% 37
17 TP-Link TL-WR841N 2 2 0 0% - 2 0 0% - 1 50% 116 1 50% 116
18 Belkin F9K1122 7 2 0 0% - 7 0 0% - 6 85.7% 255.8 7 100% 68.1
19 Motorola CX2L 4 4 3 75% 14 4 3 75% 15.7 3 75% 36 3 75% 36

Total \ \ 100 64 15 15% 12.7 100 23 23% 16 82 82% 230.4 93 93% 67.5

entry point and parameter format, not to mention simulta-
neously satisfying multiple parameter constraints. Despite
applying coverage guidance, exploration remained focused
on the HTTP protocol parser, failing to effectively penetrate
functional code segments. As a result, critical constraints are
rarely satisfied and directed validation is infeasible. Moreover,
GreenHouse failed to emulate the other 11 firmware images,
underscoring the challenges of IoT device emulation. In con-
trast, Bond avoids emulation by applying lightweight static
analysis on binaries for vulnerability validation.
FIRM-AFL similarly managed to emulate only one device
and found no vulnerabilities, with failures resembling those
of GreenHouse.
SNIPUZZ did not discover any vulnerabilities in our dataset.
Its response-guided field probing was time-consuming, which
conflicts with the limited budget for validating taint analysis
results. Byte-by-byte string inference generates redundant
data, and subsequent Havoc-based fragment mutation is blind
and inefficient, failing to generate constrained inputs for ef-
fective validation. In contrast, Bond analyzes the back-end to
extract entry points, parameters, and path constraints, avoiding
redundant mutations.
BooFuzz performed best among the baselines, validating
10 vulnerabilities in an average of 25 seconds. However,
these vulnerabilities were shallow cases that required no path
constraints and could be triggered simply by constructing
protocol-formatted requests. Compared to Bond, which vali-
dated a total of 55 vulnerabilities, including some that were
difficult to trigger, static analysis resulted in increased time
overhead, but it was still acceptable.

4.4 Ablation Studies-RQ3
This section conducts two ablation studies to evaluate the con-
tributions of Bond’s components. The Component-Wise Abla-
tion progressively integrates three modules—entry point iden-
tification, constraint analysis, and mutation prioritization—to

measure their performance impact. The Constraint-Type Ab-
lation focuses on the constraint analysis module, where we
selectively disable individual constraint types to assess their
effect on vulnerability validation. We conducted these ex-
periments on 100 vulnerabilities: the 40 randomly selected
0-day cases (§ 4.2) and 60 known 1-day cases (§ 4.3). Each
validation task had a one-hour time limit.

4.4.1 Component-Wise Ablation

We start with the naive version of Bond (all core techniques
disabled) and progressively add each component to evaluate
its individual contributions to effectiveness and efficiency.
Specifically, we compare the following four configurations:
• Bond n: Naive variant using Selenium [65] and Browser-

Mob Proxy [66] to capture HTTP requests from the web
interface during configuration; the extracted entry points
and parameters are used for evaluation.

• Bond e: Includes entry point identification module, using
random mutation without any prioritization strategy.

• Bonde+c: Includes entry point identification and constraint
analysis modules, still without applying prioritization.

• Bond: Full version of Bond, combining entry point identifi-
cation, constraint analysis, and mutation prioritization.
Table 9 summarizes the results of our component-wise

ablation study. As shown, the entry point identification and
constraint analysis modules significantly improve validation
recall, contributing 53% and 257% increases respectively. In
addition, the mutation prioritization strategy notably enhances
validation efficiency, achieving a 3.41× speedup.

The entry point identification module substantially expands
the attack surface. It increases the number of recognized entry
points from 64 to 100, making 36 previously unreachable
vulnerabilities potentially validatable. Notably, entry point
analysis is performed only once and reused across all vulnera-
bility validation tasks for the same device, incurring only 3.3s
of additional average overhead per task.



The constraint analysis module delivers the most substan-
tial gains. Since IoT fuzzing is slow (1 request/sec), prun-
ing infeasible inputs early is critical. Constraint analysis
introduces an average static analysis overhead of 214s per
test—approximately 13× that of Bonde. However, this cost is
justified: it increases the number of validated vulnerabilities
from 23 to 82, achieving a 3.57× improvement. In Bonde,
only simple cases without complex branches are triggered.
The remaining 77 require satisfying input-dependent con-
straints that random mutation rarely satisfies within time lim-
its. Constraint analysis helps prune infeasible paths and guides
the fuzzer toward inputs that meet critical branch conditions,
enabling the validation of these hard-t o-reach vulnerabilities.

The mutation prioritization strategy reduces the time to
trigger vulnerabilities by modeling mandatory, partial, and
unconstrained fields with a staged prioritization scheme. By
prioritizing mutations on key input fields, the fuzzer can more
quickly reach target paths while avoiding unnecessary energy
expenditure on irrelevant fields. Furthermore, this strategy
also raises validated vulnerabilities from 82 in Bonde+c to 93
in the full version of Bond.

We also observed a few exceptions. On devices with IDs
4 and 16, Bonde+c outperformed the full Bond in validation
speed. This occurred because, in the absence of a prioriti-
zation strategy, Bonde+c selects input fields for mutation at
random, and some critical fields were coincidentally chosen
early, resulting in faster vulnerability validation. Despite such
cases, the mutation prioritization strategy still achieves con-
sistent and significant overall effectiveness.

4.4.2 Constraint-Type Ablation

Fig. 5 shows the constraint-type ablation results. With no
constraints, only 23 alerts were validated, while enabling all
yields 93. String matching and numeric parsing are most criti-
cal: disabling either drops validation to 60 and 71, indicating
reliance on precise tokens and numeric ranges. Byte-level,
null value and network format each add about 10 alerts, typ-
ically correspond to memory-level comparisons, input pres-
ence validations or format validations. Heuristic semantic
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Figure 5: Results of constraint-type ablation study.

constraints contribute only 3 alerts but provide a lightweight
supplement that can be extended with expert knowledge.

5 Discussion

Required Target Knowledge. Bond requires two essential
forms of prior knowledge: the target device binaries and taint
analysis reports. The binary is used in Bond’s static analy-
sis phase, while the taint analysis result identifies vulnerable
parameters and sinks. Using this information, Bond extracts
precise entry points and constraints. Bond’s validation capa-
bility depends on the quality of the taint report. When the
report is incomplete or noisy, Bond may explore irrelevant
execution paths. Users can mitigate this issue by leveraging
domain expertise or performing manual inspection to spec-
ify the intended sources and sinks. Without such knowledge,
Bond becomes nearly unusable, as most target devices contain
a large number of potential entry points and input parameters,
making exhaustive fuzzing computationally prohibitive and
often less efficient than manual auditing.
Application Scope. Bond currently focuses on back-end
components implemented in C/C++ code within Linux-based
firmware, particularly those exposed through HTTP or other
web interfaces, where more than 70% of vulnerabilities oc-
cur [67]. Furthermore, Bond is currently unable to handle
cross-process data flows, as validating cross-process taint
vulnerabilities requires constructing accurate inter-process
control-dependency relationships to enable reliable constraint
tracking [68]. At the same time, many daemon and child-
process bugs remain silent in black-box settings [69], making
such validation inherently difficult.
Protocol Extension. IoT devices feature alternative attack
surfaces, such as proprietary protocols or services, which can
limit Bond’s applicability. Extending Bond to other protocols
(text, semi-text, or binary) mainly requires prompt adapta-
tion and engineering effort: prompts must be redesigned to
interpret diverse data formats and encodings. Unlike HTTP’s
well-defined textual syntax, many IoT protocols use compact
binary formats (e.g., MQTT) or vendor-specific markup (e.g.,
XML-based UPnP), introducing substantial variability that
complicates fuzzing template generation. Binary protocols
pose even greater challenges due to the absence of textual
structure and semantic clarity.
Assumptions on Binary Analyzability. Bond assumes ac-
cess to both dynamically linked and statically linked bina-
ries that contain library function symbols, enabling accurate
static analysis. Since dynamically linked binaries are preva-
lent in Linux-based firmware due to storage constraints, this
assumption is generally reasonable [70]. For stripped, stati-
cally linked binaries, existing code similarity analysis tech-
niques have been shown effective in recovering standard li-
brary function symbols [71–73], suggesting that integrating
these methods could further extend the applicability of Bond.



6 Related Work

IoT Firmware Vulnerability Detection. IoT firmware vul-
nerability detection largely splits into static taint analysis and
fuzzing. Static taint analysis [1–10] traces sources to sinks
via reaching definitions and symbolic execution; SaTC [3]
exploits shared front/back-end keywords to recover interme-
diate taint sources [10], EmTaint [6] introduces SSE-based
expressions to recover indirect calls, Mango [4] adopts back-
ward analysis for scalability, and OctopusTaint [5] employs
context-sensitive reaching definitions—yet they often raise
many alerts with high FPs, requiring costly manual valida-
tion. Emulation-driven fuzzing spans full-system (Firma-
dyne [35]), arbitration (FirmAE [37]), user-mode (FIRM-
AFL [36], EQUAFL [38]), and lightweight rehosting (Green-
House [39], HouseFuzz [40]), but commonly faces low suc-
cess, heavy setup, limited fidelity, and generic coverage with-
out source-to-sink direction. Black-box fuzzers avoid emu-
lation: SNIPUZZ [22] guides by response differences, and
Labrador [23] correlates response strings with back-end basic
blocks to estimate target distance and guide fuzzing; both
provide coarse guidance and cannot validate taint analysis
reports. Bond bridges static detection and automated valida-
tion without emulation, relying on lightweight static analysis
of back-end binaries; by combining path constraints with
control-flow context, it steers fuzzing to truly reachable paths
and accurately validates taint analysis reports.
PoC Generation. Directed fuzzing and directed symbolic
execution are mainstream approaches for PoC generation.
Directed fuzzing has been widely applied to open-source soft-
ware and operating system kernels, with guidance-based meth-
ods estimating distances to target basic blocks [28–30, 74] and
restriction-based methods instrumenting only dependency-
related blocks [31–34]. Recently, progress has also been made
in the web domain: Predator [75] applies selective dynamic
instrumentation, and WDFUZZ [76] implements a hierar-
chical scheduling algorithm to efficiently trigger vulnerabil-
ities; these systems typically target PHP/Java and rely on
instrumentation-derived feedback. Overall, such approaches
often require source code or high-fidelity environments, limit-
ing applicability to IoT firmware. Directed symbolic execu-
tion is similar in spirit—steering exploration toward targets
via distance heuristics over control/data-flow graphs or prun-
ing unrelated paths [77–79]. In contrast, Bond requires no
access to source code: via fine-grained constraint analysis it
prunes unreachable inputs from the outset, avoiding fruitless
program-space exploration and ultimately yielding a highly
efficient and precise scheme tailored for the constrained black-
box IoT setting.

7 Conclusion

We presented Bond, a constraint-directed black-box fuzzing
framework that bridges static taint analysis and dynamic

vulnerability validation for IoT firmware. By leveraging
constraint-guided input mutation and systematic constraint
collection, Bond validated large numbers of taint analysis re-
ports with high accuracy and efficiency to generate PoCs for
actionable vulnerabilities. Our evaluation on 19 real-world
devices demonstrated that Bond validated 1,349 true vulner-
abilities, including 155 previously unknown cases. On 60
known vulnerabilities, Bond achieved a 91.67% recall rate
and significantly outperformed SOTA IoT fuzzers in both
vulnerability discovery and testing efficiency. Overall, Bond
advances the reliability and practicality of firmware vulnera-
bility analysis by addressing the long-standing challenge of
validating static taint analysis results.
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Ethical Considerations

In conducting this research, we carefully considered its ethical
implications and took multiple measures to ensure that our
findings were handled responsibly and in accordance with
ethical best practices. We remained mindful of the potential
risks inherent in security research and exercised due caution
throughout the research process, adhering to widely accepted
norms in the systems security research community.
Vulnerability Discovery and Disclosure. For vulnerabili-
ties identified by Bond, we follow the disclosure procedure
in § 4.2.2 to notify vendors and organizations, giving them
sufficient time to patch the issues before any public disclosure.
This process ensures that our research contributes positively
to security without exposing users to unnecessary risks.
Experiments with Live Systems. All experiments were
conducted on physical devices in a strictly controlled, isolated
intranet environment, without any connection to the public
internet, to ensure that our testing did not pose unintended
risks to users or systems. The dataset used in this research is
constructed from firmware that vendors publicly provide for
download and testing on the internet.
Stakeholders and Potential Impact. The stakeholders of
this study include IoT end users and device vendors, security
researchers and analysts, and the broader Internet ecosystem
and society. 1 Bond is designed for alert validation and PoC



generation. Some devices affected by confirmed vulnerabili-
ties may have already reached EOL and therefore cannot be
patched. If information about such vulnerabilities were lever-
aged by attackers, it could have direct adverse impacts on end
users. From the vendors’ perspective, our work assists in iden-
tifying vulnerabilities that are real and practically triggerable,
thereby accelerating patch deployment; however, it may also
increase short-term remediation pressure and expose legacy
security issues. These considerations motivate us to adopt
responsible disclosure and delayed release practices, with the
goal of protecting both users and vendors to the greatest extent
possible. We also strongly recommend that vendors address
high-severity taint vulnerabilities in EOL devices whenever
feasible, in order to better protect end users. 2 Bond rep-
resents a reusable system that can be replicated, extended,
and integrated into future research and tools. However, such
techniques may also be misused to guide exploit develop-
ment or accelerate vulnerability weaponization. We therefore
emphasize responsible use and explicitly oppose unethical ap-
plications, while maintaining that open and reproducible dis-
semination is essential for the cumulative progress of security
research. If security researchers use this tool to validate vul-
nerabilities on new devices and discover previously unknown
vulnerabilities, we strongly encourage them to promptly con-
tact the affected vendors and to refrain from prematurely
releasing PoCs that could be exploited by attackers. 3 Bond
has clear public safety value, as it enables faster remediation
and more accurate vulnerability classification. Although mis-
use could potentially lead to targeted attacks against specific
devices, large-scale IoT vulnerabilities constitute a systemic
risk that cannot be effectively mitigated without improving
vulnerability discovery and validation practices. Addressing
this risk requires timely, evidence-based remediation, which
is precisely the goal of our work.
Decision to Publish. The decision to proceed with the pub-
lication of this work was made after carefully weighing its
potential benefits against possible ethical risks. As described
above, we designed our experiments and disclosure process
to minimize harm, including controlled testing environments,
responsible disclosure, and delayed public release for vulnera-
ble devices. While we acknowledge that vulnerability-related
research may carry a residual risk of misuse, we consider this
risk to be limited and acceptable given the anticipated security
benefits. In particular, improving the accuracy and efficiency
of validating taint analysis reports can reduce false positives,
prioritize real vulnerabilities, and support more timely reme-
diation efforts. We therefore believe that making this work
publicly available, under the safeguards described above, is
justified and serves the broader public interest.

Open Science

We provide all artifacts for evaluation, including datasets,
Bond prototype code, and runtime environment config-

uration, available at https://doi.org/10.5281/zenodo.
17921159

• Dataset:
– 19 firmware images from 8 vendors, covering all ver-

sions listed in Table 2.
– 60 known vulnerabilities collected for comparison

with existing IoT fuzzing tools.
• Fully Open-sourced Bond Prototype:

– The IDA scripts for the preprocessing module.
– Code for reachability analysis, constraint analysis and

directed black-box fuzzing.
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A Case Study

As shown in Listing 1, there exists a buffer overflow intro-
duced by the curTime parameter (line 5). In this case, the
sprintf call in formSetWAN (line 8) depends on the con-
straint checks inside PPPoE_Handler (line 11). This function
enforces multiple constraints on user-controlled parameters,
including IP address format, reconnect mode, and MAC ad-
dress. The checkmacaddr constraint is particularly complex,
as it performs a loop with byte-by-byte comparison.

Manual analysis is challenging: it first requires reverse-
engineering the entry point formSetWAN and identifying its
related parameters, which involve 31 in total. Moreover,
PPPoE_Handler exceeds 1,000 lines of code. Tracking how

1 // D-Link DIR619L
2 websFormDefine("formSetWAN", formSetWAN);
3 int formSetWAN(int a1) {
4 char v0[200];
5 char *v1 = webGetVar(a1, "curTime");
6 // Constraint function: validates PPPoE settings
7 if (PPPoE_Handler(a1))
8 sprintf(v0, "/t.asp?t=%s", v1); // overflow
9 }

10

11 int PPPoE_Handler(int a1) {
12 int result = 1;
13 // ... (processing of the other 20 parameters

omitted, ~700 code lines) ...
14 // === Constraint 1: PPPoE IP address ===
15 char *v0 = webGetVar(a1, "config_address");
16 struct in_addr tmp;
17 if (!inet_aton(v0, &tmp))
18 result = 0; // invalid IP
19 // ... (processing of the other 7 parameters

omitted, ~100 code lines) ...
20 // === Constraint 2: connect mode ===
21 char v1 = *(char *)webGetVar(a1, "mode_radio");
22 if (!(v1 == ’0’ || v1 == ’1’ || v1 == ’2’))
23 result = 0; // missing or unsupported mode
24 // === Constraint 3: MAC addr ===
25 char *v2 = webGetVar(a1, "macaddr");
26 if (!checkmacaddr(v2))
27 result = 0;
28 return result;
29 }
30

31 // Byte-level Complex Constraints
32 int checkmacaddr(int a1) {
33 const char *v0 = (const char *)a1;
34 int v1 = strlen(v0);
35 int v2 = strchr(v0, ’:’) ? 17 : 12;
36 int v3 = 0;
37 if ((!strchr(v0, ’:’) && v1 != 12) ||
38 (strchr(v0, ’:’) && v1 != 17))
39 return 0;
40 do {
41 if (*v0 == ’:’)
42 ++v3, ++v0;
43 if (!checkrange(v0[0]) || !checkrange(v0[1]))
44 return 0;
45 v0 += 2, v3 += 2;
46 } while ( v3 < v2 );
47 return 1;
48 }
49

50 int checkrange(char a1) {
51 if ( (unsigned __int8)(a1 - ’0’) < 10
52 || (unsigned __int8)(a1 - ’A’) < 6
53 || (unsigned __int8)(a1 - ’a’) < 6 )
54 return 1;
55 return 0;
56 }

Listing 1: D-Link DIR619L Vulnerability.

each parameter is processed is already difficult, let alone man-
ually recovering the full set of constraints. Consequently,
human-only constraint analysis is time-consuming and error-
prone. Bond solves this problem by modeling semantic con-
straints: it abstracts inet_aton as an IPv4 format constraint,
treats mode_radio as a byte-level constraint, and uses heuris-
tic semantics to provide dictionary values for the mac keyword.
Based on these models, Bond automatically constructs the fea-
sible value space and prioritizes mutations on the parameters
that directly affect the constraints. With this strategy, Bond
validated the overflow vulnerability within just two minutes.
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