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Abstract
Sampling is renowned for its privacy amplification in differen-
tial privacy (DP), and is often assumed to improve the utility
of a DP mechanism by allowing a noise reduction. In this
paper, we further show that this last assumption is flawed:
When measuring utility at equal privacy levels, sampling as
preprocessing consistently yields penalties due to utility loss
from omitting records over all canonical DP mechanisms—
Laplace, Gaussian, exponential, and report noisy max—, as
well as recent applications of sampling, such as clustering.

Extending this analysis, we investigate suppression as a
generalized method of choosing, or omitting, records. De-
veloping a theoretical analysis of this technique, we derive
privacy bounds for arbitrary suppression strategies under un-
bounded approximate DP. We find that our tested suppres-
sion strategy also fails to improve the privacy–utility tradeoff.
Surprisingly, uniform sampling emerges as one of the best
suppression methods—despite its still degrading effect. Our
results call into question common preprocessing assumptions
in DP practice.

1 Introduction

Differential privacy (DP) [15, 17] is firmly established as
the state-of-the-art privacy framework, thanks to its strong
privacy guarantees and mathematical formulation. A popu-
lar technique employed in the DP field is sampling, widely
regarded for its privacy amplification property [3, 37, 39]: Ap-
plying a uniform sampling S to any (ε,δ)-DP mechanism M
yields that the composition M ◦S is (ε′,δ′)-DP with ε′ ≤ ε

and δ′ ≤ δ. Here, it is commonly assumed that these gains
in privacy can be translated into higher utility by calibrating
the privacy parameters in M ◦S to achieve the same privacy
guarantees, while reducing the perturbation applied by the DP
mechanism [11,19,29]. While the noise introduced by M can
indeed be thus reduced, it remains an open question whether
this noise reduction is in general sufficient to offset the utility
loss caused by the loss of records through S itself. In fact,

the contrary has now been demonstrated [35] for DP stochas-
tic gradient descent (DP-SGD) [1]—a well-established and
widespread mechanism using sampling.

The question is, beyond DP-SGD, whether the inherent
utility loss caused by S can, in fact, be outweighed by the
intended noise reduction. In the composition of M ◦S , distor-
tion may derive from two principal sources: from the pertur-
bation provided by the protection in M and from the utility
loss caused by the omission of records in S . By translating
the privacy amplification into decreased protection demands,
we reduce the perturbation of M , thus establishing a tradeoff
between these two error sources. In this paper, we investigate
the utility effect of sampling in the composition M ◦S , and
importantly, we expand upon these findings to broadly inquire
into the possible privacy and utility effects more generally.

To begin, we investigate sampling as a preprocessing step,
testing the assumption that it enhances utility through privacy
gains. Our experiments compute and compare the utility guar-
antees of DP mechanisms with and without sampling under
identical privacy parameters. We analyze the canonical DP
mechanisms (e.g., Laplace, Gaussian, exponential, and report-
noisy-max mechanisms [17]) as well as clustering, which has
previously been “amplified” by sampling [8]. Our findings
reveal that the utility with sampling is worse than that with-
out, indicating that any utility gained from sampling’s privacy
amplification does not compensate for the inherent utility loss
caused by removing records through sampling in general.

This surprising revelation leads us to ask: What is the ac-
tual effect of deleting records as wanted? Therefore, we in-
troduce to DP the technique of suppression [23], a method
from statistical disclosure control (SDC) that targets the dele-
tion of vulnerable records. Suppression is effective in other
privacy frameworks, such as k-anonymity [36], where it im-
proves the privacy–utility tradeoff by selectively removing
outliers [12, 20]. Similar benefits could then be expected in
DP, as outliers also complicate the DP privacy–utility tradeoff.

Therefore, we investigate whether DP mechanisms with
suppression yield better privacy or utility than the same mech-
anism without. Given that outliers may vary in vulnerability



across databases, the decision to delete records can signifi-
cantly impact the privacy parameters. Therefore, we derive
upper bounds on the privacy parameters of M ◦S (where S
now denotes suppression) in terms of those of M . We impose
no conditions on the suppression algorithm S , thus covering
all possible cases, including state-of-the-art sampling.

To assess utility, we replicate our sampling experiments
for a family of suppression algorithms, obtaining the same
findings. Among the tested mechanisms, our results indicate
that DP mechanisms with this suppression do not outperform
those without at fixed privacy levels, often yielding worse
utility guarantees compared to sampling. Thus, despite the
negative outcomes associated with sampling, it remains the
superior method for record deletion.

In summary, this paper main contributions are as follows:

• Our experimental study on uniform Poisson sampling
over classic unbounded approximate DP mechanisms
reveals that, for fixed privacy levels, the utility guarantees
of the DP mechanism with sampling are worse than those
of the mechanism without sampling.

• We introduce record suppression to DP and we prove
how the privacy parameters of M are affected by prepro-
cessing with any suppression algorithm S , and when we
obtain a privacy amplification. To the best of our knowl-
edge, we are the first to provide such a general result for
unbounded DP, and additionally, the first to provide a
result that is also independent of the choice of M .

• We empirically show that even when factoring in the
privacy amplification, our suppression in DP worsens
the privacy–utility tradeoff analogously to sampling. We
show that, despite both techniques providing unfavorable
outcomes, suppression rarely outperforms sampling.

Our findings offer new insights into the relationship be-
tween DP, sampling, and suppression. Above all, our findings
highlight the need for careful consideration of data prepro-
cessing strategies in privacy-preserving data analysis.

2 Preliminaries and Background

2.1 Differential Privacy
In this paper, we work with (pure) differential privacy (ε-
DP) [15, 17] and its approximate counterpart, (ε,δ)-DP [16,
17]. Their definitions using our notation are as follows:

Definition 2.1 (Differential privacy [17]). Let ε,δ ≥ 0 and
D be a class of databases drawn from a data universe X . A
randomized mechanism M with domain D is (ε,δ)-DP if for
all neighboring D,D′ ∈D and all measurable A ⊆ Range(M ),

P{M (D) ∈ A} ≤ eε P{M (D′) ∈ A}+δ.

If δ = 0, we say that M is ε-DP.

We will work almost exclusively with unbounded DP, the
original DP notion [15, 17]. Unbounded DP is obtained by
selecting in Definition 2.1 the unbounded neighborhood defi-
nition [25]. Two databases are said to be unbounded neighbor-
ing if one is obtained from the other by adding or deleting a
record (or, their symmetric difference has size 1: |D∆D′|= 1).
Note that the definition of DP allows for different variants
by changing the neighborhood definition [14, 25], such as
bounded DP [25]. In this case, two databases are said to be
bounded neighboring if one is obtained from the other by
substituting one record for another.

The privacy parameters, ε and δ, quantify the privacy level
of the mechanism M , limiting the amount of information an
attacker can extract about the input data. Intuitively, lower
values of ε and δ provide stronger privacy. Although (ε,δ)-
DP is defined for all ε,δ ≥ 0, only smaller values of ε and δ

provide reasonable or acceptable privacy levels (consensus
would place these bounds at around ε ≤ 2 and δ < 1

|D| [17]).
Any (ε,δ)-DP mechanism is also (ε′,δ′)-DP for any ε′ ≥ ε

and δ′ ≥ δ. Since larger values provide weaker privacy, it
makes sense to find the lowest possible values of ε and δ. In
particular, given an (ε,δ)-DP mechanism M , we say that ε

and δ are tight if there are no ε′′ ≤ ε and δ′′ ≤ δ (not both
equal) such that M is (ε′′,δ′′)-DP.

2.2 Sampling in DP
Sampling (also known as subsampling) is a non-perturbative
masking method of SDC that consists in publishing a (ran-
dom) subset of the original dataset of records [23]. Sam-
pling is also well established for DP, with many theoretical
works [3,29,37,39,41] considering it and studying its effect as
a preprocessing algorithm, usually in search of improving the
privacy guarantees of DP mechanisms. Balle et al. [3] term
this search as the problem of privacy amplification: Given a
sampling algorithm S and a DP mechanism M , the goal is
to bound the privacy parameters of M ◦S by those of M . In
particular, M ◦ S must also be DP, which requires that the
sampling technique be well adapted to the neighborhood defi-
nition [3]. The expected privacy enhancement is given by the
“privacy amplification by sampling” principle [3, 29], which
holds that the privacy guarantees of a DP mechanism can be
improved, with respect to the original database, when applied
to a random subset of records. The rationale behind DP am-
plification by sampling is as follows: As records are dropped,
the privacy should increase, and since there is uncertainty
about which records are actually sampled, an attacker will be
unable to tell which data has or has not been sampled [39].

DP amplification by sampling was first introduced [37] for
Poisson sampling, which samples each element x in D with
a fixed probability p ∈ [0,1]. Li et al. [29] later provide the
first tight bounds on the privacy parameters of M ◦S (proven
tight in [3]): If M is an unbounded (ε,δ)-DP mechanism,
then M ◦ S is unbounded (ln(1+ p(eε − 1)),δp)-DP (i.e.,



eε −1 and δ are reduced by a factor of p). Since the privacy
parameters of M ◦ S are smaller than those of M , the pri-
vacy amplification by Poisson sampling is clear. Additionally,
Poisson sampling allows, as well, for a slightly more general
non-uniform definition, where each element x in a database
can be sampled with a different probability px ∈ [0,1]. The
tight privacy parameters of M ◦S are given by the same for-
mula with p = maxx∈X px [39].

Balle et al. [3] and Steinke [39] provide independent theo-
rems for unbounded and bounded DP. In particular, the theo-
rems provide Poisson sampling for unbounded DP, and sam-
pling without replacement (SWOR) [7,30,42] for bounded DP,
which uniformly samples a subset of D of size m < |D|. They
prove that, for both sampling algorithms, M ◦ S is tightly
(ln(1+ p(eε −1)),δp)-DP for p = maxx∈X P{x ∈ S(D)}. In
particular, Balle et al. [3] define their sampling algorithm S as
any algorithm over D that returns subsets of the input database
D ∈ D. However, to obtain bounds on the privacy parameters
of M ◦S , their theory requires certain assumptions (referred
to as “dY -compatibility” in the paper) to be satisfied, which
are not achieved for all S under their definition.

Bun et al. [11] introduce other sampling strategies to pure
DP, such as cluster and stratified sampling. The proposed
strategies allow more flexibility in sampling, but they all still
involve some form of uniform selection. Further, the authors
conclude that some sampling strategies cannot enjoy the pri-
vacy amplification property. In addition, they present a general
theorem that provides a lower bound on the tight parameters
of M ◦S for most sampling strategies S in bounded pure DP.

How sampling is applied in DP. Sampling has been widely
used to design and improve DP mechanisms. The privacy am-
plification provided by the most popular variants, Poisson
sampling and SWOR, can also be translated into less DP per-
turbation [11, 19, 29]. Indeed, consider an ε-DP mechanism
Mε (e.g., the Laplace mechanism). By applying Poisson sam-
pling, we can obtain that Mε ◦S is ε′-DP with ε′ < ε, but we
can also translate this privacy amplification by reducing the
noise (of the Laplace mechanism) as follows: We choose ε′′ so
that ε = ln(1+ p(eε′′ −1)) and replace Mε with Mε′′ (which
adds less noise). The result is Mε′′ ◦S satisfying ε-DP for the
initial (unmodified) privacy budget ε. However, we note here
that such noise reduction does not account for the potential
utility loss caused by sampling records (see Section 3).

In particular, Poisson sampling has been used as a pre-
processing step to, for example, “amplify” k-medians and k-
means DP clustering mechanisms [8] and dependency-graph
generation for the publication of synthetic high-dimensional
databases [13]. Furthermore, the literature has also used sam-
pling in alternative settings to preprocessing, like within it-
erations of mechanisms in machine learning and in the anal-
ysis of noisy stochastic gradient descent [1, 24, 26, 33, 34].
For example, DP stochastic gradient descent (DP-SGD) [1]
uses multiple iterations of Poisson sampling over the Gaus-
sian mechanism. In the context of stochastic learning with

Rényi DP, sampling has also been studied theoretically for
the Laplace mechanism and others [24, 44].

Recently, Räisä et al. [35] studied the effect of sampling on
the variance of DP-SGD at fixed privacy levels and concluded
that less sampling always leads to a better privacy–utility
tradeoff. Even though their conclusion is limited to this con-
crete utility measure and to binary databases, this calls into
question the actual benefit of sampling as a preprocessing step
to DP, which we will analyze empirically in the next section.

3 The Effect of Uniform Sampling on Utility

In this section, we study whether the privacy amplification
provided by uniform Poisson sampling and translation into
less perturbation can indeed provide benefits to the privacy–
utility tradeoff of unbounded approximate DP mechanisms.

Thus, in these experiments, we will be comparing the util-
ity levels of a DP mechanism without sampling to those of
the same mechanism with sampling—considering the corre-
sponding noise reduction to meet identical privacy guarantees.
Our experimentation covers two types of mechanisms: (1) Ba-
sic canonical DP mechanisms of DP (i.e., Laplace, Gaussian,
exponential, and report noisy max), in the context of statistic
computation (precisely, the mean and mode); and (2) Clus-
tering, covering a mechanism [22] that has been previously
“amplified” with sampling [8]. For completeness, also note
that the Gaussian and Laplace mechanisms have also been
studied with sampling [1, 24, 34, 44].

All mechanisms we test allow for rescaling the privacy pa-
rameters, essentially calibrating the noise added. Thus, given
a DP mechanism and denoting its (ε,δ)-DP instantiations as
Mε,δ, we will be comparing the utility values of Mε,δ and
Mε′′,δ′′ ◦ S . To ensure that both mechanisms satisfy (ε,δ)-
DP for the same privacy parameters, it is enough to select
ε′′ = ln( eε−(1−p)

p ) and δ′′ = δ

p where p is the sampling rate
of S . We note that since ε ≤ ε′′ and δ ≤ δ′′, the utility loss
of Mε′′,δ′′ is, generally, equal or lower than that of Mε,δ; yet,
the question remains on how the utility losses of Mε,δ and
Mε′′,δ′′ ◦S compare. Note that comparing the utility guaran-
tees under the same privacy level allows for a fair comparison
of the tradeoff.

3.1 Experiment Setup

Mean computation. We protect the mean in two ways: Using
the Laplace and Gaussian mechanisms. We consider two inde-
pendent ε

2 -DP Laplace (or ( ε

2 ,
δ

2 )-DP Gaussian) mechanisms,
one for the sum query fsum that sums all the values in the
database, and one for the counting query fcount that counts
how many records are in the database. The noisy mean is
then obtained by dividing the noisy sum by the noisy count,
which is an ε-DP mechanism (or (ε,δ)-DP) by sequential
composition and post-processing [17]. This variation, called



NoisyAverage, is a well-known DP mechanism to compute
the mean that reduces the overall noise that would be neces-
sary to protect the mean query function directly with Laplace
or Gaussian noise [28].

Mode computation. We compute the mode in four ways
using report noisy max (RNM) and the exponential mecha-
nism [17]. RNM is used to determine which of the k count
queries fk has the maximum value, and thus we can use it to
return a perturbed mode with DP protection. RNM achieves
ε-DP by adding Laplace noise: For all D ∈ D, it is defined
as M f ,ε

RNM(D) = argmaxi∈[k]{ fi(D)+ zi} with zi ∼ Lap(∆ fi
ε
)

(i.i.d.). A variation of RNM is obtained by adding exponential
noise from Exp( ε

2∆ fi
) instead, which still satisfies ε-DP. In

our case, the query functions act over disjoint support (i.e.,
the elements of X ), and thus RNM can be viewed as a parallel
composition [31] of |X | Laplace mechanisms. This fact allows
us to obtain an (ε,δ)-DP variant using Gaussian mechanisms
(note that this is not generally true for RNM with Gaussian
noise [27]). In addition, we also protect the mode using the
exponential mechanism by defining the score function as the
count query minus the maximum value in X (this last term
ensures the score function is negative, avoiding computational
inaccuracies caused by large floating-point numbers).

Clustering mechanisms. Recall that DP clustering has
previously been amplified via sampling [8]. Our experiment
covers their tested k-median algorithm [22], achieving DP
through the exponential mechanism. We also test a different
k-means algorithm (due to some ambiguity of the original
method). We choose the well-known DP version of the k-
means clustering (i.e., Lloyd’s algorithm) introduced by Blum
et al. [9] for this purpose. This mechanism, also known as
DPLloyd [40], achieves DP by computing the centroids in
each iteration with the Laplace NoisyAverage mechanism
over each cluster. We refer to Su et al. [40] for further details.

Utility metrics. To keep our plots consistent, we ensure that
for all utility metrics u(M ,D), larger values indicate worse
utility (increased errors), and values close to 0 indicate better
utility preservation. We are thereby providing intuition on
the amount of error or inaccuracy. For the mean computa-
tion, we stick to common practice and take u(M ,D) as the
mean percent error (MPE) between the real mean fsum(D)

fcount(D)

and the output noisy mean. For the mode computation, we
take u(M ,D) as the probability of incorrectly returning the
argument of the maximum of D. For the k-median clustering
mechanisms, we take the average of the L2 distances of each
record to the closest median (the average cost [22]). Finally,
for DPLloyd, we take the normalized intracluster variance
(NICV), defined as the average of the squares of the L2 dis-
tance of each record to the centroid of the assigned cluster.
NICV is a common metric used to evaluate k-means clustering
approaches including DPLloyd [40].

Databases. For the computation of mean and mode, we
consider three well-known popular numerical databases in

Database Columns
Value
range

Sensitivity
bounds

Adult [6] age 17–90 0–125
(Size: 32 561) hours-per-week 1–99 0–100
Census [10] FEDTAX 1–21 260 0–31 889
(Size: 1 080) FICA 6–7 932 0–11 890

Irish [2] Age 15–84 0–125
(Size: 66 666) Education 1–10 1–10

Table 1: Databases employed in the experimentation.

the field of SDC. For each database, we select two columns
to use in our evaluations, considering each column as its own
one-dimensional database. Table 1 shows the selected data-
bases and columns, where we prioritized different numerical
ranges for variability and simpler-to-understand attributes for
each database (such as ages). However, we do not compute
the mode over the columns of the Census database because
multiple elements reach the maximum count for each column
(in particular, no element repeats in FEDTAX).

In our computations, we will need bounds on the val-
ues of each column (e.g., to compute the sensitivity of the
Laplace/Gaussian mechanism). Since DP is a property that
does not depend on the choice of database, lower and upper
bounds are usually chosen that do not necessarily match the
range of values in the database. Following field practices [38],
we either select logical extremal bounds (e.g., 0 to 125 for
ages) or 0 to ⌈1.5max_value_in_database⌉ if no clear up-
per bound exists—note that this does not constitute a privacy
violation, but the contrary, it is an estimation of the possible
domain range meant to represent every database in D [38].
The exact values chosen are shown in Table 1.

We run DPLloyd on the Adult database [6] under the same
conditions as Su et al.’s experiment [40]: The clustering is per-
formed over the six numeric columns of the database and for
k = 5 clusters. All values are (min-max) normalized to [−1,1]
as required by DPLloyd. The chosen k-median algorithm is
not empirically evaluated in the original publications, but only
theoretically [8, 22]. Therefore, following the mechanism re-
quirements and due to large computational cost, we first gen-
erate a random two-column database over {1, . . . ,100}2. We
sample 100 points using a Gaussian distribution with σ = 10
(nearing to the closest integer) centered at four randomly se-
lected accumulation points in {10, . . . ,90}2. The database is
then normalized so the sensitivity is 1 and we select k = 4.

3.2 Experiments and Results

For every database and mechanism, we compute the utility
metric values of the mechanism with and without sampling
for various privacy parameters and sampling rates. We run
the experiments for ε ∈ {0.25,0.5,1,2}. We use the optimal
Gaussian mechanism [4] that, unlike the classic version [17],
is also defined for ε ≥ 1. In addition, parameter δ is set to
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Figure 1: Plots of the utility values of M and M ◦S for the uniform Poisson sampling for the Adult database (and age column).
The shaded areas correspond to a 95% confidence interval (CI) for the mean of the utility metric (95% Wilson CI for the mode).

|D|−2 when working with the Gaussian mechanism (as sug-
gested in the literature [17]), the only mechanism that requires
a non-zero δ. We test every sampling algorithm Sp with sam-
pling rate p ∈ {0.01,0.02, . . . ,0.98,0.99}. Since all mech-
anisms and sampling algorithms are randomized, for each
instantiation, we compute u(Mε,δ,D) and u(Mε′′,δ′′ ◦ Sp,D)
500 times (mean and DPLloyd), 2 000 times (mode), or 20
times (k-median), and we always provide their means.

Our results are surprising as they show that the utility guar-
antees of Mε′′,δ′′ ◦ Sp are worse than those of Mε,δ for all
mechanisms, databases, privacy parameters ε and δ, and (al-
most all) sampling rates p we tested. Räisä et al. [35] make a
similar observation for DP-SGD, but given the general inter-
est in privacy amplification [11, 19, 29], we consider it rather
surprising that our results hold for all tested mechanisms.

In Figure 11, we show that the utility values differ sig-
nificantly for most sampling rates, with M ◦S having worse
utility than M (here, simplifying the notation). The difference
becomes small near a sampling rate of 1, and we find a few
rates where M ◦S preserves utility better than M . We assume
that this is due either to issues of floating-point precision, or
rare beneficial random choices by the sampling algorithm.

Looking at the mechanisms independently, we note that the
mean computation with sampling provides very small error,
remaining less than 0.25% MPE for sampling rates larger
than 0.4 and less than 2% even for more abrasive rates near 0;
yet, it always increases with respect to the mechanism without
sampling. The mode computation expresses variations across
the databases depending on the original distribution. For ex-
ample, in the hours-per-week column in the Adult database,
the mode represents more than half the results in the database,
and thus both M and M ◦S provide a perfect failure proba-
bility of 0. For more varied data, like the age column in the
Adult database, we see drastic utility losses with sampling,
increasing the failure probability of RNM (Laplace) from un-
der 18% to over 60% for most sampling rates. DPLloyd also
exhibits a utility degradation under sampling, but contrary

1We provide all plots in the long version (arXiv:2601.05180).

to the others, u(M ◦ S ,D) remains quite close to u(M ,D)
until spiking at around p = 0.1. The k-median clustering also
shows a utility degradation similar to the previous plots; how-
ever, this does not contradict the theoretical utility evaluations
performed on sampling [8] in which the sum of distances
(rather than the average sum) is compared, resulting in bias
with respect to the database and sample size.

In summary, our result shows that, for the tested mecha-
nisms, it is preferable to apply mechanism M directly under
the target privacy parameters than to rely on the privacy am-
plification of sampling to improve the privacy–utility tradeoff.

4 Introducing Suppression to DP

Our previous experimental results reveal that uniform Poisson
sampling has detrimental effects on the utility that DP mech-
anisms yield: The utility gain from translating the privacy
parameters is insufficient to counteract the utility loss caused
by omitting records.

Yet, records in databases are complex and diverse, and they
have different degrees of vulnerability. Furthermore, experi-
ence shows that some records are harder to protect than others
or have different costs for the protecting mechanism. Thus,
any loss in utility that is caused by omitting records could be
reduced when records are omitted strategically, for example,
by targeting the hardest-to-protect or outlying records. This
process is known as suppression [23], and it has been shown
as a mechanism amplifier under syntactic privacy notions
like k-anonymity [18, 20]. Nevertheless, to the best of our
knowledge, no studies treat the effect of suppression for DP.

Thus, in the following, we introduce suppression to DP.
Formally, suppression is a SDC non-perturbative masking
technique like sampling [23]. In suppression, data values are
deleted from the original dataset to eliminate easily identifi-
able features. Our suppression corresponds to whole-record
suppression [5,18,20,36,43], but we note that suppression can
also refer to deleting specific data values of the records [23].

We will formalize DP suppression as a generalization of
sampling. While the state of the art on sampling in unbounded

https://arxiv.org/abs/2601.05180


DP works exclusively with algorithms defined according to a
uniform selection scheme [18], we define suppression com-
pletely general, covering any way of choosing or omitting
records. Nevertheless, we acknowledge that our definition
of suppression in DP does match the general definition of
sampling by Balle et al. [3]. We will provide bounds on the
privacy parameters for all suppression algorithms and empiri-
cally evaluate a family of suppression algorithms. In this way,
we address an open question in the literature: What are the
effects of sampling/suppression when defined more flexibly
(e.g., in a non-uniform manner) on DP mechanisms?

4.1 The Suppression Algorithm

We now turn to investigating the effect of deleting some
records on a DP mechanism. To keep our results well-defined,
we assume that D is closed by subsets (or subdatabases), i.e.,
if D ∈D and C ⊆ D, then C ∈D. This is the common assump-
tion in the literature [17]. Suppression is modeled by a sup-
pression algorithm S with domain D that, given any database
D ∈D, deterministically or randomly outputs a subset of D or,
equivalently, suppresses a subset of D. Since databases D ∈D
are of finite size, we consider S(D) to be a discrete random
variable that outputs subsets of D (including the case where
S is a deterministic function). Note that our definition does
not impose any restrictions on the deletion process, nor does
it establish relations between S(D1) and S(D2) for different
D1,D2 ∈ D. In particular, completely different suppression
techniques can be defined independently for each database
in D. Thus, S is defined in a completely general way without
any additional restrictions.

We introduce two types of suppression: database-dependent
and database-independent. In database-independent suppres-
sion, an element or subset of elements is deleted with the same
probability regardless of the database to which it belongs,
i.e., P{C ⊆ S(D1)}= P{C ⊆ S(D2)} for all D1,D2 ∈ D and
for all C ⊆ D1,D2. Some examples of database-independent
suppression consist of deleting records—deterministically
or probabilistically—over or under a predefined threshold
(e.g., deleting all individuals over the age of 100 or over the
height of 2.10 m). In particular, any same record is deleted
with the same probability across all different databases (i.e.,
P{x∈ S(D1)}= P{x∈ S(D2)} for all x∈D1,D2). We refer to
all other types of suppression as database-dependent, where a
same record may be deleted with different probabilities in two
databases. This includes deleting records according to their
mean or counts in the database, which varies across databases.

We note that classic state-of-the-art sampling algorithms [3,
29, 39] are all database-independent, with many [3, 29] also
being uniform (i.e., P{x ∈ S(D)} is equal for all D ∈ D and
x ∈ D). Bun et al. [11] introduce specific database-dependent
sampling algorithms, but these contain some kind of uniform
selection and are thus more limited in our suppression context.

4.2 The Suppression Problem

We extend the privacy amplification problem of sampling [3]
in order to define the suppression problem as follows: Given
an unbounded (ε,δ)-DP mechanism M and a suppression
algorithm S , both with domain D, what are the privacy and
utility guarantees provided by M ◦S? In particular, with this
problem, we are interested in understanding under which con-
ditions M ◦ S has beneficial properties, and whether they
improve over those of M . Posing these questions, we are
interested in understanding exactly when M ◦ S also satis-
fies approximate DP, and with which privacy parameters. In
addition, given our experimental results (see Section 3), we
highlight the importance of knowing the effect on the output
utility of M ◦S compared to that of M .

The suppression problem already becomes relevant when
discussing database-independent vs. -dependent suppression.
Database-dependent suppression is better suited to the dele-
tion of vulnerable or outlier records because these records
usually depend on the database to which they belong. How-
ever, such records impose a cost on the privacy parameters. In
essence, DP must protect or take into account any change be-
tween databases, which consumes privacy budget. For these
reasons, differences between databases which, on the one
hand, provide utility improvements in database-dependent
suppression, may incur, on the other, costs for the privacy
guarantees. In particular, S needs to respect the neighborhood
relation to ensure low privacy parameters [3]. We illustrate
this phenomenon in our privacy results in Section 5.

In the following, we provide different answers to the sup-
pression problem covering how suppression affects the pri-
vacy (Section 5) and utility guarantees (Section 6), ultimately
seeing that our suppression does not improve over sampling.

5 The Effect of Suppression on Privacy

In this section, we study how the privacy guarantees are af-
fected by suppression algorithms. As previously mentioned,
we will assume that M satisfies unbounded (ε,δ)-DP, and
study when M ◦ S satisfies unbounded (εS ,δS )-DP, deriv-
ing expressions for εS and δS . We will provide bounds inde-
pendent of the choice of mechanism M , and thus show the
worst-case bounds with respect to M .

Our goal is to show not only how specific targeted suppres-
sion, such as deleting outliers, affects the privacy parameters,
but also the effect of any possible alternative suppression al-
gorithm. This allows to identify which and how records can
be deleted to improve the privacy guarantees, and thus we
pave the way for data curators to easily learn what the privacy
guarantees are after deleting exactly the records they want.
To stay true to this, we want to impose the fewest conditions
on S to provide the most general results possible.

We note that S does not necessarily satisfy (ε,δ)-DP and
therefore the DP composition rules cannot be applied. Partic-



ularly for pure DP, since S only outputs subsets of the input
database, it is possible that S(D) outputs a subset which can-
not be output by S(D′), violating the ε-DP definition. There-
fore, the only algorithm S that satisfies pure DP is the mech-
anism that deletes all records, i.e., S(D) = ∅ for all D ∈ D,
which satisfies 0-DP. We note that M ◦S can still satisfy DP
even when S is non-DP.

In the following, we first tackle deterministic suppression
(Section 5.1), presenting some interesting results that show an
initial understanding how deleting records affects the privacy
parameters. Due to the limitations of this type of suppression
in DP, we then study probabilistic suppression in a general
way (Section 5.2) and provide a specific probabilistic suppres-
sion strategy for outlier deletion (Section 5.3).

We include proof sketches of all our results in Ap-
pendix A and the full detailed proofs in arXiv:2601.05180.

5.1 Deterministic Suppression
It is well known that (ε,δ)-DP is a worst-case metric since
any (ε,δ)-DP mechanism M must satisfy P{M (D) ∈ A} ≤
eε P{M (D′) ∈ A} + δ for all neighboring D,D′ ∈ D :=
Domain(M ) (and all measurable A ⊆ Range(M )). One of
the first results where we would intuitively expect privacy am-
plification is in reducing the number of inequalities that must
be satisfied, which can easily be done by reducing the domain
D of M . In particular, by excluding the hardest-to-satisfy
inequalities, we can lower the values of ε and δ, potentially
obtaining that M over this reduced domain is (ε′,δ′)-DP with
ε′ < ε and δ′ < δ. We can obtain a domain reduction if we have
a deterministic suppression algorithm that verifies S(D)⊊D,
thus reducing the input of mechanism M from D to S(D).

Theorem 5.1 shows how the privacy parameters of M are
affected when preprocessed with a deterministic suppression
algorithm S . There are two factors that affect the privacy pa-
rameters of M ◦ S : First, the privacy improvement we can
gain by restricting the domain of M as we explained; and
second, the effect on the privacy parameters caused by apply-
ing S , which closely follows from the known preprocessing
result on c-stable transformations [31].

Theorem 5.1 (Effect of deterministic suppression). Let M be
an (ε,δ)-DP mechanism and S be a deterministic suppression
algorithm, both with domain D. Let S be such that S(D) ⊆
S⊆ D, and suppose the restriction of M to domain S, M |S,
is (εS,δS)-DP. Then, M ◦ S = M |S ◦ S with domain D is
(εS ∆SS ,δS ∑

∆SS−1
k=0 eεSk)-DP, where the sensitivity of S is

∆SS := sup
D,D′∈D
neighb.

dS(S(D),S(D′)),

and dS(S(D),S(D′)) is the minimum number of neighboring
databases in S needed to go from S(D) to S(D′) (see [21]).

In the theorem, we show the effect of restricting the domain
of M to intermediate subsets S (such that S(D) ⊆ S ⊆ D),

since it is possible that the subset S that provides the lowest
privacy parameters is not S(D). Since the result holds for
every choice of S, we can choose S that minimizes the privacy
parameters of M ◦S . We note that finding the minimum can
be difficult since smaller S intuitively yield smaller (or equal)
values of εS and δS but larger (or equal) values of ∆SS . More
formally, given S⊆ S′, we have that εS ≤ εS′ and δS ≤ δS′ (if
chosen tightly), but, at the same time, we have ∆S′S ≤ ∆SS .
In particular, we note that the smallest sensitivity is

∆DS = sup
D,D′∈D
neighb.

|S(D)∆S(D′)| ≤ ∆SS .

Moreover, there can exist S ⊊ D such that ∆DS = ∆SS
(e.g., S=

⋃
D∈D P (S(D)) where P denotes the power set). In

particular, we also note that if δ= 0, then M ◦S is (ε∆DS)-DP,
remaining in pure DP.

We now provide an applied example of Theorem 5.1 and
some of its consequences.

Example 5.2 (Laplace mechanism with deterministic suppres-
sion). Recall that the Laplace mechanism M f ,b of the query
function f : D! Rk that adds noise drawn from the Laplace
distribution Lap(b) with scale b to each coordinate of f (D)

satisfies ε-DP with ε = ∆ f
b [17], where the sensitivity of f ,

∆ f = sup
D,D′∈D
neighb.

∥ f (D)− f (D′)∥1,

depends on D and thus on the range of f . Considering a
deterministic suppression S that reduces the domain (i.e.,
S(D)⊊ D) and selecting S :=

⋃
C∈D P (S(C)), we obtain by

Theorem 5.1 that M f ,b ◦S is (εS∆SS)-DP with

εS =
∆ f |S

b
and ∆ f |S := sup

D,D′∈S
neighb.

∥ f (D)− f (D′)∥1 ≤ ∆ f .

That is, we obtain εS < ε if and only if ∆ f |S ∆SS <∆ f . This
improvement can be leveraged to increase utility by raising
the privacy parameter, which adds less noise (i.e., noise drawn
from Lap(b′) with b′ < b) accordingly. Selecting b′ such that
∆ f |S

b′ ∆S = ∆ f
b holds, will ensure that the privacy parameters of

both mechanisms remains constant and allow us to evaluate
the effect of suppression (cf. Section 6).

Furthermore, bear in mind that εS and δS depend on M
and may change for different mechanisms. In particular, there
are mechanisms that cannot benefit from a domain reduc-
tion, like a Laplace or Gaussian mechanism for a counting
query (since ∆ f |S = ∆ f = 1 for all S). Therefore, M ◦S is al-
ways (ε∆SS ,δ∑

∆SS−1
k=0 eεk)-DP for all (ε,δ)-DP mechanisms

M , which is an independent bound on the choice of M .
Moreover, Theorem 5.1 provides a tight bound: For all

privacy parameters and all S , there exists a DP mechanism

https://arxiv.org/abs/2601.05180


M such that M ◦S is tightly (εS∆SS ,δS ∑
∆SS−1
k=0 eεSk)-DP if

δS ∑
∆SS−1
k=0 eεSk < 1 (see Proposition A.1). Therefore, Theo-

rem 5.1 provides a complete characterization for deterministic
suppression, indicating that there are suppression algorithms
S and mechanisms M such that M ◦S provides weaker pri-
vacy than M , since ∆SS can potentially be greater than 1.

When we have a suppression algorithm with sensitivity
∆SS = 1, we obtain that the privacy parameters given by The-
orem 5.1 remain constant (or decrease, if so by a domain re-
duction). By definition, all database-independent suppression
algorithms S have sensitivity ∆SS = 1, such as fixing a subset
A of the universe of records X and defining SA(D) = D∩A
for all D ∈ D. This can be understood as removing the values
outside A, the set of elements with “good” properties, or the
records that are not outlying. For instance, we can use this to
remove predefined extreme values, such as super-centenarians
in an age database, or remote locations in a location database.
In both of these examples, the suppressed records are defined
independently of the choice of database, i.e., using public or
common knowledge to designate people over a certain age as
outliers or to define which map areas are remote.

Alternatively, database-dependent suppression can be use-
ful for outlier deletion because it does not require any knowl-
edge and allows suppression on a per-database basis. As a
simple example, consider the database class D of databases
containing people’s ages (ranging from 0 to the maximum
verified age) and other data. Applying a database-independent
suppression that deletes all supercentenarians may make sense
for many D ∈ D, but the results can become skewed for spe-
cific databases in D such as a superagers database.

However, as covered in Section 4, DP must account for
changes in-between databases, which increases the privacy
parameters when applying a database-dependent suppression.
In this case, this privacy degradation is represented by the
sensitivity of S , which is large or even infinite when defining
a suppression strategy specifically to delete outliers or dis-
tant records. For example, deleting all records whose average
distance to the other records in the database exceeds a cer-
tain threshold (Proposition A.2(a)) or deleting the top P% of
records that are furthest away from all other records in the
database (for P ≤ 50; Proposition A.2(b)) are both suppres-
sion algorithms with ∆DS = ∞ (and thus ∆SS = ∞ ≥ ∆DS for
all S). In these examples, adding or removing a record can
have a large effect on the distance to the rest of the records in
the database, and thus S(D) and S(D′) can potentially be very
different, which leads to ∆DS = ∞ and no DP guarantees.

In general, we find that many database-dependent suppres-
sion algorithms defined to suppress outliers require large or
even infinite sensitivities, thus increasing the privacy parame-
ters to unmanageable levels. Furthermore, while it is theoreti-
cally possible to construct a deterministic database-dependent
suppression algorithm S with ∆DS = 1 (see Remark A.3), we
have not found any that correspond to a meaningful way of
deleting outliers.

5.2 Probabilistic Suppression

In this section, we consider probabilistic suppression and
extend the privacy evaluation of suppression to the whole
spectrum, covering any suppression algorithm. Precisely, we
provide results showing how the privacy parameters of M are
affected when preprocessing with any probabilistic suppres-
sion and when suppression yields privacy amplification.

Deterministic suppression can be viewed as a special case
of probabilistic suppression, and thus our theorems generalize
the results of the previous section. In particular, probabilistic
suppression can still provide cases where M ◦S is not DP, as
we obtained in Section 5.1. Therefore, we find it convenient
to exclude such cases from our main theorem (Theorem 5.3)
in order to provide a concise result, and we later explain how
we can extend the theorem to the rest of the suppression
algorithms, including those that do not achieve DP.

Our proofs follow the steps of the existing theorem on
Poisson sampling by Li et al. [29] but with our generalized
suppression algorithm S . We find that the newer sampling the-
orems [3,39] require additional conditions that do not directly
generalize, or are inapplicable, to the more general suppres-
sion. Like these sampling results, our theorems work for any
(ε,δ)-DP mechanism M and the bounds are independent of
the choice of M . The bounds given are therefore worst-case
with respect to M , i.e., they represent bounds to the largest
possible privacy parameters over all DP mechanisms.

The essential steps in the proof are bounding the privacy
parameters of M ◦ S with that of M using the law of total
probability, i.e.,

P{M (S(D)) ∈ A}= ∑
C∈supp(S(D))

P{M (C) ∈ A}P{S(D) =C},

and finding a relation between the probability measures of
S(D) and S(D′) (for all neighboring D,D′ ∈D). Here, finding
a good relation is the challenging part. For the state-of-the-art
uniform sampling [3, 29, 39], this relation is simply constant
over the support of S(D), but the relation for general S can be
hard to define and very complex in some exceptional cases.

Therefore, as mentioned, we find it convenient to exclude
these hard cases for now by assuming that S satisfies the
support condition: For all unbounded-neighboring D,D′ ∈ D
of the form D′ = D+y := D⊎{y} and all C ⊆ D, there is a
non-zero chance that S(D) outputs C if and only if there
is a non-zero chance that S(D′) outputs C or C+y; or, for-
mally, C ∈ supp(S(D)) if and only if C ∈ supp(S(D′)) or
C+y ∈ supp(S(D′)). We can think of this condition as basi-
cally ensuring that if an output C is possible for S(D), then C
or C+y is also possible for S(D′), which avoids dividing by 0
in Theorem 5.3.

Theorem 5.3 (Suppression theorem). Let M be a mechanism
that satisfies unbounded (ε,δ)-DP and S be a suppression al-
gorithm that satisfies the support condition, both with domain



D. Then, M ◦S is unbounded (εS ,δS )-DP with

ε
S = sup

D,D′∈D
neighb.

ε
S
D,D′ and δ

S = sup
D,D′∈D
neighb.

δ
S
D,D′ ,

where ε
S
D,D′ and δ

S
D,D′ are as follows: If D′ = D+y, then

eε
S
D,D′ = max

C∈supp(S(D))

P{S(D) =C}
P{S(D′) =C}+ e−ε P{S(D′) =C+y}

and

δ
S
D,D′ = δ ∑

C∈supp(S(D))

P{S(D) =C}e−ε P{S(D′) =C+y}
P{S(D′) =C}+ e−ε P{S(D′) =C+y}

,

and, since the values are not symmetric with respect to D,D′,

eε
S
D′,D = max

C∈supp(S(D))

P{S(D′) =C}+ eε P{S(D′) =C+y}
P{S(D) =C}

and

δ
S
D′,D = δ ∑

C∈supp(S(D))

P{S(D′) =C+y}= δP{y ∈ S(D′)}.

Our theorem always satisfies δS ≤ δ, but εS can be larger,
equal, or smaller than ε. Therefore, our theorem does not
always show a privacy amplification, but rather shows how the
parameters change through a suppression algorithm, and gives
us an intuition on how deleting records affects the privacy
parameters. The bound we provide is not tight in general, but
it is for some specific algorithms S , such as Poisson sampling.

Even though Theorem 5.3 is not generally tight, it provides
an intuition on how the privacy budget is affected by suppres-
sion. When the values of P{S(D)=C}

P{S(D+y)=C} and P{S(D)=C}
P{S(D+y)=C+y} (or

their inverses) remain small, ε
S
D,D′ (or ε

S
D′,D) remains small;

but in other cases, max{ε
S
D,D′ ,ε

S
D′,D} takes on larger values,

increasing the privacy parameters of M ◦S . In particular, we
see at play the fact that DP must always factor in changes
between neighboring databases, as mentioned in Section 4.
For example, if we define S as probabilistically deleting those
points that are furthest away from the mean, we must take
into account the differences in distribution caused by adding
any single record in any database.

Our theorem provides an upper bound on the privacy guar-
antees of every suppression algorithm satisfying the support
condition. The complexity of the equations in Theorem 5.3
are just a consequence of the potential complexity of suppres-
sion algorithms. Therefore, Theorem 5.3 is more useful in
evaluating specific suppression strategies, as we will do in
Section 5.3. In addition, it also provides the tight bound for
Poisson sampling [29] and our tight bound for deterministic
suppression with ∆DS = 1 we provided in Theorem 5.1.

As mentioned earlier, we can adapt the proof of Theo-
rem 5.3 to obtain the result for all suppression/sampling al-
gorithms S . The full result is given in Theorem A.5: Its idea

is to assign each subset C that does not satisfy the support
condition with another term C∗ that does, so that the bound
can be defined. However, there are multiple ways to assign C∗

to C, each giving a different bound of the privacy parameters.
In this case, the privacy parameters increase for assignments
with large |C∆C∗|, and we lose the guarantee that δS ≤ δ or
that M ◦S is pure DP if M is pure DP from Theorem 5.3.

In summary, Theorem 5.3 (and the general Theorem A.5)
tells us that some probabilistic suppression can provide pri-
vacy amplifications just as sampling does, even without the
improvement provided by domain reduction; while other sup-
pression strategies can end up with larger privacy parameters,
especially if S varies significantly between neighboring data-
bases. However, even though there are specific examples that
increase the values of the privacy parameters (e.g., the deter-
ministic ones), we are unable to provide proof of the tightness
of the results. Finally, we note that these theorems are de-
fined independently of the choice of M , showing how privacy
degrades in the worst case for any (ε,δ)-DP mechanism. Nev-
ertheless, certain mechanisms M could provide better bounds,
such as the improvement provided by domain reduction.

In summary, selective suppression strategies can easily
violate acceptable privacy bounds, resulting in privacy degra-
dation instead of amplification; while suppression methods
that delete records more uniformly across databases guarantee
lower (better) privacy parameters.

5.3 Distance-Based Probabilistic Suppression
In this section, we present a type of suppression strategy S to
deal with the presence of outliers in databases. The privacy
parameters of M ◦S are obtained through Theorem 5.3.

In this suppression strategy, every record is suppressed
independently—as in Poisson sampling—but with a proba-
bility proportional to how different they are from the other
records in the database. By carefully measuring these differ-
ences, we obtain that any DP mechanism M preprocessed
by our S is also DP and can derive the precise expression of
its privacy parameters (Theorem 5.4). In addition, our prob-
abilistic result avoids the large sensitivities of deterministic
database-dependent suppression that we saw in Section 5.1,
recalling that the deterministic version of this result is not DP
(∆DS = ∞, as seen in Proposition A.2(a)).

Formally, the difference between records is given through
a (normalized) bounded distance d: X ×X ! [0,1] defined
over the data universe X (from where the databases are drawn).
We choose parameters m,M ∈ (0,1) with m ≤ M to control
the extent to which the property of being an outlier is con-
sidered. Precisely, we take the (m,M)-transformation T of
d, defined as T(x,y) = (m+(M−m)d(x,y)) ∈ [m,M] for all
x,y ∈ X . Then, for any non-empty database D ∈D, we define
the outlier-score function outD : D ! [m,M] over D (with re-
spect to T) such that outD(x) = 1

|D| ∑y∈D T(x,y) for all x ∈ D.
Our suppression algorithm will delete every record x in D



independently with probability outD(x), the average distance
to all elements in D. By definition, outD(x) is guaranteed to
be between m and M, thus providing a lower and upper bound
on the probability of a record being deleted. A large differ-
ence M−m means that the suppression strategy discriminates
strongly between inliers and outliers, while M−m = 0 pro-
vides the uniform Poisson sampling, where each record is
deleted independently with the same probability m.

Theorem 5.4 shows the effect of this family of suppression
algorithms, which we call outlier-score suppression, on the
privacy parameters of M ◦S .

Theorem 5.4 (Outlier-score suppression). Let S be the
outlier-score suppression algorithm that independently
deletes each record x ∈ D with probability outD(x), i.e., S
is defined so that

P{S(D) =C}= ∏
x∈C

(1−outD(x)) ∏
x∈D\C

outD(x)

for all D ∈ D and all C ⊆ D. Then, if M is (ε,δ)-DP, we
obtain that M ◦S is (εS ,δS )-DP where δS = δ(1−m) and

ε
S = max

p∈[0,1]
max{l1(p), l2(p), l3}

up to an error2of 2 ·10−7, where

l1(p) = ln(eε − (eε −1)(pM+(1− p)m))

+ p
M
m

+(1− p)
1−m

1− (pM+(1− p)m)
−1

and

l2(p)= ln
(

eε−(eε−1)
(

pM+(1− p)
(M+m)− pM

2− p

))

+ p
M
m

+(1− p)
1− (M+m)−pM

2−p

1−M
−1

for all p ∈ [0,1]; and l3 =− ln(e−ε+(1−e−ε)M)+1− 1−M
1−m .

Note that εS depends only on ε and the constants m and M,
and δS only on δ and m, and neither depend on the choice of
mechanism M nor on the distance d. We plot the expression
of εS with respect to m and M for some values of ε in Figure 2
and provide an interactive plot that allows computing the
exact εS from the three constants3. We also provide a closed
form of the precise values in Proposition A.7, and we note
that the maximum is usually obtained when p = 0 or p = 1,

2The proof of Theorem 5.4 is computer assisted and verified up to an er-
ror of 2 · 10−7 for every value of m and M in {0.01,0.02, . . . ,0.98,0.99}
(with m ≤ M) and every value of ε in {0,0.01,0.02, . . . ,1.98,1.99,2},
{2.1,2.2, . . . ,9.9,10}, and {11,12, . . . ,99,100}. Computational power is
used to check that the bound we provide matches the empirically optimized
value (see Remark A.11 for more details). We conjecture the expression
extends to all m and M, and to all ε ≤ 100 due to the continuity of εS .

3https://www.desmos.com/calculator/hydpubdqtm

which quickly simplifies the expression of εS . In these cases,
our result is tight with respect to Theorem 5.3, but we cannot
show whether it is tight in general (see Remark A.8 for further
discussion on tightness). We note that the complex expression
of εS in Theorem 5.4 is a consequence of our efforts to provide
the tightest bounds on the result.

We observe, similar to Theorem 5.3, that we always have
δS ≤ δ, but εS can take values larger, equal, or smaller than ε.
Lower values are obtained near the diagonal, with the blue
regions in Figure 2 representing the values such that εS ≤ ε,
i.e., the values of m and M such that S provides a privacy
amplification. In particular, Theorem 5.4 generalizes uniform
Poisson sampling, which corresponds to the algorithms on the
diagonal (i.e., m = M). As seen in the plots, εS increases as
m ! 0 or M ! 1, with the limit values being ∞. In addition,
the ratio εS

ε
converges to 1 when ε ! ∞.

Overall, outlier-score suppression can be used to suppress
outliers with higher probability. We note that our definition of
outlyingness is similar to previous definitions of record vul-
nerability used in DP [32]. However, our theorem shows that
greatly differentiating outliers quickly increases the privacy
parameters (see Figure 2).

5.4 The Impact of Suppression on Privacy

Suppression in DP can offer a privacy amplification, but not
always: Since DP must protect any difference between neigh-
boring databases, flexible suppression algorithms—such that
S(D) and S(D′) behave differently for neighboring databases
D,D′ ∈ D—greatly increase the privacy parameters.

Nevertheless, our theorems in this section not only rep-
resent this phenomenon, but also show precisely how sup-
pression affects the privacy parameters. In particular, this
effect is depicted in our theorems with the sensitivity ∆SS in
the deterministic case, and with the ratios P{S(D)=C}

P{S(D+y)=C} and
P{S(D)=C}

P{S(D+y)=C+y} (and their inverses) in the probabilistic case.
Furthermore, the difference between m and M in Theorem 5.4
also exhibits the same effect: The privacy parameters increase
if outliers are more distinguishable (i.e., if M−m increases).

In this sense, DP causes a conflict between ensuring man-
ageable privacy parameters in M ◦S and having flexibility
between S across databases. For example, in the deterministic
case, we have seen that database-independent suppression
S ensures ∆DS = 1; hence, M ◦S satisfies DP with at least
the same privacy parameters than M . On the other hand, the
flexibility of database-deterministic suppression usually leads
to very high sensitivities and privacy parameters. In some
cases, these values are infinite (e.g., when records furthest
from the database centroid are deleted), in which case M ◦S
cannot possibly be DP. Nevertheless, when ∆SS is not too
large, there can be a privacy amplification if the mechanism
and the suppression algorithm allow for a domain reduction.
However, this domain reduction is highly dependent on the

https://www.desmos.com/calculator/hydpubdqtm
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Figure 2: Contour plots of εS := εS (ε,m,M) with respect to m (x-axis) and M (y-axis) for the values of ε ∈ {0,0.5,1,2}. Values
increase as M−m increases. The blue regions show the values of m and M with a privacy amplification (i.e., such that εS ≤ ε).

chosen mechanism, and there are always mechanisms for each
suppression algorithm which do not benefit from it. Conse-
quently, the guarantee here is not global.

In contrast to deterministic suppression, our results show
that in the probabilistic case, privacy amplifications can exist
independently of M . However, they are only possible if the
probability of deleting records does not vary drastically across
neighboring databases; otherwise, privacy parameters degrade.
We recall that suppression encompasses the state-of-the-art
sampling, and it is especially the suppression algorithms close
to uniform sampling that achieve a more significant privacy
amplification—after all, these suppression algorithms ensure
similar S(D) and S(D′). In addition, the privacy parameters
of suppression naturally cannot be less than those of uniform
Poisson sampling (see Proposition A.9 and Corollary A.10).

In summary, due to the properties of DP, uniform suppres-
sion provides lower privacy parameters than targeted sup-
pression. Our theorems confirm that privacy amplification
is still achievable for other suppression strategies close to
uniform suppression. However, the privacy parameters will
easily start to increase when specifically protecting database
outliers or vulnerable records if these records vary greatly
between neighboring databases. This is especially true for
deterministic suppression, which is more unforgiving than
probabilistic suppression.

6 The Effect of Suppression on Utility

Having seen how suppression affects privacy, we are now
interested in how it affects the mechanisms utility guarantees.
In this section, we perform the same empirical evaluations we
conducted for sampling in Section 3, that is, we compute the
empirical evaluations of the utility guarantees of M ◦S and
compare them to those of M .

In this case, we believe that we cannot formulate a fair
evaluation using deterministic suppression: Any reasonable
suppression strategy that is database-independent leads to a
very large (or infinite) privacy budget for M ◦S , and database-
dependent suppression requires defining global statistics
about the database, which could lead to an unfair comparison
since it requires knowledge about the values in the database.

Therefore, our evaluation centers on the outlier-score suppres-
sion algorithm of Section 5.3.

Note too that we only expect utility gains with a privacy am-
plification: If S actually increases the privacy parameters, we
would generally obtain a noise amplification—not reduction—
when translating the privacy parameters down to those of M ,
and M ◦S would expectedly provide worse utility than M at
fixed privacy levels under our utility metrics.

6.1 Experiment Description and Setup
Conducting experiments similar to those in Section 3, we will
compare the utility guarantees of M ◦S to those of M under
the same privacy guarantees. To ensure the same privacy level,
we conduct the analogous transformation: By Theorem 5.4, if
M satisfies (ε,δ)-DP, then M ◦S satisfies (εS ,δS )-DP with
εS = εS (ε,m,M) and δS = δS (δ,m). So, to ensure that M ◦
S also satisfies (ε,δ)-DP, we impose M to be (ε′′,δ′′)-DP
such that εS (ε′′,m,M) = ε and δS (δ′′,m) = δ. We note that
this process requires εS (ε,m,M) to have an inverse ε′′ with
respect to ε, which is not possible when ε < εS (0,m,M). This
limitation is reflected by the unfilled areas in our plots.

We use the same mechanisms, utility metrics, databases,
and privacy parameters ε and δ as in Section 3. As the
mechanisms are randomized, we also compute u(M ,D) and
u(M ◦ S ,D) the same amount of times as before, and pro-
vide their means. The only addition for this experiment is
the distance function d for S , directly linked to how records
are suppressed. In this case, we select distances that intu-
itively represent ways of deleting records and mimic potential
choices made by data curators.

Distance functions for S . For the mean calculation, we
select the absolute difference between values (i.e., the Lk

distance in R for any k ∈N). Thus, the suppression algorithm
deletes with higher probability the values that are the furthest
away from others in a weighted manner. Note that the mean
minimizes this average distance, so records closer to it are
less likely to be deleted.

For the mode calculation, we select d as the discrete metric
(i.e., d(x,y) = 1 if x ̸= y and d(x,x) = 0). This ensures that
the values with higher counts in the database will be deleted
with a lower probability than those with fewer.



For the clustering mechanisms, we choose d as the L2 dis-
tance between records. This is the same distance function used
in the mechanisms for the assignment of clusters/medians and
in their respective utility metrics.

6.2 Experimental Results

To show whether M ◦S can preserve utility better than M ,
we plot the utility difference u(M ,D)− u(M ◦ S ,D) (see
Figure 3). Since higher values of u(M ,D) are associated with
worse utility, we obtain that M ◦ S provides better utility
than M when u(M ,D)−u(M ◦S ,D), or the plot values, are
positive. For each ε ∈ {0.25,0.5,1,2}, we provide plots of
u(M ,D)−u(M ◦S ,D) with respect to m and M (similar to
the privacy plots in Figure 2). We compute the difference
value at the points where m and M both are in {0.1, . . . ,0.9},
with the precise value shown in the plots. The colors are then
filled by triangulation, with the color grading being set to
yellow for 0, red for negative values (M ◦S provides worse
utility), and green for positive values (M ◦S provides better
utility). The blue line corresponds to the values of m and M
such that εS (ε,m,M) = ε (as in Figure 2).

All results across all databases and noise variations are
qualitatively very similar, and we thus only plot representa-
tive examples in this section (Figure 3). All other plots are
included as a gallery in the long version (arXiv:2601.05180).

Results. Our main observation is that there are almost
no points where outlier-score suppression improves utility
(cf., for instance, Figure 3). This holds even when the privacy
amplification is compensated with lower noise (i.e., the values
between the diagonal and the blue line in the plots).

In general, the figures also show how quickly privacy de-
grades as more and more data is suppressed, with some plot
values largely increasing around m = M = 0.9. The difference
also becomes smaller near m = M = 0.1, but we do not plot
for smaller values because numerical inaccuracies begin to
cause distortions. In the great majority of cases, the values
of m and M that show the least utility loss are those on the
diagonal, corresponding to uniform Poisson sampling (when
comparing similar proportions of suppressed records). Our re-
sults also nearly always show that the utility difference under
suppression worsens as ε increases (for fixed m and M).

We now look at the three main experiments individually.
Figure 3 (top row) shows the results for the NoisyAverage
mechanism with Laplace noise, which rarely sees a utility
gain. However, the actual MPE difference remains at insignifi-
cantly low levels all throughout, around less than 0.6p.p. (and
sometimes even as low as 0.021p.p.).

Similarly to the sampling counterpart, the utility of mode
preservation decreases significantly when suppression is ap-
plied. As shown in Figure 3 (middle row), there is up to an
87.9p.p. difference between the percentages of (in)correctly
returning the mode of M and M ◦S for RNM with Laplace
noise on the age column (Adult database). These large differ-

ences are observed for values of m and M closer to 1, which
correspond to deleting a large portion of the database. The
utility values, however, strongly depend on the record distribu-
tion in the database, similar to our observations in Section 3.

The evaluation on clustering differs from the others, in
the sense that the chosen utility metric does not assume the
original database to be the ground truth or the base mea-
surement. This means that the effect of suppression on the
measured utility should theoretically be less damaging. Nev-
ertheless, our results on k-median and DPLloyd show the
same phenomenon as the mean computation: M ◦S provides
worse utility than M , with the difference remaining small
all throughout (see Figure 3, bottom row). DPLloyd shows
some extremely small improvement over M for m = M = 0.1
for ε = 0.25 and ε = 0.5 values, but these could be due to
rounding errors caused for these low parameters.

6.3 The Impact of Suppression on Utility

Finally, we investigated whether the privacy amplification
achieved by outlier-score suppression could result in less per-
turbation of the DP mechanism M such that the overall utility
of M ◦S is greater than M at fixed privacy levels. Our results
show that this is not generally possible: The utility loss from
outlier-score suppression carries much more weight in the
utility measurement than the DP perturbation, and almost all
reductions in the DP perturbation achieved through privacy
amplification are too low to benefit the tradeoff. In particular,
this effect appears even in cases where the utility loss is in-
significantly small, such as in the NoisyAverage experiments.
Our results here thus largely follow the previous observations
we made for sampling in Section 3. Moreover, we also note
that most of our plots show a smaller utility difference on the
diagonal. Hence, we see that utility is less affected by uniform
Poisson sampling than by outlier-score suppression.

We believe that these results may be unexpected in some
cases: Our method of assigning outliers depends on the chosen
distances, which are deliberately selected to reduce privacy
challenges and enhance utility. For instance, the distance cho-
sen for the mode computation ensures that records with higher
counts are less likely to be deleted than those with lower
counts. However, in this case, the utility loss from deleting
records is much greater than the utility gain from this selec-
tive deletion: Although the relative frequency of the mode
in the database theoretically increases, the overall database
size decreases, bringing the mode closer in count to the other
records. This is why we obtain a significant loss of utility.
Nevertheless, the fact that this type of suppression performs
worse than uniform suppression, even when deleting the same
proportion of records, offers an interesting insight into the
privacy–utility tradeoff. We attribute this to the greater noise
reduction in uniform suppression compared to non-uniform
suppression due to the larger privacy amplification.

https://arxiv.org/abs/2601.05180


0.0 0.2 0.4 0.6 0.8 1.0
m

0.0

0.2

0.4

0.6

0.8

1.0

M

(in p.p.)

 is 0.25-DP
 ∘  is 0.25-DP

-0.021

-0.022

-0.046

-0.07

-0.100

-0.134

-0.182

-0.272

-0.422

-0.338

ε
=0.2

5

−0.420

−0.375

−0.330

−0.285

−0.240

−0.195

−0.150

−0.105

−0.060

−0.015

0.0 0.2 0.4 0.6 0.8 1.0
m

0.0

0.2

0.4

0.6

0.8

1.0

M

(in p.p.)

 is 0.5-DP
 ∘  is 0.5-DP

-0.022

-0.048

-0.072

-0.107

-0.130

-0.152

-0.198

-0.294

-0.462

-0.133

-0.138

-0.171

-0.334 -0.222

-0.319

ε
=0.5

−0.435

−0.375

−0.315

−0.255

−0.195

−0.135

−0.075

−0.015

0.0 0.2 0.4 0.6 0.8 1.0
m

0.0

0.2

0.4

0.6

0.8

1.0

M

(in p.p.)

 is 1-DP
 ∘  is 1-DP

-0.036

-0.057

-0.085

-0.11

-0.144

-0.173

-0.216

-0.308

-0.467

-0.094

-0.114

-0.201 -0.134

-0.235

-0.328

-0.184

-0.269

-0.421

-0.238

-0.364 -0.292

-0.423

ε
=

1

−0.45

−0.39

−0.33

−0.27

−0.21

−0.15

−0.09

−0.03

0.0 0.2 0.4 0.6 0.8 1.0
m

0.0

0.2

0.4

0.6

0.8

1.0

M

(in p.p.)

 is 2-DP
 ∘  is 2-DP

-0.042

-0.064

-0.091

-0.119

-0.155

-0.182

-0.221

-0.313

-0.472

-0.08

-0.096

-0.167

-0.26

-0.123

-0.200

-0.285

-0.414

-0.524

-0.143

-0.242

-0.343

-0.488

-0.189

-0.282

-0.421

-0.244

-0.369

-0.55

-0.296

-0.496 -0.433

ε
=

2

−0.52

−0.46

−0.40

−0.34

−0.28

−0.22

−0.16

−0.10

−0.04

0.0 0.2 0.4 0.6 0.8 1.0
m

0.0

0.2

0.4

0.6

0.8

1.0

M

 is 0.25-DP
 ∘  is 0.25-DP

-0.277

-0.400

-0.468

-0.568

-0.579

-0.621

-0.671

-0.7

-0.724

-0.663

ε
=0.2

5

−0.69

−0.63

−0.57

−0.51

−0.45

−0.39

−0.33

−0.27

0.0 0.2 0.4 0.6 0.8 1.0
m

0.0

0.2

0.4

0.6

0.8

1.0

M

 is 0.5-DP
 ∘  is 0.5-DP

-0.378

-0.53

-0.609

-0.673

-0.69

-0.758

-0.765

-0.804

-0.857

-0.674

-0.71

-0.743

-0.806 -0.773

-0.826

ε
=0.5

−0.84

−0.78

−0.72

−0.66

−0.60

−0.54

−0.48

−0.42

−0.36

0.0 0.2 0.4 0.6 0.8 1.0
m

0.0

0.2

0.4

0.6

0.8

1.0

M

 is 1-DP
 ∘  is 1-DP

-0.373

-0.539

-0.609

-0.678

-0.717

-0.762

-0.779

-0.826

-0.869

-0.613

-0.663

-0.715 -0.718

-0.753

-0.787

-0.755

-0.799

-0.834

-0.784

-0.832 -0.843

-0.861

ε
=

1

−0.84

−0.78

−0.72

−0.66

−0.60

−0.54

−0.48

−0.42

−0.36

0.0 0.2 0.4 0.6 0.8 1.0
m

0.0

0.2

0.4

0.6

0.8

1.0

M

 is 2-DP
 ∘  is 2-DP

-0.372

-0.528

-0.621

-0.676

-0.722

-0.746

-0.781

-0.823

-0.879

-0.548

-0.611

-0.675

-0.716

-0.658

-0.72

-0.758

-0.784

-0.812

-0.713

-0.748

-0.792

-0.829

-0.749

-0.792

-0.807

-0.793

-0.808

-0.858

-0.839

-0.872 -0.874

ε
=

2

−0.84

−0.78

−0.72

−0.66

−0.60

−0.54

−0.48

−0.42

−0.36

0.0 0.2 0.4 0.6 0.8 1.0
m

0.0

0.2

0.4

0.6

0.8

1.0

M

 is 0.25-DP
 ∘  is 0.25-DP

-0.009

-0.031

0.003

-0.033

-0.092

-0.071

-0.125

-0.290

-0.530

-1.845

ε
=0.2

5

−1.68

−1.44

−1.20

−0.96

−0.72

−0.48

−0.24

0.00

0.0 0.2 0.4 0.6 0.8 1.0
m

0.0

0.2

0.4

0.6

0.8

1.0

M

 is 0.5-DP
 ∘  is 0.5-DP

0.001

-0.002

-0.011

-0.026

-0.038

-0.039

-0.068

-0.123

-0.349

-0.428

-0.171

-0.124

-1.396 -0.144

-0.762

ε
=0.5

−1.35

−1.20

−1.05

−0.90

−0.75

−0.60

−0.45

−0.30

−0.15

0.00

0.0 0.2 0.4 0.6 0.8 1.0
m

0.0

0.2

0.4

0.6

0.8

1.0

M

 is 1-DP
 ∘  is 1-DP

-0.003

-0.006

-0.009

-0.014

-0.015

-0.026

-0.038

-0.068

-0.193

-0.055

-0.031

-0.098 -0.018

-0.042

-0.162

-0.022

-0.039

-0.315

-0.1

-0.074 -0.062

-0.169

ε
=

1
−0.315

−0.270

−0.225

−0.180

−0.135

−0.090

−0.045

0.000

0.0 0.2 0.4 0.6 0.8 1.0
m

0.0

0.2

0.4

0.6

0.8

1.0

M

 is 2-DP
 ∘  is 2-DP

-0.004

-0.015

-0.019

-0.030

-0.045

-0.055

-0.067

-0.088

-0.159

-0.065

-0.031

-0.060

-0.090

-0.030

-0.042

-0.052

-0.063

-0.139

-0.037

-0.042

-0.05

-0.063

-0.045

-0.046

-0.059

-0.056

-0.058

-0.124

-0.066

-0.087 -0.091

ε
=

2

−0.16

−0.14

−0.12

−0.10

−0.08

−0.06

−0.04

−0.02

0.00

Figure 3: Plots of the utility difference of M minus that of M ◦S (i.e., u(M ,D)−u(M ◦S ,D)) for the Adult database (and
age column). The shown mechanisms are (top row) NoisyAverage with Laplace mechanisms; (middle row) RNM with Laplace
noise; and (bottom row) DPLloyd clustering algorithm.

7 Conclusion

Though sampling can provide orthogonal benefits like reduc-
ing time complexity, our privacy study shows that classic DP
mechanisms without sampling consistently achieve a better
privacy–utility tradeoff than the mechanisms with sampling,
even when accounting for the noise reduction potentially
gained by privacy amplification. These results motivated us
to study the actual effect on the DP privacy–utility tradeoff
when records are deleted as wanted. Here, we show that the
positive suppression effects enjoyed in such privacy notions
as k-anonymity do not transfer, mainly due to the DP defini-
tion itself. Since DP must account for any change between
databases, more flexible strategic suppression algorithms that
delete in a per-database setting come either at a weaker pri-
vacy amplification or, most often, at a privacy degradation.

We observe that our theorems in Section 5 describe the
privacy amplification—or reduction—effect that any suppres-
sion strategy can enjoy. This is a new and rigorous insight
into the effects that any conceivable way of records omission
may exert on the privacy guarantees of DP mechanisms.

Our evaluation on outlier-score suppression yields the same
results as in sampling. For all databases and mechanisms
tested, we found that utility is reduced compared to analyses

without this preprocessing step at fixed privacy levels. How-
ever, the difference in error is quite insignificant in some cases.
We conclude that, in our case, the potential utility gain from
modifying the privacy parameters is insufficient to overcome
the substantial utility loss caused by omitting records. In ad-
dition, since our tested mechanisms include the canonical
building blocks of most DP mechanisms, we expect this result
to extend to most of them. Furthermore, our results show that,
in the majority of cases, uniform Poisson sampling provides
the least utility loss among our tested suppression algorithms.

As future work, we will extend our results and evaluations
to cover other suppression strategies and mechanisms and
evaluate the effect of sampling and suppression over other
DP variants, like bounded DP or Rényi DP. An interesting
evaluation would be to see whether suppression can improve
utility when measuring utility according to some ground truth
rather than the input database.

In summary, our study provides new insights into sampling
and suppression in DP, showing the particular need for bal-
ancing utility of these techniques against their demonstrated
effects on the DP privacy–utility tradeoff. Overall, we show
that sampling and outlier-score suppression both negatively
impact the privacy–utility tradeoff, rendering the application
of both techniques in DP questionable in this regard.



Ethical Considerations

The ethical implications of this work were thoroughly dis-
cussed. The authors of this paper declare the following:

Basic Ethical Principle and Stakeholder Analysis: This
work was conducted following established ethical principles,
guidelines, and best practices in data privacy. The focus is on
differential privacy (DP), an important tool for protecting data
with formal privacy guarantees. Our work deepens the un-
derstanding of sampling, a well-known technique in DP, and
suppression, a technique used in privacy contexts but not in
DP. Given the importance and popularity of DP, sampling, and
suppression, our work may impact different members of soci-
ety as it reveals vulnerabilities of these tools. In particular, we
identify two main stakeholder groups: (1) individuals whose
data were previously protected using a DP mechanism with
sampling, and (2) data curators and practitioners who have
developed or wish to develop mechanisms with sampling.

While our study shows that sampling and our suppression
worsen utility, they do not compromise the level of privacy or
protection they or any mechanism using them provides. There-
fore, the individuals’ privacy remains unaffected, regardless
of our results. Our work does not cause any direct or indirect
harm to the first stakeholder group or their data.

Our study may impact the second group, as it reveals a po-
tential weakness in their mechanisms. While our work raises
questions about the benefits of sampling, it does not weaken or
invalidate published mechanisms that use sampling. Rather, it
reveals the possibility of refining the privacy–utility tradeoff,
which may encourage data practitioners to conduct new ex-
periments on previously published work. Similarly, our study
emphasizes the need to further evaluate the effect of sampling
when designing new sampling-based mechanisms.

Bias and Fairness: We acknowledge the potential biases
that can accompany any empirical evaluation. To mitigate
these biases, we experimented with multiple mechanisms,
databases, and parameters, and performed multiple iterations
to guarantee statistical accuracy. We paid careful attention
to avoid undue generalization of our results. Our experimen-
tation and results only cover the privacy–utility tradeoff of
sampling and our suppression in unbounded DP. We acknowl-
edge that our conclusions may differ for other scenarios, sup-
pression algorithms, or DP variants. We reiterate the need to
evaluate the actual effect of sampling (or any preprocessing).

Decision: Our work raises awareness of sampling and
suppression, improving their understanding of these tech-
niques and discussing how they do not improve the privacy–
utility tradeoff of DP mechanisms in our settings. Our paper
also opens the door to testing mechanisms that have pre-
viously used sampling, potentially leading to improvements.
Although our results are negative, we hope that they can guide
the future design of more effective privacy-preserving mecha-
nisms. The potential improvements that follow from our work
have led us to submit it for consideration at USENIX.

Subjects and Public Database Use: Our work does not
involve any direct human or animal participation. For our
experiment, we used either synthetic databases or commonly
used, publicly available standard databases derived from the
US Census [6,10] and Irish Census Data [2]. These databases
had all been previously and thoroughly anonymized to prevent
the identification of any individual and are explicitly released
for public research, and statistical and educational use. In our
work, we use these databases only for statistical research and
do not intend to deanonymize them or perform data linking
that might risk identifying the participants or their data.

Competing Interests: The authors have no relevant finan-
cial or nonfinancial interests to disclose, and are not affiliated
with any organization or entity with a financial or nonfinancial
interest in the content or implications of this paper.

Further ethical considerations: The research activities
conducted in this paper did not have the potential to nega-
tively affect the authors or their health. This work has been
conducted within the framework of the law.

Open Science

To promote transparency and reproducibility, we make avail-
able an artifact that includes all the code from our work at:
10.5281/zenodo.17977527. This includes the code for all the
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A Proof Sketches and Additional Results

A.1 Section 5.1: Deterministic Suppression
Proof sketch of Theorem 5.1. We fix D,D′ ∈ D. Suppose
that k = dS(S(D),S(D′)) is finite (otherwise, ∆SS = ∞ and
we are done). Then, there exists a chain of k+ 1 databases
D0, . . . ,Dk ∈ S such that consecutive databases are neighbor-
ing, and D0 = S(D) and Dk = S(D′). By repeatedly applying
the definition of DP over M |S, we obtain for all measurable
A ⊆ Range(M ),

P{M |S(S(D)) ∈ A} ≤ eεS P{M |S(D1) ∈ A}+δS ≤ ·· ·

≤ ekε P{M |S(S(D′)) ∈ A}+δS
k−1

∑
i=0

eεSi. (A.1)

Finally, by applying k ≤ ∆SS , we obtain the result.

Proposition A.1. The bound provided by Theorem 5.1 is tight
for all suppression algorithms S if δS ∑

∆SS−1
i=0 eεSi < 1.

Proof sketch. The proof is a corollary of the existence of a
mechanism M such that the group privacy bound is tight (i.e.,
all the inequalities in Equation (A.1) are always achieved by
one mechanism M ). It suffices to select such a mechanism
(e.g., the Laplace mechanism).

Proposition A.2. Let D= DX be the class of all databases
with elements drawn from X with |X | ≥ 2. Let d: X ×X !
[0,1] be any distance over X and we denote avg(x,D) the
average distance of x to all elements in D.



(a) Consider the suppression strategy SK such that SK(D) =
{x ∈ D | avg(x,D)≤ K} for any K ∈ (0,1)∩Q. Then SK
has sensitivity ∆DSK = ∞.

(b) For any p ∈ (0, 1
2 ], consider the suppression strategy Sp

that deletes the top ⌊p|D|⌋ records with the highest av-
erage distance to the records of its input D (in the case
of ties among the top ⌊p|D|⌋ elements, we delete all ele-
ments). Then Sp has sensitivity ∆DSp = ∞.

Proof sketch. This proof consists of showing that there are
neighboring databases, D and D′, such that many elements are
deleted in S(D) but not in S(D′). If this difference scales with
the size of the databases, then the sensitivity must be infinite
because it captures the worst-case difference. We will now
describe the database pairs (Dn,D′

n) for which the difference
becomes unbounded as n ! ∞.

(a) Since K ∈ (0,1)∩Q, there exists N ∈N,N ≥ 2 such that
NK ∈ N. We define the database Dn as having nNK copies
of x′n and nN(1−K) copies of y′n (with d(x′n,y

′
n) > 1− 1

n ),
and we select D′

n as having one fewer x′n. Then, we obtain
both avg(y′n,Dn) ≤ K and avg(y′n,Dn) > K. Consequently,
SK suppresses all copies of y′n from D′

n but none from Dn.
Therefore, for all n ∈ N, these nN(1−K) elements are in
SK(Dn)∆SK(D′

n), and thus, ∆DSK ≥ supn∈N nN(1−K) = ∞.
(b) For all N ∈ N such that ⌊pN⌋ ≥ 1, we consider the

database DN with N elements: ⌊pN⌋ copies of x′ and N −
⌊pN⌋ copies of y′ (with x′ ̸= y′). If p ≤ 1

2 , then avg(y′,DN)≤
avg(x′,DN). Therefore, the ⌊pN⌋ records in DN with the
highest average distance are the ⌊pN⌋ copies of x′. Thus,
Sp(DN) = {y′, . . . ,y′}, i.e., the N −⌊pN⌋ copies of y′.

Now, if we take D′
N with one fewer copy of x′, then we

also obtain that avg(y′,DN) ≤ avg(x′,DN). However, since
there are fewer than ⌊pN⌋ copies of x′, every copy of y′ ties as
the ⌊pN⌋th element with the highest average distance. Conse-
quently, by the definition of Sp, we obtain that Sp(D′

N) =∅.
Thus, ∆DSp ≥ supN∈N,⌊pN⌋≥1(N −⌊pN⌋) = ∞.

Remark A.3. The suppression algorithm that, given D, out-
puts D if |D| = 1 and ∅ otherwise is data-dependent with
sensitivity 1 by construction. This suppression algorithm has
no applications and is only presented for illustrative purposes.

A.2 Section 5.2: Probabilistic Suppression
Proof sketch of Theorem 5.3. We fix D,D′ ∈ D neighboring
databases with D′ = D+y. To obtain the result, it is necessary
that both of these inequalities hold for all measurable A ⊆
Range(M ◦S)⊆ Range(M ):

P{M (S(D)) ∈ A} ≤ eε
S
D,D′ P{M (S(D′)) ∈ A}+δ

S
D,D′ ,

P{M (S(D′)) ∈ A} ≤ eε
S
D′,D P{M (S(D)) ∈ A}+δ

S
D′,D,

with ε
S
D,D′ , δ

S
D,D′ , ε

S
D′,D and δ

S
D′,D as defined in the statement.

Both inequalities are proven using the law of total probability,

i.e.,

P{M (S(D)) ∈ A}= ∑
C∈supp(S(D))

P{M (C) ∈ A}P{S(D) =C},

and applying the DP property of M for the neighboring data-
bases C and C+y. Since the proofs of both inequalities follow
the same principle, we include only the second one here for
simplicity. Thus, by the law of total probability and further
manipulations, we obtain that

P{M (S(D′)) ∈ A}= ∑
C∈supp(S(D))

P{M (C) ∈ A}P{S(D′) =C}

+ ∑
C∈supp(S(D))

P{M (C+y) ∈ A}P{S(D′) =C+y},

where the equality requires the support hypothesis, i.e.,
supp(S(D)) = {C ⊆ D |C or C+y is in supp(S(D′))}.

Now, applying the (ε,δ)-DP property to M , we have that

P{M (S(D′)) ∈ A} ≤ ∑
C∈supp(S(D))

P{M (C) ∈ A}P{S(D′) =C}

+ ∑
C∈supp(S(D))

(eε P{M (C) ∈ A}+δ)P{S(D′) =C+y}

= ∑
C∈supp(S(D))

P{M (C) ∈ A}qC︸ ︷︷ ︸
=:a

+ δ ∑
C∈supp(S(D))

P{S(D′) =C+y}︸ ︷︷ ︸
=:b

with qC := P{S(D′) = C}+ eε P{S(D′) = C+y}. By further
manipulating the values a and b, we obtain

a = ∑
C∈supp(S(D))

P{M (C) ∈ A}P{S(D) =C} qC

P{S(D) =C}

≤
(

max
C∈supp(S(D))

qC

P{S(D) =C}

)
∑

C∈supp(S(D))

P{M (S(D)) ∈ A},

where the maximum is eε
S
D′,D , and b= δP{y∈ S(D′)}= δ

S
D′,D.

We thus obtain the second inequality. The result follows by
taking the supremum over neighboring D and D′.

Definition A.4 (Assignation function). Let S be a suppres-
sion algorithm with domain D. Let D,D′ ∈ D be unbounded-
neighboring and asume D′ = D+y. Let extD(S(D′)) = {C ⊆
D |C ∈ supp(S(D′)) or C+y ∈ supp(S(D′))}.

We define an assignation AD,D′ from D to D′ as any func-
tion AD,D′ : supp(S(D))! extD(S(D′)), and an assignation
AD′,D from D′ to D as any function AD′,D : extD(S(D′)) !
supp(S(D)).

We denote the fiber of C under AD,D′ by A−1
D,D′ [C], which is

defined as the set of all databases C∗ in the domain of AD,D′

such that AD,D′(C∗) =C (analogously for AD′,D). Naturally,
if C is not in the image of AD,D′ , we have that A−1

D,D′ [C] =∅.

Theorem A.5 (Suppression theorem (general result)). Let
M with domain D be a mechanism that satisfies unbounded
(ε,δ)-DP and S be a suppression algorithm with domain D.



Then, M ◦S is unbounded (εS ,δS )-DP with

ε
S = sup

D,D′∈D
neighb.

ε
S
D,D′ and δ

S = sup
D,D′∈D
neighb.

δ
S
D,D′ ,

where ε
S
D,D′ and δ

S
D,D′ depend on an assignation AD,D′ and

are defined as follows: If D′ = D+y, then

eε
S
D,D′ = max

C∈extD(S(D′))

∑C∗∈A−1
D,D′ [C] e

ε|C∆C∗| P{S(D) =C∗}

P{S(D′) =C}+ e−ε P{S(D′) =C+y}

and

δ
S
D,D′ = δ ∑

C∈extD(S(D′))
∑

C∗∈A−1
D,D′ [C]

P{S(D) =C∗}

·
(

eε(|C∆C∗|−1) P{S(D′) =C+y}
P{S(D′) =C}+ e−ε P{S(D′) =C+y}

+
|C∆C∗|−1

∑
k=0

eεk
)
,

and, since the values are not symmetric with respect to D and
D′,

eε
S
D′,D = max

C∈supp(S(D))

(
1

P{S(D) =C} ∑
C∗∈A−1

D′,D[C]

eε|C∆C∗|

·
(

P{S(D′) =C∗}+ eε P{S(D′) =C∗
+y}

))
and

δ
S
D′,D = δ ∑

C∈supp(S(D))
∑

C∗∈A−1
D′,D[C]

(
P{S(D′) =C∗}

|C∆C∗|−1

∑
k=0

eεk

+P{S(D′) =C∗
+y}

|C∆C∗|

∑
k=0

eεk
)
.

Proof sketch. The proof is analogous to that of Theorem 5.3.
However, without the support hypothesis we cannot guaran-
tee that supp(S(D)) = extD(S(D′)), which requires us to find
alternative more complex inequalities to bound our results.
In particular, we relate a database C∗ in the support with
AD,D′(C∗) using the group privacy theorem [17] of approxi-
mate DP, i.e.,

P{M (C∗) ∈ A} ≤ eε|C∗∆AD,D′ (C∗)| P{M (AD,D′(C∗)) ∈ A}
+δΣε(|C∗

∆AD,D′(C∗)|),

where Σε(l) = ∑
l−1
k=0 eεk. We obtain the stated result by sub-

stituting this inequality instead of the standard DP one and
following the same steps as the proof of Theorem 5.3. The
final bound is obtained by grouping all AD,D′(C∗) of the same
value through equalities like

{(C∗,AD,D′(C∗)) |C∗ ∈ supp(S(D))}
= {(C∗,C) |C ∈ Im(AD,D′) and C∗ ∈ A−1

D,D′ [C]}.

Remark A.6 (On Theorem A.5). We first note that since
the result holds for all assignations AD,D′ , and thus we can
optimize its choice to obtain the smallest ε

S
D,D′ and δ

S
D,D′ .

Additionally, Theorem A.5 does generalize Theorem 5.3:
If the support condition is verified, then supp(S(D)) =
extD(S(D′)) for all neighboring databases D and D′ = D+y.
Thus, we can select AD,D′ = id for all pairs of neighboring
databases D,D′ ∈ D, which provides the precise bounds of
Theorem 5.3. We expect that this assignation minimizes ε

S
D,D′

and δ
S
D,D′ for the majority of algorithms S . Similarly, we be-

lieve that selecting AD,D′(C) = C for all C ∈ supp(S(D))∩
extD(S(D′)) is a good choice for the assignation.

A.3 Section 5.3: Distance-Based Probabilistic
Suppression

Proof sketch of Theorem 5.4. The proof follows from Theo-
rem 5.3, which can be applied since S satisfies the support
hypothesis (i.e., supp(S(D)) = {C | C ⊆ D} for all D ∈ D).
From Theorem 5.3, we obtain that M ◦S satisfy the following
inequalities:

P{M (S(D)) ∈ A} ≤ eεD,D′ P{M (S(D′)) ∈ A}+δD,D′ ,

P{M (S(D′)) ∈ A} ≤ eεD′,D P{M (S(D)) ∈ A}+δD′,D

for all measurable A ⊆ Range(M ) with (after substituting the
expression of P{S(D) =C})

eε
S
D,D′ =

1
outD′(y)+ e−ε(1−outD′(y))

·max
C⊆D

(
∏
x∈C

1−outD(x)
1−outD′(x) ∏

x∈D\C

outD(x)
outD′(x)

)
,

δ
S
D,D′ = δ

e−ε(1−outD′(y))
outD′(y)+ e−ε(1−outD′(y))

,

eε
S
D′,D = (outD′(y)+ eε(1−outD′(y)))

·max
C⊆D

(
∏
x∈C

1−outD′(x)
1−outD(x)

∏
x∈D\C

outD′(x)
outD(x)

)
,

and δ
S
D′,D = δ(1−outD′(y)).

Parameter δS can easily be computed since δ
S
D,D′ ≤ δ

S
D′,D

and δS = supD∼D′ δ(1−outD′(y)) = δ(1−m).
On the other hand, the parameter εS is much trickier. We

rewrite the expressions for exp(εS
D,D′) and exp(εS

D′,D) in terms
of N := |D|, T(x,y) and outD(x) for x ∈ D by using the identi-
ties outD′(y) = 1

N+1 (m+∑x∈D T(x,y)) and, for all x∈D⊆D′,

outD′(x)
outD(x)

=
N + T(x,y)

outD(x)

N +1
and

1−outD′(x)
1−outD(x)

=
N + 1−T(x,y)

1−outD(x)

N +1
.



The most complex part of the proof is now maximizing over
N, aD,D′ := {T(x,y)}x∈D, and zD := {outD(x)}x∈D (which cor-
responds on maximizing over all neighboring D,D′). The key
observation for maximizing exp(εS

D′,D) is that it is convex
with respect to zD, and so the maximum is achieved at its
extreme points of its domain. Furthermore, studying then the
convexity and concavity of the expression with respect to
aD,D′ yields an upper bound that depends only on five parame-
ters (including N). We provide a bound over these parameters
that is computationally verified (see Remark A.11), obtaining

sup
D,D′∈D\{∅}:

D′=D+y

ε
S
D′,D ≤ max

p∈[0,1]
max{l1(p), l2(p)}.

This maximum occurs as N ! ∞ and, intuitively, when D
has pN copies of a same element (i.e., at the closest distance
from each other) and (1− p)N elements that are the furthest
away possible from each other, and y is the furthest away from
the former and the closest possible to the latter.

We perform a less complex bound on exp(εS
D,D′), since it

is usually bounded by that of exp(εS
D′,D). We obtain

sup
D,D′∈D\{∅}:

D′=D+y

eε
S
D,D′ ≤ max

{
el3 ,(e−ε +(1− e−ε)m)−1e1− m

M
}
,

which is also computationally verified (see Remark A.11).
By grouping both maximums, we obtain that εS ≤
maxp∈[0,1] max{l1(p), l2(p), l3}, where the remaining term be-
comes superfluous. The term for D =∅, which must be con-
sidered separately, is also superfluous.

Proposition A.7. Let ε ≥ 0, and let m,M ∈ (0,1) such that
m ≤ M. Let l1 and l2 be the functions in [0,1] as defined in
Theorem 5.4.

Then for ε ̸= 0 and m ̸= M, l1 achieves its maximum over
[0,1] when p1 = min{1,max{V1,0}} with

V1 =


− 1

3a1

(
b1 +

3

√
D1,1+

√
D2

1,1−4D3
1,0

2 +
3

√
D1,1−

√
D2

1,1−4D3
1,0

2

)
if D2

1,1 −4D3
1,0 > 0

− 1
3a1

(
b1 +2

√
D1,0 cos

( 1
3 arccos

(D1,1
2R1

)))
if D2

1,1 −4D3
1,0 ≤ 0

with

a1 = (eε −1)
M
m
(M−m)2,

b1 =−M−m
m

((m2 −4Mm+2M)(eε −1)+ eεM),

c1 =
1−m

m
((eε −1)(2m2 −4Mm−m)+(3eε −1)M),

d1 =−(1−m)

(
(eε −1)(m−2)+

eε

m

)
,

D1,0 = b2
1 −3a1c1,

D1,1 = 2b3
1 −9a1b1c1 +27a2

1d1,

R1 =
√

D3
1,0;

and l2 achieves its maximum over [0,1] when p2 =
min{1,max{V2,0}} with

V2 =− 1
3a2

(
b2 +2

√
D2,0 cos

(
1
3

arccos
(

D2,1

2R2

)))
with

a2 =
eε − (eε −1)m

m
,

b2 =−6eε − (eε −1)(M+5m)

m
,

c2 =
m((eε−1)(m+9M−9)−eε)+4M((eε−1)M−4eε+1)+12eε

(1−M)m ,

d2 =−(2eε − (eε −1)(M+m))
( 4−4M−m

(1−M)m

)
+2(eε −1),

D2,0 = b2
2 −3a2c2,

D2,1 = 2b3
2 −9a2b2c2 +27a2

2d2,

R2 =
√

D3
2,0.

For ε = 0 and m ̸= M, l1 achieves its maximum over [m,M]
when p1 = min{1,max{V1,0}} with

V1 =
1−m
M−m

−
√

Mm(1−m)(1−M)

M(M−m)
,

and l2 achieves its maximum over [0,1] when p2 =
min{1,max{V2,0}} with

V2 = 2−
√

m(1−M)

1−M
.

For m = M, l1 and l2 are constantly ln(eε − (eε −1)m).

Proof. We find the maximum of li (for i ∈ [2]) by studying
derivatives. For simplicity, we compute those of Li := ln◦li
since the maximums of li and Li are the equivalent because
the function ln is strictly increasing. Thus, we have that

∂Li

∂p
(p) =−(M−m)

ai p3 +bi p2 + ci p+di

(p−Ai)ni
Km,M(p),

where ai, bi, ci, and di are the constants in the statement,
Km,M(p) > 0 for all p ∈ R, Ai ≥ 1 and ni ∈ N. The extreme
points of Li are thus the roots of ai p3 + bi p2 + ci p+ di = 0
that are not Ai, the asymptote of Li. The roots of this cubic
polynomial are found using the general cubic formula (note
that the degenerate cases ε = 0 and m = M need to be consid-
ered apart). Studying these roots reveals that the smallest real
root Vi (as shown in the statement) is the only critical point
that can be in the interval [0,1], and that Li is increasing in
(−∞,Vi) and decreasing in (Vi,αi) where 1 < αi ≤ Ai. Thus,
Li achieves its maximum at pi := min{1,max{Vi,0}}.
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Figure 4: The colored areas show the values of m (x-axis)
and M (y-axis) such that εS = εS (ε,m,M) simplifies, which
depends on the given ε. The expression of εS simplifies for
the values m and M within a colored region to the expression
of the same color. These colored areas are also where the
privacy parameters are tight with respect to Theorem 5.3.

Remark A.8 (On the tightness of the privacy parameters
in Theorem 5.4). The bounds we provide are tight in the
colored areas in Figure 4 with respect to Theorem 5.3 (see
long version), but we are not able to show if they are tight
in general. The pair of neighboring databases D and D+y
that achieves these “tight” bounds corresponds to having all
elements of D be the closest possible records (i.e., all copies
of the same element x) and y be the furthest record from x
(red area); and having all elements of D be the furthest away
from each other and y be the closest to all of them (green
and purple areas; possible under certain metrics). We believe
that the values that achieve the tight bounds in the uncolored
region would correspond to a combination of these cases, i.e.,
a portion of records are as close as possible, while the rest
are as far away as possible. In this case, the portion would be
determined by the value p that achieves the maximum.

Proposition A.9. Let S be a suppression algorithm with do-
main D and let ε

S
tight and δ

S
tight be the tight privacy parameters

of M ◦S over all (ε,δ)-DP mechanisms M with domain D
(δ ≤ 1), i.e., for all (ε,δ)-DP mechanism M , we have that
M ◦S is (εS

tight,δ
S
tight)-DP and there does not exist ε′′ ≤ ε

S
tight

and δ′′ ≤ δ
S
tight (not both equal) such that M ◦S is (ε′′,δ′′)-DP

for all (ε,δ)-DP mechanisms M . Then, ε
S
tight ≥ ln(1+(eε −

1)p) and δ
S
tight ≥ δp with p = supD′∈D supy∈D′ P{y ∈ S(D′)}.

The right terms of the inequalities are precisely the privacy
parameters of the uniform Poisson sampling with sampling
rate p.

Proof sketch. It suffices to show that there exists an (ε,δ)-DP
mechanism M such that M ◦S is tightly (ε′′′,δ′′′)-DP with
ε′′′ = ln(1+(eε −1)p) and δ′′′ = δp.

We consider the mechanism M : D! {0,1} such that

P{M (C) = 0}=

{
1−δ

1+eε if y /∈C,
eε+δ

1+eε if y ∈C,

and P{M (C) = 1}= 1−P{M (C) = 0}. This mechanism is
well-defined and satisfies (ε,δ)-DP tightly.

Now, by fixing D,D′ be two neighboring databases such
that D′ = D+y, we can compute the probability distributions
of M (S(D)) and M (S(D′)) obtaining

P{M (S(D)) ∈ A} ≤ eεD,D′ P{M (S(D′)) ∈ A}+δD,D′

and

P{M (S(D′)) ∈ A} ≤ eεD′,D P{M (S(D)) ∈ A}+δD′,D

with εD,D′ = εD′,D = ln(eεq+(1−q)) and δD,D′ = δD′,D = δq
for all subsets A ⊆ {0,1}, such that an inequality is tight
for at least one subset (in this case, the second inequality
for A = {0}). Taking the supremum over all neighboring
D,D′ ∈D, we obtain that M ◦S is tightly (ε′′′,δ′′′)-DP, which,
by construction, verifies ε′′′ ≤ ε

S
tight and δ′′′ ≤ δ

S
tight, following

the notation of the statement.

Corollary A.10. The outlier-score suppression with parame-
ters m and M cannot provide a greater privacy amplification
than the uniform Poisson sampling with sampling rate 1−m.

Proof. Follows directly from Proposition A.9 using that
supD′∈D supy∈D′ P{y ∈ S(D′)}= 1−m.

Remark A.11 (Numerical computation). We resort to nu-
merical computations in the last steps of the calculation of
the privacy parameter εS of Theorem 5.4. More precisely, we
require computational power to compute two maximizations
with respect to two and five parameters, respectively. One pa-
rameter in each optimization, N ∈ N, is unbounded, and thus
we check the maximum for up to N = 109, which we deem
more than enough since the function convergences quickly
when N ! ∞. All other parameters are bounded.

We perform the optimizations using find_local_
maximum of the sage package and differential_
evolution of the script.optimize package in Python.

Since the domains of ε ∈ [0,∞), m ∈ (0,1) and M ∈ [m,1)
are continuous and the domain of ε is furthermore unbounded,
we cannot run exhaustively for all values of these parameters.
For this work, we decide to run the experiment for every
reasonable value with decent level of granularity: m and M are
run for every in {0.01,0.02, . . . ,0.98,0.99} (with m≤M) and
ε is run for every value in {0,0.01,0.02, . . . ,1.98,1.99,2},
{2.1,2.2, . . . ,9.9,10}, and {11,12, . . . ,99,100}. We believe
that our choices for ε are representative of the values of ε

deemed to be acceptable in the literature (small values smaller
than 2 or 10 [17]).

Our experiments show that the hypothesized value is the
correct bound up to an error of 2 ·10−7. In addition, since the
evaluated functions are continuous and smooth with respect
to ε, m and M, we conjecture that this is the real bound for all
ε ≥ 0 and m,M ∈ (0,1) such that m ≤ M.

We note that the full proofs of our results can be found
in Section B of the long version (arXiv:2601.05180).

https://arxiv.org/abs/2601.05180
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