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Abstract

Fuzzy private set intersection (PSI) is a cryptographic pro-
tocol that enables two parties to compute the intersection
of their sets under approximate matching, with variants in-
cluding standard fuzzy PSI and fuzzy PSI with sender privacy
(PSI-SP). Although recent advances have led to efficient fuzzy
PSI protocols, most are designed for the balanced case where
both sets are of similar size. In practice, however, many ap-
plications involve highly unbalanced sets (e.g., where the
receiver’s set is much larger than the sender’s, or vice versa).
This work focuses on unbalanced fuzzy PSI for the /., met-
ric. We observe that communication in existing protocols is
dominated by the transmission of oblivious key-value stores
(OKVS), especially when set sizes are imbalanced. This over-
head can be reduced using batch private information retrieval
(BatchPIR) if the OKVS is sparse. However, such optimiza-
tion requires spatial hashing with specific properties, and few
existing spatial hashing schemes satisfy these requirements.
In this work, we reformulate spatial hashing and propose
two new schemes: one non-interactive and one interactive,
each suited to different input set conditions. Based on these,
we design two unbalanced fuzzy PSI protocols that combine
sparse OKVS with BatchPIR to achieve sublinear communi-
cation in the size of the larger set. The first protocol is suitable
for scenarios where the receiver holds a larger set, while the
second is designed for cases where the sender possesses more
items. Our protocols significantly outperform state-of-the-
art in communication and runtime. For example, in a 100
Mbps network with parameters (N,M,d,c) = (22°,2°,2,10),
our protocol based on our non-interactive spatial hashing re-
duces communication from 16,128 MB (Baarsen and Pu,
Eurocrypto’24) to 0.35 MB. Furthermore, our fuzzy PSI pro-
tocol, which utilizes our interactive spatial hashing approach,
achieves at least 31 x faster online runtime and 1762 x lower
communication than Gao et al. (Asiacrypt’25). For our fuzzy
PSI protocol with sender privacy, we outperform Piske et al.
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(CCS’25) with at least 4 x faster online runtime and 6 x lower
communication.

1 Introduction

Private Set Intersection (PSI) allows a receiver and a sender to
compute the intersection of their respective input sets without
leaking additional information beyond the result. Traditional
PSI research focuses on exact matching, where the receiver
learns only elements that identically exist in both sets. This
primitive has been widely adopted in various privacy-sensitive
applications, such as confidential contact detection [16,21],
and sharing of location data while preserving user privacy [26].
Recent advances have led to highly efficient PSI protocols
[5,22,28,30,31] achieving practical performance for large-
scale datasets.

However, the functionality of traditional PSI is insufficient
for real-world applications that requires approximate match-
ing, such as biometric identification [33], where the receiver
requires fingerprints or iris scans from the sender’s set that
are close to its inputs due to inherent sensor noise, as well as
in the vulnerable password detection [4], where the receiver
aims to verify whether its passwords share similarities with
previously exposed passwords.

Fuzzy PSI allows a receiver to obtain the sender’s inputs
within a specified distance norm. This work mainly focuses on
fuzzy PSI on L., distance as it provides a worst-case guarantee
than other distance metrics and acts as a core metric in several
practical applications. For instance, in biometric identifica-
tion, fingerprints or iris scans are often converted into feature
vectors using deep learning models, and the L., distance of-
fers superior robustness against inherent noise compared to
alternatives. Furthermore, the L., norm serves as the standard
metric in location-based services (LBS). For instance, in appli-
cations like Geo-fencing, determining whether a location falls
within a square-shaped area is naturally formulated using the
L., distance. Fuzzy PSI for L..-norm provides an alternative
approach for a privacy-preserving LBS protocol.

Recent advances in fuzzy PSI include [11-14,29,34]. As



most prior work in fuzzy focuses on the balanced setting,
where both parties’ input sets are similarly sized, which is
not the best fit for some real-world use cases such as vulner-
able password detection and image matching [23]. In these
applications, the input set of one party is significantly larger
than the input set of the counterpart. For instance, in the ap-
plication of vulnerable password detection, the sender holds
millions of leaked passwords (e.g., Rockyou leaked password
dataset [32]), while the receiver checks only hundreds of per-
sonal passwords. If we apply the existing fuzzy PSI protocols
designed for the balanced setting, the communication com-
plexity would grow linearly with the size of the larger set. This
can be highly prohibitive, especially for users with limited
resources.

In this paper, we focus on the fuzzy PSI under unbalanced
settings for L., distance, where the one party’s set is signifi-
cantly larger than the other’s, and aim to provide fuzzy PSI
protocols that achieve sublinear communication complexity
relative to the larger set size.

1.1 Motivation

Current fuzzy PSI protocols for L., distance typically consist
of three key components: fuzzy matching, spatial hashing,
and a framework integrating these into a fuzzy PSI protocol.
Fuzzy Matching: For items x (from receiver) and y (from
sender) in a d-dimensional domain U¢, fuzzy matching allows
the receiver to learn whether ||x — y|| < o for a given distance
threshold ©.

Spatial Hashing: The naive pairwise comparison approach
for fuzzy PSI incurs O(MN) communication complexity
when comparing M items of receiver with N items of sender.
To reduce the comparison times, Garimella et al. [13] pro-
posed spatial hashing, a technique employing two hash func-
tions #;, %5 that map a d-dimensional element to a set of
certain number of items (e.g., a number of i and &, items,
respectively). Given a distance threshold ¢ and some specific
restrictions on both parties’ inputs, the spatial hashing scheme
between parties P holding set X and P> holding set Y satisfies
two specific properties:

* Non-Conflict: For any x € X, the hashed sets # (x) are
pairwise disjoint.

* Local Overlapping: #;(x) % (y) # 0 once |x —
Yo <cforanyxeXandyecY.

A spatial hashing scheme can be instantiated either by an in-
teractive or a non-interactive protocol. With a spatial hashing
scheme, both parties first compute their spatial hashing output,
then perform fuzzy matching only on items with intersecting
hashes to achieve the fuzzy PSI protocol.

Framework: If the output sets of spatial hashing on input
sets X and Y, namely 4 (x) and %, (y) intersect, it might hap-
pen that ||x — y|| > ©. Both parties must invoke the fuzzy

matching protocol on the input items whose spatial hashing
outputs intersect. Recent works by Baarsen et al. [34] and
Gao et al. [11] each proposed a framework leveraging the
OKYVS technique. When applying these frameworks with spa-
tial hashing to unbalanced fuzzy PSI or PSI-SP protocols,
we observe that the party P; (as the receiver of fuzzy PSI
protocols and the sender of PSI-SP protocols) holding a large
set of cardinality Ny needs to encode and transmit an OKVS
of size O(h;Ny) to the party Ps, which becomes the domi-
nant communication overhead in the protocol. In contrast,
the party Ps, with the smaller set of size Ny, only requires
decoding O(hyNs) values from the OKVS. Our key insight
is that instead of directly sending the entire OKVS to Ps, we
can employ Private Information Retrieval (PIR) techniques
to allow Ps to selectively obtain only the necessary decoded
values, thereby reducing the overall communication cost to
sub-linear in N;. This optimization approach has been suc-
cessfully implemented in unbalanced circuit-PSI and private
set union (PSU) [15, 36], demonstrating practical effective-
ness in reducing communication costs while maintaining all
security and functionality requirements.

While the PIR technique offers potential communication
savings, its direct application to existing fuzzy PSI frame-
works has its challenges. On the one hand, as the decoding
cost for party Pg scales linearly with %, (the output size of
the spatial hashing function #5), most of the spatial hashing
schemes can not guarantee a small constant of /,. Baarsen et
al. [34] proposed two non-interactive spatial hashing schemes,
the first of which requires the input set X of P; to be 20
apart, namely every two distinct items x;,x; € X satisfy that
[[x; — xj||e > 26, and achieves h, = 2¢. Their second scheme
achieves hy = 1 but requires the input set X to be 46 apart,
which is a strict constraint and severely limits its applicability.
Gao et al. [11] developed an interactive spatial hashing pro-
tocol with iy = 1 relying on dimensional separation. Given
any x = {x1,--- x4} € U?, we denote x; as the projection
x on dimension i. If the distance for the projection of any
two points x € X is larger than 26 in dimension i, the set X
is “separated” in that dimension. Their protocol is based on
the assumption that both parties’ sets are “separated” on at
least one dimension. While this condition holds with high
probability for randomly distributed high-dimensional data,
the protocol incurs linear communication costs to both |X|
and |Y|. Consequently, even with the spatial hashing protocol
from Gao et al. [11], fuzzy PSI retains linear overhead relative
to the larger set.

In this paper, we aim to provide new fuzzy PSI protocols
that achieve sublinear communication complexity to the larger
set size Ny and maintain linear complexity to the smaller set
size Ns. Our protocols rely on novel non-interactive and in-
teractive spatial hashing schemes, where the output of %5
consists of only one element. The non-interactive scheme
releases the restriction to Py from 46 apart to 26 apart, and
the interactive spatial hashing protocol has a sublinear com-



munication complexity in terms of P;’s input size.

1.2 Our Contributions

Spatial Hashing. We revisit the definition of spatial hashing,
and generalize the notion as a functionality. We particularly
introduce the property of #5-unique, which requires the hash
function 4 to output only one element, namely, i, = 1.

Non-interactive Spatial Hashing. We present a novel non-
interactive #5-unique spatial hashing scheme when the input
set of Py is T apart for any T > 20. In particular, we provide
a spatial hashing scheme that i, = 1 when T = 36, while the
existing approaches lack a solution for this specific case.

Our scheme partitions the input domain into grid cells,
where each cell forms an L. ball with side length [ = T — 20,
represented as [c1,¢1 + 1) X -+ X [cg,cq + ). We define the
point (c1,-- ,¢4) as the label of the cell. For any x € X, P,
computes % (x) as the labels of all grid cells intersecting
the -radius L. ball centered at x, while P, computes H5(y)
as the single label of the containing cell for any y € Y. We
prove that this construction satisfies both the spatial hashing
functionality and the #5-unique property.

Interactive Spatial Hashing. We propose an interactive H,-
unique spatial hashing protocol that achieves h; = hy = 1 and
is more suitable for constructing fuzzy PSI protocols with
high-dimensional input domains. The protocol’s communica-
tion complexity is sub-linear in P;’s input size n;. Our spatial
hashing protocol requires the input set X of P| to be “sepa-
rated” on at least one dimension, while the input set Y of P,
to be “separated” on every dimension.

Our main idea is that for each L., ball centered at x =
(x1,-++ ,x4) € X with radius o, it is represented as a projec-
tion on each dimension i, namely [x; — G,x; + ©]. On every
dimension, for all of the input in X, P| merges any intersect-
ing projection intervals from all inputs into single intervals
and associates each resulting interval with a random value.
The spatial hash 7 (x) is then computed by identifying which
interval x; falls into for each dimension i € 1,--- ,d and ag-
gregating the corresponding random values. The separation
condition on P;’s inputs ensures distinct outputs for differ-
entx € X. Foreachy = (y,---,y4) € Y, P, computes H(y)
by summing the random values associated with the intervals
containing each y;.

To abstract such a mechanism, we introduce a new function-
ality called Private Value Sum (Fpys), which allows a receiver
with m inputs x',--- | X" € U to obtain the sum of values as-
sociated with each x’ across m sender’s sets Y!,--- Y™ (each
containing n key-value pairs). We realize the functionality
Fpys through two different approaches. The first is to use
additively homomorphic encryption (AHE), and the second is
to employ oblivious pseudorandom functions (OPRF). Those
two PVS protocols have a similar communication complexity,
while our AHE-based protocol requires less communication
overhead and incurs a larger computation cost compared to

our OPRF-based protocol. With our PVS protocols, our spa-
tial hashing protocol achieves the communication complexity
of O(nyd</niG), which is sublinear in terms of the input size
of P;. In contrast, the protocol from Gao et al. [11] requires
O(od(ny +ny)) communication complexity.

We implement our interactive spatial hashing protocol. Our
protocol outperforms the protocol from Gao et al. [11] and
requires less communication cost. When n; = 218y =23,
d =2, and ¢ = 10, our protocol that utilizes AHE-based PVS
protocol only requires 8.62 seconds of online running time
under 100 Mbps bandwidth with 0.34 MB communication
cost, which achieves 82x speedup in runtime and reduces
2000x communication cost than their protocol.

Both our non-interactive and interactive spatial hashing
schemes require at least one party’s input set to satisfy certain
conditions. This ensures the Non-Conflict property of spa-
tial hashing, which is necessary for our fuzzy PSI protocols.
Invoking our fuzzy PSI protocols with arbitrary inputs may
fail, since the receiver (sender) may be unable to encode the
OKYVS. However, our solutions remain robust and practical
despite those structural requirements on participants’ inputs.
In practice, those conditions can be naturally satisfied through
a straightforward pre-processing. For instance, clustered data
points can be merged into a single representative point. For ex-
ample, in the private ride-sharing scenario, where passengers
want to know whether there are any available Ubers, the sys-
tem can merge closed cars into a single car to represent them.
Additionally, parties may also adjust the distance threshold G,
or select between our interactive and non-interactive hashing
methods based on their data’s distribution to balance precision
with feasibility before protocol execution.

Fuzzy PSI protocols for L., Distance. We address two dis-
tinct unbalanced cases for fuzzy PSI, where either the receiver
or the sender has a large input set.

When the receiver has a large input set, we propose a fuzzy
PSI(-CA) protocol that allows the receiver to obtain the (car-
dinality of) the sender’s input that is close to at least one
of the receiver’s inputs. Conversely, when the sender pos-
sesses the larger set, we construct an alternative protocol for
the fuzzy PSI-SP functionality, enabling the receiver to de-
termine which of its own inputs are close to any element in
the sender’s inputs. Both protocols leverage our novel spa-
tial hashing schemes combined with BatchPIR techniques to
achieve sublinear communication complexity relative to the
larger set size.

We implement our fuzzy PSI protocols using our spatial
hashing schemes and test them against existing protocols
under WAN settings (100 Mbps and 10 Mbps bandwidth with
80ms RTT latency). For our fuzzy PSI(-CA) protocol with
our non-interactive spatial hashing scheme, we conducted
experiments for the case when the receiver’s set is T = 36
or T = 4c apart. We compared them with the protocols by
[34], which require the receiver’s set to be 26 and 4G apart,
respectively.



Under the parameter set (N,M,d,c) = (2!8,25,2,10), our
protocol demonstrates significant performance improvements.
For T = 36 under 10 Mbps bandwidth, it achieves a 2880 x
reduction in communication cost and a 5.7 x improvement in
online runtime. When 7' = 46, our protocol requires only 0.35
MB of communication and 53.5 seconds of online runtime,
whereas the protocol from Baarsen et al. requires 4032 MB
and at least 334 seconds under the same conditions. We also
compare our fuzzy PSI(-CA) protocol instantiated with our
interactive spatial hashing scheme against the fuzzy PSI proto-
col of Gao et al. [11] (excluding the interactive spatial hashing
and setup phases in both). Our protocol achieves at least a
31x improvement in online runtime and a 1762 reduction
in communication overhead across various parameter sets.
For fuzzy PSI-SP, our protocol, which utilizes non-interactive
spatial hashing, is evaluated against Piske et al. [29]. Across
all tested configurations with a bandwidth of 100 Mbps or less,
it achieves a speedup of 6.18x to 101.04 x in online runtime
and reduces communication cost by 4.43x to 284.34x. The
detailed communication complexity is presented in Tab. 1.

2 Preliminary

Notation : Let ¥ and A denote the computational and sta-

tistical security parameters, respectively. We use r S Rto
denote sampling » randomly from the set R. Given a set X,
we denote |X| as the cardinality of the set. Given two values
or strings a and b, a||b denotes the concatenation of those
values or strings. For a s-bits string r € {0,1}* or a s-length
vector r € ¥, we denote r* as the a-th bit(component) of
the string(vector) r, where a € {1,--- ,s}. (a,b) denotes the
inner product of vectors a and b. In our fuzzy PSI protocol,
we denote R as the receiver and N as the cardinality of the
receiver’s input set, while § is the sender and M is the car-
dinality of the sender’s set. Given a set of n key-value pairs
Set = {(ki, Vi) }i={1,... ny> We define Set[k] as the value asso-
ciated to the key k, and Kser = {ki}i—{1,.. »} as the key set
of Ser. By negl (k) we denote a negligible function, i.e., a
function f such that f(x) < 1/p(x) holds for any polynomial
p(-) and sufficiently large .

2.1 Batch Private Information Retrieval

Private Information Retrieval (PIR) [7] enables a client to
input an index i and retrieve the i-th entry in the database
DB of n entries privately. The communication cost for a PIR
process is sublinear to n. Batch Private Information Retrieval
(BatchPIR) [1, 18,24,25] enables the client to retrieve a batch
of entries indexed as {ij,- - ,ip} from the server’s database
DB at a lower amortized cost. The detailed definitions of
BatchPIR are given in the Appendix B.2.

In our paper, we utilize the BatchPIR scheme from
Mughees et al. [25], which requires O(+/n) communication
complexity for retrieving a single entry from the database.

Their scheme achieves a better communication complexity
than O(b+/n) when retrieving b entries simultaneously, but
we neglect this aspect to simplify our theoretical analysis of
communication overhead.

2.2 Oblivious Key-Value Store

A key-value store (KVS) is a data structure that maps a
set of keys to corresponding values. A KVS is an obliv-
ious key-value store (OKVS) once the distribution of the
data structure is independent of the key set when those val-
ues are random. OKVS consists of two algorithms: Encode
and Decode. In our construction, we require the OKVS
to meet the properties of randomness, linearity, and spar-
sity. An OKVS is linear (over a field F) if the output of
Encode is a vector T in ™, and the Decode function is
defined as : Decode(T,k) = (d(k),T) = ¥.7., d(k),;T; for
some function d : X — F”. An OKVS is sparse once the
output of the Encode function 7 can be divided into two
parts T = Ty||T1, where Ty € F* and 7 € F¥ and d = o(s).
There are two functions involving the Decode function,
sparse : {0,1}* — {0,1}* and dense : {0,1}* — {0,1}.
Decode(T, k) def (To,sparse(k)) + (T1,dense(k)) for decod-
ing the sparse OKVS T with any key k € K. The Hamming
weight of the output of the sparse function is a fixed value
w.We provide the detailed definition of OKVS and its proper-
ties in Appendix B.3.

In this paper, we utilize the OKVS scheme proposed by
Raghuraman et al. [30] that satisfies the properties of random-
ness, linearity, and sparsity. The output of the sparse function
has a Hamming weight w = 3, the size of the sparse part
s = O(n) while the size of the dense part d = O(logn).

2.3 Fuzzy Matching for L., Distance

Fuzzy matching allows the receiver to determine whether its
input x is close to the sender’s input y according to a distance
threshold ¢ for any x and y in a d-dimensional domain U?.
The receiver obtain 1 once ||x —y|| < ¢ and 0 otherwise.
Baarsen and Pu [34] proposed a protocol achieving Fmatch
whose communication cost is O(dc). The detailed function-
ality is shown in Appendix B.5.

2.4 Fuzzy PSI Functionality

Fuzzy PSI enables the receiver and the sender to input a pri-
vate set, allowing the receiver to obtain different fuzzy inter-
section information based on varied functionalities, including
Fruzzy PSIs Fruzzy Psi-ca, and Fryzzy psi-sp- The detailed func-
tionality is shown in Fig. 1.

3 Spatial Hashing functions for L., Distance

In this section, we introduce a hashing primitive suitable for
unbalanced fuzzy PSI protocols, defined over an input do-



Functionality Protocol Condition Communication
R>20 O(cdNy, +2¢Ny)
[34] R > 40 0(c2¢dNy + Ns)
R 1-separate O((6d)>Ng + Ns)
Fuzzy PSI (-CA) [11] R & S 1-separate O(od(Np+ Ns))
[12] - O(dNylog(s) + Ns(21og())!)
Ours R>T>20 O(dNs /N dh'c)
(Fig. 6) R 1-separate & S d-separate O(dNs+/NLG)
[11] R & S 1-separate O(od(N+ Ns))
Fuzzy PSLSP [29] R>46& 5S> 20 O(d(Ns2? +Ni6))
Ours §>T>20 O(dNg+/Nhd + dNsG)
(Fig. 7) S 1-separate & R d-separate O(dNg+/N.G + dNso)

Table 1: Comparison of protocols achieving functionalities fuzzy PSI(-CA) and fuzzy PSI-SP for L., distance across various
metrics. Nz: number of set elements of the larger set. Ng: number of set elements of the smaller set. For the functionality fuzzy
PSI(-CA), we assume the receiver holds the larger set of N elements, while the sender holds a smaller set of Ny elements. For
the functionality fuzzy PSI-SP, we assume the sender holds the larger set of N, elements, while the receiver holds a smaller
set of Ny elements. G: distance threshold. d: dimension of each input item. 2 = max{[(26+1)/(T —20)],2}. R/S > 26/4c:
The distance between any two items in the receiver/(sender)’s set is greater than 26/46. R/S > T > 2c: The distance between
any two items in the receiver/(sender)’s set no less than T, for a given T > 26. R/S 1-separate: The receiver(sender)’s set is
“separated” on at least one dimension. R/S d-separate: The receiver(sender)’s set is “separated” on every dimension.

Functionality 1. (Fuzzy PSI)

* Parameters: Two parties, the receiver and sender.
The distance threshold ¢ > 0. Input domain U¢. The
cardinality of both parties’ sets, N and M, respectively.

* Inputs: The receiver inputs
W = {wi, -+ ,wy} € UV and the sender inputs
Q: {q17"' aCIM} S UdXM'

* Outputs:

- }—Fuzzy psi: Output {Qi €0 ’ HW/ ew,
lw;—gill- < o} to the receiver.

— Fruzzy psica: Output |{g; € Q | Iw; e W,
[lwj—gill < 6} to the receiver.

- Fruzzypsisp: Output [{w; € W ‘ dgi€Q,
lwj —gill < o} to the receiver.

Figure 1: Ideal functionality for Fryzzy psi» Fruzzy Psi-ca and
Fruzzy PSI-SP-

main U, a distance threshold ¢, and an output domain ‘B. The
spatial hashing involves two parties Py and P, inputting sets
X={x1,-,x,, } CU and Y = {yy,---,yu, } C U, respec-
tively, which may satisfy certain specific conditions depend-
ing on the spatial hashing scheme. Both parties will receive
their spatial hashing outputs: i (x1),--- , Hj (x,,) C B for P,
and #5(x1),- -+, H(xn,) € B for P>, where the upper bounds
on the cardinalities of these sets are & and hy, respectively.
The scheme ensures that for any x; and y; that ||x; —y;|| < o,
#, (x;) has at least one common element with #5(y;), while

#H, (x;) does not intersect with #; (x;) for any i # j. However,
H (x) N H(y) # 0 doesn’t guarantee that ||x — y|| < 6. The
detailed functionality is shown in Fig. 2.

Functionality 2. (Spatial Hashing - Fsy)

* Parameters: Parties P| and P». Input domain U, a
distance threshold o, an output domain B, two
positive integer /1 ,h, and conditions (i, (.

* Inputs: P; inputs X = {xy, -+ ,x,, } € U under
condition (; while P, inputs Y = {y,---,ys,} CU
under condition &.

¢ Outputs: Generate two function
H,,H, : U — PowerSet(‘B) that 0 < |#, (i)| < hy,
0 < |%4(j)| < hy for any i, j € U. Output
'{]{l(xl)a"' 7}[|(x’1|) to Py and -‘7'[2(}’1)7"' ’}[Z(ynz) to
P>, respectively. Those outputs satisfy the two
properties below:

1. Locally overlapping: # (x;) (" #(y;) # 0 once
[1xi = yjllee < O

2. Non-conflicting: #, (p)N # (g) = 0 for any
distinct p,q € X.

Figure 2: Ideal functionality for spatial hashing.

This functionality can be achieved either locally or through
a two-party protocol, depending on the input set conditions.
We denote those two cases as non-interactive spatial hashing
and interactive spatial hashing. Specifically, when a spatial
hashing scheme or protocol satisfies #; = 1, which %5 (x)



outputs a singleton set for every x € U, we refer to it as #5-
unique spatial hashing. In Sec. 3.1 and Sec. 3.2, we present
a non-interactive spatial hashing scheme and an interactive
spatial hashing protocol, both of which are #5-unique.

3.1 Our Non-interactive Spatial Hashing
Scheme

Suppose the input domain U¢ = {0,---,2* —1}¢. Our non-
interactive spatial hashing scheme requires that items in
P;’s set X satisfy a minimum separation of T > 20, i.e.,
for every distinct x;,x; € X, ||x; — xj|[ > T. No restric-
tions are imposed on P»’s set Y, which may be arbitrary.
The scheme partitions the input domain U¢ into several d-
dimensional cells of side-length [ = T — 26 along each di-
mension. Each cell [c1,¢1 +1) X -+ X [¢g,cq + ) is assigned
alabel (cy,- -+ ,cq), and output domain B is defined as the set
of the set of all labels: B = {(k/,--- ’kdl)}kl.,-~-,kd€{0w~,LZTMJ}’

For any point x = (x1,---,x4) € X, we define the function
celly(x) = ([*]1,---,[ £ ]1), which maps x to the label of its
containing cell. The high-level idea of our non-interactive
spatial hashing scheme is that #;(x) returns the labels of
all cells intersected by the L., ball of radius ¢ centered at x
(which has side length 26 + 1), while #5(y) returns cell;(y).
If [|x — y||e < ©, y lies within the 26 + 1 side-length L., ball
centered at x, ensuring 74 (y) C H (x), thereby satisfying the
spatial hashing requirement. The detailed construction is pre-
sented below.

Given any point x = (x1,--+,%0),y = (V1,"**,Ya),
let h = max{[2%H]2}, by = h?, hy = 1. #H(x) =
{Celll(p)}pe[xl—G,xl+6]><---x[xd—6,xd+6]- Fh(y) = {celli(y)}.
Py and P, will calculate and output #(x) and #5(y) for
every x € X and y € Y locally.

We define the security of our non-interactive spatial hashing
scheme in Theorem 1, and a detailed proof is provided in
Appendix E. 1.

3.2 QOur Interactive Spatial Hashing Protocol
for High-Dimensional Inputs

The non-interactive spatial hashing scheme described in
Sec. 3.1 allows both parties to compute their spatial hash-
ing output locally. However, this scheme has a limitation:
the output for Pj, #, (x), contains h; = K9 elements, which
leads to inefficient performance in fuzzy PSI protocols when
the dimension d is large. To address this issue, we intro-
duce an interactive spatial hashing protocol in this section.
The protocol involves two parties, Py and P,, with input sets
X ={x1, ,Xp, } CUYand Y = {y1,-+ ,yn, } C UY, respec-
tively. For a given distance threshold o, they interactively
compute hashing outputs #; (x;) for every x; € X and #5(y;)
for every y; € Y. In contrast to the non-interactive scheme,
both H and %5 now output only a single element each.

Definition 1. Given a d-dimensional domain U? and a
set P={p1,---,pn} C UY and a distance threshold o, the
set P is separated on dimension k, k € {1,---,d} once for
every pi = (pl'l"" vng'l)apj = ([7}',"' ,P?) € P that i 7é j:
1P =Pkl > 26.

To achieve this property, our spatial hashing protocol im-
poses a different constraint compared to the non-interactive
scheme introduced in Sec. 3.1. We assume that P;’s input set
is separated on at least one dimension, while P’s input set
is separated on every dimension. Baarsen et al. [34] proved
that a set is separated on at least one dimension with high
probability when its items are uniformly distributed in the
input domain. We also analyze the probability that P’s input
set satisfies the condition of being separated on every dimen-
sion in Appendix D. The analysis shows that P,’s set meets
this requirement with high probability when it contains fewer
items and its inputs are uniformly distributed.

We propose and employ a novel functionality, private value
sum Fpys, for the construction of our interactive spatial hash-
ing protocol. This functionality involves two parties, the re-
ceiver and the sender. The receiver inputs m keys xi,- -+, X,
and the sender inputs m sets of key-value pairs Yy,--- ,Y,,. If
every key x; belongs to the key set of Y}, i.e., x; € Ky, the
receiver obtains the sum of the values ¥;[x;] corresponding to
each key x;. Otherwise, the receiver obtains a random value.
The detailed functionality is shown in Fig. 3. We present two
protocols that realize Fpys in Sec. 3.3.

Functionality 3. (Private Value Sum - Fpys)

* Parameters: Two parties receiver and sender. Input
domain U. A finite field F. Set number m and size n.

* Inputs: The receiver inputs m keys x1,--- ,x,, € U
while the sender inputs m sets of key-value pairs
Yy, Y, where YV = {kij,vij} jef1,... o) thatk;; €U
and v;; € F. Let Ky, := {kij} je(1,... n} to be the key set
of ;.

* Outputs: Fori € {1,--- ,m}, let ¢; = Yi[x;] if x; € Ky,
otherwise c; is randomly sampled from [F. Output
c=Y", ¢ to the receiver.

Figure 3: Ideal functionality for private value sum.

With this new functionality Fpys, we present our interactive
spatial hashing protocol Iljgy in Fig. 4. We assume the input
domain is d-dimensional, namely U4 = {0, --- ,2* — 1} and
Py inputs ny items X = {xy,- -, Xy, } within the domain. For
every item x; = (x}, -+ ,x¢) € X, we denote [x! —o,x] 4 0] x
% [x¢ —0,x¢ + 6] C U? as the Lo, ball centered at x; with
radius o, and the interval [x/ — 6,x] + 6] as the projection of
the Lo, ball on dimension j, where j € {1,---,d}.

For each dimension i € {1,---,d}, P first computes, for
each item of its inputs, the projection onto the i-th dimension
of a L., ball with radius G centered at that item, and collects



* Inputs:

— P hasinputset ¥ = {y1,---

¢ Protocol:
Offline Phase

Online Phase

2. P, outputs H(y;) = ¢; fori={1,--- ;np}.

PROTOCOL 1. Interactive Spatial Hashing Protocol ITjgy
* Parameters: Two parties P; and P». A distance threshold 6. An input domain U?. A finite field F. Output domain B = F.

- Py hasinput set X = {xy,--- ,xn,} C U9 which is separated on at least one dimension.
,Yn, } C U™ which is separated on every dimension.

1. Py initializes d empty sets S; = 0 and d empty key-value sets ¥; =0 fori € {1,--- ,d}.

2. For every dimension i € {1,---,d}, x; = (x}.,m ,xf) €X, letsets;; = {k| ke Z, |kfx§-| < G}. Py check every set
s €S, if sMsij #0, sij «— s;;Us and remove s from ;. P add s;; to S; in the end.

3. For every dimension i € {1,---,d} and every set s;; € S;, P generates random r;; & Fand add key-value pairs
{s, rij} to Y; for every sle sij. P1 add random key-value pairs to ¥; such that |Y;| =n; - (264 1).

4. Forie {l,---,m},letx; = (x},---,x¢). P, outputs # (x;) :fozll/j[x{] forie{l,--- ,m}.

1. Fori€ {l,---,m},lety; = (y},---,y¢). P, and P, invoke an instance of Fpys that P; acts as the sender with the
inputs Y1, -+ ,Y; and P, acts as the receiver with the inputs y} S

, yfl. P, obtains c;.

Figure 4: Interactive Spatial Hashing Protocol.

these intervals into a set S;. Then, P; checks every pair of
intervals in S;, merging any two that intersect into a single
continuous interval. This process is repeated until all intervals
in S; are pairwise disjoint. Suppose the resulting set is S; =
{si1,---,sij}, Pi then generates j random values r;1,- - ,7;j
from a finite field F and assign ry to each interval s; for
k={1,---,j}. Py initializes an empty key-value set ¥;, and
for every value s € sj in the interval and k = {1,---, j}, it
adds the pair {s,ry} to ¥;. Additionally, P; inserts dummy
random key-value pairs into ¥; such that the total size |Y;
equals n1 (26 + 1). For every input point x; = (x},--- ,x¢) €
X and for every dimension j € {1,---,d}, P retrieves the
value Y;[x!] associate with the key x/ in the key-value set
Y;, and sums these values to form the spatial hashing output
H, (x;). This entire process can be carried out by P; without
the participation of P; in the offline phase.

To compute #(y;) for each input y; = (y!,---,y¢) €7,
P; and P, invoke an instance of Fpyg, where P) acts as the
sender with inputs Y1,---,Y; and P acts as the receiver with
inputs y!,---,y¢. The output of Fpys for P is the sum of
the values associated with the key yi1 AR yid in the respective
key-value sets Y1, - -+, ¥y, or a random value once there exist
j€{l,---.,d} thaty! & Ky, If forany j € {1,--- ,d}, the key

y! is not in the key set Ky;, the output is a random value.

P, uses this result as #5(y;). The detailed interactive spatial
hashing protocol is shown in Fig. 4.

We define the security of our interactive spatial hashing
protocol (ITisy) in Theorem 2, and a detailed proof is provided
in Appendix E.1.

3.3 Private Value Sum protocols

AHE-based PVS protocol: In this section, we propose a
protocol that achieves functionality #pys from the AHE tech-
nique before invoking the protocol. We suppose the receiver
inputs m keys xp,---,x, € U and the sender inputs m sets
Yy,---,Y,, each set contains n key-value pairs. Both par-
ties share an AHE scheme. The sender will first initialize m
empty key-value sets Set|,- - - , Set,, = 0, generate an AHE key
pair (pk, sk), and send the public key pk to the receiver. For
i €{l,---,d} and any key-value pair {k,v} € Y;, the sender
computes the encryption AEnc(pk,v) and adds the key-value
pair {k||i,AEnc(pk,v)} to Ser;. Then, the sender generates
m OKVS T; «— Encode(Set;) for i € {1,--- ,m} and sends
it to the receiver. The receiver decodes the OKVS T; key,
x;||i to obtain ¢; = Decode(T;,x;||i). Notice that once x; be-
longs to the key set of ¥; and {x;,v;} €Y}, ¢; = AEnc(pk,v;),
and c¢; equal to a random ciphertext otherwise. The receiver
generates a random value mask and computes the sum of
ciphertexts ¢y, - - , i, AEnc(pk,mask) using an additive ho-
momorphic algorithm and sends the result ¢ to the sender.
The sender decrypts and returns the plaintext + = ADec(sk, c)
to the receiver. The receiver computes t — mask as the output
of the protocol.

Note that each OKVS generated by the sender contains n
key-value pairs, but the receiver only needs to decode one
key per OKVS. To reduce communication costs, we employ
BatchPIR and sparse OKVS techniques, which avoid the
sender from transmitting the entire OKVS directly to the
receiver. We assume both parties have agreed upon a Batch-
PIR scheme as defined in Sec. 2.1 and a sparse OKVS scheme
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Offline Phase

Set;.
Online Phase

and T;; € 4. The sender sends 7T}, S

PROTOCOL 2. Private Value Sum Protocol from AHE. ITpys,,

* Parameters: Two parties: the receiver and the sender. Input domain U. A finite field F. Set number m and set size n. A
sparse OKVS scheme (Encode, Decode) with key space & = {0,1}* and value space ¥ =F. Let
sparse : {0,1}* — {0,1}* and dense : {0,1}* — {0, 1}¢ be the random functions used in Encode. Let w denote the
Hamming weight of the sparse part. An additively homomorphic encryption scheme (AGen, AEnc, ADec, ASum, ARef)

and a BatchPIR scheme.
¢ Inputs:
— The receiver inputs m keys x1,--- ,x,, € U.
— The sender inputs m sets of key-value pairs Y1, - ,Y;,, where ¥; = {k,-j,vij}je{lj...’n} that k;; € U and v;; € IF.

1. The sender initializes m empty key-value sets Sery, - - -, Set,, = 0, generates a fresh key-pair (pk, sk) +— AGen(x)
for the additive homomorphic encryption scheme, and sends the public key pk to the receiver.
2. Forevery i € {1,---,m} and key-value pair {k;;,v;;} € Y;, the sender adds key-value pairs {;||i, AEnc(pk,v;;)} to

1. The sender generates m sparse OKVS T; = T||Tiy +— Encode({k, v} (r}eser) fori € {1,--- ,m}, where Ty € F*

, T to the receiver.

2. The receiver computes r; = sparse(x;||i) € {0, 1}* fori € {1,--- ,m}. Every r; has a Hamming weight of w. The
receiver defines a set I; = {a;1,- -+ ,a;, } that r?” =1forevery j € {1,---,w}. The receiver obtains Ciaj; = Tig” via
batchPIR and computes ¢; = (Tj1,dense(x;[|i)) + L} ciq;; and ¢ = ASum({ci}ic(1,... m})-

3. The receiver generates a random mask mask & F and send the cipher-text {¢’ = ASum(AEnc(pk, mask),c)} to the
sender. The sender computes 1 = ADec(sk,c’) and sends ¢ to the receiver. The receiver outputs 0 = t — mask.

Figure 5: AHE-based Private Value Sum Protocol.

(Encode, Decode)as defined in Sec. 2.2 before invoking the
protocol. Additionally, we assume the Hamming weight of
the output of the sparse function in the sparse OKVS scheme
is a fixed value w.

In our protocol, the sender computes the sparse OKVS
T; = Ty ||T;1 <+— Encode(Set;) and the receiver decodes each
T; with the key x;||i for i € {1,---,m}. Instead of sending
the whole OKVS 7;, the sender only sends the dense part
T;; to the receiver. To compute Decode(T;, x;||i), the receiver
first evaluates r; = sparse(x;||i) € {0,1}*, where the output
has a Hamming weight w. Let [; = {a;1,--- ,a;,, } denote the
set of indices where r; equals to 1 (i.e., rf-”j =1 for every
Jj€{L,---,w}). Using the BatchPIR technique, the receiver
retrieves the components of the vector Tj at the indices in /;
and sums them, which is equivalent to evaluating the inner
product (Tjy,sparse(x;||i)). The receiver then locally com-
putes (T;;,dense(x;||{)) and sums the two results to obtain
Decode(7;,x;||i). This method is also utilized in the OPRF-
based private value sum protocol and fuzzy PSI protocols
described subsequently. The complete AHE-based protocol is
specified in Fig. 5.

We define the security of our AHE-based PVS protocol
(ITpyspe ) in Theorem 3, and a detailed proof is provided in
Appendix E.2.

OPRF-based PVS protocol: We also proposed a private
value sum protocol from the OPRF technique. The detailed
protocol is introduced in Appendix C.

3.4 Complexity Analysis

Our AHE-based and OPRF-based protocols exhibit similar
communication complexity. In the AHE-based protocol, the
receiver is required to decode one key in an OKVS of size
O(n) using BatchPIR for m times. For each key decoding op-
eration on an OKVS 7;, the communication includes sending
the dense part 7;;, which contributes O(logn) to the communi-
cation cost. Executing the BatchPIR scheme requires O(+/n)
communication per decoding according to the scheme from
Mughees et al. [25]. Thus, the total communication complex-
ity is O(m+/n). In the OPRF-based protocol, the communi-
cation overhead of invoking Fopge is linear in the receiver’s
input size. The remaining communication overhead arises
from decoding m keys across m OKVS, each of size O(n),
utilizing the BatchPIR technique. Thus, the overall communi-
cation complexity of our OPRF-based protocol is O(m-/n).
In our interactive spatial hashing protocol, P; and P, in-
voke n, instances of Fpys, each time P> acts as the receiver in-
putting d keys while P; acts as the sender inputting n; (264 1)



key-value pairs. The overall communication complexity cost
of our interactive spatial hashing protocol is n,d /n1 G, which
is sub-linear to the input size of P;.

4 Unbalanced Fuzzy PSI Protocols

In this section, we propose the fuzzy PSI protocols under two
unbalanced scenarios: one where the receiver’s input set is
larger than the sender’s (N > M), and the other where the
sender’s set is larger (M > N). Our objective is to design
protocols whose communication complexity is linear in the
size of the smaller set and sublinear in the size of the larger
set. However, due to the inherent requirements of the fuzzy
PSI functionality #r.zy psi, the communication complexity
of any protocol realizing this functionality must be at least
linear in the size of the sender’s input set. Similarly, for the
functionality Fryzzy psi-sp, the communication complexity is
inherently lower-bounded by the size of the receiver’s input
set. Thus, we provide a protocol for Fryzzy ps) (Which can also
achieve Fryzzy psi-ca) When the receiver has a larger set. We
provide an alternative protocol for functionality Fryzzy psi-sp
when the sender has a larger set.

4.1 Unbalanced Fuzzy PSI Protocol when the
Receiver has a Larger Set

We first propose our unbalanced fuzzy PSI protocol, which
achieves the functionalities Fryzzy psi and Fruzzy psi-ca in the
scenario where the receiver possesses a larger set. Our pro-
tocol builds upon the #5-unique spatial hashing schemes
introduced in Sec. 3.1 and Sec. 3.2, combined with the ad-
ditive homomorphic encryption technique. We assume the
receiver inputs a set W = {wy,--- ,wy} of N items satisfying
condition  while the sender inputs a set Q = {q1, -+ ,qm }
of M items satisfying condition (;, where N > M. Ac-
cording to those conditions, both parties first compute their
H,-unique spatial hashing outputs either locally or via the
interactive spatial hashing protocol. The receiver obtains
Hi (wi) ={wir,--- ,wip, } for every w; € W while the sender
obtains {k;} = #5(q;) for every g; € Q during the spatial
hashing phase.

In the setup phase, the receiver generates a fresh AHE key
pair (pk,sk) and shares the public key pk with the sender.
The receiver initializes an empty key-value set Set = 0. For
every item w; = (w},--- ,w¢) € W and its corresponding spa-
tial hashing output #(w;) = {wi1, -+, wi, }, the receiver
adds key-value pairs {wi||x||j, AEnc(pk,0)} to Set for all
ke{l,--- i}, je{l,--,d} and every x € [w! —o,w! + 0.
AEnc(pk,0) represents a fresh encryption of 0 under pk, ,
with each encryption being distinct across different key-value
pairs. Due to the non-conflicting property of the spatial hash-
ing scheme, all keys in Set are distinct. The receiver then
encodes Ser into an OKVS T <— Encode(Set) and sends it
to the sender.

For every input g; = (¢, ,q%) € Q and its correspond-
ing spatial hash output {k;} = #(q;), the sender com-
putes ¢;; +— Decode(T,k;||q!||j) for each dimension j €
{1,---,d}. Note that if ||¢g; — wy|| < c for some w; € W, then
ki € Hi(w;) due to the locally overlapping property of spatial
hashing. Furthermore, since ¢/ € [w! — 6,w] + o] for every
j € {1,---,d}, the ciphertext ¢;; will be an encryption of
0. The sender then homomorphically sums the ciphertexts
¢i1, - ,Cig and obtains ciphertext c;, and sends it to the re-
ceiver. To realize the functionality Frps).ca, the receiver de-
crypts each ¢; and counts the number of zeros, which corre-
sponds to the number of sender items within the threshold
distance of some receiver item. For Frpg|, both parties in-
voke an instance of 1-out-of-2 OT for each i € {1,--- ,M}.
The receiver inputs 1 as the selection bit if ¢; is decrypted to
zero, and inputs 0 otherwise; the sender inputs (L, g;), where
1 is a dummy value. The receiver thereby learns ¢; once
llgi—wjl|| <o for some w; € W.

Notice that the OKVS T built by the receiver contains
(26 + 1)dNh; key-value pairs, while the sender only needs to
perform dM decodings. Since N > M, we integrate the sparse
OKYVS and BatchPIR schemes into our original protocol, al-
lowing the sender to decode efficiently without receiving the
entire OKVS, significantly reducing communication overhead.
The detailed fuzzy PSI(-CA) protocol is shown in Fig. 6.

We define the security of our fuzzy PSI(-CA) protocol
(ITFyzzy Psi(-ca)) in Theorem 5, and a detailed proof is provided
in Appendix E.3.

As Protocol 3 is secure in the semi-honest model, its vari-
ant achieving the functionalities Fryz,y psi exhibits during-
execution leakage as the receiver learns the cardinality of
the fuzzy intersection before the execution completes. The
conception of execution leakage was first introduced by a
recent PSU paper [20]. We argue that this vulnerability is not
severe in our context, as the during-execution leakage in our
protocol only reveals the cardinality of the fuzzy intersection,
while the execution leakage in [20] refers to the cardinality
of the exact intersection set. For the receiver, inferring the
sender’s specific inputs from this fuzzy intersection cardinal-
ity is more challenging, since even if the receiver identifies
one of its own inputs as part of the fuzzy intersection, the
sender’s matching input may have 8¢ possible values. We are
also actively developing a fuzzy PSI protocol that eliminates
such during-execution leakage as future work.

4.2 Unbalanced Fuzzy PSI Protocol when the
Sender has a Larger Set

When the sender has a larger set, we propose an alterna-
tive fuzzy PSI protocol for ryzzy psi-sp. This protocol is
constructed using the #5-unique spatial hashing schemes.
We assume the receiver inputs a set W = {wy,--- ,wy} of
N items under condition (i, and the sender inputs a set
0 =1{q1, - ,qu} of M items under condition (, where



PROTOCOL 3. Iy psi-ca)

» Parameters: The protocol runs between sender .§ and receiver & . Input domain U¢ and a distance threshold ¢ > 0, the
cardinalities of both parties’ sets N, M. A spatial hashing scheme that achieves Fsy and #5-unique under condition (i
and G, for 6. |#;(i)| < hy for any i € U4, A sparse OKVS scheme (Encode, Decode) with key space & = {0,1}* and
value space ¥ = F. Let sparse : {0,1}* — {0,1}* and dense : {0,1}* — {0, 1}¢ be the random function used in Encode.
Let w denote the Hamming weight of the sparse part. An additively homomorphic encryption scheme
(AGen, AEnc, ADec, ASum, ARef) and a BatchPIR scheme.

* Inputs:

- R inputs W = {wy,---,wy} € U®N under condition (7, S inputs Q = {91, ,qu} € UM ynder condition G.

* Protocol:
Phase 1: Spatial Hashing

1. KR and S calculate the spatial hashing for their inputs locally or by invoking ITjsy according to the condition (; and
G. R obtains H (w;) = {wj1,--- ,wiy, } for every w; € W while S obtains {k;} = #>(q;) for every ¢; € Q.

Phase 2: Setup

1. R generates a fresh key-pair (pk, sk) «— AGen(k) for the additive homomorphic encryption scheme, sends the
public key pk to S, and computes ¢ = AEnc(pk,0). R initializes an empty key-value set Set = 0.
2. Foreachw; = (w},--- ,wd) € W and % (w;) = {wi1," -+ ,win, }» R adds key-value pair

i’
{wir|lx||j, ARef(c)} to Set for j € {1,--- ,d} andk e {1,--- ;I }.

xe [W{*G,W'{‘FG]

Phase 3: Calculating the Fuzzy Intersection

ADec(sk,c;) =0, it sets ¢; = 1.

W

3. R generates a sparse OKVS Ty || T +— Encode(Set), where Ty € F* and 77 € 9,

1. R sends Tj to S. For every S’s input ¢; = (q!,--- ,¢%) € O, {ki} = #(g;) and dimension j € {1,---,d}, S
computes r;; = sparse(ki||q{\|j) € {0,1}*. S defines sets I;; = {ajj1,- - ,aijw} that r
ke{l,---,w}and j € {1,---,d}. The receiver obtains ¢;j; = Toaijk via batchPIR and computes
cij = (Ti,dense(ki||ijl| j)) + Xi-; cijx and ¢; = ASum({ci;} jeq1,... ay)- S sends the set C = {c1, -~ ,cm} to R.

2. R initializes an empty string e = (ey,--- ,ep) = OM and checks every ¢; € C, if ¢; is a valid cipher-text and

. [PSI-CA] R outputs the Hamming weight of string e.
4. [PSI] R and S invoke M times 1-out-of-2 OT that R inputs e; as the receiver and S inputs (L, ¢g;) as the sender for
ie{l,---,M}. L isapublic dummy item. K outputs the set of non-dummy items received from .

@jjk

;j = 1forevery

Figure 6: Fuzzy PSI(-CA) Protocol.

M > N. According to these conditions, both parties first com-
pute their respective #5-unique spatial hashing outputs either
locally or via the interactive spatial hashing protocol. The
sender obtains #,(qg;) = {qi1,- - ,qin, } for each ¢; € Q while
the receiver obtains {k;} = #4(w;) for each w; € W in the
spatial hashing phase.

In the setup phase, the sender first generates a fresh AHE
key pair (pk, sk) and shares the public key pk with the receiver.
The sender initializes an empty key-value set Ser = 0. For
every item ¢g; = (‘L] S ,q? ) € W and its corresponding spa-
tial hashing output #,(¢;) = {¢i1,--- ,qin, }» the sender adds
the key-value pairs {g;;, (AEnc(pk,q}), -+ ,AEnc(pk,q?))}
to Ser for each j € {1,---,h;}. The sender then encodes Set
into an OKVS T <— Encode(Ser) and sends it to the receiver.
Although the values in Set consist of d ciphertexts and are
not naturally elements of a finite field IF as required by OKVS
constructions, we apply an invertible mapping to convert each

ciphertext into a binary bit string. In practice, these binary
strings are concatenated to form a single binary field element,
which can be encoded into an OKVS.

For every input w; = (w},---,w¥) € W and its corre-
sponding spatial hash output {k;} = #5(w;), the receiver
computes ¢; < Decode(T,k;) and parses the result as d ci-
phertexts (eil,m ,efi). The receiver then generates d ran-
dom masks maskl-l, e ,maskf’ from U?, and defines mask; =
(mask},--- ,mask?), wi = (w} + mask!,--- ,w? + mask?).
Next, the receiver computes e{ = ASum(ef ,AEnc(pk, maskij )
for j € {1,---,d} and sends {e; = (¢/,---,e{) }ic1,.. 5} 1O

the sender.

The sender decrypts e; and obtains p; = (p},---,p?) =
(ADec(sk,e}),--- ,ADec(sk,e?)). Notice that if k; € #(q;)
for some g; € Q, then ¢; represents an encryption of the vector
qj + mask;, implying p; = q; + mask; and w; = w; + mask;.
Therefore, both parties need only invoke an instance of Fmatch



PROTOCOL 4. [Tr,,,, psi-sp

* Inputs:

* Protocol:
Phase 1:Spatial Hashing

G. S obtains H(q;) = {qi1, -
Phase 2: Setup

Phase 3: Calculating the Fuzzy Intersection

computes ¢; = (T,dense(k;)) + L1 cij.

2. R parses c; as d cipher-text (e}, --

sends {e;}ic(1,... n} tO S.

intersection set once Fmatch output 1 to K.

» Parameters: The protocol runs between sender .§ and receiver & . Input domain U¢ and a distance threshold ¢ > 0, the
cardinalities of both parties’ sets N, M. A spatial hashing scheme that achieves Fsy and #5-unique under condition (i
and G, for 6. |#;(i)| < hy for any i € U4, A sparse OKVS scheme (Encode, Decode) with key space & = {0,1}* and
value space ¥ = F. Let sparse : {0,1}* — {0,1}* and dense : {0,1}* — {0, 1}¢ be the random function used in Encode.
Let w denote the Hamming weight of the sparse part. An additively homomorphic encryption scheme
(AGen, AEnc, ADec, ASum, ARef) and a BatchPIR scheme.

- R inputs W = {wy,---,wy} € U®N under condition (3, S inputs Q = {91, ,qu} € UM ynder condition (.

1. KR and S calculate the spatial hashing for their inputs locally or by invoking ITjsy according to the condition (; and
,qin, } Tor every ¢; € Q while R obtains {k;} = #(w;) for every w; € W.

1. S generates a fresh key-pair (pk, sk) +— AGen(x) for the additive homomorphic encryption scheme and sends the
public key pk to R . S initializes an empty key-value set Set = 0.

2. Foreachg; = (¢}, - ,q%) € Qand #(q;) = {qnn, - ,qin, }, S adds key-value pairs
{qijv (AEnC(pkvqll)v e ,AEnC(pk,C];j))}‘/‘g{17...7[11} to Set.

3. S generates a sparse OKVS Tp||T; =+— Encode(Set), where Ty € F* and T; € F?.

1. S sends T to R.. For every R’s input w; € W and k; = #5(w;), R calculates r; = sparse(k;) € {0,1}*. R defines a
set I; = {a;1,- - ,ai} that r?” =1 forevery j € {1,--- ,w}. The receiver obtains ¢;; = TO"’-’ via batchPIR and

,e¢) and samples mask; = (mask},--- ,mask?) & Ud. ® computes
ei = (ASum(e! , AEnc(pk,mask!)),--- ,ASum(e¢, AEnc(pk,mask?))) and w' = (w! + mask!,--- ,w? +mask?). R,

3. R and S invoke Fmach N times that R inputs w} and S inputs ADec(e;) fori € {1,--- ,N}. R adds w; into

Figure 7: Fuzzy PSI-SP Protocol.

to allow the receiver to determine whether ||w; —¢;|| < o. To
minimize communication overhead, we also integrate sparse
OKYVS and BatchPIR techniques (as described in Sec. 3.3)
into this protocol. The complete fuzzy PSI-SP protocol is
shown in Fig. 7.

We define the security of our fuzzy PSI-SP protocol
(ITFuzzy psi-sp) in Theorem 6, and a detailed proof is provided
in Appendix E.4.

4.3 Complexity Analysis

In our fuzzy PSI protocol, the sender decodes dM keys from
the OKVS T, which has size O(Ndh;G), using BatchPIR
techniques. This constitutes the dominant communication
cost in the protocol. Sending the dense part of the OKVS T;
contributes O(log(Ndh;6)) to the communication, while the
BatchPIR operations incur O(dM {/log(Ndh;c)) complex-
ity. Additional communication arises from Step 2 of Phase 3,
where the sender returns M ciphertexts to the receiver. When

both parties compute the spatial hashing output via the in-
teractive protocol, 41 = 1 and the communication overhead
in Phase 1 is Md+/No, leading to an overall communication

complexity of O(dM {/log(Ndoc)).

For our PSI-SP protocol, the receiver decodes the OKVS
T of size O(Mh;0) for N keys using BatchPIR. Since each
decoded value consists of d ciphertexts, the communication
cost for this step is O(dN<{/log(Mh;c)). In Phase 3, both
parties invoke N instances of Fmatch, contributing O(Ndo)
to the communication. When the spatial hashing outputs
are computed interactively, Phase 1 incurs Ndv/Mc over-
head, resulting in an overall communication complexity of
O(Nd~/Mc + Ndo). Notice that in our fuzzy PSI protocol,
we assume N > M while in our fuzzy PSI-SP protocol, we
assume M >> N. Both of our protocols achieve sublinear com-
munication complexity relative to the size of the larger set.



Input size (n1,n7)

Prot. | (d,0) (218.29) (2%0,23)

Comm. Time Comm. Time

(2,10) | 76329 | 711.07 | >2000 -

[11] | (6,10) | 2241.87 | >2000 | > 6000 -

(2,30) | 2171.47 | >2000 | > 6000 -
(2,10) | 034 8.62 034 | 32.64
(gl‘jlrlf:) (6,10) | 034 | 2298 | 034 | 90.65
(2,30) | 035 2311 | 035 | 173.13

Table 2: Communication cost (in MB) and running time (in
seconds) of the online phase of our AHE-based interactive
spatial hashing protocol with the protocol from [11], with
varying dimensions d, distance threshold 6, and input sizes of
Py and P>, ny and n;.“-” indicates that the experiment could
not be conducted due to insufficient memory.

5 Implementation and Performance

We provide implementation details and evaluate our inter-
active spatial hashing protocols and fuzzy PSI protocols in
comparison to existing protocols within unbalanced settings.

5.1 Implementation Details

Environment. We run all experiments on a single machine with
Intel Xeon Gold 6338 CPU and 503 GB RAM. We measure
the running time of the online phase of both our protocols
under WAN settings (100 Mbps and 10 Mbps bandwidth
with 80ms RTT latency). All of our experiments use a single
process, where each party in the protocol uses a separate
thread.

Implementation. We choose the computational security pa-
rameter K = 128 and the statistical security parameter A = 40.
We implement” our protocols in C++. We employ the 3-Hash
Blazing-fast OKVS" in [30] as the sparse OKVS in our proto-
cols. We utilize vectorized BatchPIR [25], supporting batched
PIR queries” with low communication costs. Our implemen-
tation relies on the OT implementation provided in LibOTe".
We also use the Intel Paillier Cryptosystem Library! to imple-
ment the Paillier partially homomorphic encryption scheme
as the AHE, and instantiate our universal hash functions with
BLAKES3 to ensure high performance and cryptographic se-
curity. We adopt Coproto' to realize network communication.

*https://anonymous.4open.science/r/
unbalanced-fuzzy-PSI-B81F
Thttps://github.com/Visa-Research/volepsi
*nttps://github.com/mhmughees/vectorized_batchpir
$https://github.com/osu-crypto/1ib0Te
Ihttps://github.com/intel/pailliercryptolib
Ihttps://github.com/Visa-Research/coproto

5.2 Performance Comparison

Interactive Spatial Hashing Protocols. We evaluate the effi-
ciency of our interactive spatial hashing protocol utilizing the
AHE-based PVS protocol Ilpys,,. (Fig. 5) and compare it
with the interactive spatial hashing protocol from [11] under
unbalanced settings. The experiment demonstrates that for
the parameter set (ny,n,,d,c) = (2'%,2%,2,10) with a 100
Mbps bandwidth, our protocol significantly outperforms the
baseline. Our solution demonstrates superior efficiency by
requiring only 0.34 MB of total communication, resulting in
a 2000 x reduction compared to their protocol. Furthermore,
our protocol completes its online phase in just 8.62 seconds,
achieving an 82x speedup in online runtime. These results
demonstrate that our protocol reduces both the amount of
transmission data and the time required, making it more effi-
cient for real-world applications. Our OPRF-based protocol is
less efficient than our AHE-based one. Its online phase incurs
longer running times due to the computational overhead of
encoding the OKVS. The detailed experiment result is shown
in Tab. 2.

We experimentally evaluate our fuzzy PSI(-CA) protocol

IFuzzy psi-ca)y (Fig. 6) using both non-interactive and interac-
tive spatial hashing schemes under various set conditions. It
should be noted that in this protocol, the receiver is required to
encode an OKVS of size O(Ndh;6), where iy = 2¢ under our
non-interactive scheme when the distance threshold T = 4c6.
Although employing the BatchPIR technique avoids directly
sending the OKVS and reduces communication costs, it still
imposes high offline computation and memory overhead on
the receiver for large d. In contrast, our interactive scheme
maintains 41 = 1. This distinction aligns with our earlier claim
that the non-interactive scheme is suited for low-dimensional
inputs, whereas the interactive scheme is designed for high-
dimensional cases. Accordingly, in the following experiments,
we provide results for d = 2 when using the non-interactive
spatial hashing, and for d = {2,6} when using the interactive
spatial hashing.
Fuzzy PSI(-CA) protocol. When the receiver’s set is at least
T = 30 apart, we compare our protocol with the protocol
from Baarsen et al. [34], which requires the receiver’s set
to be at least 26 apart. For the parameter set (N,M,d,c) =
(218, 252, 10), experimental results show that their protocol
requires 1008 MB of online communication, whereas ours
achieves a 2880 reduction in communication overhead. Our
protocol also performs better in low-bandwidth environments,
reducing the online running time by 5.7x under 10 Mbps
bandwidth.

When the receiver’s set is T = 40 apart, we compare our
protocol with Baarsen et al.’s protocol under the same con-
dition. For parameters (N,M,d,c) = (22°,2% 2,10) and 100
Mbps bandwidth, our protocol requires only 0.35 MB of com-
munication, compared to 16,128 MB for theirs. In addition,
our protocol achieves a 1.33x speedup over their 26 protocol


https://anonymous.4open.science/r/unbalanced-fuzzy-PSI-B81F
https://anonymous.4open.science/r/unbalanced-fuzzy-PSI-B81F
https://github.com/Visa-Research/volepsi
https://github.com/mhmughees/vectorized_batchpir
https://github.com/osu-crypto/libOTe
https://github.com/intel/pailliercryptolib
https://github.com/Visa-Research/coproto

Input size (N, M)
Prot. (d.0) (2“12%) (2”&2?) (2'8.28-) (220,2f)
Comm. Time (s) Comm. Time (s) Comm. Time (s) Comm. Time (s)
(MB) [ 100Mbps | 10Mbps | (MB) [ 100Mbps | 10Mbps | (MB) | 100Mbps | 10Mbps | (MB) | 100Mbps | 10Mbps
Fuzzy PSI protocols from non-interactive spatial hashing
[34] (2,10) 252 20.63 202.05 1008 82.74 825.37 1008 83.11 826.03 | 4032 334.27 | 3276.55
(20 apart) | (2,30) 732 59.09 587.10 | 2928 237.36 | 235496 | 2928 237.89 | 2355.41 - - -
Ours (2,10) | 035 29.04 29.33 0.35 144.52 144.80 | 0.512 153.38 153.80 - - -
(3o apart) | (2,30) | 0.35 85.50 85.78 0.35 446.41 446.70 - - - - - -
[34] (2,10) | 1008 80.79 808.39 | 4032 334.59 | 3332.03 | 4032 336.17 | 3335.70 | 16128 | 1293.41 | >3600
(4o apart) | (2,30) | 2928 23491 | 2347.50 | 11712 | 94293 >3600 11712 943.30 >3600 | 46848 >3600 >3600
Ours (2,10) | 035 12.33 12.62 0.35 53.50 53.78 0.51 53.09 53.51 0.35 252.21 252.50
(40 apart) | (2,30) | 0.35 41.06 41.07 0.35 155.81 156.09 0.51 210.74 | 211.16 - - -
Fuzzy PSI protocols from interactive spatial hashing
(2,10) | 1692 358.40 | 1586.19 | 6769 1427.93 | >3600 - - - - - -
[11] (6,10) | 5065 993.61 >3600 | 20259 >3600 >3600 - - - - - -
(2,30) | 4904 706.20 >3600 | 19617 | 2824.74 | >3600 - - - - - -
(2,10) | 0.96 7.18 7.97 0.96 32.12 3291 1.18 32.04 33.01 0.96 142.40 143.19
Ours (6,10) 1.00 22.41 23.22 1.00 105.65 106.47 1.42 101.03 102.19 1.00 485.17 | 485.99
(2,30) | 0.96 25.27 26.05 0.96 100.84 101.63 1.18 104.64 105.61 0.96 468.47 | 469.26

Table 3: Communication cost and running time of the online phase of our Fuzzy PSI protocol with the protocols from [34]
and [11], with varying conditions on the input sizes and spatial hashing methods, dimensions d, distance threshold ¢, and input
sizes of the receiver and the sender, N and M. “-” indicates that the experiment could not be conducted due to insufficient memory.

and a 5x speedup over their 46 protocol in terms of online
running time.

We also evaluate the efficiency of the online phase of our
Fuzzy PSI(-CA) protocol, using our interactive spatial hash-
ing method, in comparison to the protocol by Gao et al. [11],
excluding the interactive spatial hashing and setup phases of
both protocols. Across various parameter sets, our protocol
achieves at least a 31 x improvement in online runtime and a
1762 x reduction in communication overhead. The results fur-
ther indicate that our protocol, implemented via the interactive
spatial hashing approach, incurs a lower computational cost
and offers better suitability for high-dimensional data com-
pared to the same protocol using the non-interactive scheme.
A detailed performance comparison is provided in Tab. 3.
Fuzzy PSI-SP protocol. We also evaluate our Fuzzy PSI-SP
protocol Ilryzzy psi-sp (Fig. 7) in scenarios where the sender
holds a larger set. When the sender’s set is T = 4G apart, we
compare our protocol with the PSI-SP protocol by Piske et
al. [29], both using a non-interactive spatial hashing scheme.
Under the parameter set (N,M,d,c) = (23,2%°,2,10) and 100
Mbps bandwidth, our protocol requires only 1.09 MB of com-
munication and 11.36 seconds in the online phase. This rep-
resents a 283 x improvement in communication and a 101 x
improvement in online runtime compared to their protocol.
We further test the efficiency of our Fuzzy PSI-SP protocol
using our interactive spatial hashing protocol. Although Gao
et al. [11] suggested that their fuzzy PSI protocol could be ex-
tended to support fuzzy PSI-SP via interactive spatial hashing,
no implementation was provided. Therefore, we report the
performance of our protocol under various parameter settings

using our interactive approach. Detailed results are presented
in Tab. 4.
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Ethical Considerations

Multi-party computation enables parties to jointly compute
a function using their private data without revealing it. The
computation can proceed only with the explicit consent of
all participating parties. Our proposed fuzzy PSI protocol
also requires the awareness and consent from both parties.
Lacking such awareness and consent could lead to misuse of
our protocols in real-world scenarios such as the following:

In applications such as compromised credential checking, a
non-expert client may not fully understand that our protocol’s
guarantees rely on a semi-honest threat model, and a mali-
cious server could exploit this misunderstanding to obtain
additional information. In illegal content detection, a server
could mislead a user about what the protocol is for. The user,
thinking it’s a normal check, might agree to run it and acci-
dentally leak private information.

To ensure the positive use of this technique, two key con-
ditions must be met. First, its assumptions and limitations
must be clearly communicated to non-technical stakehold-
ers, and strong protections must be implemented to prevent
deception. For instance, before obtaining user authorization,
the software must clearly and standardly disclose the specific



Input size (N, M)
Prot (d70) (2572I§%) (28’212.6) (25’22(?) (28’ 22(?)
Comm. Time (s) Comm. Time (s) Comm. Time (s) Comm. Time (s)
(MB) | 100Mbps | 10Mbps | (MB) [ 100Mbps | 10Mbps | (MB) | 100Mbps | 10Mbps | (MB) [ 100Mbps | 10Mbps
Fuzzy PSI-SP protocols from non-interactive spatial hashing
(2,10) | 77.62 22430 | 239.87 | 77.67 222.83 | 240.51 | 309.93 | 1147.77 | 1358.98 | 309.99 | 1141.06 | 1596.57
(2] (6,10) | 258.08 | 797.15 | 821.66 | 259.97 | 846.28 | 890.93 | 1030.79 | 4542.01 | 4895.68 | 1032.68 | 4517.23 | 4996.40
(2,30) | 77.62 235.81 241.49 | 77.67 226.45 | 243.42 | 309.93 | 1155.61 | 1618.54 | 309.99 | 1157.72 | 1644.64
(6,30) | 258.08 | 835.87 | 936.82 | 259.97 | 855.24 | 875.75 | 1030.79 | 4900.78 | 5068.67 | 1032.68 | 4987.88 | 5127.50
(2,10) 1.09 3.51 441 6.51 4.02 9.35 1.09 11.36 12.25 6.51 12.06 17.39
Ours (6,10) | 2.61 136.67 138.81 | 18.64 136.96 152.21 - - - - - -
(2,30) | 247 3.60 5.62 17.51 5.65 19.97 2.47 11.98 14.00 17.51 12.62 26.95
(6,30) | 6.74 131.25 136.76 | 51.64 134.26 176.51 - - - - - -
Fuzzy PSI-SP protocols from interactive spatial hashing
(2,10) 1.71 2391 25.31 7.18 24.43 30.30 1.71 103.07 104.46 7.18 115.09 120.96
Ours (6,10) | 3.24 70.67 73.32 19.42 72.17 88.06 3.24 310.86 | 313.52 19.42 313.84 | 329.73
(2,30) | 3.08 68.90 71.42 18.18 71.78 86.65 3.08 313.68 | 316.20 | 18.18 312.42 | 327.29
(6,30) | 7.37 218.12 | 224.15 | 5242 22742 | 27031 7.37 950.21 956.24 | 5242 980.52 | 1023.41

Table 4: Communication cost and running time of the online phase of our Fuzzy PSI-SP protocol with the protocol from [29],
with varying spatial hashing methods, dimensions d, distance threshold G, and input sizes of the receiver and the sender, N and
M. “-” indicates that the experiment could not be conducted due to insufficient memory.

database to be matched and the security model of the protocol.
Second, independent and public audits of both the protocol’s
code/algorithms and the server’s operational logs should be
mandated to detect misuse or malicious behavior that falls
outside the security assumptions. Finally, judicial authoriza-
tion should be required before any new database is added to
the system, ensuring that each matching target meets stringent
legal and ethical standards.

We argue that when implemented within a transparent gov-
ernance and compliance framework, this approach offers a
net-positive impact. Its core utility lies in enabling efficient,
privacy-preserving matching for unbalanced sets, which is crit-
ical for many real-world applications. While potential risks
such as misunderstandings of security assumptions or decep-
tive use exist, they are substantially mitigated by the integrated
safeguards previously outlined. Consequently, under these ap-
propriate safeguards, the value of the technique demonstrably
outweighs its risks.

Open Science

The code implemented in this article is published in :
https://doi.org/10.5281/zenodo.18223806.

A Related Work

The fuzzy PSI and fuzzy matching problems were first for-
mally introduced by Freedman et al. [10]. Their protocol
focuses on Hamming distance, relying on additively homo-
morphic encryption and polynomial interpolation. Their pro-
tocol was proven to be insecure by Chmielewski et al. [6].

The following study on fuzzy PSI [4,6,17,33,35] also focused
on Hamming distance. The basic idea of those protocols is to
construct a fuzzy matching protocol from oblivious polyno-
mial evaluation or a homomorphic encryption technique, and
extend it to a fuzzy PSI protocol by invoking the fuzzy match-
ing protocol for every pair of inputs from both parties. Those
protocol requires O(MN) communication and computation
cost.

To reduce the quadratic complexity, Garimella et al. [13]
introduced a novel cryptographic primitive, spatial hashing,
which allows two parties to hash every input item to a set
of elements. Once two items from different parties are close
enough for L., distance, the hashing sets of those two items
intersect. Via the spatial hashing and function secret sharing
techniques, they propose the first fuzzy PSI protocol for Lo
distances without O(MN) communication cost. However, the
spatial hashing always has restrictions on at least one party’s
input set to guarantee that every hashing output set of one
of the parties, namely Py, is disjoint. The receiver’s input set
is required to be 2¢ apart in their protocol. They propose
another fuzzy PSI protocol for malicious security [14], sac-
rificing the efficiency of the protocol. They also proposed
another spatial hashing scheme for overlapped inputs [12].
The scheme neglects the requirement for the receiver’s inputs,
but has the possibility of failing.

Baarsen and Pu [34] extended the spatial hashing schemes
from Garimella et al. [13]. They proposed two schemes when
the receiver’s inputs are 26 and 46 apart. They also provided
fuzzy matching schemes for L[ .| distance from the DDH
tuple and a framework to extend them to fuzzy PSI protocols


https://doi.org/10.5281/zenodo.18223806

for Lpe[1,.) distance, utilizing the OKVS technique. Their
protocol outperforms the existing protocols, which are based
on function secret sharing. Although those spatial hashing
schemes can be computed locally by both parties, the hashing
output set size of Py is 2¢, resulting in significant overhead for
utilizing them in the fuzzy PSI protocol for high-dimensional
input. Gao et al. [11] have proposed another efficient interac-
tive spatial hashing scheme that both parties compute their
hashing outputs from a protocol. Their scheme optimizes
the hashing output set size of P; to be 1, but has a stronger
restriction on both parties’ inputs. Their protocol requires
that both parties’ sets be “separated” on at least one dimen-
sion. They also proposed a new framework for constructing
the fuzzy PSI protocol. Piske et al. [29] introduced a new
cryptographic primitive, distance-aware random OT, which is
similar to fuzzy matching, and provided a protocol to achieve
the fuzzy PSI-SP functionality. Their protocol utilized the ex-
isting spatial hashing method, which requires the input set of
receivers to be 46 aparts. Although those fuzzy PSI protocols
from the spatial hashing technique achieve better efficiency,
they are all constructed under the balanced setting and have
a communication complexity at least linear to both parties’
input size.

B Preliminary

B.1 Additively Homomorphic Encryption

Homomorphic encryption is a form of encryption that allows
computations to be performed on encrypted data without first
having to decrypt it. An additively homomorphic encryption
scheme consists of the following probabilistic polynomial-
time algorithms:

AGen: Given a security parameter X, AGen(k) outputs a
public-private key pair (pk, sk), and specifies a message space
M.

AEnc: Given the public key pk and a plaintext message m €
‘M, one can compute a ciphertext AEnc(pk,m), an encryption
of m under pk.

ADec: Given the secret key sk and a ciphertext AEnc(pk,m),
ADec is to recover a plaintext m.

ASum: Given the public key pk and a set of ciphertexts
{AEnc (pk,m;)} which are the encryption of messages {m;},
one can homomorphically compute a ciphertext which is
the encryption of the sum of the underlying messages:
AEnc (pk,Y.;m;) = ASum ({AEnc (pk,m;)};)

ARefresh: One can randomize ciphertexts using a random-
ized procedure denoted as ARefresh.

The commonly used additively homomorphic encryption
schemes include Paillier encryption [27], Exponential ElGa-
mal encryption [8], and Ring-LWE-based encryption schemes
[2,3,9]. We depend on the standard concept of CPA secu-
rity in encryption, which essentially implies that, without the
private key sk, encrypted messages are computationally indis-
tinguishable from one another.

B.2 Batch Private Information Retrieval

A BatchPIR scheme consists of three algorithms, all taking
the computational security parameter K as an implicit input:
Query(I) — (qu,st): on input a set of distinct indexes I =
{ir,"-+,ip} € {1,--+,n}, outputs a query qu and a private
state st including the index set.

Answer(DB,qu) — ans: on input the database DB and the
query qu, outputs an answer ans.

Recover(st,ans) — {d;,--- ,dp}: given the state st and the
answer ans, outputs a batch of entries {d,--- ,dp}.

The BatchPIR is correct once for any dataset DB and
all distinct inputs I = {iy,---,ip} and Query(I) — (qu,st),
Recover(st, Answer(DB,qu)) = {DB',--- DB }.

The BatchPIR requires that the client’s query gu reveals no
information about the query indexes. Note that the BatchPIR
does not aim to protect the privacy of the server’s dataset
DB. Formally, a BatchPIR scheme is secure once for all PPT
adversaries 4, and all distinct batch query sets I}, I, that |I;| =
12, |Pr{A(qu = 1) | Query(Iy) — (qu,51)] —PrlA(qu=1) |
Query(h) — (qu,st)]| < negl(x).

B.3 Oblivious Key-Value Store

Definition 2. An Oblivious Key-Value Store (OKVS) is pa-
rameterized by a set K of keys, a set V of values, and consists
of two algorithms:

Encode ({ki,vi}i—(1 .. n}): Input a set of (ki,vi) key-value
pairs and outputs an object T (or, with statistically small
probability, an error indicator 1).

Decode (T, k): Input an object T, a key k, outputs a value v.

Correctness. For all A C X x 1 with distinct keys: (k,v) €
Aand 1# T < Encode(A) = Decode(T,k) =v
Obliviousness. For all distinct {k,....k9} and all
distinct {k%,...,k},}, if Encode does not output L
for (k(l), e 7kg) or (k{,...,k,%), then the output of
Exp? (‘.7( = (k‘l), . ,kg)) is computationally indistin-
guishable to that of Exp? (K = (k{,...,k})), where:

Exp™ (K= (K1, . kn)):
(1) forie {1,---,n} : choose uniform v; +— ¥
(2) return 4 (Encode ({(k1,v1),...(kq,vn)}))

In our construction, we also require the OKVS to meet the
properties of randomness, linearity, and sparsity.
Randomness. For all sets of m distinctkeys {ki,...,kn} C X,
m random values {v{,...,v,,} C V and any k & {ki,...,kn},
Decode(T k) is statistically indistinguishable from a uni-
formly random element in ¥ where T < Encode({ (k;,v1),
oy (kiyvim) })-
linearity. An OKVS is linear (over field F) if 9/ =T ("val-
ues" are elements of IF), the output of Encode is a vector 7 in
F™ and the Decode function is defined as : Decode(7, k) =
(d(k),T) = ¥y d(k);T; for some function d : X — F".
Hence Decode (-, k) is a linear map from F” to F.



sparsity. An OKVS is sparse once the output of the Encode
function T can be divided into two parts 7 = Tp||T}, where
To € F* and T} € F? and d = o(s). There are two func-

tions involving the Decode function, sparse : {0,1}* —

{0,1}* and dense : {0,1}* — {0,1}¢. Decode(T,k) &

(To,sparse(k)) + (T1,dense(k)) for decoding the sparse
OKVS T with any key k € K. The Hamming weight of the
output of the sparse function is a fixed value w.

B.4 Multi-point Oblivious
Function (mp-OPRF)

Pseudorandom

Multi-point oblivious pseudorandom function (mp-OPRF)
[19] allows the receiver with inputs X = {xj,...,x,} to learn
the OPRF outputs {F (k,x1),...,F(k,x,)}, where the key k is
input by the sender. The detailed functionality of mp-OPRF
is shown in Fig. 8.

Functionality 4. (mp-OPRF - Fp.0pRF)

* Parameters: Two parties receiver and sender. A PRF
F:{0,1}*x{0,1}} — {0,1}'.

* Inputs: The sender inputs the PRF key k € {0,1}¥
and the receiver & inputs the set X = {xy,...,x,}
where x; € {0, 1},

* Outputs: Output {F (k,x;),---,F(k,x,)} to the
receiver.

Figure 8: Ideal functionality for Fmp-opRF-

B.5 Fuzzy Matching for L.. Distance

Functionality 5. (Fuzzy matching - Fmatch)

* Parameters: Two parties receiver and sender. An
input domain U¢. A distance threshold G.

* Inputs: The receiver and sender input x and y from
U? respectively.

* Outputs: Output 1 to the receiver once ||x —y|| < G
and 0 otherwise.

Figure 9: Ideal functionality for fuzzy matching.

C OPRF-based Private Value Sum Protocol

In this section, we propose a protocol that achieves func-
tionality Fpys from the OPRF technique. We suppose the
receiver inputs m keys xi,- -+ ,x,; € U and the sender inputs
m sets Y1, -+, Yy, each set contains n key-value pairs. At the
beginning of the protocol, the sender initializes m empty key-
value sets Set,---,Set,, = 0 and selects m random values
P1,-+, Py € Fsuchthat Y # = 0. Foreachi € {1,--- .d}
and every key-value pair {k,v} €Y}, the sender adds the pair
{k||i,v+ 7} to the set Set.

The sender and receiver then invoke Foprr, where the re-
ceiver inputs xi||1,-+ ,x,||m and obtains m corresponding
PRF outputs F(k,x;|[1),- -, F (k,x,]||m), while the sender ob-
tains the PRF key k. For every key-value pair {k;;,v;;} €
Y;, the sender adds the pair {k;;|i,vij + F(k, kg ;) + 7}
to Set;. The sender encodes each set Set; into an OKVS
T; «— Encode(Set;) and sends them to the receiver. The
receiver decodes each OKVS 7; at the key x;||i, obtaining
¢; = Decode(T;,x;||i) — F (k,x;||{). Finally, the receiver com-
putesc=Y" c;. If {x;,v;} € Y foreveryi € {1,--- ,m}, then
ci=vi+fand Y ", c; =Y, v;. Otherwise, c¢ is a random
value in F.

Notice that the receiver only needs to decode one key in
every OKVS. We also apply similar BatchPIR and sparse
OKYVS techniques to avoid sending the OKVS directly and
reduce the communication cost. The detailed OPRF-based
private value sum protocol is shown in Fig. 10.

We define the security of our OPRF-based PVS protocol
(ITpysgpge) in Theorem 4, and a detailed proof is provided in
Appendix E.2.

D Probability of Separation under Uniform
Distribution

In this section, we analyze the probabilities that the assump-
tions “set separated on at least one dimension” and “set sepa-
rated on every dimension” hold in our protocol. We compute
these probabilities under the assumption that elements are
uniformly distributed. Since the domain length 2 is suffi-
ciently large, we approximate the discrete distribution over
{0,1,...,2"} by the continuous uniform distribution on the
interval [0,2%].

Theorem 1. Let U? = [0,2"] and P = {py,...,pa} C U?
consist of n independent uniformly distributed points in
U4. Fix a distance threshold ¢ > 0. If 20(;;” < 1, then

the probability that P is separated on every dimension is

| _ 20(n-1) nd .. .
— =5 , and the probability that P is separated on

n\ d
at least one dimension is 1 — (1 — (1 — %) ) .

Proof. We begin with the one-dimensional case. Consider n
i.i.d. uniform random variables Xj, ..., X, ~ Unif[0, L], with
L=2"Let X1y < -+ <X, denote the order statistics. We
say that the set is separated on this coordinate if X(;, 1) —
X > 20,Vi=1,...,n— 1. The joint density of the order
statistics is constant n! over the simplex 0 < x() <--- <
X(m) < L.

The event that all gaps exceed 26 is equivalent to 0 < x(1) <
X(2) =26 <+ <Xy — (n—1)26 <L—(n—1)20. Define
shifted variables Z; = x(;y — (i — 1)20. Then the constraint
becomes 0 < Z; < --- < Z, < L— (n—1)20. The Jacobian of
this linear transformation is 1, so the volume of the feasible
region is (E=(n=1)20)" provided L > (n—1)20. Since the den-

n!



* Inputs:

— The receiver inputs m keys x1,--- ,x, € U.

¢ Protocol:
Offline Phase

Online Phase

while the sender obtains the OPRF key k.

. a;
receiver defines a set [; = {a;1, - ,a;, } that r;/ =

4. The receiver outputs c.

PROTOCOL 5. Private Value Sum Protocol from OPRF. Ilpyspp.

» Parameters: Two parties: the receiver and the sender. Input domain U. A finite field F. Set number m and set size n. A
sparse OKVS scheme (Encode, Decode) with key space & = {0,1}* and value space ¥ =F. Let
sparse : {0,1}* — {0,1}* and dense : {0,1}* — {0,1}¢ be the random functions used in Encode. Let w denote the
Hamming weight of the sparse part. A BatchPIR scheme.

— The sender inputs m sets of key-value pairs Y1, - ,Y;,, where ¥; = {k,'j,v,-j}je{lj...l,,} that k;; € U and v;; € FF.

1. The sender initializes m empty key-value sets Sety, - - - ,Set,, = 0 and generates 71,--- , 7,y € Fs.t. Y7" 7 = 0.

1. The sender and receiver invoke Foprr that the receiver inputs {x;|i};—qj ... »y and obtains {F (k,x;[|i) }i—{1.... my

2. For every {kij,vij} €Y, the sender adds {k;;||i,vij + F (k,k;;) + 7} to Set;, and computes T; = Ty;|| T
<— Encode(Set;) for i = {1,--- ,m} , where Tjo € F* and T;; € . The sender sends 77, - -

3. The receiver computes r; = sparse(x;||i) € {0,1}* fori € {1,--- ,m}. Every r; has a Hamming weight of w. The

"= 1forevery j € {1,--- ,w}. The receiver obtains ciq,, = Ty’ via

batchPIR and computes ¢; = (Tj1,dense(x;[|i)) + L ciq; — F (k,xi][i) and ¢ = X | c;.

, T to the receiver.

Figure 10: OPRF-based Private Value Sum Protocol.

sity of order statistics is n!, the probability that all gaps exceed
26 is Pr(separated in one dimension) = (1 — w)n.
Now extend to d dimensions. Since coordinates are inde-
pendent, the probability that separation holds simultaneously
in all d coordinates is (1 — W)nd. On the other hand,

since events across dimensions are independent, the probabil-
ity that separation occurs in at least one coordinate is 1 —

i (1 (1)) <1 (1 (1))
]

This yields the claimed formulas.

n
Let p; := (1 - M{”) denote the separation probability
on a single dimension.

- The probability that P is separated on every dimension
is then pﬁl, which under the condition w < 1 can be
approximated by p‘f ~ exp( — ZG"(LA d) .

- The probability that P is separated on at least one dimen-
sion is 1 — (1 — p1)9, which under the same condition can be
approximated by 1 — (1 —py)? ~ 1 —exp(—dpy).

E Security Proofs

E.1 Security for Spatial Hashing

Theorem 1. The non-interactive spatial hashing scheme in
Sec. 3.1 realizes the functionality Fsy.

Proof. Since our scheme is non-interactive, we only need to
prove the correctness. we first show that | # (x)| < h; = h¢

for every x € U?. This is because 26 + 1 side-length L., ball
will intersect with at most [@W cells on every dimension
when [ < 26 and 2 cells when [ > 20, thus ] (x) includes at
most ¢ distinct labels.

For the Locally Overlapping property, when ||x — y||e < ©,
y € [x1 —0,x1 +0] X - - X [xg — O, x4 +O]. Noticing that #; (x)
contains all the labels of the cells which the 26 + 1 side-length
L., ball centered at x intersects with, it derives directly that
celli(y) € #(x). # (x) N Ha(y) # 0.

For the Non-Conflicting property, if there exist any two
points x, y that ||x — y|| > T and #; (x) " H;(y) # 0, let B, =
[xi —0,x1+0] X -+ X [x4 —0,x4+ 0], By = [y — G, y1 + 0] X
-+ X [yg — ©,y4 + 0], then there will be at least one cell C =
[C],C] —‘rl) X oo X [Cd,Cd+l) that B,(C # 0 andByﬂC £0.
For every dimension i € {1,--- ,d},c;—6 <x;<c¢;+I1+0
and ¢; — 6 <y; <c¢;+1+0,thus |x; —y;| <l+26 =T for
every dimension. In this case, || x —y||. < T, which contradicts
the assumption that ||x — y|| > 7. Our scheme is also #5-
unique since #(y) only output one item cell;(y). O

Theorem 2. The protocol in Fig. 4 securely realizes the func-
tionality Fsy in the Fpys hybrid model, in the presence of
semi-honest adversaries.

Proof. Correctness. For the Locally Overlapping property, if
there exist x = (x!,...,x¥) € X and y = (y',...,y¢) €Y such
that ||x —yl| < ©, then for each i € [1,d], we have y' € Ky,. By
the definition of Fpys, it follows that #H; (x) = Z?ZI Yilx/] =

o (y).



For the Non-Conflicting property, since the set X is sepa-
rated on at least one dimension, any distinct p,q € X differ
in at least one coordinate of their associated random values.
Hence, the probability of collision is negligible.

Privacy. In the protocol, the transcript consists solely of
{ci}ie[,,z] obtained by P, from Fpys. Therefore, it suffices to
prove security against a corrupted P». We construct a simu-
lator that samples {ci}ie[,,z] uniformly at random and sends
them to P,, and then prove indistinguishability.

Specifically, since the set Y is separated on every dimen-
sion, in particular, for the dimension k£ on which the set X
is separated, Y is also separated in dimension k. Hence, the
values {yf‘ }ieny) correspond to distinct intervals in Sy (or, if
they do not lie in any such interval, Fpys outputs a random
value). Therefore, {c;}c[,,] is computationally indistinguish-
able from a set of uniformly random samples. U

E.2 Security for PVS

Theorem 3. Assume that the additively homomorphic encryp-
tion scheme is IND-CPA secure, then the protocol in Fig. 5
securely realizes the functionality Fpys in the presence of
semi-honest adversaries.

Proof. Correctness. If, for all i € [m], we have x; € Ky, then
t =Y, Yi[xi] + mask, and hence 0 = Y" | ¥;[x;]. If there ex-
ists some j such that x; ¢ Ky;, then by the randomness prop-
erty of the OKVS, decoding using x; yields a uniformly ran-
dom value. Consequently, the final output is uniformly ran-
dom.

Privacy. The sender’s view consists only of the transcript
from the PIR protocol and the ciphertext masked by the re-
ceiver in the final step. By the security of the PIR protocol
and the randomness of the mask, security against a corrupted
sender is guaranteed.

The receiver’s view consists of the public key pk sent by
the sender, the dense part of the OKVS sent by the sender,
the transcript from the PIR protocol, and the value ¢ obtained
in the final step. It suffices to prove the security of the proto-
col in the case where the sender sends the complete OKVS
{Ti}icpn- By the randomness of the AHE ciphertexts and the
obliviousness of the OKVS, the OKVS sent by the sender
is indistinguishable; ¢ = 0 4 mask can be derived from the
output and the receiver’s random tape. Therefore, security
against a corrupted receiver is guaranteed. O

Theorem 4. Assume that the additively homomorphic en-
cryption scheme is IND-CPA secure, the underlying OPRF
protocol is secure in semi-honest model, then the protocol in
Fig. 10 securely realizes the functionality Fpys in the presence
of semi-honest adversaries.

Proof. It is easy to see that when x; € Ky, for all i € [m],
we have o = Y, Yi[x;]. Conversely, if there exists some j
such that x; ¢ Kyj, then by the randomness of the OPRF and

the randomness property of the OKVS, the final output is
uniformly random. Thus, the correctness is guaranteed.

For a corrupted sender, its view consists of the OPRF key k
and the transcript from the PIR protocol. Therefore, security
follows from the security of the PIR protocol.

For a corrupted receiver, its view consists of: its OPRF
values {F (k,xi[|i) }ie|m, the dense part of the OKVS sent by
the sender, and the transcript from the PIR protocol. It suf-
fices to prove the security of the protocol in the case where
the sender sends the complete OKVS {T;} ;- By the se-
curity of the OPRF, {F (k,xi[|i) };c | is pseudorandom from
the receiver’s perspective. Furthermore, by the security of the
OPREF, the randomness of 7;, and the obliviousness property
of the OKVS, {T;};c|y is indistinguishable from a uniformly
random set. Therefore, security is guaranteed. O

E.3 Security for Fuzzy PSI

Theorem 5. Assume that the additively homomorphic encryp-
tion scheme is IND-CPA secure, the underlying spatial hash
protocol is secure in semi-honest model, then the protocol in
Fig. 6 securely realizes the functionality Fruzzy psi-ca) in the
presence of semi-honest adversaries.

Proof. Correctness. If there exist w; € W and g; € Q such
that ||w; —¢,|| < o, then by the locally overlapping property
of Spatial Hashing we have #(w;) N #5(q;) #L. Let the
intersection element be wy. In this case, & encodes in the
OKYVS the key-value pairs { wi||¢7}'|[m, ARef(c) },cq). There-
fore, when § decodes, it obtains the ciphertext of 0, so e; = 0,
and the PSI(-CA) protocol produces the correct output.

On the other hand, for any ¢; € Q such that there does not
exist w; € W with ||w; —g;|| < o:

If 75(g;) has empty intersection with {# (w;) }ie[n)- then
by the random decoding property of the OKVS, the probabil-
ity that K obtains e; = 0 is negligible.

If there exists some w; such that #; (w;) N #5(q;) #L, then
since ||[w; —¢|| > o, there exists a dimension m € [d] such
that #5(q;)|q}'|lm does not appear in the key-value pairs
encoded in the OKVS. Hence, the probability that e; = 0 is
again negligible.

In conclusion, the correctness of the protocol is guaranteed.

Privacy. For a corrupted receiver, its view consists of:
the transcript from the PIR protocol, the ciphertexts ¢ =
{c1,...,cm}, and the transcript of the OT protocol used in
[PSI]. The security of the PIR transcript is guaranteed by
the PIR protocol. The ciphertexts ¢ = {ci,...,cu} can be
simulated from the intersection output (by generating cipher-
texts of 0 for the number of elements in the intersection and
padding the rest with random ciphertexts). The security of the
OT transcript is guaranteed by the OT protocol.

For a corrupted sender, its view consists of: the public
key pk, the dense part of the OKVS sent by the sender, the
transcript from the PIR protocol (again, it suffices to prove



security in the case where the entire OKVS is sent), and the
transcript of the OT protocol used in [PSI]. Since the val-
ues in the OKVS are additively homomorphic ciphertexts, by
the security of the encryption scheme these values are pseu-
dorandom, and hence the OKVS satisfies the obliviousness
property. The security of the OT transcript is guaranteed by
the OT protocol. O

E.4 Security for Fuzzy PSI-SP

Theorem 6. Assume that the additively homomorphic en-
cryption scheme is IND-CPA secure, the underlying spatial
hash protocol is secure in semi-honest model, then the proto-
col in Fig. 7 securely realizes the functionality Fruzzy ps1-sp
in the Fmaweh hybrid model, in the presence of semi-honest
adversaries.

Proof. Correctness. If there exist ¢; € Q and w; € W such
that ||g; —wj|| < o, then by the locally overlapping property
of Spatial Hashing we have #i(g;) N #>(w;) #L. In this
case, R uses the hash intersection to decode and parse the
ciphertext corresponding to ¢; = (¢} ,...,q¢). Thus, ADec(e;)
is within distance ¢ of w;. By the definition of Fatch, the
receiver obtains 1, and therefore the final output is the correct
intersection.

On the other hand, for w; € W such that no element of Q
lies within distance o: If the spatial hash output of Q does
not contain #(w;), then by the random decoding property
of the OKVS, the probability that Fatch outputs a match
is negligible. If the spatial hash output of Q does contain
H(w;), then since the distance is greater than o, the output
is 0, yielding the correct result.

Privacy. For a corrupted sender, its view consists of: the
transcript from the PIR protocol and the masked ciphertexts
{ei}icpv)- The security of the PIR transcript is guaranteed by
the PIR protocol, while the security of the ciphertexts follows
from the randomness of the mask.

For a corrupted receiver, its view consists of: the public key
pk, the dense part of the OKVS sent by the sender (again, it
suffices to prove security in the case where the entire OKVS
is sent), the transcript from the PIR protocol, and the output of
Fmatch- The security of the OKVS follows from the security of
the encryption scheme and the obliviousness property, while
the output of Fatch can be derived directly from the protocol
output. Therefore, security is guaranteed. O
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