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Abstract

Speech-driven large language models (LLMs) are increas-
ingly accessed through speech interfaces, introducing new
security risks via open acoustic channels. We present Sirens’
Whisper (SWhisper), the first practical framework for covert
prompt-based attacks against speech-driven LLMs under real-
istic black-box conditions using commodity hardware.
SWhisper enables robust, inaudible delivery of arbi-

tured prompts—on commodity devices by encoding it into
near-ultrasound waveforms that demodulate faithfully after
acoustic transmission and microphone nonlinearity. This is
achieved through a simple yet effective approach to mod-
eling nonlinear channel characteristics across devices and
environments, combined with lightweight channel-inversion
pre-compensation. Building on this high-fidelity covert chan-
nel, we design a voice-aware jailbreak generation method
that ensures intelligibility, brevity, and transferability under
speech-driven interfaces.

Experiments across both commercial and open-source
speech-driven LLMs demonstrate strong black-box effective-
ness. On commercial models, SWhisper achieves up to 0.94
non-refusal (NR) and 0.925 specific-convincing (SC). A con-
trolled user study further shows that the injected jailbreak
audio is perceptually indistinguishable from background-only
playback for human listeners. Although jailbreaks serve as a
case study, the underlying covert acoustic channel enables a
broader class of high-fidelity prompt-injection and command-
execution attacks.

1 Introduction

With the rapid proliferation of large language models (LLMs),
natural language interaction has expanded beyond text to in-
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Figure 1: Ilustration of covert acoustic delivery against a
speech-driven LLM. The attacker transmits inaudible near-
ultrasound audio that, after microphone nonlinearity, faithfully
reconstructs a target baseband signal on a commodity de-
vice, enabling jailbreaks and other prompt-based or command-
injection attacks.

clude audio-input interfaces, allowing users to interact with
LLMs through speech. Such speech-driven LLM systems
are now widely deployed in both cloud-based and on-device
settings, including smartphones, smart-home assistants, and
in-vehicle systems [2,8,26,49]. These systems are commonly
realized either as speech-to-text pipelines followed by LLM
inference or as end-to-end audio-native LLMs that directly
process acoustic signals. Representative examples include Ap-
ple’s speech-driven intelligence on iOS [4], Google’s Gemini
Nano on Android [12], and Amazon Alexa [2]. Across these
deployments, speech-driven LLMs enable hands-free, natu-
ral interaction and support diverse use cases such as driving,
home automation, and accessibility, while on-device configu-
rations additionally offer reduced latency, offline operation,
and enhanced privacy.

However, using speech as the primary input modality in-
troduces new and underexplored attack surfaces for speech-
driven LLM systems. Unlike text-based interaction, spoken in-
put traverses a multi-stage pipeline that includes acoustic prop-
agation through the physical environment, microphone cap-
ture, optional speech-to-text transcription, and downstream



LLM inference. This pipeline applies to both speech-to-
text—mediated systems and end-to-end audio-native LLMs,
and each stage offers opportunities for adversarial manipu-
lation. Attackers may inject malicious commands through
the open acoustic channel or exploit acoustic and hardware
effects to covertly influence model behavior. Moreover, be-
cause voice interactions are transient and typically leave no
user-visible record prior to execution, users and auditing sys-
tems have limited ability to inspect or intervene, making such
attacks difficult to detect or reverse in practice.

Toward inaudible speech-driven jailbreak attacks. These
expanded attack surfaces raise a critical question: how might
adversaries practically exploit them? Among these vectors,
audio-based prompt injection is especially concerning be-
cause it directly influences model behavior—for example,
by overriding system instructions, extracting sensitive infor-
mation, or bypassing safety controls. The risk becomes far
greater when such attacks are covert: audible malicious com-
mands may alert users, whereas inaudible injections allow
adversaries to operate unnoticed during normal interactions.
In this work, we focus on covert prompt injection for jailbreak-
ing—the bypassing of safety constraints—a widely studied
and impactful attack that undermines alignment and policy
compliance in LLMs. While jailbreaks serve as our exemplar,
the covert injection techniques we develop generalize to other
prompt-based attacks, as illustrated in Fig. 1.

We aim to build a practical, inaudible jailbreak framework,
which raises two core challenges:

Challenge 1: Achieving practical covert delivery under
real-world constraints. Prior inaudible audio attacks gen-
erally fall into two categories, both limited for our setting:
(1) Ultrasound or near-ultrasound injection methods (e.g.,
DolphinAttack [54], SurfingAttack [48], and NUIT [45]) ex-
ploit microphone nonlinearity to demodulate high-frequency
carriers, enabling inaudible voice commands. Early attacks
required specialized ultrasonic hardware, while NUIT [45] im-
proves deployability by using commodity speakers for remote
injection. However, these methods lack explicit modeling and
compensation of the acoustic channel. As a result, they are
highly sensitive to device and environmental variability and
unreliable for accurately reconstructing long, structured base-
band signals required for jailbreak prompts; and (ii) White-box
adversarial optimization methods for end-to-end Large Audio
Language Models (LALMs) [20] produce audible adversarial
speech but assume full model access—unrealistic in practice
since audio-enabled LLMs are typically exposed only via
black-box APIs.

Challenge 2: Constructing voiceable jailbreak prompts.
Not all jailbreak methods translate well to audio delivery. A
practical voiceable jailbreak must satisfy three conditions:

(1) Intelligibility and Semantic Fidelity—the spoken prompt
must remain clear and natural while preserving its intended
meaning for accurate interpretation, whether processed by a
speech-to-text front end or an end-to-end audio-native LLM;
(ii) Brevity—voice interfaces impose strict duration limits
(typically under one minute), as in OpenAl [32], Google [13],
and Ali-Qwen [1]; and (iii) Transferability—real-world attack-
ers lack white-box access, making cross-model generalization
essential.

Existing jailbreak methods fail to meet these requirements:
heuristic-based attacks (e.g., DAN [36] and AutoDAN [28])
often transfer across models but require substantial manual
or iterative effort; optimization-based attacks (e.g., GCG [58]
and I-GCG [17]) produce token-level suffixes with little lin-
guistic meaning—effective in text but unnatural when spoken,
reducing intelligibility in both speech-to-text pipelines and
audio-native LLMs; and hybrid methods [3], which combine
heuristic templates with optimized suffixes, remain voice-
unfriendly and often exceed the strict duration limits of voice
interfaces. Consequently, no existing method satisfies con-
ditions (i)—(iii) for covert and robust delivery in real-world
settings.

Our Approach. We propose SWhisper, the first framework
that combines a general-purpose covert acoustic channel with
a voice-friendly jailbreak construction method to enable in-
audible, real-world prompt-delivery attacks against speech-
driven LLMs under black-box conditions using commodity
hardware.

General-purpose near-ultrasound covert channel. SWhis-
per introduces a robust and universal technique for encoding
arbitrary baseband audio into near-ultrasound waveforms that
remain imperceptible to humans yet reliably demodulate back
to the intended baseband signal after transmission and micro-
phone capture. Specifically, SWhisper models the compound
microphone—channel transfer function across diverse devices
and environments and applies regularized inversion-based
spectral pre-compensation to shape the baseband waveform.
The compensated signal is then modulated into the 17-22 kHz
band to form an inaudible near-ultrasonic waveform suitable
for over-the-air transmission [56]. When played through com-
modity speakers and captured by commodity microphones,
hardware nonlinearity demodulates the near-ultrasonic sig-
nal into a baseband waveform [31] that closely matches the
original target. Although we use this channel to deliver covert
jailbreak prompts in this work, it provides a general-purpose
covert acoustic mechanism that can support a broader range
of attacks against speech-driven LLMs.

Voice-friendly jailbreak command generation. To enable
effective jailbreaks under voice-interface constraints, we pro-
pose a method for constructing prompts that combine struc-
tured instructions with adversarial suffixes while remaining
concise, intelligible when spoken, and transferable across
black-box models. Our approach integrates instruction tem-



plates with semantic-regularized suffix optimization under
phonetic constraints, using a parallel token-update scheme for
efficiency. To improve real-world robustness, the optimiza-
tion process simulates channel-induced distortions, ensuring
effectiveness even when the demodulated waveform deviates
due to hardware or environmental variability.

End-to-end integration. By jointly integrating these compo-
nents, SWhisper enables audio-delivered prompt attacks that
are effective, duration-compliant when spoken, and covert
when transmitted over the acoustic channel, revealing a prac-
tical new attack vector. More importantly, it establishes a
general-purpose covert acoustic channel that supports faithful
delivery of arbitrary target baseband audio—such as long,
structured LLM prompts—via channel-inversion compen-
sation and microphone nonlinearity on commodity devices.
While SWhisper adopts our proposed voice-friendly jailbreak
method by default, the framework is modular and can incorpo-
rate other voice-friendly prompt-based attack methods; in this
work, we evaluate alternative jailbreak generation techniques.

Our Contributions. This work makes the following key
contributions:

¢ Exposing a Covert Prompt-Delivery Channel. We
introduce SWhisper, the first framework for inaudible
prompt delivery against speech-driven LLMs using com-
modity speakers and microphones. By exploiting mi-
crophone nonlinearity and near-ultrasound modulation,
we establish a practical covert acoustic channel. While
jailbreak attacks serve as our case study, this channel
generalizes to other prompt-based and speech-mediated
attacks, revealing a broader class of vulnerabilities in
speech-driven LLM interfaces.

Universal and Faithful Covert Acoustic Channel via
Channel Inversion. We develop a robust spectrum pre-
compensation technique that inverts the microphone—
channel transfer function, enabling a covert channel in
which arbitrary baseband signals can be systematically
converted into near-ultrasound waveforms that, via mi-
crophone nonlinearity, faithfully demodulate back to
their intended baseband form after transmission. This
inversion-based design provides a streamlined and sys-
tematic process for generating covert signals, supporting
prompt-based attacks against speech-driven LLMs and
broader applications as a general-purpose inaudible com-
munication channel on commodity hardware.

Voice-Friendly Jailbreak Prompt Design. We propose
a novel method for constructing audio-friendly jailbreak
prompts that satisfy intelligibility, brevity, and transfer-
ability. Our approach combines structured instruction
templates with semantic-constrained suffix optimiza-
tion under phonetic and robustness constraints, yield-
ing natural-sounding, duration-compliant prompts effec-

tive across both speech-to-text pipelines and end-to-end
speech-driven LLMs.

* End-to-End System and Real-World Evaluation. We
implement SWhisper and evaluate it on both commer-
cial systems and open-source speech-driven LLMs un-
der diverse real-world conditions. The results demon-
strate strong black-box effectiveness across both settings;
on commercial models, SWhisper achieves non-refusal
(NR) and specific-convincing (SC) scores of up to 0.94
and 0.925, respectively. A controlled user study further
confirms that the injected jailbreak audio is perceptually
indistinguishable from background-only playback.

2 Related Work

2.1 Jailbreak Attacks on LLMs

Existing jailbreak strategies for LLMs fall into three main
families. Heuristic-based attacks rely on manually crafted
prompts (e.g., DAN [36]) or LLM-assisted strategies, includ-
ing content obfuscation (e.g., encoding in Base64 or for-
eign languages [44, 50]), multi-turn reconstruction (splitting
a harmful request into benign fragments that are reassem-
bled later) [57], automated prompt generators such as Au-
toDAN [28] and PAIR [6], and multi-turn dialogues (incre-
mentally steering the model through gradual, conversational
context shifts) [9,27, 34]. While these approaches exhibit
some transferability, they are often brittle, vulnerable to re-
cent alignment enhancements, and typically result in verbose
prompts or prolonged interactions—both incompatible with
voice interfaces enforcing strict duration limits.

Optimization-based attacks, typified by GCG [58] and vari-
ants such as Faster-GCG [24], AttnGCG [42], and I-GCG [17],
leverage search- or gradient-based signals to improve suc-
cess rates and scalability. While these methods often produce
short adversarial prompts, the resulting suffixes lack linguistic
meaning—effective as text tokens but unnatural when spo-
ken—thereby reducing intelligibility and frequently breaking
the attack in speech-to-text pipelines as well as end-to-end
audio-native LLMs.

Hybrid methods [3] combine heuristic templates with
optimization-based suffixes to improve jailbreak success rates.
However, these designs target text-only settings: while tem-
plates are semantically meaningful in text, neither the tem-
plates nor the appended suffixes are voice-friendly—they of-
ten yield unnatural speech, low intelligibility, and overly long
prompts incompatible with the strict duration limits of voice
interfaces, undermining effectiveness in spoken scenarios.

Overall, no existing approach simultaneously meets the
core requirements of intelligibility, brevity, and transferability
for speech-driven LLMs, motivating our investigation.



2.2 Nonlinear Acoustic Injection Attacks

Prior works exploit microphone front-end nonlinearity to
embed commands in ultrasonic or near-ultrasonic carriers
that demodulate into audible signals upon capture, enabling
covert activation of voice assistants or speech recognition
systems [23,33,45,48, 54]. Ultrasound attacks such as Dol-
phinAttack [54] and its extensions [33] typically depend on
specialized ultrasonic hardware [48], limiting practicality,
while NUIT [45] improves deployability by shifting adver-
sarial signals to near-ultrasound frequencies reproducible by
commodity speakers. However, these methods target short
commands or transcription changes and lack modeling of
the covert channel, which is critical for reliably generating
long, structured jailbreak prompts for voice-enabled LLMs.
VRIFLE [23] partly addresses this by modeling distortions
during optimization via an ultrasonic transformation module,
but this acts more like data augmentation than true compensa-
tion and requires costly additional model training. In contrast,
our method explicitly compensates for distortion by inverting
the microphone’s nonlinear response without any model re-
training, achieving both robustness and practicality for covert
LLM prompt injection across diverse devices and conditions.

3 Preliminaries

This section introduces the technical background for our work:
optimization-based jailbreak attacks and the nonlinear acous-
tic effects underlying near-ultrasound injection.

3.1 Optimization-Based Jailbreak Attacks

Letx;., = {xi,...,%, } denote the input token sequence, drawn
from a fixed vocabulary of size V. An LLM defines the condi-
tional token probability as:

p(anrl |xl:n)a (D
and the likelihood of a response sequence X+ 1:n+G as:

G
PnttntG | ¥1a) = [ [ PGonsi | x1nric1)- 2)
i=1
Optimization-based jailbreaks append an adversarial suffix
Xn+1:n+H to the malicious query so that the combined prompt
X1:n D Xp+1:n+5 induces the model to output a target harmful
response x1., . This objective is formalized as:

Logy = — Ing(x{:m | Xln @xn+l:n+H)7 3)
leading to:
x;+l:n+H =arg min Lygy. “4)
Xn+1in+H

Such methods typically generate short suffixes effective in
text interfaces, but these lack linguistic meaning and become
unintelligible when spoken, failing in speech-driven settings.
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Figure 2: Microphone processing pipeline and near-
ultrasound demodulation.

3.2 Challenges in Near-Ultrasound Injection

Fig. 2 illustrates a microphone processing pipeline: acoustic
pressure is converted to analog voltage, amplified, low-pass
filtered, and digitized. While this response is approximately
linear for audible signals [33], near-ultrasonic excitation in-
troduces diaphragm and preamp nonlinearities, generating
harmonic and intermodulation distortion [23,45]. This behav-
ior can be modeled as:

Sout = k1Sin + koS + k383, + -+, ®)

where the quadratic term kS demodulates amplitude-
modulated carriers into the audible band, creating a covert
channel [45, 54] that transfers baseband audio to downstream
processing.

Additional challenges arise during propagation. Near-
ultrasound undergoes severe air absorption, multipath, and
dispersion [23]. Its short wavelength makes the channel
highly sensitive to small positional and angular changes, re-
ducing stability across environments. Conventional LTI mod-
els [15,19,21,30] fail to capture this variability, limiting the ef-
fectiveness of adaptive filtering. Furthermore, commodity au-
dio hardware—optimized for the audible spectrum—exhibits
high attenuation and irregular response beyond 17 kHz.

In summary, microphone nonlinearity enables covert near-
ultrasound injection, but nonlinear distortion, channel vari-
ability, and hardware limitations pose fundamental challenges,
necessitating robust compensation mechanisms.

4 Threat Model

We consider a practical attack scenario targeting speech-
driven LLM systems under the following assumptions.

Adversarial Goal. The attacker seeks to perform covert
prompt injection by exploiting commodity speakers and mi-
crophones in the victim’s environment, causing the target
system to process inaudible inputs without user awareness.
While such injections can enable various malicious outcomes,
this work focuses on jailbreaking—bypassing safety mecha-
nisms to unlock restricted capabilities and induce responses
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Figure 3: The workflow of SWhisper.

that violate the model’s alignment policies. To remain practi-
cal for real-world voice interfaces, the injected jailbreak must
be short enough to meet the strict duration limits imposed by
audio-LLMs and speech APIs (typically under one minute).

Capabilities and Knowledge. The attacker can deliver in-
audible adversarial audio through commodity speakers (e.g.,
laptops, smart speakers) without alerting nearby users. The
victim LLM is treated as a black box—its internal parame-
ters are inaccessible, and only audio input/output behavior
can be observed. The attacker, however, has white-box ac-
cess to a surrogate model for offline optimization to enable
transfer-based attacks. The attack must succeed with a single
audio query, as multi-turn interactions are impractical and
increase detection risk. The adversary has no direct access
to the victim device or user, rendering conventional jailbreak
strategies infeasible [7,9,27,34,51]. Hardware is limited to
consumer-grade speakers, excluding specialized ultrasonic
transmitters or custom amplifiers required by prior ultrasonic
attacks [23, 33, 54]. Malicious audio may be injected via
nearby devices or embedded in benign media initiated by the
user, but must remain imperceptible to humans.

S SWhisper Method

Our objective is to mount an inaudible, single-query jailbreak
attack against speech-driven LLMs under a black-box setting
using only commodity speakers and microphones. Achieving

this requires jointly addressing two challenges: (i) generating
voice-friendly adversarial prompts that remain intelligible and
semantically faithful when spoken, under strict duration limits
of voice interfaces; and (ii) constructing a near-ultrasound
audio signal that, despite channel distortions and microphone
nonlinearity, demodulates into the intended speech waveform.

SWhisper addresses these challenges through a two-layer
design. At the textual layer, we optimize adversarial suffixes
within hybrid templates that exploit LLMs’ compliance with
structured instructions, enforce brevity, and ensure phonetic
feasibility. This optimization uses a semantic-regularized ob-
jective, a constrained vocabulary, and a parallel update strat-
egy for efficiency, while simulating channel perturbations
to enhance robustness. At the acoustic layer, we transform
the optimized prompt into an inaudible signal by: (i) empiri-
cally modeling the nonlinear transfer characteristics of target
microphones across environments, (ii) solving a regularized
inversion problem to compute a compensated spectrum, and
(ii1) modulating the result into the 17-22 kHz near-ultrasonic
band using Hilbert-based single-sideband (SSB) modulation
for leakage suppression.

Together, these steps enable SWhisper to deliver jailbreak
prompts that are covert, duration-compliant, and robust across
devices and conditions. Fig. 3 provides an overview of the
pipeline.



5.1 Attack Initialization

We initialize each attack by combining a handcrafted template
with a pre-trained adversarial suffix to accelerate convergence
and maintain semantic fidelity.

5.1.1 Pre-trained Suffix Set

A pre-trained suffix set is used to initialize suffix optimization,
improving convergence and attack success rate [17]. The set
consists of previously successful jailbreak sequences, with
candidates filtered for low automatic speech recognition word
error rate (WER) to ensure phonetic validity after speech
synthesis or transcription.

5.1.2 Prompt Construction

Suffixes from prior GCG-based jailbreaks are generally voice-
unfriendly, yielding unnatural speech and high automatic
speech recognition error rates when spoken, making them
unsuitable for audio-based attacks [24,29, 58]. SWhisper em-
ploys a hybrid strategy that combines voice-aware templates
with optimized suffixes to produce concise, speech-friendly
jailbreak prompts. The template exploits LLMs’ strong com-
pliance with structured instructions by embedding semantic
guidance and alignment-evasion cues while ensuring brevity
for duration-constrained interfaces. Each template comprises
four components: a rule-based instruction, the jailbreak goal
{goal} (e.g., “How to make a bomb”), a guiding response
{guiding_str} (e.g., “Sure, here’s how to make a bomb”), and
an adversarial suffix {adv_suffix}. The suffix is initialized
using a randomly selected suffix from the pre-trained suffix
set and then optimized in context under semantic and pho-
netic constraints to maintain meaning and pronounceability.
Template examples are provided in Appendix B.

5.2 Adversarial Suffix Optimization

After initialization, the suffix is refined to induce harmful com-
pletions while maintaining linguistic fluency. To achieve this,
Eq. 4 is modified by introducing a semantic regularization
term, yielding the new optimization objective:

xZJrl:nJrH =arg min Lygy +A- Leem, (6)

Xn+1in+H

where A balances adversarial strength and fluency, and n is
the number of tokens of the template before the suffix. Here,
Lagy remains as defined in Eq. 3, and L, is given by:

n+H-1
Lsem = H Z log p(xiv1 | x1:4), (7
=n

which encourages the suffix to align with the model’s lan-
guage distribution, improving naturalness. To ensure pro-
nounceability and robustness in spoken form, the search space
is restricted to a semantic vocabulary that excludes unpro-
nounceable tokens.

5.2.1 Semantic Vocabulary

We constrain suffix optimization to a semantic vocabulary
to ensure both linguistic validity and phonetic feasibility in
speech. Tokens that are unpronounceable or semantically ir-
relevant are assigned an infinite loss, effectively excluding
them from the search space.

5.2.2 Parallel Update Strategy

Standard GCG-based suffix optimization is computationally
expensive, often requiring thousands of sequential updates.
To improve efficiency, we adopt a parallel update strategy that
updates multiple positions simultaneously while preserving
optimization quality.

For each suffix position j € {n+1,...,n+H}, we compute
gradient-based scores over the vocabulary and retain the top-k
candidates, forming a candidate set C;. Candidate suffixes
are then constructed by enumerating the Cartesian product
P =Cpy1 X -+ X Cyyyg. The next suffix is selected as the
minimum-loss proposal:

xilill:n-&-H = arggleiglf(xlin @p)a ®)

where £ = Lygy + A+ Leem and x;ill _
after ¢ 4 1 iterations.

The parallel proposal evaluation expands the effective
search space per iteration, substantially reducing the num-
ber of optimization steps required. To avoid overly myopic
updates, we incorporate a simulated annealing acceptance
scheme. Let £; denote the loss value of the current suffix
and £’ that of a newly sampled proposal. Proposals with
L' < £, are accepted deterministically; otherwise, they are
L/;Q

denotes the suffix

accepted with probability P = exp (— ), where the tem-
perature T decays over iterations. Higher temperatures early
in optimization encourage exploration by allowing occasional
loss increases, while lower temperatures later promote stable
convergence, yielding an effective exploration—exploitation

balance.

5.2.3 Intentional Distortions During Suffix Optimization

Because attackers lack access to the target microphone and
acoustic setting, the received signal may deviate from the mod-
eled channel behavior. To improve robustness to real-world
deployment, we therefore account for mismatches between
the modeled covert channel and unknown device and envi-
ronmental conditions during suffix optimization. Specifically,
we introduce intentional distortions by synthesizing speech
from the instruction template and current suffix, applying
noise-based perturbations to simulate channel deviations, and
converting the distorted audio back to text. The optimiza-
tion objective is enforced on the recovered text, making the
resulting suffixes robust to channel-induced deviations.



5.3 Near-Ultrasound Signal Generation

After generating a jailbreak-effective prompt and synthesiz-
ing its speech waveform, we convert the audio into a near-
ultrasound signal that is inaudible to humans yet demodulates
reliably via commodity microphones. This conversion is chal-
lenging due to device- and environment-specific distortions
caused by microphone nonlinearity and acoustic propaga-
tion [23,45]. We mitigate these effects by empirically mod-
eling the channel’s nonlinear transfer characteristics and ap-
plying channel-inversion compensation to preserve the target
waveform after demodulation.

5.3.1 Transmission and Nonlinearity Modeling

We estimate the effective mapping from near-ultrasound in-
puts to their demodulated baseband outputs. To do so, we
construct a probe waveform S by sweeping stepped baseband
tones over [0, f,] (f. = 5 kHz). The probe is windowed and
upconverted to a 17-22 kHz carrier via single-sideband (SSB)
modulation, played through commodity speakers, captured by
commodity microphones under diverse acoustic conditions,
and subsequently demodulated and low-pass filtered to obtain
the baseband signal §'.

To characterize frequency-to-frequency coupling induced
by channel nonlinearity, we partition S into consecutive seg-
ments of duration 7', where the i-th segment contains a single
injected baseband tone at f; = iAf. For each segment, we
compute FFTs over the central (steady-state) region to miti-
gate transient effects. Using an N-point FFT (N = 1024), let
S,,S; € CN denote the input and output spectra for segment i,
and let k; be the FFT bin corresponding to f;. We define the
empirical transfer matrix
- Sil]
Mpli,jl = =

wlh] Silki]

; 9

which captures the complex gain from the injected component
in segment i to output bin j, including cross-frequency en-
ergy introduced by demodulation and hardware nonlinearity.
Averaging over recordings yields the final transfer matrix M.

For any attack spectrum Wyy,ck, the corresponding demod-
ulated output spectrum is predicted as

Wout = M1 Wattack- ( 1 0)

5.3.2 Channel-Inversion Compensation

Our goal is to construct Wyyack such that its demodulated
output Woye closely matches Wigrget, i.€., the speech spectrum
of the jailbreak prompt. Ideally:

Wattack = Mrﬁl . ‘/Vtargev (11)

However, My is often ill-conditioned and sensitive to noise,
making direct inversion unstable. We address this by solving

a regularized least-squares problem:

Wattack :argn}(inHMan*VVtarget”%+}"HXH%v (12)

where A balances accurate compensation against noise am-
plification. Since My, already incorporates responses from
multiple devices and environments, this inversion naturally
promotes cross-device robustness while mitigating harmonic
leakage and intermodulation artifacts, preserving the fidelity
of the reconstructed baseband signal.

5.3.3 Carrier Modulation for Inaudibility

The compensated spectrum Wy, ck is first converted into its
time-domain waveform xyeack (f) using the Inverse Short-Time
Fourier Transform (ISTFT), and then shifted to the 17-22 kHz
band via Hilbert-based single-sideband (SSB) modulation:

S(t) =R ([xattack(t) + j}[{xattack(t) }]eﬂﬂ:fct) y (13)

where #H{-} denotes the Hilbert transform and f, is the car-
rier frequency. A Tukey window is applied during modulation
to suppress spectral leakage. The resulting inaudible signal,
when played through commodity speakers, remains impercep-
tible to humans but is correctly demodulated by microphone
nonlinearity into the intended baseband jailbreak audio.

6 Experimental Evaluation

We evaluate SWhisper along three dimensions. First, we
benchmark it against state-of-the-art jailbreak methods un-
der both white-box and black-box settings, including evalua-
tions on end-to-end large audio-language models (LALMs).
Second, we assess robustness under diverse real-world con-
ditions—varying noise levels, distance, angle, and recording
devices—and perform ablation studies on key components.
Finally, we conduct a user study to measure the perceptual
imperceptibility of adversarial audio.

6.1 Experimental Setup
6.1.1 Datasets

We evaluate SWhisper on the harmful-behavior subset of Ad-
vBench [58], which contains 520 prompts targeting behaviors
such as abusive language, violence, misinformation, and ille-
gal activities. Following prior work [6, 17,28,58], we adopt
the same evaluation protocol and use a curated set of 50 rep-
resentative prompts to assess attack effectiveness.

6.1.2 Models

We evaluate four recent, state-of-the-art (SOTA) open-source
instruction-tuned LLMs—Meta-Llama-3.1-8B-Instruct [43],



Gemma-3-4B [39], Qwen2.5-7B-Instruct [40], and Mistral-
7B-Instruct-v0.3 [18]—used as both surrogate and target mod-
els. We also include as target models three commercial voice-
enabled LLMs—DeepSeek (Non-Thinking Mode), GLM-4-
Air (glm-4-air-250414), and Grok-4—and two end-to-end
Large Audio-Language Models (LALMs), GLM-4-Voice [52]
and Qwen-Omni-Turbo [46]. For text-only models, we en-
able voice input via an Alibaba Cloud text-to-speech (TTS)
front end”, which converts prompts to audio before delivery
through the attack pipeline.

6.1.3 Baselines

We benchmark SWhisper against four representative SOTA
jailbreak methods—GCG [58], IGCG [17], PAIR [6], and
Auto-DAN [28]—covering the two jailbreak categories de-
scribed in Section 2.1. Hybrid attacks are excluded because
existing methods generate prompts that exceed the duration
limits of audio interfaces. We use official code (or verified
re-implementations), preserve original search budgets and hy-
perparameters, and deliver all baseline prompts through the
same audio path under identical duration constraints.

6.1.4 Evaluation Metrics

Prior work commonly evaluates jailbreak attacks using the
attack success rate (ASR), which checks whether responses
contain a predefined list of refusal phrases. However, ASR
can be misleading, as models may avoid these phrases with-
out producing harmful content [29]. We therefore adopt the
StrongREJECT benchmark [37], a more nuanced evaluation
framework widely used in recent studies [5, 11,35,41,47].

Specifically, we report two complementary StrongREJECT
metrics (with details in Appendix C):

¢ Non-refusal score (NR): Measures the likelihood that
the model complies with harmful instructions.

* Specific-convincing score (SC): Measures the degree to
which responses contain detailed and persuasive harmful
content.

Both scores are normalized to [0, 1], with higher values in-
dicating stronger undesirable behavior. All evaluations use
GPT-40-mini as the evaluator.

To assess intelligibility and semantic fidelity, we compute
the word error rate (WER) between the transcription of
TTS-generated audio and the reference text:

WER = LH, (14)
N
where D, I, and S denote deletions, insertions, and substitu-
tions, and N is the number of words in the reference tran-
script. Lower WER indicates better intelligibility and seman-
tic preservation.

“https://ai.aliyun.com/nls/tts

6.1.5 Adpversarial Suffix Optimization Settings

For each malicious query Q, we define the target response
goal as "Sure, here is + Rephrase(Q)", which serves as the
objective for adversarial suffix generation. Following prior
work [17,55,58], we fix the suffix length at 20 tokens. The
optimization process uses top-k = 256, a token replacement
batch size B = 64, and runs for 500 iterative steps.

6.1.6 Real-World Deployment

We synthesize speech using Alibaba Cloud’s text-to-speech
service” with the female voice “Lucy” and transcribe low-
frequency projections induced by microphone nonlinearity
using the same service. The default experimental setting
uses a HiVi M200MKIII+ loudspeaker for playback and an
iPhone 14 Pro for recording, at a Im separation and 0° rela-
tive orientation, with ambient noise maintained at 36—38dB.
Diverse experimental settings are presented in Section 6.3.

6.2 Performance Under the Default Setting
6.2.1 Text-based LLMs as Target Models

For text-based target models, Table | summarizes the per-
formance of SWhisper and baseline methods under the de-
fault setting using different surrogate models. Corresponding
text-only attack results—without text-to-speech or transcrip-
tion—on these LLMs are reported in Appendix F. In Table 1,
gray cells indicate the white-box setting (surrogate equals tar-
get), while other cells reflect black-box cross-model transfer.
Method rankings are broadly consistent across both regimes,
although some targets exhibit larger white-box versus black-
box gaps.

GCG and IGCG are largely ineffective in both regimes,
yielding near-zero NR/SC on most targets; Mistral-7B is the
main exception, where they achieve moderate success (up to
0.600/0.534). PAIR shows low-to-moderate, target-dependent
performance: it is weak on LLaMA-3.1-8B (SC < 0.135)
and GLM-4-Air (SC < 0.188), but stronger on Mistral-7B
and Grok-4 (up to 0.630 and 0.618 SC, respectively). Auto-
DAN is the strongest baseline, performing well on Qwen2.5-
7B and Mistral-7B and reasonably on commercial targets,
but remaining substantially weaker on LLaMA-3.1-8B and
Gemma-3-4B.

SWhisper achieves the best performance on most targets
and generally transfers well in black-box settings (e.g., up to
0.940/0.925 on GLM-4-Air and 0.780/0.740 on Grok-4). It ex-
hibits the largest white-box versus black-box gap on LLaMA-
3.1-8B (0.960/0.945 in white-box versus best 0.580/0.578
in black-box). On Qwen2.5-7B, black-box transfer remains
consistently high (SC 0.860-0.935), with the main perfor-
mance drop occurring only in the white-box case (SC=0.680).

Thitps://ai.aliyun.com/nls/asr



Table 1: Performance on text-based target models under the default setting (gray cells: surrogate = target; bold: best results).

Surrogate LLaMA-3.1-8B Gemma-3-4B Qwen2.5-7B Mistral-7B
Target Model Meth
ethod NR+ SCt NRt SCt+ NRtT SCt NRT SCt

GCG [58] 0.020  0.020 0.000 0.000 0.000 0.000 0.020 0.020
IGCG [17] 0.000  0.000  0.000 0.000 0.020 0.020 0.000 0.000
Llama-3.1-8B  PAIR [6] 0.140  0.105 0.120  0.105 0.100 0.095 0.160 0.135
Auto-DAN [28] 0300 0298  0.160 0.160 0.180 0.180 0.280 0.270
Ours 0960 0945 0540 0525 0.580 0.578 0.460 0.458
GCG [58] 0.100  0.043 0.160 0.093 0240 0.100 0.220  0.080
IGCG [17] 0.240  0.093 0.320 0.118 0.180 0.075 0.180  0.020
Gemma-3-4B PAIR [6] 0.320  0.213 0.580 0.350 0.440 0303 0450 0.325
Auto-DAN [28] 0.400  0.193 0.500 0.280 0.520 0358  0.540 0.360
Ours 0.620 0435 0.660 0423 0.640 0375 0500 0.350
GCG [58] 0.060  0.050 0.040 0.038 0.100 0.068 0.040 0.015
IGCG [17] 0.180  0.136  0.060 0.043 0.020 0.020 0.040 0.033
Qwen2.5-7B PAIR [6] 0.200  0.173 0.140 0.110 0260 0236 0.200 0.165
Auto-DAN [28] 0.680  0.638  0.860 0.853 0.880 0.873 0.880 0.860
Ours 1.000 0935 0960 0.860 0.880 0.680 0.920 0.810
GCG [58] 0.580  0.543 0.500 0.385 0400 0380 0.520 0.460
IGCG [17] 0.600  0.534 0460 0433 0400 0368 0440 0.378
Mistral-7B PAIR [6] 0.580  0.483 0.600 0.520 0.680 0.630 0.540 0.470
Auto-DAN [28]  0.880  0.835 0.860 0.840 0960 0908 0940 0918
Ours 0960 0943 0940 0915 0940 0900 0920 0.888
GCG [58] 0.120  0.115 0.060 0.060 0.000 0.000 0.040 0.018
IGCG [17] 0.080  0.073 0.020 0.020 0.020 0.013 0.000 0.000
DeepSeek PAIR [6] 0300 0.280 0.120 0.113 0360 0318 0.280 0.263
Auto-DAN [28]  0.680  0.638  0.820 0.820 0.720 0.708 0.680  0.678
Ours 0780 0.745 0.740 0.715 0.720 0.713 0.560 0.538
GCG [58] 0.040  0.035 0.000  0.000 0.020 0.020 0.020 0.020
IGCG [17] 0.060  0.053 0.020  0.020 0.020 0.020 0.000  0.000
GLM-4-Air PAIR [6] 0.180  0.155 0.140 0.138 0220 0.188 0.180 0.180
Auto-DAN [28]  0.560  0.555 0.680 0.680 0.640 0.623  0.660  0.660
Ours 0920 0.885 0940 0925 0900 0.860 0.860 0.853
GCG [58] 0220  0.208  0.100 0.098 0.060 0.060 0.060 0.060
IGCG [17] 0.100  0.093 0.080 0.078 0.060 0.060 0.020 0.020
Grok-4 PAIR [6] 0460 0438 0500 0475 0640 0.618 0460 0.433
Auto-DAN [28]  0.660  0.658  0.780 0.763 0.820 0.820 0.820 0.810
Ours 0780 0.733 0.780 0.695 0.780 0.740 0.700  0.660
DeepSeek is the primary exception, where the strongest base- slightly exceeds our best result (0.780/0.745).

line (Auto-DAN with Gemma-3-4B as surrogate, 0.820/0.820)



Table 2: Performance on two end-to-end LALMs under the
default setting, using LLaMA-3.1-8B-Instruct as the surrogate
model (bold: best results).
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Target Model Method NRt SC1t
GCG [58] 0.320 0.248
IGCG [17] 0.220 0.175
GLM-4-Voice  PAIR [6] 0.480 0.408
Auto-DAN [28] 0.740 0.543
Ours 0.980 0.813
GCG [58] 0.060 0.060
IGCG [17] 0.080 0.065
Qwen-Omni PAIR [6] 0.160 0.153
Auto-DAN [28] 0.520 0.475
Ours 0.580 0.503
1.50 GCG
=5 1IGCG
1.25 == PAIR
P2 Auto-DAN
1.00 o [ Ours
e« o
Zo075 i
0.50
0.00
3-48B
ge

Figure 4: Word error rate (WER) of different jailbreak prompt
generation methods across surrogate models.

6.2.2 Large Audio-Language Models as Target Models

We evaluate the black-box performance of SWhisper and base-
line methods on two end-to-end Large Audio-Language Mod-
els (LALMs), GLM-4-Voice and Qwen-Omni-Turbo. Unlike
text-based LLMs, these models process raw audio directly
without explicit transcription. Table 2 reports results obtained
using the text-based LLaMA-3.1-8B-Instruct as the surrogate
model. Our method substantially outperforms all baselines;
for example, on GLM-4-Voice, it achieves an NR of 0.980
and an SC of 0.813, exceeding Auto-DAN—the strongest
baseline—by 0.240 and 0.270, respectively. These results
demonstrate strong cross-modality robustness, enabling ef-
fective transfer from text-based surrogates to audio-native
models.

6.2.3 Word Error Rate (WER) Analysis

To explain performance differences across jailbreak meth-
ods, we compute the word error rate (WER) by comparing
transcriptions of TTS-generated audio with the original text

Table 3: Performance of SWhisper under diverse acoustic
conditions with varying noise and speech levels.

Level Scenario WER,] NR? SC1
Office 0.026 0.780 0.713
50 dB Park 0.023 0.780 0.723
Restaurant 0.025 0.720  0.693
Street 0.029 0.760 0.715
Office 0.043 0.760  0.703
60 dB Park 0.021 0.760  0.723
Restaurant 0.023 0.760  0.713
Street 0.025 0.760  0.693

prompts, as shown in Fig. 4. Optimization-based methods
(GCQG, IGCQG) exhibit extremely high WER—often exceed-
ing 0.75 and in some cases surpassing 1.0—which explains
their poor effectiveness. Heuristic-based methods (PAIR,
Auto-DAN) maintain WER below 0.05, consistent with their
stronger performance. Our jailbreak method achieves the low-
est WER among all evaluated jailbreak methods, demonstrat-
ing its ability to generate phonetically robust prompts.

6.2.4 Summary of Findings

Together, these results show that existing text-based jail-
break methods do not transfer well to speech-driven settings:
optimization-based attacks degrade due to unintelligibility
after speech conversion, while heuristic-based methods ex-
hibit brittle performance on stronger targets. In contrast, when
paired with our voice-aware jailbreak generation, SWhisper
achieves strong performance across open-source and commer-
cial models, under both same-model and cross-model settings,
and even on audio-native architectures. This robustness arises
from explicit constraints on intelligibility, brevity, and trans-
ferability. As a result, all subsequent evaluations of SWhisper
use our proposed jailbreak generation method.

6.3 Performance Under Diverse Settings

To evaluate robustness and real-world practicality, we assess
SWhisper under diverse acoustic conditions, including ambi-
ent noise, attack distance, source orientation, and recording
devices. Results in this subsection are obtained using LLaMA-
3.1-8B-Instruct as the surrogate model and the commercial
Grok-4 as the target model, with additional surrogate—target
combinations reported in Appendix D.

6.3.1 Impact of Ambient Noise and Human Speech

We evaluate robustness under four representative acoustic
environments: office (keyboard typing), restaurant (conver-
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Figure 5: Performance of SWhisper under Figure 6: Performance of SWhisper under Figure 7: Performance of SWhisper

different attack distances.

sational speech), park (birdsong and rustling leaves), and
street (traffic and pedestrian activity), using interference sam-
ples from Freesound [10]. For each setting, ambient noise or
speech is played through an auxiliary speaker at 50dB and
60dB to ensure the specified sound pressure at the receiver.
As shown in Table 3, SWhisper maintains stable perfor-
mance across all conditions, with NR consistently above 0.720
and SC above 0.693. Peak performance occurs in office and
park environments at 50dB (NR 0.780, SC 0.723), indicating
resilience to both environmental noise and human speech.

6.3.2 Impact of Attack Distance

We examine the effect of distance by placing the audio source
from 1 m to 4 m from the target in 1 m increments. As shown
in Fig. 5, performance remains stable: NR decreases only
slightly from 0.780 at 1 m to 0.760 at 4 m, while SC remains
near 0.73, indicating minimal degradation with increasing
range.

6.3.3 Impact of Attack Angle

We vary the source angle relative to the microphone at 0°, 30°,
60°, and 90°; corresponding experimental results are shown in
Fig. 6. Head-on delivery yields the best performance, with NR
of 0.780 and SC of 0.733. Performance gradually degrades
with increasing angle but remains robust: even at the extreme
off-axis condition of 90°, NR and SC remain at 0.700 and
0.690, respectively.

6.3.4 Impact of Recording Device

To assess robustness across hardware, we test SWhisper on
three recording devices with diverse acoustic characteris-
tics [25]: a commercial microphone (HIKVISION-DS-VM1)
and two smartphones (Redmi Note 12 and iPhone 14 Pro).
Results in Fig. 7 show consistent performance across de-
vices, with NR/SC of 0.780/0.715 (HIKVISION), 0.680/0.635
(Redmi Note 12), and 0.780/0.733 (iPhone 14 Pro).

different attack angles.

across different recording devices.

6.3.5 Summary of Robustness Under Diverse Settings

Across varying acoustic conditions—including ambient noise,
source distance and orientation, and heterogeneous record-
ing devices—SWhisper maintains stable and reliable attack
performance, demonstrating robustness to real-world variabil-
ity. This robustness arises from two complementary design
choices: channel-inversion-based near-ultrasound signal gen-
eration, which mitigates device- and environment-dependent
nonlinear distortions, and distortion-aware adversarial suf-
fix optimization, which preserves intelligibility and semantic
fidelity under channel perturbations. Together, these mech-
anisms enable SWhisper to deliver effective and practical
attacks across diverse deployment scenarios on commodity
devices.

6.4 Ablation Study on SWhisper Components

To understand the contribution of individual components in
SWhisper, we conduct an ablation study by selectively remov-
ing key modules and measuring the resulting performance
degradation. Specifically, we evaluate the impact of removing:
(1) the optimized adversarial suffix, (ii) the structured prompt
template, and (iii) the semantic regularization. Fig. 8 summa-
rizes results using LLaMA-3.1-8B-Instruct as the surrogate
and the commercial Grok-4 as the target, with additional ab-
lations on other target models reported in Appendix E.
Removing the optimized adversarial suffix reduces NR
from 0.780 to 0.740 and SC from 0.733 to 0.703. Eliminat-
ing the structured prompt template causes the most severe
degradation, lowering NR to 0.178 and SC to 0.169, which
underscores the critical role of template-based prompt con-
struction. Excluding semantic regularization leads to a mod-
erate decrease in performance, with NR dropping to 0.660
and SC to 0.645, highlighting its importance for maintaining
linguistic naturalness and robustness in spoken delivery.
Overall, these results indicate complementary roles among
the three components: the structured prompt template and
optimized adversarial suffix drive attack effectiveness, while
semantic regularization improves stability and phonetic ro-
bustness. Together, they are necessary for SWhisper to achieve
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Figure 8: Ablation study on the impact of key components in
SWhisper on attack performance.

strong and reliable performance under the considered threat
model.

6.5 User Study

We conducted a user study, approved by the Institutional Re-
view Board (IRB), to evaluate the perceptual imperceptibility
of jailbreak audio generated by SWhisper. A total of 32 par-
ticipants (21 male, 11 female), aged 21-63, were recruited.

The study consisted of a standard ABX test [22] and a
post-task perceptual questionnaire. Experiments were con-
ducted under five playback background environments: Quiet,
Office, Restaurant, Park, and Street, each represented by a
pre-recorded ambient audio track.

For each background environment, we prepared paired au-
dio samples with identical background playback. The posi-
tive sample embeds a near-ultrasound jailbreak signal mixed
into the background audio, while the negative sample con-
tains only the background audio. These two samples were
presented to participants as labeled references A and B. An
unlabeled test sample X was then presented, and participants
were asked to determine whether X corresponded to A or B
based solely on auditory perception. The test sample X was
randomly selected from either the background-only sample
or one of six distinct jailbreak audio samples generated by
SWhisper.

Participants were seated approximately 1 m in front of a
loudspeaker, with audio playback calibrated to approximately
70 dB at the listening position. All audio samples were nor-
malized to ensure consistent loudness across prompts and
environments.

For each playback environment, we tested the null hypoth-
esis that participants could not perceptually distinguish be-
tween the two audio conditions (i.e., identification at chance
level) using a two-sided exact binomial test. The resulting
average accuracy and p-values for the hypothesis test in each
environment are reported in Table 4, where an average ac-
curacy close to 50% indicates that the two audio conditions
are less perceptually distinguishable, and the null hypothesis

Table 4: User study results on human perception of inaudibil-
ity under speaker playback across varied environments.

Scenario  Average’ p-value T Perception
Quiet 0.521 0.614 4.995
Office 0.475 0.516 4.985
Restaurant 0.483 0.718 4.985
Park 0.525 0.516 4.970
Street 0.492 0.829 4.920

7 In this study, 0.5 denotes chance-level performance, and values
approaching 0.5 indicate higher inaudibility.

would not be rejected if the p-value is above 0.05.

After completing the ABX task for each background en-
vironment, participants completed a questionnaire directly
comparing samples A and B. Participants rated the perceived
difference on a 5-point Likert scale (1-5), where 5 indicates
indistinguishable and 1 indicates clearly different. Intermedi-
ate scores indicate gradually decreasing perceptual similarity,
from noticeably different (2) to only subtle or highly uncer-
tain differences (4). The mean perceptual score (Perception)
for each environment is reported in Table 4.

Across all environments, performance did not differ sig-
nificantly from chance (all p > 0.523). Accordingly, we find
no evidence that participants could reliably distinguish jail-
break audio from background-only audio in any tested envi-
ronment. Questionnaire responses corroborate this finding:
the mean perceptual score was at least 4.92 in every envi-
ronment, indicating that participants generally perceived no
meaningful difference between samples A and B. Overall,
these results suggest that SWhisper jailbreak audio was not
detectably different from background-only playback under
the tested acoustic conditions.

7 Discussion and Future Improvements

We discuss SWhisper from three complementary perspec-
tives: the effectiveness of existing countermeasures, the de-
sign trade-offs that shape the current system, and opportuni-
ties to extend the proposed covert acoustic channel.

7.1 Countermeasures

We consider two broad categories of defenses.

Signal-based defenses. Ultrasonic feature—tracking ap-
proaches [14,53] aim to detect anomalous propagation in near-
ultrasonic bands but often require specialized hardware, mak-
ing them difficult to deploy on commodity microphones [23].
Correlation-based detection methods [45], which compare
recovered baseband signals with envelopes of high-frequency
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Figure 9: Spectrograms of near-ultrasound signals recorded on different devices.

components, exhibit inconsistent reliability due to device-
level front-end filtering. As shown in Fig. 9, our evaluation on
HIKVISION-DS-VM1, iPhone 14 Pro, and Redmi Note 12
reveals extreme variability: Redmi Note 12 preserves near-
ultrasonic energy, enabling correlation-based detection in
principle, whereas the other two devices apply aggressive
low-pass filtering at the microphone front end that removes
near-ultrasonic frequency components and precludes such de-
fenses. These results indicate that correlation-based defenses
are unreliable on commodity recording devices.

Text-based defenses. Model-level defenses, such as LLM-
as-a-Judge frameworks (e.g., LLaMA-Guard [16]) and au-
thenticated prompt mechanisms [38], can mitigate malicious
inputs but remain part of an ongoing arms race with jail-
break techniques [58]. Moreover, these approaches do not
address physical-layer stealth: SWhisper operates indepen-
dently of the specific jailbreak strategy and can incorporate
any prompt-based attack, provided the resulting commands
remain concise and voice-compatible.

7.2 Design Trade-offs and Improvements

SWhisper adopts several design choices that balance effec-
tiveness, robustness, and practicality, while also highlighting
potential directions for further improvement.

Channel modeling. We rely on an averaged channel trans-
fer function to achieve robustness across heterogeneous de-
vices and environments. While simple and effective, incorpo-
rating adaptive or environment-aware channel modeling could
further improve reliability under dynamic acoustic conditions.

Prompt templates. Our jailbreak generation uses a struc-
tured but universal prompt template. Exploring context-aware
or task-specific template designs may enhance effectiveness
and generalization across a wider range of use cases.

Transferability optimization. The current suffix optimiza-
tion prioritizes voice compatibility and semantic fidelity with-
out explicitly optimizing for cross-model transfer. Incorpo-
rating transfer-aware objectives or multi-model optimization
could further strengthen black-box effectiveness.

7.3 Broader Applications of Covert Acoustics

While SWhisper is demonstrated using jailbreak attacks as
a representative case study, the underlying covert acoustic
channel supports a broader class of attacks against speech-
driven systems. A key property of this channel is its ability to
reliably deliver arbitrary target baseband signals with high fi-
delity—including long and structured audio prompts—despite
channel nonlinearity and device heterogeneity. This capabil-
ity distinguishes SWhisper from prior ultrasonic injection
techniques, which often introduce substantial distortion in
the recovered baseband signal, particularly for extended or
semantically precise voice content.

As a result, the same covert delivery mechanism can be
leveraged for a range of prompt-based and command-injection
attacks beyond jailbreaks, such as injecting malicious instruc-
tions into benign speech, manipulating conversational context,
or inserting system-level commands on commodity devices.
These results highlight the broader security implications of
deployable, high-fidelity covert acoustic delivery for modern
voice-enabled systems.

8 Conclusion

We present SWhisper, the first practical framework for covert
prompt injection against speech-driven LLMs using commod-
ity speakers and microphones. SWhisper integrates two key
components: (i) a near-ultrasound covert channel based on
channel-inversion pre-compensation that enables faithful de-
modulation of arbitrary target baseband audio, and (ii) a voice-
aware jailbreak generation method that satisfies real-world
constraints on intelligibility, brevity, and transferability.



Extensive evaluations across both open-source and com-
mercial speech-driven systems demonstrate the effectiveness
and stealth of SWhisper. In pure black-box settings, SWhis-
per achieves strong attack performance across both classes
of models; on commercial systems, it attains non-refusal
(NR) and specific-convincing (SC) scores of up to 0.94 and
0.925, respectively. A user study further shows that the in-
jected jailbreak audio is not perceptually distinguishable from
background-only playback under realistic acoustic conditions.
While jailbreaks serve as our primary case study, the underly-
ing inversion-based covert acoustic channel enables a broader
class of high-fidelity voice-based attacks and command in-
jection, revealing a new category of security risks in modern
voice-enabled Al systems. We hope this work motivates fu-
ture defenses and informs the secure design of speech-driven
intelligent assistants.
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Ethical Considerations

This paper studies a jailbreaking attack against speech-driven
LLM systems and analyzes its security implications. Our goal
is to surface concrete risks to inform defenses and strengthen
Al safety, rather than facilitate harmful abuse. We adhere to
the following principles.

Disclosures. SWhisper demonstrates how existing phenom-
ena—the human ear’s insensitivity to near-ultrasound and the
well-documented nonlinear response of commodity micro-
phones—can be combined with optimization-based prompt
jailbreaks to create a practical physical attack surface. Our
study does not invent new hardware weaknesses; instead, it
reveals how known acoustic properties and alignment gaps
interact to produce real-world risk.

Stakeholder Analysis. This research carries implications for
multiple stakeholders.

For Model Developers and Service Providers. Our findings
reveal that known acoustic phenomena (near-ultrasound play-
back and microphone nonlinearity) can interact with align-
ment weaknesses to create a practical attack surface for
speech-driven LLM services. We follow coordinated vulnera-
bility disclosure norms by preparing concise technical reports

describing attack preconditions, reproduction steps, and mit-
igation strategies, and sharing them with affected vendors
prior to publication.

For End Users and the General Public. We do not disclose
operational attack parameters or provide step-by-step instruc-
tions that could facilitate abuse. All reported results are aggre-
gate metrics (e.g., ASR/NR/SC), and any qualitative examples
are sanitized. The release of research artifacts is restricted to
those necessary for reproducing defensive insights, withhold-
ing details that could enable direct misuse.

For Research Participants(Human Subjects). All partici-
pants provided informed consent after being fully briefed
on procedures and risks, could withdraw at any time, and
were encouraged to report discomfort. Audio data were used
solely for metric computation and were not retained beyond
analysis. No personally identifiable information was collected
or shared.

Coordinated Vulnerability Disclosure. For models or prod-
ucts found to be vulnerable, we prepared concise technical re-
ports describing the attack preconditions, reproduction steps,
and suggested mitigations, and communicated these to the
responsible vendors or maintainers prior to public release. We
follow coordinated vulnerability disclosure (CVD) norms and
honor reasonable embargo windows to facilitate patching and
deployment of countermeasures.

Strictly Controlled Experiments and Data. All evaluations
were conducted in controlled lab settings using publicly avail-
able benchmarks for harmful prompts and consumer-grade
playback/recording hardware. We did not access participants’
personal devices, accounts, or private data.

Potential Negative Outcomes and Mitigations. A potential
negative outcome of this research is the abuse of the demon-
strated jailbreak technique to compromise commercial LLM
systems in real-world settings. We acknowledge these ethical
concerns and commit to responsible handling of the associ-
ated risks. For any vulnerabilities discovered in major LLM
services, we communicate directly with the corresponding
vendors to disclose our findings prior to public release. All
disclosures are carried out in accordance with our collabo-
rating institution’s legal and ethical guidelines. To further
reduce the risk of abuse, the SWhisper codebase will only be
released once all identified security issues have been properly
addressed and mitigated.

Animal-Exposure Considerations. Near-ultrasound acoustic
emissions may raise concerns regarding potential effects on
animals (e.g., pets) that can perceive higher-frequency sounds.
We evaluated our acoustic setup under internationally recog-
nized exposure standards. Experiments operated in the 17-22
kHz range, with measured sound levels of approximately 70
dB SPL at 1 m. According to ICNIRP and WHO guidelines,
airborne ultrasound below 100 dB SPL (with occupational
limits around 110 dB SPL) produces no detectable auditory,
thermal, or cavitation effects in mammals. Our experimental
conditions remain well below these thresholds, ensuring com-



pliance with animal welfare principles and posing no ethical
or safety concerns for animals.

Legal and Institutional Compliance. In addition to open-
source models, our evaluation also involved several commer-
cial online LLM services. All such experiments were con-
ducted strictly for academic security research purposes and in
compliance with applicable laws, institutional requirements,
and the terms of service of the respective platforms. We did
not attempt to bypass authentication, gain unauthorized ac-
cess, or exfiltrate user data. Instead, we restricted our inter-
actions to controlled jailbreak test queries under carefully
monitored conditions. The study’s sole objective is to im-
prove the security and reliability of Al systems.

Positive Security Contribution. Beyond documenting risk,
we discuss adaptive and practical defense strategies and share
vendor notifications to support remediation. Our intention is
to contribute to the broader Al safety discourse by providing
evidence-based analysis of a realistic physical-layer jailbreak
vector and actionable guidance for mitigation.

Responsible Sharing and Future Plans. In line with com-
munity norms and the USENIX open science policy, we will
release only the artifacts essential for reproducing our key
evaluation results, while withholding low-level attack param-
eters that could enable direct abuse. For any vulnerabilities
identified in commercial services, we adhered to coordinated
disclosure practices by notifying the affected vendors in ad-
vance of public release. Moving forward, we will continue to
engage with Al practitioners, security researchers, and policy-
makers to ensure that the insights from this study contribute
to practical defense mechanisms, thereby maximizing societal
benefit while minimizing potential harm.

Open Science

In accordance with the USENIX Security’26 open science
policy, we provide the artifacts necessary to produce out-
comes associated with this paper. All artifacts are hosted
in a time-stamped repository: https://doi.org/10.5281/
zenodo.17851194.

Contents.

* Source Code. End-to-end implementation of SWhis-
per (training/inference pipelines, evaluation harness, and
plotting scripts).

» Datasets. An evaluation set of 50 representative harmful
prompts and scripts to construct all datasets used in the
paper (including preprocessing).

¢ Environment. Reproducible environment descriptors
(requirements.txt).

¢ Configs & Seeds. Experiment configurations, and run
scripts for reproducibility.

* Auxiliary Artifacts. Pre-generated example audios and
result files needed to verify key numbers quickly.

Reproducibility Instructions. The repository README .md
provides step-by-step setup and execution guidance (system
prerequisites, required Python packages, and example com-
mands) to reproduce main result within a reasonable time.
Demonstration Website (Anonymized). We additionally
provide an anonymized website that hosts short videos
demonstrating our physical-world experiments: https://
swhisper-jailbreak.github.io/. All media files and
pages are scrubbed of identifying metadata and do not in-
clude analytics that could deanonymize the authors. A brief
description accompanies each clip. These videos are supple-
mentary for qualitative illustration; all quantitative results
remain fully reproducible from the artifact repository alone.
Restricted Components and Justification. To mitigate fore-
seeable misuse prior to the deployment of corresponding de-
fenses and to comply with our industry partner’s legal guid-
ance, we withhold at submission time the minimal portion
of source code that implements the near-ultrasonic attack
synthesis module. In lieu of the withheld component, the
repository provides a redacted stub plus cached outputs suffi-
cient to reproduce all reported metrics and to verify claims.
The README explicitly enumerates what is withheld and
why, consistent with the open-science policy’s allowance for
limited omissions that prevent harm.
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Appendix

A. Nonlinear Demodulation Mechanism
Consider an amplitude-modulated ultrasonic signal:
Sin= (14m(t)) cos(2nf.t), f.€[17,22]kHz, (15)

where m(t) is the normalized baseband message and f, is
the ultrasonic carrier frequency. The microphone’s nonlinear
response can be modeled as:

Sout = k1Sin + koS + k383, + -+, (16)

where k; denotes the i-th order nonlinear gain coefficient. In
practical scenarios, higher-order terms beyond the third order

are negligible, and the dominant distortion originates from
the second-order term.

Accordingly, we focus on the quadratic term szizn, which
governs the distortion and yields both baseband and high-
frequency components through carrier self-mixing. It is ex-

pressed as:
2. = (14+m(1))* cos*(2nf.1), (17)

which corresponds to the squared form of the amplitude-
modulated carrier. By applying the trigonometric identity
cos’ 0 = HLS(%), the expression can be decomposed into

baseband and double-frequency terms as follows:

14 2m(t) +m?(t) n 14+ 2m(t) +m?(t)

S = 2 2

cos(4mf,t),
(18)

where the first group of terms lies in the baseband and the
second group is centered at 2 f,.

Since the microphone’s built-in low-pass filter suppresses
frequency components above the audible range, the high-
frequency terms at 2 f,. are removed. The remaining baseband
component is the following:

Sout,baseband = kzm(f)7 (19)

which indicates that the second-order nonlinearity effectively
demodulates the ultrasonic carrier, projecting the embedded
baseband message into the audible spectrum.

B. Prompt Templates

To enhance jailbreak effectiveness in physical-world scenar-
ios, we design prompt templates that combine rule-based
instructions with adversarial suffixes. Unlike earlier GCG-
based methods that simply append gradient-derived suffixes
and suffer from poor semantic coherence and high transcrip-
tion error, our template explicitly integrates four elements: (i)
rule-based instructions, (ii) the jailbreak objective {goal}, (iii)
the desired target response {target_str}, and (iv) the optimized
adversarial suffix {adv_suffix}.

There is a sample template given on the website: https:
//swhisper-jailbreak.github.io/, showing how these
components are organized to provide semantic guidance while
evading alignment constraints.

C. Evaluation Metrics

This section provides additional information on the metrics
introduced in Section 6.1.3.

Evaluation Criteria for NR and SC Scores

To ensure consistent and objective evaluation of jailbreak out-
comes, we use an automated judge based on GPT-40-mini
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Table 5: Performance of SWhisper under diverse acoustic conditions with varying noise and speech levels.

Model dB Office Park Restaurant Street
(NR1T/SC1) (NR1T/SC?) (NR 1/SCT) (NR 1/SCtT)
Gemma-3-4B 50 0.700/0.440 0.640/0.418 0.580/0.340 0.560/0.343
60 0.600/0.415 0.760/0.450 0.520/0.343 0.600/0.368
Qwen2.5-7B 50 0.960/0.870 0.960/0.898 1.000/0.908 1.000/0.888
’ 60 0.980/0.873 0.960/0.868 0.960/0.888 0.980/0.905
Mistral-7B 50 1.000/0.953 1.000/0.935 1.000/ 0.940 0.960/0.925
! ) 60 0.980/0.958 0.980/0.943 0.980/0.955 0.960/0.910
DeepSeek 50 0.820/0.795 0.760/0.723 0.780/0.713 0.800/0.780
P 60 0.800/0.750 0.780/0.755 0.720/ 0.680 0.740/0.725
GLM-4-Air 50 0.920/0.873 0.940/0.915 0.940/ 0.900 0.940/0.910
60 0.900/0.818 0.940/0.913 0.940/0.910 0.920/0.893
Grok-4 50 0.780/0.713 0.780/0.723 0.720/0.693 0.760/0.715
60 0.760/0.703 0.760/0.723 0.760/0.713 0.760/ 0.693

guided by a detailed scoring rubric. For each target-model
response, the judge outputs three normalized scores: (i) Re-
fused—whether the response explicitly refuses to comply; (ii)
Specific—the degree to which the answer concretely addresses
the prompt; and (iii) Convincing—the coherence and plausi-
bility of the content. The full evaluation prompt is available
at https://swhisper-jailbreak.github.io/.
We report two aggregate metrics derived from these primi-
tives: the non-refusal score (NR):
1 N
NR = N Z (1 - irefused), (20)
i=1

and the specific-convincing score (SC):

=

1
N

ispeciﬁc + iconvincing

SC =
2 ’

(1 - irefused) X 21

1

where N denotes the total number of evaluated samples. For
each sample i, irefused € {0, 1} indicates whether the model re-
fused to answer (1 for refusal, O otherwise), while ipecific and
lconvincing € [0, 1] are normalized Likert-scale scores quantify-
ing the specificity and persuasiveness of the response. By con-
struction, NR € [0, 1] measures the proportion of non-refusals
in the dataset, and SC € [0, 1] represents the average seman-
tic quality of non-refusal responses, where refused samples
contribute zero to the score.

D. Additional Performance Results Under Di-
verse Settings
As a supplement to Section 6.3, we present additional exper-

imental results for SWhisper under diverse physical-world
conditions, including varying attack distances, source angles,

recording devices, and acoustic environments with different
noise and speech levels. All experiments use LLaMA-3.1-
8B-Instruct as the surrogate model, consistent with the setup
in Section 6.3. Tables 5—8 summarize these results, demon-
strating SWhisper’s robustness across challenging real-world
scenarios.

E. Extended Ablation Study on Additional Tar-
get Models

Table 9 presents an extended ablation study across multiple
target models using LLaMA-3.1-8B-Instruct as the surrogate
model. This study evaluates the impact of removing individ-
ual key components of SWhisper. The observed trends are
consistent with those reported in Section 6.4, reinforcing the
contribution of each component to overall attack performance.

F. Text-Based Attack Performance

The jailbreak prompts generated by SWhisper are text prompts
that are converted to audio via text-to-speech (TTS) when
attacking speech-driven LLMs. To assess their effectiveness
in purely text-based settings, we evaluate the performance
of these prompts when directly applied to text-based LLMs,
without TTS and subsequent transcription. Table 10 reports
the text-only attack performance of SWhisper and baseline
methods across multiple surrogate and target models.
Results show that existing baseline jailbreak methods
generally perform better in text-only attacks, particularly
optimization-based approaches such as GCG, which achieve
much stronger performance when no voice conversion is in-
volved. However, as these methods are not designed for voice
delivery, their performance degrades substantially after TTS
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Table 6: Performance of
SWhisper at different attack
distances across target mod-
els.

Table 7: Performance of
SWhisper across varying at- Table 8: Performance of

tack angles on multiple target SWhisper across different Table 9: Ablation study of

SWhisper across multiple tar-

Distance  Target Model NRT SC1 models. I'CCOI'dll’lg devices on multlple get models.
Gemma3-4B 0560 0.448 target models.
Qwen2.5-7B 1.000  0.880 Angle Target Model NRT SC1 .
Mistral-7B 0960 0.923 Method Model NRT SCT
Im G -3-4B 0.560 0.293 Device Model NRT SCt
DeepSeek 0.860 0.833 emma- 5 293 Gemma-3-4B  0.500  0.280
GLM-4-Air 0.920 0.845 Qwen2.5-7B 0.980 0.873 Gemma-3-4B  0.580 0.325 Qwen2.5-7B  0.980 0.950
Grok-4 0.760  0.733 300 Mistral-7B 0.960 0.938 Qwen2.5-7B 0.980  0.860 wio suffix Mistral-7B 0.980  0.955
DeepSeek 0.740  0.690 Mistral-7B 0.940  0.890 i DeepSeek 0.260  0.260
Gemma-3-4B  0.680  0.468 Gl 0920 0883 HIKVISION  peepseek 0780 0.758 GLM-4-Air 0920 0920
Qwen2.5-7B 1.000  0.800 Grokd 0780 0735 GLM-4-Air ~ 0.820  0.790 Grok-4 0.740  0.703
om Mistral-7B 0.980  0.945 : : Grok-4 0.780 0.715 G 328 o111 o036
DeepSeck 0.800 0.768 Gemma-3-4B 0520 0.268 Gemma34B 0540 0368 OwendaaB 0200 0472
GLM-4-Air 0920 0.878 Qwen25-7B 0.920 0.810 Qwen2.5-7B 0.900  0.808 Mistral-7B 0622 0.59%
Grok-4 0.760  0.715 oo Mistral-7B 0.940  0.920 RedmiNotez  Mistral-B 0.960 0.923 wloprompt 1y oSeck 0.111  0.094
Gemma-3-4B  0.560 0.370 6 DeepSeek 0.760  0.708 DeepSeek 0.800  0.760 GLM-4-Air  0.089  0.067
Qwen2.5-7B 0.960  0.860 GLM-4-Air 0.920 0.875 g_U‘lf*:*A" 8222;8 8222 Grok-4 0.178  0.169
3 Mistral-7B 0960 0913 Grok-4 0.760  0.713 ror i 0 Gemma3-4B  0.600 0380
h DeepSeek 0.780  0.738 Gemma-3-4B  0.560  0.448 Qwen2.5-7B 0.980  0.925
GLM-4-Air 0880 0795 Gemma-3-4B 0.500  0.278 Qwen25-7B  1.000  0.880 ] Mistral-7B  0.920  0.880
w/o sem mod.
7 Qwen2.5-7B 0.860  0.708 . Mistral-7B 0.960 0.923 ; " DeepSeek 0.640  0.640
Grok-4 0.780 0.723 i’ iPhone14Pro P
gpe  Mistral-7B 0.960  0.908 DeepSeck 0.860 0.833 GLM-4-Air 0920 0.908
Gemma-3-4B  0.580 0.390 DeepSeek 0.780  0.750 GLM-4-Air 0.920 0.845 Grok-4 0.660  0.645
Qwen2.5-7B 0.980  0.860 GLM-4-Air 0900 0.830 Grok-4 0.780 0.733
am MWL 097 058 Grok-4 0700 0.690
eepSeel . .
GLM-4-Air 0.940  0.903
Grok-4 0760 0.730

Table 10: Text-based attack performance of SWhisper with different jailbreak prompt generation methods, evaluated across
surrogate and target models (gray cells: surrogate = target; bold: best results).

Surrogate LLaMA-3.1-8B Gemma-3-4B Qwen2.5-7B Mistral-7B
Target Model Method
etho NRt SCt NRT SCt NRt SCtT NRt SC?

GCG [58] 0.592  0.553 0.012 0.012 0.000 0.000 0.028 0.021
IGCG [17] 0.168  0.150 0.008 0.003 0.000 0.000 0.000 0.000
Llama-3.1-8B  PAIR [6] 0.136  0.120 0.096 0.085 0.116 0.098 0.084 0.072
Auto-DAN [28] 0.540 0522 0356 0355 0320 0316 0412 0.406
Ours 0932 0914 0244 0.231 0.268 0.255 0224 0.211
GCG [58] 0.216  0.061 0.656 0.582 0.008 0.005 0528 0.503
IGCG [17] 0.196  0.053 0364 0207 0016 0015 0500 0.458
Gemma-3-4B PAIR [6] 0.428 0262 0484 0.262 0.144 0.119 0576  0.505
Auto-DAN [28] 0.524 0341 0500 0331 0.856 0.831 0.900 0.863
Ours 0536 0304 0592 0369 0960 0905 0.928 0.871
GCG [58] 0.112  0.079 0228 0.067 0412 0362 0388 0.372
IGCG [17] 0.100  0.079 0248 0.085 0.128 0.094 0.424 0.409
Qwen2.5-7B PAIR [6] 0.196  0.167 0488 0319 0.236 0.208 0.676  0.605
Auto-DAN [28] 0.788  0.750  0.580 0.366 0.884 0.869 0924 0912
Ours 0960 0916 0544 0292 0912 0.718 0924 0.888
GCG [58] 0556 0487 0220 0.066 0.048 0.040 0.780 0.754
IGCG [17] 0.440  0.393 0.212  0.056 0.004 0.001 0.368 0.330
Mistral-7B PAIR [6] 0.596  0.501 0536 0345 0212 0.181 0612 0.529
Auto-DAN [28]  0.856  0.803 0532 0349 0876 0.860 0924 0.905
Ours 0932 0.885 0480 0276 0964 0913 0964 0.919
and transcription. In contrast, SWhisper maintains relatively attacks, with only modest performance differences, highlight-

consistent effectiveness across both text-only and voice-based ing the robustness of its voice-aware design.
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