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Abstract

Oblivious message retrieval (OMR) addresses the expensive
secure message retrieval process in anonymous messaging
systems and private blockchains: It enables resource-limited
recipients to outsource detection and retrieval of their mes-
sages, while preserving privacy.

This work introduces InstantOMR, a novel OMR scheme
that combines TFHE functional bootstrapping with standard
RLWE operations in a hybrid design. InstantOMR is specifi-
cally optimized for low latency and high parallelizability. Our
implementation, using the Primus-fhe library (and estimates
based on TFHE-rs), demonstrates that InstantOMR offers the
following key advantages:

* Low latency: InstantOMR achieves ~860x lower latency
than SophOMR, the state-of-the-art single-server OMR.
This translates directly into reduced recipient waiting time
(by the same factor) in the streaming setting, where the de-
tector processes incoming messages on-the-fly and returns
a digest immediately upon the recipient becoming online.

* Optimal parallelizability: InstantOMR scales near-
optimally with CPU cores (by processing messages indepen-
dently), so for high core counts, it is faster than SophOMR
(whose parallelism is constrained by its reliance on BFV).

1 Introduction

In privacy-preserving message delivery systems require more
than end-to-end encryption that protects the contents of mes-
sages. Leakage of metadata, exploited by traffic analysis can
also reveal sensitive information [|6,/33]]. Thus, it is widely
recognized that metadata privacy should be fully protected in
applications like private messaging [|8}|11,20,42] or privacy-
preserving blockchains [9L12135]

Protecting the identity of message recipients poses a chal-
lenge: from a recipient’s perspective, a message addressed to
them can appear anywhere in the message sequence (e.g., the
public ledger, in blockchain applications). Therefore, to find
their pertinent messages, they need to scan and trial-decrypt
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all messages. This introduces a significant communication
and computation burden for resource-limited recipients (e.g.,
apps running on mobile devices).

For such recipients, it is desirable to outsource this to a pow-
erful server in a private way. Oblivious Message Retrieval
(OMR) [28]] addresses this problem, using homomorphic en-
cryption in the single-server setting.

Summarized system model. We first briefly summarize
the OMR system model. In the system, there exist senders
who want to send messages to the recipients without leaking
the identity of the recipients. Each message consists of a
payload (the content the sender would like to send) and a
clue (usually a ciphertext, indicating who the recipient is in
a privacy-preserving way) generated using the clue key from
the recipient. All these messages are put on a bulletin board
(or board for short). When the recipients want to obtain their
messages, they send a detection key to an untrusted third
party, the detector. The detector then uses the board and the
detection key to generate a digest, which the recipient decodes
and obtains all the payloads pertinent to them. This workflow
is also visualized in Fig. [T}

Existing OMR constructions. All prior single-server OMR
schemes [26}28430]] utilize the BFV homomorphic encryp-
tion scheme [[13,22]. Such a construction achieves high
throughput: SophOMR [26] takes only ~1.83 minutes to do
retrieval over 2!¢ messages (~1.68ms per message), while
PerfOMR [30] takes ~8.0 minutes.

However, a major bottleneck of these constructions is la-
tency: even when retrieving a single message, SophOMR [26]]
takes ~76 seconds, and PerfOMR [30] takes ~89 seconds.
This is because the throughput is achieved via amortizing
costs across many messages. The high latency impacts user
experience in scenarios requiring frequent, small-sized re-
trievals or real-time streaming of updates.

This also causes these existing schemes to have limited
parallelizability: to effectively utilize ¢ cores, [26L[30] need to
batch-process ¢ - N messages for large N (e.g., 21> or 2!9) to
fully utilize these ¢ cores, due to the limitation that BFV can-



not benefit much from multi-threading. Ideally, we would like
to be able to process each individual message independently,
implying that detector retrieval computations of nontrivial
size can be optimally parallelized across any reasonable num-
ber of cores (i.e., requires only ¢ messages to fully utilize ¢
cores).

We thus ask the following question:

Can we build OMR with low latency and optimal paral-
lelizability without sacrificing much throughput?

This paper shows such a scheme.

1.1 Our Contribution

We present InstantOMR, a novel OMR construction leverag-
ing TFHE [16], optimized for latency and parallelizability:

* Low-Latency Per-Message Processing: InstantOMR op-
erates the homomorphic retrieval circuit over individual
messages rather than message batches in prior works. This
eliminates high-latency inherent in BFV-based designs.

* Seamless Parallelism: Per-message processing also en-
ables optimal parallel scalability. In particular, only ¢ mes-
sages are needed to fully utilize ¢ cores.

* Hybrid Use of TFHE and RLWE Operations:
InstantOMR employs a novel two-layer structure of TFHE
functional bootstrapping for homomorphic clue decryption
and checking. Regular RLWE operations are then used
to complete homomorphic encoding. This hybrid use of
TFHE and RLWE enables the above advantages without
significantly compromising overall performance.

Implementation. We implemented InstantOMR (available
in [2]) using Primus-fhe [36] (and estimated using TFHE-rs
[43]]), and evaluated it against state-of-the-art BFV-based
OMR schemes (PerfOMR,SophOMR). Our results show:

* Significant Latency Reduction: For single-message re-
trieval on a single CPU core, InstantOMR achieves 864 x
lower latency than SophOMR and 1008 x than PerfOMR.

* Optimal Parallel Scaling: InstantOMR exhibits near-
linear speedup with the number of cores. Using 180 cores,
it is approximately ~3x faster than SophOMR and ~13x
faster than PerfOMR for 2'% messages (which maximizes
SophOMR’s and PerfOMR’s efficiency). Performance can
approach single-message latency given 2'® cores.

* Streaming: In real-time applications with on-the-fly mes-
sage processing, InstantOMR reduces recipient wait time
to < 0.1s, compared to 276 seconds in prior schemes.

Note that these improvements are estimated when the im-
plementation uses TFHE-rs [43]] (see §@, while the runtime
of our implementation using Primus-fhe is roughly 3x slower
than this estimation (see § [6).
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Figure 1: Summary of system model and main paradigm.

1.2 Related Work

Oblivious message retrieval. Oblivious message retrieval
(OMR) was first introduced in [28]] as a solution to the prob-
lem of recipient privacy in anonymous messaging systems.
Group OMR [29] extends it to the group setting, where each
message may have multiple recipients. PerfOMR [30] pro-
vides a more efficient OMR construction by using RLWE
instead of LWE for clue generation. SophOMR [26] further
improves the efficiency by fully exploiting the native homo-
morphic SIMD structure of the underlying HE scheme. [27]]
focuses security against spamming/DoS attacks from mali-
cious senders, proposing a provably DoS-resistant OMR built
upon PerfOMR. All these works rely on BFV leveled homo-
morphic encryption scheme [1322] and work with a single
server as our paper. We discuss multi-server-based OMR pro-
tocols in Appx

Fuzzy message detection and Private Signaling. Fuzzy
message detection (FMD) [8|] and Private Signaling (PS)
[24]/32] are two related primitives. However, the former pro-
vides weaker security and the latter assumes very strong envi-
ronment assumptions. See Appx [A]for details.

2 Technical Overview

This section provides a high-level overview of the
InstantOMR construction (with simplifications). We assume
readers are familiar with the OMR model and its interface
definitions (introduced in [28] and recalled in § @), as well as
the general OMR paradigm used in prior works (summarized
in § ). These are also illustrated in Fig. [T} Parameters are
summarized in Table 7] for reference.

Why prior works have high latency. We first discuss the is-
sues in prior constructions. Recall that the detector processes
all clues to detect pertinent messages (i.e., the messages ad-
dressed to the recipient), by performing decryption of the clue
ciphertext using the recipient’s decryption key, and then check-
ing whether the decrypted vector is (1,1,...,1). To achieve
privacy, all of this is done by homomorphic encrypted evalua-
tion, under a transient detection key provided by the recipient.
These homomorphic decryption and homomorphic checking



steps (3a] and [3b]in Fig. [I] and § ) are the main source of
latency. Specifically, to maximize throughput, prior works
realized these steps using BFV encryption with a ring dimen-
sion of 2!® (for [26], and 213 for [30]). These steps take the
same amount of time whether processing a single message or
a batch of 2! messages, and they account for a large portion
of the total runtime (approximately two-thirds). Thus, while
the per-message cost is as low as ~1.5ms, the latency for a
single message can still be (at least) ~76 seconds.

Using FHEW/TFHE instead of BFV. Since the issue arises
from BFV requiring a batch of 2'¢ messages (i.e., the ring
dimension) to maximize efficiency, a natural idea is to instead
use FHEW [21]] or TFHE [16]], since these work on individual
values. However, as noted by [28]], using TFHE naively (as
a black-box binary gate operator) takes tens of seconds per
message. This is because, although TFHE supports fast gate-
level operations [16]], Step [3c| (see Fig. [l|and § E]) requires
approximately ~5000 gates|'|Compared to BFV-based OMR,
this approach has comparable latency, and hugely reduced
throughput. Our approach tailors the use of TFHE to vastly
improve both, and we summarize our techniques below.

2.1 OMR Setup

Before diving into details, we first describe the initial setup
needed to use TFHE.

Setup of our solution. We follow a paradigm similar to
prior works, where the setup phase corresponds to Step 1 and
Step 2, as visualized in Fig.[T|and summarized in § {4

When joining the system (Step 1), the recipient generates
a key pair (PKE.pk, PKE.sk) for a lattice-based public-key
encryption (PKE) scheme and publishes pk_,. := PKE.pk.
For simplicity, let this PKE be Regev05 LWE-based encryp-
tion [38] (and this naturally extends to Ring-LWE-based
schemes, as shown in [30])). For detection, the recipient gen-
erates an FHE key pair (FHE.pk, FHE.sk), computes ctgy
FHE.Enc(PKE.sk) (i.e., PKE.sk encrypted under FHE), and
sends pkyecr 1= (FHE.pk, ctqy) to the detector.

In Step 2, the sender uses PKE.pk to encrypt ¢ ones, i.e.,
PKE.Enc((1,...,1)), as the clueﬂ This encryption serves to
identify the intended recipient.

We now move on to the Retrieve process (Step 3), where
the detector helps the recipient retrieve its messages homo-
morphically: Step[3a, homomorphic decryption; Step 3b] ho-
momorphic checking; and Step[3c| homomorphic encoding.

IFor a 612-byte payload as in prior works, there are at least 4896 bits to
encode into a digest per message.

2For simplicity, think of Enc as encrypting each 1 into a separate cipher-
text, and subsequently Dec on a vector of ciphertexts outputting a vector of
plaintexts. See §[3;f]for how to make it more efficient.

2.2 Homomorphic Decryption and Checking
via Tailored TFHE

As mentioned earlier, a natural idea to reduce latency is to use
TFHE instead of BFV for homomorphic decryption. However,
using TFHE naively as a black-box gate evaluator is far too
inefficient. To make it practical, we first revisit TFHE boot-
strapping from a slightly different perspective, and then show
how to leverage it in our construction.

TFHE bootstrapping. Let the TFHE parameters be: se-
cret key dimension n, ciphertext moduli g1, g, and plaintext
moduli py, py (wWhere p; | g1 and ps | ¢2).

TFHE ciphertexts are standard LWE ciphertexts. TFHE
bootstrapping is usually described as standard FHE boot-
strapping, which takes a valid ciphertext as input and out-
puts another valid ciphertext encrypting the same plaintext
with reduced noise; or as gate bootstrapping, which, given
two ciphertexts encrypting bits mj,my, outputs a ciphertext of
NAND (m;,m;). However, we utilize a more general version,
functional bootstrapping, as follows:

Given a vector (a,b) € Zgl“, an LWE secret key sk € Z",
and any negacyclic function f : Z, — Z,, (where “nega-
cyclic” means f(x) = —f(x+ p1/2) € Zp, for all x € Zj,),
TFHE functional bootstrapping outputs a ciphertext ct =
TFHE.Enc(f(m)) € Z2f", where m < Dec(sk, (a,b)) € Zj,.

Note that the decryption input (a,b) can be any vector in
Zglﬂ — not necessarily a valid LWE ciphertext under sk —
and still produces a valid ciphertext encrypting a plaintext in
the message space under sk. This is crucial because, for imper-
tinent messages in OMR, the ciphertexts are computationally
indistinguishable from random vectors in Z’q’?‘l (with respect
to sk), and hence are not strictly valid LWE ciphertexts. Addi-
tionally, the ability to apply any negacyclic function over two
potentially different moduli py, p, also enables significant
performance improvements in our construction.

Homomorphic decryption (Step[3a). Our first step is to ho-
momorphically decrypt all the clues: for pertinent messages,
the ciphertexts should decrypt tov = (1,1,...,1) € Zf,z; for
impertinent messages, the ciphertexts should decrypt to some
vV £ve Zf,z. This is achieved by bootstrapping using a spe-
cially designed f below.

For the clue of a pertinent message, Dec(sk, (a,b)) = 1.
Thus, the minimum requirement for f is that f(x) = 1 for
x = 1. Recall that f is negacyclic, and thus we also need
fA+p1/2)=—-1=pa—1.

Conversely, for an impertinent message clue (a’,b’),
Dec(sk, (@',5)) is indistinguishable from uniform over Z,
(by the hardness of LWE). Thus, to distinguish pertinent from
impertinent messages, we can set f(x') =0 forany x’ ¢ {1,1+
p1/2} (which still satisfies the negacyclic condition since
FW)=0=—0=f(x +p1/2)).

To summarize, given a clue cty,...,ct; = PKE.Enc(v), the
detector performs ct} <— TFHE.Boot(ct;, f). In this case:



* For pertinent messages, TFHE.Dec(ct;) = 1 (secret key
implicitly taken) for all i € [¢].
* For impertinent messages, for all i € [¢]:
— TFHE.Dec(ct}) = 0 with probability 1 —2/p;
- TFHE.Dec(ct}) = 1 with probability 1/p;
— TFHE.Dec(ct}) = —1 with probability 1/p;

Homomorphic checking (Step 3b). After homomorphic
decryption, the goal is to check if the decrypted values are v,
i.e., whether TFHE.Dec(ct},...,ct)) = (1,1,...,1) € Zf,z.

A naive way is to perform a homomorphic AND gate over
all the ciphertexts in the vector (for simplicity, assume the
AND gate work for —1 by treating it as 1): if the result after
these £ — 1 AND gates is still an encryption of 1, the vec-
tor encrypts v; otherwise, the vector encrypts some v' # v.
However, this introduces another ¢ — 1 gate bootstrapping.

To reduce the cost, instead, we first sum up all the cipher-
texts and then perform another layer of bootstrapping (differ-
ent parameters and function). More formally, we first compute
ct” «— Y ;ct}. If the message is pertinent, ct” encrypts £ € Z,,.
Otherwise, ct” encrypts m” € [—¢,{ — 1] except with proba-
bility (1/p1)¢ (i.e., unless all £ clue ciphertexts were mapped
to 1 in the previous step). For reasons that will become clear
shortly, we set py = 4(¢+1)[]

Given the second-layer bootstrapping parameters (for the
homomorphic check) ny, g2, p2, we define the negacyclic func-
tion f> : Zy,, — Zp, for the homomorphic checking as fol-

1 ifx=4¢
lows’t (x) =4 —1 ifx=0+py/2=30+2.
0 otherwise

Observe thatany x € [—¢, £ — 1] = [30+4,40+3]U[0,£—1]
isnotin {¢,3¢42}. Thus, such an f allows us to map all perti-
nent messages to 1 and impertinent messages to 0 (except with
probability 1/ p2%), which is exactly the homomorphic check
we desire. With this, we compute ct”’ +— TFHE.Boot(ct”, f>)
to complete the homomorphic checking.

2.3 Homomorphic encoding via RLWE

After the previous steps, we obtain ct”’, which encrypts 1 if

and only if the message is pertinent (except for small probabil-
ity). The next step is to homomorphically encode the payloads
of the pertinent messages into a digest (step [3c).

At this point, continuing to use TFHE here is wasteful,
since the encoding step can take thousands of gate bootstrap-
pings, and functional bootstrapping does not help here. In-
stead, we observe that the homomorphic encoding used in
prior works only involves plaintext-by-ciphertext multiplica-
tions, which can be performed efficiently without bootstrap-
ping since LWE ciphertexts are linearly homomorphic.

3In practice, we choose p, > 4/ as a power of 2 for ease of implementation.
Here, we use py = 4(¢+ 1) for clarity of exposition.

4Actually, we will set the output of f> to be in Zp, for p3 > p, for better
efficiency in later steps (see §§[5.2.2Jto[5.2.4). For simplicity, we use p; here.

In other words, given ciphertexts PV := (ct/’,...,ct])) in-

dicating whether the D payloads PLD := (pld,,...,pldp)
are pertinent, the homomorphic encoding can be realized
as: (PVoPLD) x A, where o denotes element-wise multi-
plication, and A is a matrix of size D x O(k), where k is the
(expected) upper bound on the number of pertinent messages
This eliminates the dependency on bootstrapping calls.

Converting LWE ciphertexts to RLWE ciphertexts.
Naively using LWE ciphertexts for homomorphic multiplica-
tion remains costly. Each LWE ciphertext consists of np + 1
elements in Z,, but encrypts a single value in Z, . Therefore,
encoding a payload of, say, 100 Z, elements would require
100- (np + 1) multiplications in Z,, for just one plaintext-by-
ciphertext multiplication.

To improve efficiency, we convert each LWE ciphertext into
an RLWE [31]] ciphertext before multiplications. One may
observe that an RLWE ciphertext is essentially a BFV cipher-
text. We use RLWE/BFV instead of TFHE here is because for
the step of homomorphic encoding, even for one message, we
can leverage the SIMD packing (unlike for the homomorphic
decryption or checking steps), thus providing significantly
better efficiency than directly using TFHE bootstrappings.

This conversion from LWE to RLWE has been systemati-
cally studied in [15]], so we defer the details to §

In short, given an LWE ciphertext encrypting m € Z,, we

convert it into an RLWE ciphertext, encrypting m’ € R, (see
the definition of m’ below), where R is a polynomial ring and
Ry := R /pR. (see §B|for definition).
Homomorphic encoding. We now describe the homomor-
phic encoding process. We adopt the core idea as in [28]], but
apply it in a slightly different way: we perform all encoding
using polynomial coefficients.

Recall that in the RLWE setting, ciphertexts have the
form (a,b) € R} satisfying b = as+ e+ |(q/p) - mg 1,
where mg € R, is represented as a polynomial mg (X) =
Yico.n) miX =1 for ring dimension N. In the LWE-to-RLWE
conversion discussed earlier, we have output RLWE ciphertext
encrypting m’ being a constant polynomial: m/(X) :=m € R,,.

With this, we now detail the encoding process. This step
follows the encoding scheme in [28]], with the key difference
that we encode messages in coefficients rather than slots!/|
Encode the indices. The first step is to enable the recipient
to identify which messages are pertinent, i.e., to recover the
indices of pertinent messages. To achieve this: assuming there
are k pertinent messages, the detector initializes N; > k “buck-
ets”, each consisting of an “accumulator” and a “counter”,
both of which are initialized to 0.

Each message i (with a corresponding PV[i] ciphertext,
encrypting a bit 1 or O to indicate pertinency, output from

5The matrix A represents a linear encoding method, detailed later.

Looking ahead, we let the second-layer to output an RLWE ciphertext
whose constant term encodes the desired value to avoid redundant steps.

"To fully utilize the “slots”, a special plaintext modulus is needed. This is
not necessary for “coefficients”, thus enabling more flexible parameters.



previous steps) is assigned uniformly at random to one of the
N; > k buckets. The accumulator for that bucket is updated as
Acc < Acc+i- PV[i], and the counter for that bucket is up-
dated as Ctr < Ctr + PV/[i] (both updated homomorphically).

Upon receiving all the encrypted buckets, the recipient de-
crypts each one. If a bucket has counter Ctr = 1, then the
accumulator value Acc reveals a single pertinent message
index. Otherwise, the bucket contains a collision and is dis-
carded. With some probability, the recipient recovers a subset
of the k pertinent indices. To recover all k indices, the detector
repeats this process independently for £,,,, trials. The choices
Of Ny, {nay are detailed in §[5.4.2]

We encode each accumulator with [113?2)) | coefficients,

where p is the RLWE plaintext modulus. As prior works, we
use an additional coefficient to encode the counter.
Encode the payloads. With the pertinent indices identified,
encoding the payloads becomes straightforward. The detector
first samples a uniformly random matrix M <—g ZEX'", and
then computes the product (PV o PLD) x M, resulting in m >
k linear combinations of the pertinent payloads.

Since the recipient knows which indices are pertinent, it
can use these linear combinations, along with knowledge of
M (represented as a seed sent to the recipient), to recover all
pertinent payloads via, e.g., Gaussian elimination.

As in the previous step, we encode both the payloads PLD
and the matrix M in the polynomial coefficients. The choice
of m is discussed in more detail in §[5.4.7]

2.4 Limitations

Reduced throughput. While InstantOMR improves latency
(i.e., the time taken to process a single message) compared
to prior works [26}[30], its throughput (number of processed
messages per second) is lower when using a single thread.
To match the throughput of single-core SophOMR [26]], our
implementation of InstantOMR requires 180 cores (and the
estimation using the faster TFHE-rs library [43]] would require
~64 cores). Note that SophOMR itself would not benefit
much from multiple cores (< 1.5x throughput using 180
cores; see §[6.3). Thus, when optimizing for throughput per
core regardless of latency, prior works such as SophOMR
remain preferable, as discussed below.

Use-case scope. InstantOMR shines in applications where
streaming or real-time updates (§[5.3)) are required, or where
only a small number of messages (e.g., 100c messages, for ¢
being the number of CPU cores available to the server) need
to be processed. For large-scale applications (e.g., 10000c¢
messages), SophOMR [26]] may still be preferred.

3 Preliminaries

Notation. We will use bold lower-case letters a, b, ...
to denote column vectors over Z. For g € Z, we identify Z,

with the set [—q/2,q/2) NZ by default. The i-th element of
a is denoted as afi]. Let [n] denote the set {1,...,n}, [a,b]
denote the set {a,a+1,...,b—1,b}, and [a,b) denote the set
{a,a+1,....b—1}.

We denote the cyclotomic ring as ® = Z[X]/(XN +1),
where N is a power of 2. Ry = R /(QR) represents the poly-
nomial from & with coefficients modulo Q. Elements of Ry
are represented in the form of a(X), b(X), and m(X). When
the context is clear, the polynomial notation (X) may be omit-
ted, and we only use a, b, or m. The i-th coefficient of a(X)
is denoted as a;.

We use x < DV to denote the sampling of (vector) x from
the distribution D of length N > 1. For a set S, we use x <—g S
to denote the sampling of x uniformly from all elements of
S. The discrete Gaussian distribution is denoted by Y, with
mean being 0 and standard deviation being G.

3.1 Homomorphic Operations
3.1.1 TFHE Cryptosystem

Here, we recall TFHE [[16] cryptosystem in a way that is suffi-
cient to understand our construction without going into much
detail about the detailed realization of TFHE. Before recall-
ing TFHE, we first define the LWE and RLWE ciphertexts.
LWE. The LWE encryption of the message m € Z, has form:
LWE(m) = (a, b) = (a, (a,s) + %m+e mod q), where
s € 2" is the LWE secret key, a <5 Z; and e < Xs.
RLWE. The RLWE encryption of the message m € &, is of
the form: RLWE;/Q(m) =(a,b) = (a,az+ gm—&- e), where
z € R is the RLWE secret key, a <—s Rp and e < xJ.

Note that a X element is represented by a polynomial. For
example, m € R, is a polynomial m(X) = Y;m; X" fori € [0,N)
where N is the ring dimension of R, and m; € Z,.

Remark 3.1. For brevity, we may sometimes omit 7/q and
t/Q from LWEY(m), RLWEY © (1) when context is clear.

Remark 3.2. The RLWE assumption says that RLWE(0) and
ui,uy <—¢ Rp are computationally indistinguishable. Since
the RLWE assumption is standard, we omit the details due
to space reasons and refer the readers to [|30,31]] for details.
Additionally, for TFHE to be secure, we need RLWE to hold
even when (a;, bisk + 0;(sk) + ¢;) is given, where ¢; : Rg —
Ro is a function determined prior to a;, e; and a; <—g Ro, €; <
s as above. This is also standard and detailed in [34].

Next, we briefly introduce several TFHE building blocks:
“Functional Bootstrapping”, “Key Switching”, “Modulus
Switching” and “Extract”. They together are used to build the
entire TFHE scheme, but for concrete efficiency, we use them
in a modular way and thus we introduce all of them separately

instead of introducing the entire TFHE as a black-box.

Functional Bootstrapping. Functional bootstrapping,
the key component of TFHE, is defined as TFHE.Boot :



LWEZ? x f x BSK — RLWE?'? where f : Z,, — Z,,
is a negacyclic function (i.e., f(x) = —f(x + p1/2) for
all x € Zp,), BSK is the bootstrapping key, s, z, po,
p1 and g, Q represent the secret key, plaintext modu-
lus and ciphertext modulus, respectively. Let us assume

the input ciphertext be ct € LWEZ"/(m), then the out-
put ciphertext TFHE. Boot(ct f, BSK) would be ct’' €

RLWEfZ/ Q( f(m) + XN rX") where r; is some dummy
value. The generation of bootstrapping key BSK is defined as
TFHE.GenBootKey(s, z) (see [|16] for its details, which are
not needed for our discussion).

Remark 3.3. We define functional bootstrapping to output a
RLWE ciphertext, instead of LWE as in [[16]. We describe it in
this alternative way since for some of our TFHE bootstrapping
calls we do not need to extract LWE from RLWE (see below).

Key Switching.  Given key switching key KSK, _y,, the al-
gorithm FHE.KS : (R)LWE;, x KSK;, s, = (R)LWE;, con-
verts an input (R)LWE ciphertext encrypted under the s to
a ciphertext (R)LWE ciphertext encrypted under s, without
altering the message. FHE.GenKeySwitchingKey(s1, s2) de-
note the generation for KSKj, ., .

Modulus Switching. The modulus switching algorithm
interface is defined as FHE.MS,, _,,, : LWE?" — LWE? for
ciphertext modulus g1, g>.

Extract. Let’s assume the RLWE dimension is N, then at
most N messages can be encrypted in an RLWE ciphertext.
Given a ciphertext ct = RLWE (XY ' m;X') := (a,b) € R2,
the algorithm FHE.Extract(ct, i) will return an LWE cipher-
text which encrypts m;. Note that if i < /¢, then only the first ¢
coefficients of b are needed.

3.1.2 Homomorphic Trace

FHE.HomTrace: given a ciphertext RLWE(m + YV ' m;X7),
outputs RLWE(m) (using trace keys TraceKey ¢«
FHE.GenTraceKey(z) with secret key z). The realiza-
tion is deferred to our full version due to space

3.1.3 RLWE Plaintext Multiplication

Given a plaintext polynomial p(X) € K, and a ciphertext
ct := (a,b) € RLWE!?(m), RLWE.ConstMul(ct, p) yields
(a-p,b-p) € RLWEYS(m - p).

This property enables efficient multiplication in a Single-
Instruction-Multiple-Data (SIMD) manner: We can express a
vector (p1,...,py—1) € ZN in a single polynomial as p(X) =
):N 01 pi- X' € R, and multiply it by an RLWE ciphertext en-
crypting a constant m € Z;. The resulting ciphertext encrypts
pi-m for each i € [0,N) when m is a constant polynomial.
Notably, this SIMD-like multiplication is far more efficient
than performing N separate LWE multiplications.

For InstantOMR, the message m is in {0, 1}, product re-
sulting in either RLWEZ(0) or RLWEX (p).

4 Oblivious Message Retrieval (OMR)

Since the system model of OMR is summarized in § [T} in
this section, we recall the threat model, interfaces, and the
paradigm for existing solutions.

Threat model. We assume a computationally-bounded ad-
versary that can read all public information, including all
board messages, all public keys, and all communication be-
tween the detector and the recipient. It can also generate new
messages and post them on the board, as well as honestly
new clue keys and induce other parties to generate messages
addressed to those keys. For soundness and completeness,
we require the detectors, senders, and recipients to be honest
but curious; they may collude by sharing information (defer
the discussion on correctness/integrity against malicious de-
tectors to the full version). In regard to privacy, we let all
parties in the systems be malicious and colluding, except for
the sender and recipient whose privacy is the protection target.

In [28]], the authors have also discussed a DoS threat model.
In short, it allows the senders and recipients to behave arbi-
trarily while ensuring that correctness and soundness hold.
In [27], the authors propose a general way to make a non-DoS-
resistant OMR secure in this DoS threat model, which also
applies to our construction (with moderate overhead, roughly
20% — 30%). Therefore, similar to [26], we focus on the stan-
dard model, which is sufficient to achieve the DoS-resistant
OMR using techniques in [27].

Definition. OMR has the following PPT algorithms:

* pp + Gen Param(lk,sp,sn): takes a security parameter A,
a false positive rate €, a false negative rate €, (see our full
version for terms), and outputs a public parameter pp.

* (sk,pk = (pkgjyer PKetect)) < KeyGen(pp) : takes the pub-
lic parameter pp; outputs a secret key sk and a public key pk
consisting of a clue key pk, . and a detection key pk.;.c;-

* ¢ <+ GenClue(pp, pk,,e;x) : takes the public parameter pp,
a clue key pk,., and a payload x € P where P := {0,1}"
for some P > 0; outputs aclue c € C.

¢ M « Retrieve(pp, BB, pkyeiect k) : takes public parameter
pp, a bulletin board BB = {(x;,c1),...,(xp,cp)} for size
D, a detection key pk,..;» and a bound k on the number of
pertinent messages to that recipient; outputs digest M.

* PL < Decode(pp,M,sk) : takes the public parameter pp,
the digest M and the secret key sk; outputs either a de-
coded payload list PL € P* or an overflow indication
PL = overflow.

Formal OMR definition also includes completeness, sound-
ness, privacy, and compactness. Since our scheme focuses on
concrete realization and efficiency improvement, we defer the
formal definition to the full version.



Prior FHE-based OMR Constructions. We now briefly

recap existing constructions of OMR using the model outlined

in above. All existing single-server OMR schemes [[26128}30]]
follow this paradigm (also visualized in Fig.[I):

1. KeyGen: The recipient generates a key pair
(PKE.pk,PKE.sk) using a lattice-based PKE scheme
PKE, and sets its clue key as pk,, := PKE.pk. It also
generates an FHE key pair (FHE.pk,FHE.sk) using
some FHE scheme FHE, and sets its detection key as
PKgerect := (FHE.pk, FHE.Enc(PKE.sk)).

2. GenClue: The sender uses pk,,,. = PKE.pk to encrypt a
vector of £ ones: v:= (1,1,...,1) € {0,1}*. It computes
the clue ciphertext as ct <— PKE.Enc(pk,., V). At a high
level, this ciphertext decrypts to v under PKE.sk if the
message is pertinent to the recipient, and to some V' €
{0,1}, where v/ # v, with overwhelming probability if it
is not. This is because an honestly generated secret key not
matching pk, . will fail to correctly decrypt the ciphertext.
In other words, this ciphertext serves to indicate whether
the message is intended for the recipient: the recipient
could decrypt each clue and compare the result with v to
determine pertinency.

3. Retrieve: The goal of this phase is to let the detector check
message pertinency on behalf of the recipient. This step is
the primary efficiency bottleneck and our main focus:

(a) The detector uses pkyg t0 homomorphically de-
crypt each clue ciphertext ct;, producing decRes; =
FHE.Enc(v}).

(b) It then homomorphically tests whether v, = v, out-
putting PV[i] = FHE.Enc(1) if so, and FHE.Enc(0)
otherwise. The resulting vector PV of length D
(called the pertinency vector) indicates which mes-
sages are relevant to this recipient.

(c) Finally, using PV and the payloads from the database
BB, the detector homomorphically generates a digest
M (encrypted under FHE.sk), such that only the pay-
loads of BB[i] with PV[i] = FHE.Enc(1) are included
(and encoded). This is done through homomorphic
encoding, which we describe in detail later.

4. Decode: In this final step, the recipient simply decrypts M
using FHE.sk to recover the relevant payloads.

5 Our Construction, InstantOMR

We now dive directly into InstantOMR and expand the high-
level summary explained in § [2] (parameters summarized in
Table[7)as reference).

5.1 Setup

We start with the setup. In particular, we discuss the keys
generated by the recipient and specify the public parameters.
Secret key generation. As mentioned in the technical
overview § [2] InstantOMR employs a two-layer bootstrap-

ping framework, where each layer employs different parame-
ters to perform different functions. The TFHE scheme, which
utilizes both LWE and RLWE simultaneously (see § [3.1.1),
typically requires an LWE secret key and an RLWE secret key.
Thus, during the setup, we generate four keys, an LWE secret
key and an RLWE secret key per layer.

The recipient executes KeyGen with the PKE parameter
pp, generating a secret key sk and a public key pk. The secret
key sk comprises the LWE secret keys s1 € Z™ and s, € Z™,
along with the RLWE secret keys z; € R /(XM +1) and 25 €
R /(XM +1), used to generate the public keys belowﬂ

Clue key generation. The public key pk includes a clue key
Pk, and a detection key pk;o.r» Where pk . is used by the
sender, and pk . is used by the detector.

We start with the clue key pk . For better performance,
similar to [30], pk,,. is a RLWE public key generated by
treating the LWE secret key s; in R, as shown in Alg[]

clue

Algorithm 1 Generate Clue Key GenClueKey

Input: secret key 51 € Z™" (viewed as 51 € Ry, 1)
Input: parameters (11,q1,0) € pp
Output: clue key pk_,.

1: Sample a <— K, », randomly

2: Sample e € Ry, ,, according to A(0,6%)

3: return pk = (a,b =as; +e) € (Ry, n,, Rgy1.ny)

Detection key generation. The detection key pkyqi.. is
slightly more involved. It comprises two bootstrapping keys
for our two-layers of bootstrapping. In addition, it includes
one key-switching key for the first layer and one trace key
for the second layer. The goal of the key-switching key and
trace key will become clearer as we proceed, but in summary,
they are used to improve our concrete efficiency. These keys
enable the detector to perform retrieval operations on behalf
of the recipient and to generate a digest composed of mes-
sages pertinent to the recipient. The detection key generation
algorithm is detailed in Alg

Algorithm 2 Generate Detection Key GenDetectKey

Input: public parameters pp

Input: secretkey s; € Z", 55 € 2,71 € R /(XN +1),20 €
R/(X™ +1)

Output: detection key pkyqioct

BSK; < TFHE.GenBootKey(s1, z1)

KSK¢, s, < FHE.GenKeySwitchingKey(zi, s2)

BSK; <+ TFHE.GenBootKey(s2, z2)

TraceKey «+— FHE.GenTraceKey(z2)

Let pkyopec: = (BSK1, KSKy, ss,, BSK3, TraceKey)

return pk > See § for details about each key

A A T o

detect

80nce the public key has been generated, the recipient need only retain
22 € R /(XM +1) to decode the digest for StepE]



When the recipient needs to retrieve the messages ad-
dressed to them on the board, they first transmit the detection
key to the detector. Looking ahead, as we will discuss in §[5.2]
the detector performs a series of homomorphic operations
with the detection key to generate a digest of the pertinent
messages, which is then sent back to the recipient. Upon re-
ceiving the digest, the recipient can decode it and get the
payloads of the pertinent messages.

The complete InstantOMR.KeyGen protocol, encompass-
ing the generation of secret keys, clue keys, and detection
keys, is detailed in line [d]of Alg|[8]

Now that the algorithms for generating all necessary keys
have been introduced, we will proceed to explain how the
sender utilizes the clue key to generate clues for their mes-
sages, and how the detector employs the detect key to assist
the recipient in retrieving their pertinent messages.

Clue generation. Now we discuss the sender’s clue gener-
ation after obtaining pk_,. from the intended recipient. At a
high-level, similar to [30], instead of using ¢ LWE ciphertexts
each encrypting a single 1 (as described in § | for simplicity),
we use RLWE to encrypt £ 1’s in a single RLWE ciphertext to
reduce the clue size. We formalize this process in Alg

Algorithm 3 Generate Clue GenClue
Input: clue key pk . = (a,0) € (Ry, s Ry my)
Input: number of encrypted bits per clue ¢ € pp
Output: clue RLWES'/ (Y2 Xi) = (d, b") with the
length of " is ¢
1: Sample r <— K, ,, with binary coefficients randomly
2: Sample eg,e1 € Ry, », according to A((0,02%,)
3: Let (d/, b)) = (ra+e0, rb+e; + %():f;ol X’)) > Take
only the first £ coefficients of &'.
4 Letd =Y bix
5: return (a’, b")

5.2 Retrieval Algorithms Run by the Detector

As mentioned in the § [2] InstantOMR performs the “first-
layer bootstrapping” (Step[3ain § f) for “homomorphic de-
cryption” and the “second-layer bootstrapping” for “homo-
morphic checking” (Step[3b]in § A). Then, it performs “homo-
morphic encoding” via standard RLWE operations to leverage
the power of SIMD.

5.2.1 The First-layer Bootstrapping

The focus now shifts to the first-layer bootstrapping, which
is used to “homomorphically decrypt” the clue string. In
§ 0.1} we see that the sender generates a ciphertext ct =
RLWE(m(X) = Zf;& X%) which encrypts ¢ 1’s as clue string
(since the clue only contains the first £ coefficients of the ring
element b"). The detector performs FHE.Extract(ct, i);c(o,)

(recalled in §[3.1.1)) to get ¢ LWE ciphertexts co, ...,c/—; en-
crypt 1. Then we execute the “first-layer bootstrapping” on
every LWE ciphertext respectively.

The TFHE homomorphic encryption scheme supports func-
tional bootstrapping (see § [3.1.I). Recall that the cipher-
texts co,...,c¢—1 extracted from the clue ciphertext, all of
which decrypt to 1 for pertinent messages, and decrypt to
[0,2,..., p1 — 1] for impertinent messages. Thus, ideally, the
following function distinguishes pertinent and impertinent
1 ifx=1
0 ifx=0o0rxe2,pi)

Intuitively, all the pertinent messages, after bootstrapping
using this function, have the corresponding output ciphertexts
all encrypting 1’s, while all the impertinent messages have ci-
phertexts encrypting all 0’s. This then allows us to distinguish
these two kinds of messages. However, this function can-
not be straightforwardly implemented: as recalled in § 3.1.1]
the functions that can be executed in TFHE’s functional boot-
strapping must satisfy the condition: f(m+ p;/2) =—f (m)ﬂ
If we desire the output to be LWE(1) when the input is
LWE(1), the function actually being executed is as follows:

1 ifx=1
fX)=< -1 ifx=1+p1/2.
0 otherwise

Then, if the message is pertinent to the recipient, the output
of line[s| Alg|should yield ¢ ciphertexts in LWEL/2! (1).
Conversely, if the message is impertinent, the ciphertexts
co,---,c¢—1 are encrypted under another recipient’s public
clue key. Then co, . ..,c¢—1 are computationally indistinguish-
able from random ciphertexts (i.e., uniform over &, X Z{; s
which can thus be seen as a ciphertext encrypting a random
value in Z,, . Therefore, the output of the bootstrapping will

be LWE£2/?! (1) with probability -1, LWEZ*/®! (—1) with

probability pl—l, and LWE;?/ 21(0) with probability 1 — p%.
Next, as 1ntuitively explained in § 2| we aggregate all ¢

ciphertexts. For a pertinent message, this results in a cipher-

messages: f (x) =

text of LWEZZ/ = (¢). For an impertinent message, we obtain
a ciphertext of LWEZZ/ o (r), where —¢ < r < ¢ — 1, with
probability 1 — (p%)f’ or a ciphertext of LWEZZ/ 21 () with
probability (pil)[ . By selecting appropriate values for p; and

L, (p—ll)Z can be made negligible.

The last step in Alg 4| transforms the resulting ciphertext to
use the secret key s, and modulus ¢, instead. The reduced di-
mension of s, is to accelerate the second-layer bootstrapping.

5.2.2 The Second-layer Bootstrapping

Now, we obtain LWEfZZ/ 2(¢) for the pertinent message with
overwhelming probability, but only negligible probability for

9We defer the discussion on full-domain functional bootstrapping to the
full version.



Algorithm 4 FirstLayerBoot

Algorithm 5 SecondLayerBoot

Input: clue: ct = (a, b) where b’s dimension is £
Input: BSK/|,KSK; 5, € PKyetect
Input: p, > 4/ being a power-of-2
Output: LWE?ZZ/ 2(p) for

LWEfZZ/ % (r)re[—¢, i1 for impertinent message
t — LWE2/91(0)

pertinent message,

1: > A trivial encryption of 0
2: fori=0tof/—1do

3: ¢; = FHE.Extract(ct, i)

4 1« TFHE.Boot(c;, f, BSK;) > RLWE?/!
5.t/ « FHE.Extract(t;, 0) > LWE?Y/ 9!
R R

7. t < FHE.KS(t, KSK_, ) > LWER/ @'
8 return FHE.MSy, _,, () > LWE?;/QZ

the impertinent message. Subsequently, we need to perform a
“homomorphic checking” to determine whether the ciphertext
encrypts £ as mentioned in § 2] To avoid the constraints im-
posed by the negacyclic function, the plaintext modulus p;
must satisfy the condition p, /2 > 2/.

We use the following function to bootstrap this ciphertext
1 ifx="/¢

ifx=~0+p2/2.

0 otherwise

(again, negacyclic): g (x) = ¢ —1

It’s easy to see that py —€ = pa/2+ p2/2—L£ > p2/2+ L.
Hence, the input ciphertext encrypts the message x € [—¢,(] =
[p2—£,p2)U0,¢] is not in {¢ + p»/2}, which means that the
functional bootstrapping over g would never output Enc(—1).

After this bootstrapping procedure, we obtain a ciphertext
RLWEff/ 2 (1 (x) = mo + Z?Zfl r;:X") whose constant-term
mg represents whether the message is pertinent to the recip-
ient while r;’s are irrelevant values. To further compute, we
need to obtain RLWEff/ 2 (1my) (i.e., the constant polyno-
mial, zeroing out all the other coefficients), allowing better
performance in the homomorphic encoding step as discussed

in § 2] (and detailed §[5.2.3).

The classic approach in [|16, Section 6.2] achieves what
we need with a large sized key and more ring multipli-
cations. To minimize key size and runtime, we employ
the FHE.HomTrace function, which uses only (log N2)%gr0
RLWE ciphertexts as TraceKey. This greatly reduced the size
of the key. Let the output of the TFHE.Boot be RLWE (m +

YV 'miX7). As discussed in § 3.1.2) FHE.HomTrace will
then yield RLWE (m), where m equals either O or 1, 1 for the
pertinent message and O for the impertinent message. In the

Alg[5] we show our second layer of bootstrapping.

Input: First-layer result: ¢ = LWEfZZ/ 2 (r)rel—e.
Input: BSK;,TraceKey € pkygiect
Output: RLWE?/% (1) for
RLWEL; /@2 (0) for impertinent message

I: 1 + TFHE.Boot(c, g, BSK»)

2: ' + FHE.HomTrace(t, TraceKey)
3: return ¢/

pertinent  message,

> RLWEZ/©
> RLWEZY/ 2

5.2.3 Encode the pertinent message indices

After performing “homomorphic decryption” and “homomor-
phic checking” on clue string of each message on the board,
the detector subsequently performs “homomorphic encod-
ing” (Step 3c]in § ) to generate a digest, which includes
encoded pertinent indices and encoded pertinent payloads. In
this section, we will elaborate on how to encode the pertinent
message indices for the recipient.

In contrast to single-message LWE encryption, RLWE en-
ables multiplications in a SIMD manner (see §[3.1.3) when
we encrypt a constant polynomial. This is why we output an
RLWE ciphertext encrypting a constant polynomial in Alg

For D messages, let the output ciphertexts of the two-
layer bootstrapping be PV := (cto, ..., ctp_1 ) which indicates
whether the D payloads PLD := (pld,...,pldp_;) are per-
tinent. Recall that each ct; has plaintext modulus p3 (e.g.,
ct; = RLWE(m") where m\) € {0,1} C R,,).

As discussed in §@ to encode the pertinent indices, we ini-
tialize many buckets consisting of the so-called accumulators
and counters, and then randomly assign each message to one
of these buckets. Now we discuss how we encode them using
coefficients and how the random assignment works.

First, we decompose each message index & (k € [0,D)) into
its base-ps3 digits: k = Zf;ol ki - p3', where d is the smallest
integer satisfying p3¢ > D. For each index k, we construct a
corresponding polynomial: Poly(k) = ko +k; - X +---+kg—1 -
X%1+1-X9, where the final term, 1, acts as a counter]'V|

In total, we initialize N, buckets (N, choice discussed in
§[5.4.2). We call these N, buckets a segment. Each segment
takes (d + 1) - Ny coefficients to encode. WLOG, assume
(d+1)-Ns < Ny, the number of coefficients available per
ciphertext (otherwise, simply extend to use more ciphertexts).

Next, for the k-th message, we generate a random shift 7 en-
suring ry < N;. We then multiply the polynomial by X (d+1)m
producing: Shifted (k) = ko- X417k 4y - X @+ D)7t g
kg_y - Xt netd=1 4 1. x(d+1)n+d  Thig means that the k-
th index is rotated to the r;-th bucket.

For encryption, we multiply Shifted(k) by the ciphertext
cty. If the message is pertinent, this results in:

10Following prior works, we assume the total number of pertinent messages
k < p3, which is true for the parameter choices in prior works [26}[28./30].



ko .X(dJrl)-rk +k .X(d+1)'rk+1 4o
tkg_q - X @D nkd=1 | x(d+1)ntd
wise, the output is simply RLWE(0).

Aggregating all resulting RLWE ciphertexts, we obtain:

RLWE ( ) . Other-

+ag _X(aurl)'ra +a .X(dJrl)-raJrl +...
+ay .X(d+1)-ra+dfl +ay .X(d+1)-ra+d
+...

Here shows the r,-th bucket with coefficients ag to a,.

e If a; = 0 (the bucket counter is 0), this indicates that no
index was added to positions ag through a,_.

e If a; = 1, this signifies that exactly one unique index was
accumulated across ag to az_i.

* If a; > 2, multiple indices collide in this bucket, in which
case we discard this bucket and check subsequent buckets.
The original index a (detected as pertinent) can be recov-

ered via: a < Y a;- p3' (ifag=1).

Due to possible collision, the detector needs to repeat the
aforementioned steps multiple times independently for the
recipients to recover all indices. The number of repetitions is
denoted by {yqy (see §[5.4.2]for how 4,4y is determined).

The aforementioned process describes the method of en-
coding a single pertinent indices vector using RLWE. In prac-
tice, we can partition the polynomial space into multiple
segments, each of which encodes a group of buckets, since
(d+ 1)Ng < N, (which is indeed the case for parameters in
§[6). The algorithm of index encoding is presented in Alg[6]

RLWE

Algorithm 6 EncodePertinentIndices

Input: Homomorphic  checking  result: PV =
(cto,...,ctp_1) € RLWEZY % (0 or 1)
Input: Segment count £
Input: Buckets count per segment Nj, satisfying (d 4 1) - N -
{s < Ny (otherwise, view o > 1 ciphertexts as a single
ciphertext and have (d + 1) - Ny - {5 < - N2)
Input: Round bound £,
Output: Encoded pertinent indices res
1: for j =110 [€a/¥s] do
2. Acc+ RLWEfj/ 92(0) > A trivial encryption of 0
3 fork=0toD—1do
4 Parse k=Y ki - p3'
5 Poly(k) = ko +ky - X+ +kg - X1 +1.Xx9
6: Vi € [0, ¢), sample r; randomly such that r; < N
7 Shifted (k) = Y. " Poly(k) - X (4+1)-(iNstri)
8: Acc+ = ConstMul(cty, Shifted(k))> See § 3.1.3]
9: Push Acc into res (empty before the loop)

10: return res

5.2.4 Encode the pertinent message payloads

With previous step, the recipient can recover all pertinent
messages’ indices. Now, we will discuss encoding payloads.

Recall that k is the (expected) bound on the number of
pertinent messages, and let m > k (see § for m). We
generate a weight matrix W € Z%XD with a random seed.

Subsequently, we decompose each payload into digits with
p3 as the basis, to+1t - p3+12 p32 + ---. This is encoded
into a polynomial pld; =ty +1¢; - X +12 X4 € Rps N, - We
obtain a column vector PLD = [pldy,---,pldp_i] € R, y,
encoding all payloads.

We then compute the weighted payload:

Wo.0 Wo.1 S Wop-1
Wp = . . . : ] ®PLD
Win-1,0 Wm—1,1 Wm—1,D-1
|: wo,0 - pldg wo,1 - pld; wo,p—1-pldp_, ]
Win-10-Pldg W11 -pld; Wm—1.0-1-Pldp_;
E (%3"N2 )”lXD

Next, we multiply Wp and PV := (ct, . ..,ctp_; ) obtained
from Alg[5] yielding the encoded pertinent message payloads,
denoted as Cp € RLWE™ (a column vector of m RLWE’s).

[ wpo,o wpo1  ctt Wwpop-1

Cp= : : : -PV
LWPm—-1,0 WPm—1,1 WPm—1,D-1

[ Y2, RLWE.ConstMul(ct;, wpo,;)

= : € RLWE™
_):?:’01 RLWE.ConstMul(ct;, wpy,—1.;)

The seed and Cp are then both sent to the recipient. Recall
that the recipient has already ascertained which indices are
pertinent. With k (k < k) such relevant messages, the recipient
removes all columns from matrix W (recoverable by a random
seed) that do not correspond to these indices, resulting in
a new weight matrix W' € Z;,”;k . It now suffices to solve
the system of equations W’ - x = FHE.Dec(Cp) to obtain x,
thereby retrieving the payloads of the messages on the board
that are pertinent to the recipient. A formal description of
payload encoding is given in Alg

Algorithm 7 EncodePertinentPayloads

Input: Homomorphic  checking  result: PV =
(cto,...,ctp_1) € RLWEZ/22(0 or 1)
Input: Payloads list PLD = [pldy, pld;,---,pldp_;] € Kp'?_er
Input: Parameter (p3, m) € pp
Output: seed and payloads combinations Cp
1: Sample a seed and a weight matrix W € Z"*P with seed
2: Construct diagonal matrix diag(PLD) from PLD, where
diag(PLD)[i,i] = PLDi].
3: Wp < W-diag(PLD) € (Rp, n,)™P
4: Cp < Wp-PV € RLWE"
5. return (seed, Cp)




5.3 Our Full Construction
The full construction of InstantOMR is shown in Alg

Theorem 5.1. Ler A > 0,D > 0,1 > &,,&, > 0,k < p3, Algl§
is an Oblivious Message Retrieval scheme, assuming the hard-
ness of RLWE assumption (with circular security).

Proof. Completeness: A pertinent message is successfully

retrieved if

1. The clue RLWE ciphertext decrypts correctly using TFHE
bootstrapping.

2. The second layer of bootstrapping correctly maps all perti-

nent clues to 1 and the rest to 0.

3. The homomorphic encoding is done correctly without er-

TOr.

4. No accumulator counter overflow.

5. The pertinent indices are retrieved correctly via decoding,
given no counter overflow.

6. All the linear combinations are linearly independent.

The first condition is guaranteed by condition 5 in §[5.4.2]
except for false negative rate €,. For the second and the third
conditions, we need that TFHE and the following RLWE ho-
momorphic operations are done currently, which happens
unless the noise overflow, which happens with negligible
probability, given the noise analysis in § [5.4] as also guar-
anteed by condition 2 in § The fourth condition is
guaranteed by k < ps. The fifth condition is guaranteed by
-1, (1— (Niy)é’"wf) = negl(A). The sixth condition is guar-
anteed by [T/ ;. (1—1/p3') =1 —negl(X). The last two
are set in §

Soundness: Soundness follows directly from (1) the cor-
rectness (as guaranteed by condition 2 in § [5.4.2) of TFHE
bootstrapping, and (2) 1/p < €, (as guaranteed by condition
4in §[5.4.2).

Privacy: We argue privacy via a hybrid argument.

* Hyb, : our construction.

* Hyb, : BSK{,BSK; (Alg[2) are replaced with random ring
elements in ring Ry, o, and Ry, g, respectively.

* Hyb, : pkge (Alg is replaced with two uniformly random

Ry, n, elements.

* Hyb; : clue ¢ = (d,b") (Alg[3) is replaced with a uniformly
random &, ,, element and a uniformly random Zﬁ , vector.
It is easy to see that Hybj is trivially secure because the clue
does not include any information about the recipient. Hyb,
and Hyb; are indistinguishable by the RLWE assumption,
since the clue is simply a (truncated) RLWE sample given that
the clue keys are two uniformly random &, elements. Hyb,
and Hyb; are indistinguishable by the RLWE assumption,
since the clue is exactly an RLWE sample. Lastly, Hyb, and
Hyb, are indistinguishable by the security guarantee of TFHE
(which is guaranteed by RLWE with circular security [16]).

Compactness: As shown in § the noise growth is O(D),
and thus the digest size is only Iinear in log(D). Therefore,
the digest size for a single pertinent message is payload size

times N (the ring dimension, which is polynomial in A the
security parameter) times ciphertext modulus Q plus index
size times N times Q. Then, for k pertinent messages, there
are at most 0(k+ € - D) messages, and by [28]], the encoding
blowup is poly(k+ €, - D,A). Thus, in total, for k messages,
the digest size is poly(A, (k+¢€p - D,log(D))).

O

Algorithm 8 InstantOMR: Oblivious Message Retrieval

1: procedure InstantOMR.GenParam(1%, €p, €n)

2 Choose pp according to strategy in §[5.4.7]

3: return pp

4: procedure InstantOMR.KeyGen(pp)

5: Sample LWE secret key s1 € Z™ and s, € Z™ accord-
ing to pp

6: Sample RLWE secretkey z1 € R /(XM +1) and 25 €
R /(XM 4-1) according to pp

7: ke < GenClueKey(pp, s1) > Algll]

: PKgetect < GenDetectKey(pp, s1, 82, 21, 22) > Alg[]
return (Sk =2, pk = (pkclue’ pkdetect))
10: procedure InstantOMR.GenClue(pp, pk
11: return GenClue(pp, pk_,.)

clue)

I>A1g

12: procedure InstantOMR.Retrieve(pp, BB, pkyetects )
13: Parse BB = {(pldy, cto), - ,(pldp_1, ctp—1)}

14: Let payloads list PLD = {pld,---, pldp_; }

15: PV =]

16: fori=0toD—1do

17: ct; +— FirstLayerBoot(pp, cti, pKyereer) > AlgH]

18: ct/ - SecondLayerBoot(ct], pkyepecr) > Alg

19: Push ct! into PV

20: digestindices < EncodePertinentIndices(PV, pp) ©
Alg[g

21: (seed, digestpayloads) —
EncodePertinentPayloads(PV, PLD, pp) > Alg[7]

22: return digest = (seed, digestindices, digeStpayioads)

23: procedure InstantOMR.Decode(digest, sk = z)

24: Generate W € ZZ’;D with seed

25: Decode FHE.Dec(zz, digestindices), to obtain the k
pertinent indices

26:  Extract W' € Z"*¥ from W € Z7*P with k pertinent
indices columns

27: Solve  the  equations of W - x =
FHE.Dec(z2, digestpayioads)
28: return x or if any of the step fail, return overflow

5.4 Parameter Analysis

There remains to discuss the parameter analysis, including
noise analysis and the choice of parameters for encoding.



5.4.1 FHE Noise Analysis

We start with the former. We need to make sure that the
noise budget is enough to complete the entire FHE circuit
evaluation. This differs greatly from prior works since they
use BFV, which can be more easily (heuristically) bounded
using the multiplicative depth. When using TFHE, we need
to bound the noise more carefully, as follows. The proof
for why the following noise analysis holds is deferred to the
full version for space reasons, and since the analysis follows
[17,41].

The noise of the clues. Let the noise variance of the clue key
pkej,e be 6% The noise variance of the clues is (1 + 1)0?.

First layer bootstrapping. Let the input RLWE cipher-
text be parametrized by dimension n, plaintext modulus p,
ciphertext modulus ¢; and the binary secret key s;. Let the
bootstrapping key be parametrized by ring dimension Ny, ci-
phertext modulus Qg, ternary secret key z;, noise variance
Giskl’ gadget basis By and gadget length d; < LlogBI QIJ . Let
the key switching key be parameterized by dimension ny,
ciphertext modulus Q1, secret key s;, noise variance G,%s, gad-
get basis By, and gadget length dj, < LlogBkv Q1J. Then the

clue

noise variance of the output ciphertext of the first-layer boot-

2
ot = &(f .62, + 62 ) + 62, where the key

strapping is

2
. . . 2 . By, +2 o .
switching noise Gy, is disN1 —§5— Oy, and the modulus switch-

2 . mt2 . 2 .
ms 18 —57-. The total noise 63, is shown below.

ing noise G

o) 2 2d,
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Second layer bootstrapping. Let the input LWE ci-
phertext be parametrized by dimension n;, plaintext mod-
ulus p;, ciphertext modulus ¢, and the binary secret key
s7. Let the bootstrapping key be parametrized by ring di-
mension N, ciphertext modulus Q», ternary secret key zo,
noise variance ©2,,, gadget basis B, and gadget length
dy < |logg, O2]. Let the trace key be parameterized by Na,
(0>, 72, noise variance Gik, gadget basis B, and gadget length

dax < LlogBak Q2J . Then the noise variance of the second layer

2

bootstrapping is 6,,,, = G}, + O7,. The 6, bears s1m1%ar1ty

to the Girl from the first layer, as illustrated below: o7, =
2
B212 0,2-B*? N N
2 2 2 2 2 naiNy n
dynaN2 ~g= G0 +12= 3 (1 + 7) +76" + 16, where
2

2
2 cati 2~ N1 2 2 BL4+2 5
o;, satisfy o;, < =.5—0,,, Where 6, = duN2~%5— 0.

Encode Pertinent Message Indices. Let the pertinent
vector PV output by the second layer bootstrapping(see Alg[5)
be parameterized by ring dimension N,, ciphertext mod-
ulus Q, secret key z,, noise variance 62,,,. Let the pay-
loads count be D. Let the “Encode Pertinent Message In-
dices” be parameterized by segment count /. Then the noise
variance of the encoded pertinent message indices vector is
D¢ ([log,, D] +1) p3*c,,».

Encode Pertinent Message Payloads. Let the perti-
nent vector PV output by the second layer bootstrapping(see

Alg 5) be parameterized by ring dimension N,, ciphertext
modulus Q,, secret key zp, noise variance 62,,,. Let the
payloads count be D and the payload size is 7i-bits. Let
the “Encode Pertinent Message Payloads” be parameterized
by combined payloads count per ciphertext ¢.,,,. Then the
noise variance of the encoded pertinent message payloads is

Dlemp [log(ﬁ)/log(pg)] p3263ut2'

5.4.2 Parameter-choosing Strategy

Now, we discuss how InstantOMR parameters are chosen.

Parameters for bootstrapping. We select the parameters
satisfying the following property: (1) security has A bits; (2)
the final noise does not exceed Q;/2p; except for negl(A)
probability (i.e., the noise does not exceed the noise bound
after all steps using the analysis above) and the noise bound
holds for each step (i.e., TFHE bootstrapping succeeds except
with negl(A) probability); (3) n,n2,Ni,N, are selected to
minimize the bootstrapping runtime; (4) 1/p;* < g, for false
positive rate €,; (5) the first level of bootstrapping maps a
pertinent LWE ciphertext to 1 with probability €, /¢ for false
negative rate €,. Concrete selection is shown in Table

Parameters for homomorphic encoding. Lastly, we briefly
discuss how we choose parameters for homomorphic en-
coding, specifically segment size N;, number of segments
Cmax (see §[5.2.3) and the number of linear combinations
m (see § |5.2.4). For indices, we require 1 — [T (1 —
(N%)KWW) = negl(X) ( [28, pp. 211). For payloads, we require
1, . (1—1/p3') = 1—negl(A) (28} pp. 25]) for p3 be-
ing a prime. The selection of ¢,,,,, Ny, and m must ensure
that the recipient can decode the digest with overwhelming
probability. We select the largest £, £, to minimize digest
size. Similarly, they are summarized in Table|[T]

5.5 Streaming Updates

As discussed in [28, Section 7.5], in practice, the applications
may prefer streaming updates. In the streaming setting, a
recipient uploads the detection key to the detector in advance
(before making any retrieval requests). The detector processes
messages on-the-fly as they arrive, and is ready to serve the
digest at low additional cost when the recipient shows up.

While this setting is already discussed in [28]], unfortu-
nately, all the existing BFV-based OMR constructions do not
fit in this setting well. Specifically, the existing OMR schemes
accumulate N messages before performing the homomorphic
retrieval process (for N being the ring dimension, either 32768
or 65536), since this maximizes their overall efficiency. How-
ever, if the recipient becomes online with only # < N messages
have accumulated, the detector then needs to perform the ho-
momorphic retrieval with these r messages. In this case, no
matter t = 1 or t = N — 1, the recipient needs to wait for a
long time (at least ~52 seconds as shown in § [6).



InstantOMR, on the other hand, avoids the latency induced
by large batches in this streaming setting, since it processes
exactly one message at a time. Thus, no message accumulates.
When the recipient comes online, the digest is ready since
all messages are processed. In some cases, during the very
second that the recipient is online, ' > 1 new messages arrive.
Recipient wait time is t' - T where T is the time InstantOMR
takes to process a single message. Concretely, for Bitcoin-
scale application, ¢’ < 7 [1]], and the maximum recipient wait
time is < 1 second for a single-core server, and < 100ms for
a t'-core server (see § E] for more details), compared to at
least ~52 seconds for prior works. Thus, our scheme is highly
preferable for streaming update setting[r]

For large D, a hybrid solution can be used (see §[6.2).

Remark 5.2. For all the discussion in §[5.3] we assume the
recipient also sends k (i.e., the expected number of pertinent
messages) in advance in addition to the detection key. Oth-
erwise, since the homomorphic encoding is dependent on
k, the digest generation in the streaming process cannot be
achieved (similar to all prior single-server OMR construc-
tions [26}28,30]).

As discussed in [28], this seems to be a reasonable assump-
tion that a client can estimate the upper bound on the number
of messages they receive (and this bound can be conservative,
only influencing the communication cost but not the compu-
tation cost).

6 Evaluation

6.1 Methodology

We implement the InstantOMR schemes with Primus-fhe
[36] library. Then we compare its performance against
PerfOMR and SophOMR, the state-of-the-art FHE-based
OMR constructions. Our focus lies in optimizing scenarios
where the total number of messages is relatively small (or
the detector processes incoming messages on-the-fly), aim-
ing to reduce the overall latency. We present comprehensive
benchmark data for our scheme.

For PerfOMR [30] and SophOMR [26]], we run their code
on our instance. Note that for these prior works, if the total
number of messages D is smaller than the ring dimension
N of the underlying BFV scheme, their range-check compo-
nent (i.e., Steps [3ajand [3bin § d)) remains the same as for N
messages, so we list range-check-time + D /N x (total-time —
range-check-time). Note that this is estimated to their favor,
since there are other components that remain the same as for
N messages, but sufficient to demonstrate our advantages.

Parameters. Table[I] presents a set of parameters chosen
according to § satisfying 128-bit security using the

For all the discussion above (including for prior works), we assume the
recipient also sends k in advance. See the full version for details on why and
what happens if not.

Parameters
Clue key ;’112 3(1)48 ginary g“ § g,(§293
First bootstrapping 1;’624 1Q3I4215681 :}Iemary 12'351 ZI ;bldé Is 5 } 552
Key switching UMBETHE) By 7 ?6 205957
Modulus switching %96
Second bootstrapping AR Termy oo } 57
HomTrace o eSS Temary P s
Encode pertinent indices ;"g’” IIV‘Z’O 2 s g
Encode pertinent payloads ’5"5 g"’"”

Table 1: Parameters for InstantOMR.

standard LWE-estimator [3]; and let k = k = 50, payload size
be 612 bytes, false negative probability be 273, and false
positive probability be 272° as the prior works [26428,30]. For
pertinent indices encoding, we partition the ring polynomial
with dimension N, into ¢; groups of buckets, every group
takes Ny buckets and every bucket takes d + 1 coefficients, and
Liax groups of buckets will be encoded for correctness. These
buckets can be encoded in [£,,c/¢s] RLWE ciphertexts. The
linear combination count (for pertinent payloads encoding)
is m, and we can encode /.,,;, combinations in one RLWE
ciphertext at the same time.

6.2 Benchmark

We benchmark InstantOMR scheme using Google Compute
Cloud “c3d-highcpu-360”, equipped with 180 cores and 708
GB of memoryE] We conducted comprehensive experiments
evaluating the runtime of the detector under varying thread
count and message count. For improved readability and ana-
Iytical clarity, we have selected and presented a representative
subset of the data in the following tables and figures. For
Table[2]and Figs.[3|and[4] we use D = 26 messages as [26]),
and for Fig.[2] we vary D, the total number of messages.

Table presents the runtime data of InstantOMR
(Primus-fhe), InstantOMR (TFHE-rs), PerfOMR and
SophOMR, where InstantOMR (TFHE-rs) is the estimated
runtime of InstantOMR if it were implemented using
TFHE-rs , which will be discussed in more detail in § [6.4] It
is easy to see that our implementation of InstantOMR has
a much better latency (~277x), but worse in terms of the
total runtime for a single core (~163x). This disadvantage
of throughput decreases with sufficient number of cores,
which we discuss in more detail in § [6.3] A prior work
Homerun [25]] focuses on two-server OMR, so we do not
directly compare to it in this section. See the full version for
a more detailed discussion.

Table 2] also shows the key size, clue size and digest size of
InstantOMR, PerfOMR and SophOMR. Compared to prior

12 InstantOMR requires only <3GB of memory even when processing
216 messages even with 180 cores.



Latency Detector Time

Recipient Time  Clue Key Size  Clue Size Detection Key Size  Digest Size

(ms) (ms/msg) (ms) (Bytes) (Bytes) (MB) (KB)
PerfOMR [30 88,742 7.34 12 2197 2191 171 567
SophOMR [26] (1 core) 76,065 1.68 14 2576 2570 114 263
SophOMR (180 cores) 52,846 1.38 14 2576 2570 114 263
InstantOMR (Primus-fhe, 180 cores) 274 1.69 201 720 714 113 825
InstantOMR (estimated TFHE-rs, 180 cores) 88 0.55 201 720 714 113 825
InstantOMR (Primus-fhe, 1 core) 274 274.51 201 720 714 113 825
InstantOMR (estimated TFHE-rs, 1 core) 88 88.39 201 720 714 113 825

Table 2: Performance of OMR Schemes (D = 2!6, k = 50). Latency is measured for one message. Detecttor time is ms-per-msg
(total-time/D) following PerfOMR [26]], the state-of-the-art OMR construction. , Latency is defeind to be the detector runtime
taken to process a single (new) message, which is equivalent to the runtime taken to run D = 1 message. Detector time, following
prior works [26,/30], is defined to be the total detector runtime divided by D messages, which is equivalently the inverse of
throughput. Recipient time is the recipient runtime for the digest generated from all these D messages and k pertinent messages.
We discuss multi-threading for prior works and our construction in § [6.3]

Total  First-layer Boot ~ Second-layer Boot Encode

(ms) (ms) (ms) (ms)

InstantOMR (Primus-fhe, 1 core) 274 164 110 0.127
InstantOMR (TFHE-rs, 1 core) 88 69 19 0.127

Table 3: Runtime/msg Breakdown for InstantOMR

works, we show smaller clue key and clue sizes, comparable
detection key size, and larger digest size. Note that in terms
of sizes, clue size could be considered as a practical concern
in some applications. For example, in Zcash Sapling protocol
[23]], a transaction itself is around 1.39 KB, and the clue sizes
in prior works are even larger than the transaction itself, thus
inefficient. Thus, InstantOMR has additional advantages for
schemes that have small payload sizes.

Fig. illustrates the detector time of InstantOMR,
PerfOMR and SophOMR across varying message payload
count and thread count.

Runtime breakdown. Lastly, we briefly discuss how our
detector runtime breaks down. The runtime breakdown for
detecting a single message in InstantOMR is presented in
Table[3] The “Total” column is the sum runtime of last three
columns. The “First-layer Boot” column represents the sum
of 7 times the values in the “First bootstrapping” column
of Table [] plus the FHE.KS time. The “Second-layer Boot”
column corresponds to the sum of the values in the “Second
bootstrapping” column of Table 4] and the FHE.HomTrace
time. It is evident that the most time-consuming operation is
the two-layers bootstrapping (taking > 99.85% of the total
runtime). The runtime of “Encode”, which generates the di-
gest, is very small compared to two-layers bootstrapping (only
< 0.15% of the total time). Thus, any future improvement on
functional bootstrapping (§ [3.1.1)) could significantly improve
our scheme as well.

6.3 Multithreading

Additionally, InstantOMR supports optimal multi-threading,
further improving detection efficiency—an advantage
unattainable in previous BFV-based schemes.

PerfOMR
10’ -e SophOMR, 1 core */*
e- SophOMR, 180 cores */
- InstantOMR (Primus-fhe), 1 core e
6 - InstantOMR (Primus-fhe), 180 cores ,,/
InstantOMR (estimated TFHE-rs), 1 core e
InstantOMR (estimated TFHE-rs), 180 cores /

10

1\

Detector Time (ms, log scale)

AR T SV SR A R R Ay

D, number of messages (log scale)

Figure 2: Benchmark of detector total runtime.

Parallelizability for prior works. Prior works do not benefit
much from multi-threading for the following two reasons:
(1) The OMR schemes in [26,[30] only naturally support
multi-threads when there are > N messages (for N being
the ring dimension, either 32768 or 65536), which means
that for smaller N, their runtime is close to that of running
N messages even for multi-threading. Under such a multi-
threading method, to fully utilize a machine with 180-cores
as ours, more than ten million messages are needed to be
processed at a time. (2) The BFV scheme [[13}22] itself does
not benefit much from multi-threading. In particular, the only
effective way known is to parallelize BFV operations over the
RNS limb, which is essentially the multiplicative depth (or
half of it for the parameters of [30]) [7]. However, the depth
is only < 20 even for the full circuit of [26,[30]. Furthermore,
when the homomorphic circuit proceeds, the depth becomes
smaller. Specifically, for [26]], about 1/2 of the runtime is over
ciphertexts with multiplicative depth 1 or 2. Thus, even for
180 cores, the most optimistic improvement one can hope for
is about 2-4x.

In fact, the implementation of SophOMR [26]] does support
multi-threading (since the library it builds on, OpenFHE [7|]
natively supports it). With the same machine, their runtime is
only < 1.5x faster in terms of latency and about 1.2x faster
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Figure 3: Benchmarked detector total time of InstantOMR,
with Primus-fhe

First bootstrapping (ms)  Second bootstrapping (ms)
Primus-the 22.83 106.07
TFHE-1s 9.82 15.18

Table 4: Bootstrapping Performance: Primus-the [36] vs
TFHE-rs [43]]

in terms of total runtime, which matches the intuition above.

Our throughput. With this in mind, Figs. 2]and [3]demon-
strate that by increasing the number of threads, InstantOMR
achieves significantly higher throughput. With 180 cores, our
implementation has similar throughput as [26] with the same
number of cores. If the server is strong enough (with D
cores), our total runtime can be as low as retrieving a single
messages, thus showing essentially optimal parallelizability.
The minor anomaly of 180 cores in Fig. 3|is due to that we
benchmark with D always being a power-of-two. Note that
multi-threading is only used to improve throughput not latency
of InstantOMR.

6.4 Estimation with TFHE-rs

InstantOMR using TFHE-rs. The TFHE-rs FHE library
[43] is generally faster than the Primus-fhe library we use in
our implementation, but TFHE-rs could not be directly used
since it is not amenable to our non-black-box TFHE usage
(see Rmk[6.2]for details). Nonetheless, we obtain estimates of
performance for our scheme if it were implemented using a
suitable extension of TFHE-rs, by the following methodology:
To replace Primus-fhe with TFHE-ts, the only difference is

n | q S| D1 Ock

LWE 630 | 2°2 | Binary | 23 | 3.05x 107
N | O 21 | Bi d Opskl
RLWE 1024 | 2°2 | Binary | 2/ 3] 2.98x10°®
s no| q S1 | Bis dis Ok
Keyswitching 36455 Binary | 22 8 [3.05x10°

Table 5: TFHE-rs parameters for the first bootstrapping.

n q2 §2 | P2 c

LWE 863 | 207 | Binary | 2° | 2.15x 100
N | O 2| B2 dy Opsk2
RLWE 2048 | 2 | Binary | 253 1]28x10 D
- m | ¢ 52 | Bys ds Oksk
Keyswitching | —g 3156 Binary | 23 5| 215x10°°

Table 6: TFHE-rs parameters for the second bootstrapping.

that we need to use TFHE-rs for our two layers of bootstrap-
ping (i.e., line 4] of Alg [ and line [T] of Alg [5). Thus, we
benchmark TFHE-rs with parameters (Tables[5|and [f]) similar
to the parameters (see Rmk below) we use for our two
layers of bootstrapping. Given the parameter ¢ = 7 (i.e., the
number of bootstrapping calls for the first layer), when using
TFHE-rs, we obtain the speed difference for the two layers
of bootstrapping is % ~ 3.17 (see also Table
for how this calculation is obtained). Consequently, using
TFHE-rs, we estimate that our scheme can earn > 3x speed
up (since these two layers take > 99.85% of total runtime as
shown in Table[3).

Remark 6.1. Table[5)and Table[6|present the parameters used
to estimate the bootstrapping of TFHE-rs scheme. These two
parameter sets are used in the TFHE-rs library. The parameter
N; (where i € {1,2}) corresponds to those in Table while
n; (where i € {1,2}) is larger than the respective parameter
specified in Table[I] Additionally, the benchmark results for
TFHE-rs in Table 4] comprises both bootstrapping and key-
switching times, whereas those for Primus-fhe doesn’t contain
key-switching times.

Even under these two adverse conditions ((1) larger n; and
(2) TFHE-rs’ benchmark result contains key-switching times),
TFHE-rs still outperforms Primus-fhe by this factor. Thus,
we believe that it is safe to conclude that when implemented
using TFHE-rs, InstantOMR can at least be 3 x faster than
the current implementation.

Remark 6.2. We use Primus-fhe [36] instead of TFHE-rs
[43] since Primus-fhe is easier to modify for our non-black-
box TFHE usage. TFHE-rs is very suitable for black-box use
by application developers, and has better efficiency optimiza-
tions, but is not amenable to the requisite structural changes,
such as having input vs. output ciphertexts with different pa-
rameters, including secret key dimension, ciphertext modulus,
and plaintext modulus.

Performance. As shown in Table[2]and Fig.[2] with this esti-
mation using TFHE-rs, InstantOMR has even smaller latency
(~865x compared to single-core SophOMR and ~600x
compared to 180-core SophOMR). Our throughput is also
improved, now ~53x smaller than SophOMR with single-
thread, but ~2.5x larger than SophOMR when 180 cores
are used. We also show in Fig. [ on how InstantOMR with
TFHE-rs estimation scales with the number of cores.
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Figure 4: Estimated detector total time of InstantOMR with
TFHE-rs

Remark 6.3. While not a fair comparison due to different
environment settings, we briefly compare with [25]] in terms
of concrete efficiency for completeness (where the numbers
are directly taken from the paper since they have a similar
instance setup). Specifically, for 2! messages, their runtime
per message is ~ 0.01ms per message online time, including
~580MB of server-to-server communication (numbers taken
from [[19]). This is indeed orders of magnitude more efficient
than our construction and also a lot faster than the existing
state-of-the-art single-server OMR SophOMR. However, this
is achieved under two non-colluding and semi-honest servers
(where semi-honesty is required even for privacy, not only
correctness). A very recent, concurrent and independent work
[19] improves it to have security against malicious servers,
but the runtime becomes similar to SophOMR (about 2-3 x
after), while still assuming two non-colluding servers.

6.5 Applications and Trade-offs

Latency and small D. InstantOMR demonstrates signifi-
cantly lower latency, achieving orders of magnitude improve-
ment over prior works [26L[30]. Specifically, for a single mes-
sage, the latency of our scheme can be around 864 times
smaller than using [26], the fastest existing single-server OMR
scheme, and roughly 1008 times smaller than using [30], the
existing single-server OMR with the smallest latency, if im-
plemented using TFHE-rs.

Additionally, our scheme shines when the number of mes-
sages to-be-processed is small: This can be either that the
recipient checks its inbox regularly, so a small amount of
messages accumulates, or in the streaming setting (see be-
low). With a single-thread, Fig. 2] shows that InstantOMR
(implemented with Primus-the) outperforms PerfOMR and
SophOMR for message counts below ~256 in terms of
both latency and runtime. When implemented with TFHE-rs,
InstantOMR maintains superior performance for message
counts below ~900 (again, single thread; multi-threading dis-
cussed below).

Large D. For a large (e.g., D > 900 - ¢ for ¢ cores) number
of accumulated messages, directly using InstantOMR is less
efficient. However, instead, SophOMR [26]] and InstantOMR

can be used in a hybrid way. Specifically, SophOMR can
process these accumulated messages, an InstantOMR can
process the new incoming messages. This guarantees both
throughput efficiency and low-latency in real-time retrievals.
Furthermore, since the two schemes both use the RLWE-
based constructions, the digest provided by the two construc-
tions can potentially be merged. Of course, this may require
additional techniques such as ring-switching. We leave it for
future work to explore such use in more detail.

Streaming setting. In the streaming setting (§ [5.3)), if there
are t' messages arrives the second that the recipient is on-
line, the recipient’s wait time for InstantOMR is ¢ - 88 (for
TFHE-rs). Note that even for Bitcoin-scale applications, ¢’ <7
(8§ @ and thus the waiting time is at most &~ 600ms. Fur-
thermore, for a ¢'-core detector, the waiting time is as low as a
single message (i.e., 88ms). However, for [26,[30], the waiting
time in the streaming setting is at least around 76 seconds,
Thus, InstantOMR (using TFHE-rs) has a 123 x advantage
(or 864 x advantage for a t'-core detector) compared to prior
works. In general, even for a single-core detector, our scheme
outperforms both prior works for 7' < 900 as discussed above.
Another example application is Zcash [39]: in Zcash, if
a client remained offline on 11/07/2025, they would have
20,408 transactions to process when they reconnectE] In
prior constructions, these transactions can be processed only
after the client reconnects and issues a retrieval request (since
20,408 is smaller than the ring dimension), so the client would
wait roughly 2 minutes before receiving any messages. Us-
ing InstantOMR, the client can obtain the updates of these
messages essentially instantaneously (since the detector has
already processed all the arrived messages). Furthermore,
even if there are more than ring-dimension number of mes-
sages (e.g., on 11/13/2025, with 73,826 Zcash transactions),
a similar issue remains: a batch of 65,536 transactions can be
processed by SophOMR [26] in advance, However, to receive
the remaining 8290, the client still needs to wait for roughly
2 minutes. Again, such wait time can be eliminated by using
InstantOMR. As discussed above, one could potentially use
SophOMR to process the large batch and use InstantOMR to
process the rest.
Trade-off between the latency and throughput. In short,

InstantOMR offers a trade-off throughput with latency com-
pared to prior works [26]. As discussed above, InstantOMR
provides > 600 latency improvement (with estimated runtime
with TFHE-rs) compared to SophOMR and < 0.1 second of
waiting time for recipients who need real-time updates. On the
other hand, it also puts burden to the detector: it takes 88ms
to process a message instead of only 1.68ms as in SophOMR
(~53x slower). Additionally, with a super powerful server
(e.g., 180 cores), InstantOMR is preferred in most applica-
tions, since the throughput can be improved to be larger than

Bnttps://bitinfocharts.com/comparison/zcash-transactions.
html}
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SophOMR as well.
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Ethical Considerations

Ethics Summary.

Our work introduces InstantOMR, an oblivious message re-
trieval (OMR) scheme with optimal parallelizability and low
latency. In general, we believe that OMR does not introduce
additional risks, since it merely provides a more efficient
mechanism for outsourcing message retrieval. In principle,
the same retrieval task could always be performed locally by
the recipient, without relying on a detector or third party. Thus,
OMR does not provide stronger privacy guarantees than those
already present in privacy-preserving messaging systems, but
instead improves performance and usability.

It is important to note that, as with all privacy-preserving
communication tools, there exists the possibility of misuse
by adversaries who seek to hide their activities. However,
this risk stems from the general availability of anonymous
messaging, not from the existence of OMR specifically. The
improvements provided by our scheme are unlikely to cause
additional harm in nature: they make the system more prac-
tical for legitimate users but do not fundamentally change
the adversarial threat landscape (who is more likely to have
enough resources for messaging retrieval). For these reasons,
we believe that studying and publishing more efficient OMR
protocols raises no new ethical concerns.

Detailed Stakeholder-Based Ethics Analysis

Stakeholders. The primary stakeholders include: (1) re-
cipients of private messages who may benefit from efficient
retrieval mechanisms, (2) senders of private messages whose
privacy is indirectly preserved, (3) service providers that op-
erate private messaging systems, (4) the research community
that may build upon our proposed construction or work on
topics that could benefit from our techniques, and (5) society
at large, which benefits from secure and efficient communica-
tion technologies.

Impacts. Our contribution is the introduction of
InstantOMR, an Oblivious Message Retrieval (OMR) scheme
with low latency and optimal parallelizability. The core impact
is improved efficiency in private message retrieval systems.
Importantly, OMR does not expand the scope of privacy guar-
antees: it simply provides an efficient means to perform a task

that a recipient could otherwise execute locally. Thus, while
the work may improve system scalability and performance, it
does not alter the underlying security or privacy model.

Ethical Principles. We considered the Menlo Report prin-

ciples:

* Beneficence: The research benefits recipients and messag-
ing platforms by enabling faster and more resource-efficient
communication, without introducing new risks.

* Respect for Persons: No human subjects are directly in-
volved, and the scheme does not undermine user autonomy
or informed consent.

* Justice: The efficiency gains are broadly applicable and not
restricted to a privileged subset of users or providers. As
demonstrated in the Open Science section below, we will
open-source our code, so it will be publicly available to all.

¢ Respect for Law and Public Interest: The scheme does
not enable violations of law; it merely improves existing
cryptographic protocols. However, as noted, private mes-
saging apps may be misused by adversaries, but as argued,
such a risk is unlikely to be amplified by InstantOMR or
OMR in general.

Harms. We identify minimal risks. One hypothetical con-
cern is that privacy-preserving messaging systems, in general,
could be misused by malicious parties to conceal unlawful ac-
tivities. However, such risks are independent of the efficiency
of the OMR component. OMR itself does not expand the
adversarial capabilities—it only reduces computational and
communication overhead. However, note that such a reduc-
tion could potentially make an attacker’s malicious behaviors
cheaper in such a system. Specifically, in the case of our work,
it allows the attacker to use the anonymous messaging system
with streaming updates on a lightweight device (and outsource
the message retrieval process to a server). We would like to ad-
ditionally note that an adversary can already use anonymous
messaging systems with a more powerful machine, such that
they could process message retrieval without outsourcing.
No tangible harms (financial, psychological, or physical)
are introduced by our methodology or its publication, nor
violation of human rights, to the best of our knowledge.

Mitigations. Since OMR does not alter the threat model
of existing private messaging systems, no special mitigations
seem to be required for OMR particularly. However, it is cer-
tainly worth posing additional regulations to such anonymous
systems as it becomes more efficient and affordable as OMR
advances.

Decision. We proceeded with this research because it offers
clear technical benefits (efficiency and scalability for regular
lightweight clients) with minimal new ethical risks. Publica-
tion is justified because the societal benefits of disseminating
an efficient primitive outweigh the small risk (if any) that
efficiency gains might indirectly facilitate malicious use of
messaging systems.



Open Science

An anonymous repository is provided at [2]]. The repository
contains the full implementation of our system and enables
reviewers to reproduce the evaluation results in §[6] Following
the USENIX Security open-science requirements, the repos-
itory will remain accessible throughout the review period.
Upon acceptance, we will release a non-anonymized public
version and submit the artifact for evaluation of availability,
functionality, and reproducibility.
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Table 7: Parameter Table

Notation Meaning

D Message count on the board

k Pertinent messages count

k Upper bound of pertinent messages count
t,p.P1,P2,D3 Plaintext moduli

n,ny,ny LWE ciphertext dimension

N,N{,N» RLWE ciphertext dimension

9,91,92 LWE ciphertext moduli

0,01,02 RLWE ciphertext moduli

G,Gck,Obsk1,Obsk2,0ak  Noise standard deviation

By ,Byg,B2,Bax Gadget basis

dy dis,dr dyk Gadget length

l The count of ones in clue

d Number of coefficients per accumulator

Lnax Max repeat count of encoding indices

Ny Buckets count of one segment

m Matrix row count of encoding payloads

Lemp Combinations count encode in one ciphertext

t Number of messages accumulated in the streaming setting
4 Number of messages arrived the recipient is online

A Additional Related Works

Oblivious message retrieval. There are two additional
works in the OMR line of work [10]] and [[19,[25]].

[[10] provides an alternative way to achieve DoS-resistance
(alternative to [27]). However, unfortunately, as demonstrated
in [27], this scheme is only of theoretical interest. As noted
in § [27] is sufficient to allow InstantOMR to possess
DoS-resistance with only moderate overhead.

Homerun [25]] on the other hand provides an OMR con-
struction in two-communicating-but-non-colluding servers.

However, while Homerun provides an efficient OMR con-
struction, it (1) relies on a stronger environment assumption
than the focus of this paper, and (2) assumes both servers to be
semi-honest even for privacy, thus requiring an even stronger
assumption. It also introduces the concept of “deletion” for
OMR, which is out of the scope of this work. Thus, we only
compare it briefly in the full version for completeness. A very
recent work [19] introduces constructions to add malicious
efficiency and to improve its communication cost.

Fuzzy message detection. [37] introduces a post-quantum se-
cure FMD. However, similarly, it focuses on a weaker decoy-
based security guarantee.

Private signaling. As mentioned, PS [24,32] rely on Trusted
Execution Environments (TEEs). TEE-based approaches im-
pose significant environmental assumptions, as numerous
studies demonstrate their vulnerability to side-channel at-
tacks that compromise secrecy [40]. While the construction
in [24]] offers exceptional scalability—with runtime scaling
poly-logarithmically relative to message volume—we exclude
direct comparisons due to its reliance on this nonstandard set-
ting. Another construction of PS in [32] relies on the exact
same environment assumption as Homerun [25]].

Private information retrieval. Private information retrieval
(PIR) [18]] is a cryptographic primitive that allows the recip-
ient to query specific data from the remote databases while
completely concealing the indices or identifiers of the re-
trieved information from the database server. PIR performs
a query with an index or label that is hidden from the server,
whereas OMR performs retrieval with the recipient’s evalu-
ation key, which does not reveal the information of the mes-
sages that would be retrieved. Unlike PIR [4} 5], where the
recipient must know the indices of messages to retrieve, OMR
operates under the assumption that users lack prior knowledge
of message indices. The detector scans all messages across
the board, subsequently returning every pertinent message.

Homomorphic encryption. BFV [13,22]] or BGV [14]
is a leveled homomorphic encryption scheme that enables
arithmetic circuit evaluations of bounded depth. [[13]] first pro-
posed an efficient LWE-based construction and [22] ports it
to Ring-LWE setting, significantly improving computational
efficiency. A key strength of BFV lies in its SIMD (Single
Instruction, Multiple Data) batching capability: A single ci-
phertext encodes a vector of N plaintext “slots” (typically
N = 2% to 2'9), enabling vectorized homomorphic opera-
tions with throughput scaling as O(N). However, this also
limits its latency and parallelizability, which we discuss in
more detail in our full version.
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