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Abstract
Large Vision-Language Models (LVLMs) have achieved re-
markable success in multimodal tasks by aligning the repre-
sentation space of visual encoders to that of the Large Lan-
guage Models. However, they remain vulnerable to transfer-
able adversarial attacks, which can manipulate the LVLMs’
output without accessing the model. Ensuring their reliable
deployment thus requires a rigorous evaluation of black-box
robustness. Current methods provide a limited assessment
by perturbing only the visual encoder of LVLMs and often
neglect untargeted attack scenarios. In this work, we propose
the Modality Alignment Breaking Attack (MABA), a novel
transferable, untargeted adversarial attack for evaluating the
black-box robustness of LVLMs. MABA emphasizes disrupt-
ing the entire multimodal pipeline, targeting two key phases:
visual encoding and modality alignment. First, MABA reveals
that the core of transferable adversarial attacks lies in sup-
pressing discriminative visual representations and explicitly
uses this as an optimization objective to improve transfer-
ability across different LVLMs. Second, MABA introduces a
mutual-information-aware projector that acts as a surrogate
modality alignment module of LVLMs, effectively breaking
cross-modal consistency and enhancing the transferability.
Extensive evaluations demonstrate that MABA achieves state-
of-the-art performance, leading to an average 58.37% drop in
semantic metrics for the image caption task. Through ablation
studies on diverse LVLM families, we derive valuable insights
into strengthening the robustness of LVLMs.

1 Introduction

In recent years, Large Vision-Language Models (LVLMs)
have achieved remarkable progress in multimodal understand-
ing and reasoning, enriching the ways machines interact with
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humans [1–10]. This progress has drawn growing interest
from real-world applications such as GUI agents [11], au-
tonomous driving [12, 13], and embodied robotics [14]. How-
ever, LVLMs inherit adversarial vulnerabilities from the visual
modality [15], which makes them susceptible to adversarial
examples that induce incorrect outputs. These vulnerabilities
may raise notable safety concerns. For example, adversarial
examples reduce the route completion rate of LVLM-based
autonomous vehicles by 61.11% [16]. A clear assessment of
adversarial robustness is therefore essential to ensure depend-
able deployment in practical systems.

Several studies [17–20] have evaluated the adversarial ro-
bustness of LVLMs under white-box settings. These works
optimize visual adversarial examples with access to model
gradients, showing that imperceptible visual changes can fully
disrupt LVLM’s predictions. Since real-world attackers usu-
ally have no access to the parameters of target LVLMs, sub-
sequent studies have focused on evaluating robustness under
black-box settings [21–26]. In these approaches, a pretrained
Vision Transformer (e.g., CLIP [27] ViT) is adopted as a
surrogate model to extract visual representations, as shown
in Figure 1: (a). Adversarial examples are optimized by min-
imizing the distance between the embeddings of the clean
image and those of the target image, which can either be
assigned directly or generated from a target caption using
generative models (e.g., Stable Diffusion [28]).

Current black-box attacks often induce only limited shifts
in LVLM’s predictions. For instance, as shown in Figure 1: (a),
the word “apple” in the reference caption is altered to “food”,
with minimal change to the semantics. Such limited effec-
tiveness can be attributed to two factors. Firstly, they restrict
the setting to targeted attacks, in which the choice of target
inherently limits the attack strength and tightly constrains
the optimization direction [17, 29]. Secondly, existing black-
box attacks largely overlook the working mechanism of
LVLMs, which operates through an align and inference
paradigm [30]. LVLMs work by aligning visual representa-
tions extracted by an encoder into an LLM-compatible space,
which is carried out by a lightweight adapter. Recent work has
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Figure 1: Adversarial attack paradigm on LVLM: Targeted vs. Untargeted

demonstrated the critical role and vulnerability of the adapter,
showing that malicious fine-tuning of this alignment module
can manipulate the model’s visual understanding [31]. De-
spite its critical role, existing black-box attacks [21–26] often
neglect the manipulation of the adapter, leaving the question
of how to construct surrogate adapters for the black-box vic-
tim LVLMs still open. Meanwhile, advances in LVLM train-
ing paradigms [10] have substantially expanded multimodal
capabilities beyond those of earlier models studied in prior
robustness evaluations [17–19,22], introducing new behaviors
that remain insufficiently examined. Together, these observa-
tions indicate that the adversarial robustness of LVLMs in
black-box settings is far from fully understood.

In this work, we focus on evaluating the robustness of these
state-of-the-art LVLMs [6–10] under untargeted black-box ad-
versarial attacks. There exist several challenges in designing
such attacks: (i) How to guide the optimization process for
untargeted adversarial attacks on LVLMs, given the complex
decision space? Compared to classification models, genera-
tive models exhibit a far more complex decision space [21].
A single clean image may correspond to a large number of
“correct labels” in the textual representation space [32], which
makes conventional untargeted attacks often ineffective [33].
This means that a successful untargeted attack on LVLMs
must go beyond perturbing surface-level labels. Instead, it
should disrupt the semantics of visual inputs, highlighting the
need for new optimization objectives tailored to the seman-
tic nature of LVLM outputs. (ii) How to build a surrogate
adapter for the victim LVLM without any knowledge of the
target model? To further explore the robustness of LVLMs,
we treat the process of transforming visual representations
into LLM-compatible embeddings as a new attack surface,
which requires effectively simulating the adapter of a black-
box victim LVLM. However, the internal representation space
of the adapter is jointly shaped by its upstream visual encoder
and downstream LLM. Consequently, adapters across differ-
ent LVLMs often exhibit substantial discrepancies in their
internal representations, making them challenging to simulate

under black-box scenarios without direct access to the victim
LVLMs.

To address the challenges above, we propose Modality
Alignment Breaking Attack (MABA), a novel adversarial
method designed to disrupt modality alignment in LVLMs.
For the first time, MABA introduces a method to construct a
general surrogate adapter of LVLM under black-box condi-
tions, thereby enhancing the effectiveness of attacks against
LVLMs. We adopt the untargeted attack paradigm commonly
used in Vision-Language Pretraining (VLP) attacks [33–35],
as illustrated in Figure 1: (b), to leverage guidance from tex-
tual modality to disrupt the alignment between visual and
textual modalities. MABA attacks both the visual encoding
and modality alignment phases simultaneously. For the visual
encoding phase, we introduce discriminative feature sup-
pression module to guide untargeted attacks in disrupting the
semantics of visual inputs. Specifically, we extract the high-
frequency components carrying discriminative information
from the visual representations of the surrogate visual encoder
and apply singular value decomposition (SVD) to identify the
most discriminative features. By suppressing these features,
our method effectively deviates from the original semantics
of visual inputs. For the modality alignment phase, we de-
sign a mutual information-aware (MIA) projector. The
MIA projector is trained to maximize the mutual information
between visual embeddings and their corresponding textual
embeddings in the surrogate model, thereby acquiring the
ability to capture the statistical dependencies between visual
and textual representations. Leveraging this capability, the
MIA projector simulates the LVLM adapter without access-
ing the victim model, enhancing the adversarial perturbations’
effectiveness in disrupting modality alignment. We leverage
MABA to conduct comprehensive ablation studies across mul-
tiple LVLM families, investigating how factors such as model
scale, trainable modules, and model capability influence the
adversarial robustness of LVLMs.

To summarize, our contributions are as follows:



• We find that transferable attacks are more effective
when they suppress discriminative features in the victim
LVLM’s visual encoder. Amplifying this effect enables
attacks to disrupt visual semantics and increase cross-
model transferability.

• We propose Modality Alignment Breaking Attack
(MABA), an untargeted black-box adversarial attack tai-
lored for LVLMs. For the first time, MABA explores the
construction of a surrogate adapter under black-box sce-
narios. Specifically, MABA proposes a MIA projector,
grounded in information-theoretic principles, to capture
statistical dependencies across modalities and thereby
enable adversarial examples to disrupt modality align-
ment.

• Extensive experiments demonstrate the state-of-the-art
attack performance of MABA, leading to an average
58.37% drop in semantic metrics for Image Caption-
ing and a 31.63% drop in accuracy for VQA. Through
systematic ablation studies, we dissect the effects of
model scale, trainable modules, and model capability on
adversarial robustness, offering actionable insights for
developing more resilient LVLM systems.

2 Related Work

In this section, we first review the foundations and recent
progress of LVLMs, and then summarize existing black-box
adversarial attacks against LVLMs.

2.1 Large Vision Language Models
A typical LVLM consists of three core components [1]: a
visual encoder, an adapter, and a large language model (LLM)
[36, 37], corresponding to the three operational phases of the
model: the Visual Encoding phase, the Modality Alignment
phase, and the Multimodal Inference phase. Specifically, dur-
ing the Visual Encoding phase, the visual encoder, commonly
a Vision Transformer (ViT) pretrained via vision-language
pretraining (VLP) models (e.g., CLIP) [27, 38, 39], extracts
visual representations from the visual input, producing em-
beddings that are pre-aligned with textual embeddings. In the
Modality Alignment phase, these pre-aligned visual represen-
tations are processed by the adapter, which projects them into
the representation space compatible with the LLM, explicitly
aligning visual and textual modalities. Finally, in the Mul-
timodal Inference phase, the aligned visual representations
are integrated with textual representations within the LLM,
enabling context-aware multimodal reasoning and generation.

Early LVLMs such as Flamingo [1] and BLIP-2 [2] adopt
modular frameworks, where a frozen vision encoder (e.g.,
CLIP) and a frozen pretrained LLM (e.g., Vicuna [40]) are
bridged via lightweight trainable adapters. This design re-
quires updating only a small number of adapter parameters

while transforming visual representations into a format un-
derstandable by the LLM, thereby enabling the LLM’s visual
understanding capabilities. Due to its efficiency and effective-
ness, this paradigm has been widely adopted in subsequent
work. Later, MiniGPT-4 [3], LLaVA [4], and InstructBLIP [5]
incorporate visual instruction tuning into the training pipeline,
further improving LVLMs’ zero-shot performance on com-
plex reasoning tasks. More recent models, such as LLaVA-
OneVision [6], Phi-4 Multimodal [7], and Qwen-VL2.5 [8]
progressively unfreeze all modules and introduce multi-image
and video data during training, enabling LVLMs with stronger
capabilities in handling multi-image and video inputs. Be-
yond vision-language modeling, MiniCPM-o [9], Qwen2.5-
Omni [41], and Baichuan-Omni-1.5 [42] extend the LVLM
paradigm by integrating additional encoders and decoders
for other modalities, thereby supporting not only visual and
textual inputs/outputs but also the audio modality. Most re-
cently, InternVL3 [10] introduces a naive multimodal training
paradigm in which tokens from different modalities are mixed
for training throughout the entire training process, endowing
the model with native multimodal capabilities.

The development of LVLM training has been remarkably
rapid, with the central goal of enabling LLMs to better under-
stand visual information. Prior studies have primarily evalu-
ated the robustness of early LVLMs such as BLIP, MiniGPT-4,
and InstructBLIP, while the robustness of more recent mod-
els with stronger capabilities and more sophisticated training
strategies remains largely unexplored.

2.2 Adversarial Attacks on LVLMs

Research on the robustness of multimodal models origi-
nated from adversarial attacks against VLP models. Zhang
et al. [43] first utilized textual supervision signals to craft ad-
versarial examples, demonstrating that securing multimodal
models necessitates joint consideration of both visual and
textual modalities. Lu et al. [33] proposed leveraging multi-
ple text prompts to optimize adversarial images, highlighting
the complex many-to-many mapping relationships in multi-
modal feature spaces that distinguish them from unimodal
models. Building on these insights, Gao et al. [34] introduced
dynamic data augmentation techniques to further enhance
attack effectiveness, while Jia et al. [35] leveraged semantic
alignment to improve attack transferability across multimodal
models. With the rise of LVLMs, research attention has pro-
gressively shifted toward investigating their adversarial ro-
bustness. Dong et al. [21] study the adversarial robustness
of Google’s Bard, revealing for the first time the vulnerabili-
ties of commercial LVLMs to transferable adversarial attacks.
Zhao et al. [22] propose a black-box attack to evaluate the
robustness of open-source LVLMs. They leverage a text-to-
image generator to convert a target caption into a target image,
providing semantic guidance for the optimization, and then
optimize adversarial examples by minimizing the distance



in the surrogate visual encoder’s embedding space. This tar-
geted attack paradigm has since been widely followed in
subsequent work. Wang et al. [44] introduce an instruction-
tuned targeted attack that leverages GPT-4 to infer reasonable
instructions corresponding to target responses, and employs a
surrogate model to extract instruction-aware visual representa-
tions for optimizing adversarial examples, thereby enhancing
their transferability. Guo et al. [23] present AdvDiffVLM,
which injects perturbations carrying target semantics into ad-
versarial examples using a diffusion model. While improving
transferability, this approach inevitably degrades image qual-
ity. Zhang et al. [24] develop AnyAttack, which achieves
flexible targeted adversarial attacks by training a perturbation
generator with a self-supervised pre-training and fine-tuning
framework, establishing a practical black-box attack tool. Li
et al. [25] propose aligning transformed adversarial exam-
ples with target images in a fine-grained, patch-level manner.
They introduce locally aggregated perturbations on semanti-
cally rich regions and adopt ensemble settings, which together
substantially enhance attack transferability. Building on this,
Jia et al. [26] incorporate clustering techniques to enhance
local alignment and employ a dynamic ensemble strategy,
achieving state-of-the-art adversarial transferability. Despite
these advances, there is no work that has comprehensively as-
sessed the black-box robustness of LVLMs through untargeted
attacks. In addition, these efforts mainly disrupt the visual
encoding phase of LVLMs, while leaving the vulnerability of
the modality alignment phase in LVLMs unexplored.

3 Preliminary

In this section, we first introduce the concept of Mutual In-
formation Neural Estimation, which serves as the theoretical
foundation of our MIA projector. We then provide a formal
definition of LVLMs and outline the threat model considered
in our study.

3.1 Mutual Information Neural Estimation

In information theory, mutual information (MI) quantifies the
shared information between two random variables, capturing
non-linear statistical dependencies and serving as a measure
of true dependence [45]. A higher MI indicates stronger statis-
tical dependence, meaning the values of one variable provide
significant clues about the values of the other.

Given two continuous random variables a ∈ A and b ∈ B ,
the mutual information I(a,b) is defined as:

I(a,b) :=
∫

A

∫
B

µab(a,b) log
(

µab(a,b)
µa(a)µb(b)

)
dadb, (1)

where µab is the joint probability density of a and b, and µa
and µb are their respective marginal densities.

Direct computation of I(a,b) is often intractable, particu-
larly for high-dimensional variables. To enable tractable esti-
mation, Belghazi et al. [46] propose the Donsker–Varadhan
(DV) variational representation, which reformulates mutual
information as:

I(a,b) := sup
m∈M

[
Eµab(m(a,b))− logexp

(
Eµa⊗µb(e

m(a,b̃))
)]
,

(2)

where M denotes the space of measurable scoring functions
m : A ×B → R. Here, Eµab represents the expectation under
the joint distribution µab, and Eµa⊗µb represents the expecta-
tion under the product of marginals µa⊗µb, constructed by in-
dependently sampling a and b̃ from their respective marginal
distributions. By optimizing the scoring function m(·, ·), this
variational formulation provides a tractable estimate of mutual
information, making it suitable for high-dimensional variables
and complex tasks.

3.2 LVLMs
Let D = {(x,y)} denote a dataset of paired image-text sam-
ples, where x ∈RC×H×W is an image with C channels, height
H, and width W , and y ∈ T is its corresponding ground-truth
text (e.g., a caption), with T representing the space of valid
text sequences. An LVLM V (·) takes the image x and a query
prompt q ∈ T as input, and generates a predicted textual out-
put ypred ∈ T within a shared semantic space.

Formally, LVLM V (·) matches the visual input x with the
ground-truth text y (e.g., caption of x) under the guidance
of the prompt q. The match is considered successful if the
predicted output ypred is semantically consistent with the ref-
erence y. This alignment condition is defined as:

V (x,q) = ypred ∼ y, (3)

where ∼ indicates semantic consistency between the model’s
output ypred and the ground-truth target y.

3.3 Threat Model
Attack Scenario. We study transfer-based black-box untar-
geted adversarial attacks against LVLMs. In this setting, the
attacker crafts adversarial examples using a locally accessible
surrogate model S(·) (e.g., open-source CLIP) and transfers
them to a target black-box LVLM V (·) without requiring
access to its architecture or parameters. These adversarial
examples can subsequently compromise the functionality of
the target system in various scenarios, such as disrupting the
behavior of web agents in digital form [47] or perturbing
real-world detection systems in physical form [48].
Attacker Objective. The attacker seeks to disrupt the in-
ference process of the target LVLM V (·). Specifically, the
attacker aims to craft an adversarial image xadv from a benign



image x, such that the target model V produces an output ypred

that is no longer semantically consistent with the ground-truth
text y corresponding to x:

V (xadv,q) = ypred ̸∼ y. (4)

The attack is successful if the adversarial image xadv pro-
duces a description ypred that is semantically inconsistent with
the content of the benign image x.
Attacker Capabilities. The target model V is a black box for
the attacker. The attacker has no knowledge of its architecture
and parameters. For stealth considerations, we do not access
the target LVLM during the attack.

The attacker has white-box access to a local surrogate
model S = ( f ,g), where f is a visual encoder that maps an
image x to a visual embedding f (x) ∈ Rdv , and g is a textual
encoder that maps a text sequence y to textual embedding
g(y) ∈Rdy . Here, dv and dy denote the dimensionalities of the
visual and textual embeddings, respectively.
Basic Adversarial Optimization Formulation. Given a be-
nign image x, the adversarial example is generated by adding
a perturbation δ subject to the ℓ∞-norm constraint:

xadv = x+δ, s.t.∥δ∥∞ ≤ ε. (5)

The basic optimization objective is to maximize the dis-
tance between the visual embedding of the adversarial image
xadv and the textual embedding of its reference caption y. We
use cosine similarity as the distance metric. The objective can
be formulated as:

Ladv =−cos
(

f (xadv),g(y)
)
. (6)

4 MABA: Modality Alignment Breaking At-
tack

In this section, we formally introduce the Modality Alignment
Breaking Attack (MABA) framework. In Figure 2, MABA
consists of two core modules: The Discriminative Feature
Suppression (DFS) module, which suppresses discrimina-
tive visual representations in the surrogate visual encoder
to improve transferability across victim visual encoders; The
Mutual-Information-Aware (MIA) Projector Training Module,
which trains an MIA projector capturing statistical dependen-
cies between visual and textual embeddings in the surrogate
model, serves as a surrogate adapter to strengthen attack ef-
fectiveness without any knowledge of the victim LVLM.

4.1 Design Overview
DFS Module. In the visual encoding phase, different LVLMs
adopt distinct ViTs to extract visual representations. Varia-
tions in architectures and parameters across ViTs constitute
a major barrier to the transferability of adversarial examples

crafted on a single surrogate model. To discover the mech-
anism behind adversarial transferability, we build upon the
spectral analysis of ViTs proposed by Wang et al. [49], which
reveals the “over-smoothing” effect: as depth increases, ViTs
behave like low-pass filters, filtering high-frequency compo-
nents (HCs) that encode discriminative features while retain-
ing only direct components (DCs) that capture global layouts.
Extending this perspective to adversarial examples, we in-
vestigate how discriminative HCs change under adversarial
perturbations. To quantify these changes, we employ SVD on
HCs, a well-established tool for analyzing high-dimensional
representations [50]. In this context, the magnitude of each
singular value indicates the relative contribution of the corre-
sponding direction to the overall variation within HCs [51],
allowing us to assess the importance of individual feature di-
rections. Our analysis uncovers a consistent trend: black-box
adversarial attacks tend to suppress the top-k singular
values in the diagonal matrix obtained via SVD of HCs,
redistributing energy toward subsequent singular values
(see Section 5.4). Motivated by this observation, the DFS
module reinforces this effect in a cascading manner [52], by
explicitly suppressing the top-k singular values of HCs across
multiple intermediate representations during adversarial opti-
mization, as shown in Figure 2: (b). This operation weakens
discriminative cues of the original image while amplifying
adversarial signals in the visual representation, thereby en-
hancing attack strength.
MIA Projector Training Module. In the modality alignment
phase, the core challenge lies in efficiently simulating the
adapter of black-box LVLMs, for which prior work offers no
guidance. Under the black-box setting, the modules of the
target LVLM are inaccessible. As a result, direct training of
a surrogate adapter becomes infeasible. To overcome this
challenge, we draw inspiration from contrastive multimodal
learning. CLIP [27] demonstrates that maximizing mutual
information between visual and textual embeddings via the
InfoNCE loss [53] yields strong modality alignment and broad
multimodal capabilities, highlighting the potential of mutual
information theory in modality alignment. Motivated by this
establishment, MIA Projector Training Module optimizes the
MIA projector that maps surrogate visual and textual embed-
dings into a shared representation space where their mutual
information is maximized, thereby capturing more modality-
aligned features and ensuring modality alignment, as shown
in Figure 2: (a). By incorporating the MIA projector into
Adversarial Example Generation Phase, we simulate the
adapter of black-box LVLMs in a statistically grounded man-
ner, enabling adversarial perturbations to effectively disrupt
modality alignment.

4.2 Discriminative Feature Suppression

Given a visual encoder f (·) and an input image x, we denote
the representations from the l-th intermediate layer of f (·) as
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zl = f (x)l , where zl ∈ Rn×dv . Here, n denotes the number of
tokens, each corresponding to a spatial patch in ViT, and dv is
the visual embedding dimension. According to the modeling
by Wang et al. [49], the self-attention mechanism in ViTs
inherently acts as a low-pass filter, decomposing the represen-
tation of the input image x at each layer into DCs and HCs,
as formally defined below:

DC [zl ] =
1
n

11⊤zl , (7)

H C [zl ] = zl −DC [zl ], (8)

where 1 ∈ Rn is an all-ones column vector, and n denotes the
number of tokens in the ViT architecture.

The DC [zl ] captures globally shared low-frequency infor-
mation by averaging representations across all tokens, thus
reflecting the spatially invariant structure in the image. In con-
trast, H C [zl ] retains locally specific high-frequency informa-
tion, such as localized textures, that differentiates individual
tokens, and serves as the primary carrier of discriminative
features essential for downstream tasks.

To quantify the discriminative features encoded in inter-
mediate representations during adversarial optimization, we
perform SVD on H C [zl ]:

H C [zl ] =U l
Σ

l(V l)⊤, (9)

where U l ∈ Rn×r contains the left singular vectors, each rep-
resenting a principal spatial pattern across the n tokens in
H C [zl ]. The matrix V l ∈ Rdv×r contains the right singu-
lar vectors, each capturing a principal direction in the dv-
dimensional embedding space of the H C [zl ]. The diagonal
matrix Σl = diag(σ(l)

1 , . . . ,σ
(l)
r ) ∈Rr×r holds the singular val-

ues σ
(l)
i , which quantify the strength of variation along each

pair of spatial and channel directions. Here, r = rank(H C [zl ])
represents the rank of H C [zl ].

Since Σl compactly summarizes the overall variation in
H C [zl ] across both spatial and embedding dimensions, we
focus our analysis on this spectrum. The magnitude of each
σ
(l)
i reflects the relative contribution of the corresponding

direction to the overall variation within H C [zl ] [51], and thus
provides a quantitative characterization of the discriminative
features in the intermediate representation.

Based on this quantification, we design our method to ex-
plicitly suppress the top-k singular values Σl across multiple
intermediate layers during adversarial optimization. By mini-
mizing the top-k largest singular values, we directly reduce
the influence of the most discriminative features present in the
original image. This encourages the adversarial perturbation
to dominate the visual representations, allowing adversarial
semantics to become the primary factors that guide prediction.
Formally, we define the Discriminative Feature Suppression



Loss as

Lspec =
1
|L| ∑l∈L

k

∑
i=1

(
σ
(l)
i

)β

, (10)

where L denotes the set of selected intermediate layers, k
determines the number of top singular values subject to regu-
larization, and β modulates the overall strength of the spectral
suppression term.

4.3 Mutual Information-aware Projector
Inspired by the success of mutual information-based optimiza-
tion in CLIP, we propose a mutual information-aware (MIA)
projector to capture modality alignment in the surrogate
model and construct a highly modality-aligned representa-
tion space for adversarial optimization. However, estimating
mutual information for high-dimensional variables, such as
visual embeddings, is computationally expensive and often
produces inaccurate measures [46]. To address this challenge,
we adopt the max-sliced mutual information (mSMI) frame-
work [54], which learns orthonormal slicing matrices that
project visual and textual embeddings into a shared subspace
where their mutual information is maximized. By maximizing
mutual information over these lower-dimensional projections,
this approach effectively approximates the mutual information
of the original high-dimensional embeddings, enabling effi-
cient estimation. Furthermore, this dimensionality-reduction
projection naturally supports mapping dense visual represen-
tations to sparse textual representations, consistent with the
goal of simulating an LVLM adapter.

Given image-text pairs (x,y) sampled from a multimodal
dataset D, we extract the visual embedding f (x) ∈ Rdv and
textual embedding g(y)∈Rdt . Then, both embeddings are pro-
jected into a common dk-dimensional subspace using learn-
able slicing matrices A ∈ S(dk,dv) and B ∈ S(dk,dt), where
S(·, ·) denotes the Stiefel manifold of matrices with orthonor-
mal columns. The projection dimension dk is chosen such that
1 ≤ dk ≤ min(dv,dt), allowing a trade-off between the upper
bound of the estimated mutual information and computational
cost. The projected embeddings are defined as:

prA( f (x)) = A⊤ f (x),s.t.A ∈ S(dk,dv), (11)

prB(g(y)) = B⊤g(y),s.t.B ∈ S(dk,dt). (12)

The dk-dimensional max-sliced mutual information be-
tween f (x) and g(y) is defined as the supremum of mutual
information between their common dk-dimensional projec-
tions [54]:

SIk( f (x),g(y)) := sup I (prA( f (x)), prB(g(y))) , (13)

where I(·, ·) denotes the mutual information between the pro-
jected embeddings.

In practice, we estimate SIk following the
Donsker–Varadhan (DV) formulation defined in ??.

We restrict the function class M to a parameterized family
of neural networks, denoted Mnn, and approximate the
expectations using finite samples. This yields the neural
estimator for mSMI:

ŜIk := sup
m∈Mnn

[
1
n

n

∑
i=1

m(prA( f (xi)), prB(g(yi)))

− log
(

e
1
n ∑

n
i=1 m(prA( f (xi)),prB(g(ỹi)))

)]
, (14)

where {(xi,yi)}n
i=1 ⊂ D are positive pairs and ỹi is sampled

independently from the marginal distribution over texts. By
maximizing the Equation (14), the scoring function m ∈ Mnn
is jointly optimized along with the projection matrices A and
B. This joint optimization identifies a shared representation
subspace. In this subspace, the mutual information between
the projected embeddings prA( f (x)) and prB(g(y)) is max-
imized under the learned scoring measure m. To promote
modality alignment and simplify the optimization process, we
set A = B during optimization. The training process yields
a single slicing matrix, which we denote as the MIA projec-
tor A ∈ S(dk,d), where d = dv = dy. This equivalence holds
because the visual and textual embeddings produced by our
surrogate model share the same dimensionality.

4.4 Adversarial Example Generation
After training the MIA projector, the adversarial optimization
objective Equation (6) can be redefined by applying the MIA
projector A to both visual and textual embeddings, resulting
in the projected adversarial loss:

Lproj-adv = max −cos(prA( f (x+δ)), prA(g(y)))

,s.t. ∥δ∥∞ ≤ ε. (15)

where y remains the ground-truth caption corresponding to
the benign image x. The projected objective Lproj-adv steers
the adversarial optimization process into a highly modality-
aligned representation space, thereby enabling adversarial
examples to disrupt the alignment between visual modality
and textual modality in a statistically grounded manner.

Finally, to enhance the transferability of adversarial exam-
ples across diverse LVLMs, we jointly optimize two comple-
mentary objectives: the Discriminative Feature Suppression
Loss Lspec and the Projected Adversarial Loss Lproj-adv, the
latter defined via the pretrained MIA projector A. The final
adversarial objective is formulated as a weighted sum:

Lfinal = Lproj-adv +λ ·Lspec, (16)

where λ balances the regularization strength. This adversarial
objective ensures that the perturbations are both transferable
across model architectures and effective at disrupting modal-
ity alignment, thereby improving attack transferability and
strength against black-box LVLMs.



5 Experiment

To evaluate the transferability and effectiveness of our pro-
posed MABA, we conduct experiments across multiple
LVLM families on the image captioning task and the vision
question answering task. The experimental setup is detailed
in Section 5.1. To better interpret the empirical results, we
organize our evaluation around the following key research
questions:

• RQ1: Can advanced LVLMs resist adversarial examples
generated by MABA in a black-box setting? (Section 5.2)

• RQ2: What model-intrinsic factors influence the robustness
of LVLMs under adversarial attacks? (Section 5.3)

• RQ3: What drives MABA’s effectiveness, and how sensi-
tive is it to key hyperparameters? (Section 5.4)

5.1 Experimental Setup

Tasks and Datasets. We evaluate our method on two stan-
dard tasks for multimodal understanding and reasoning. Im-
age captioning (IC) focuses on generating natural language
descriptions from visual inputs, reflecting the model’s com-
prehensive understanding of visual content. Visual question
answering (VQA) requires answering image-grounded ques-
tions, assessing the model’s capability for multimodal reason-
ing over visual information. We adopt widely used benchmark
datasets corresponding to each task.

We randomly select 1,000 images from the Karpathy test
split of the MSCOCO dataset [55], which correspond to 5,162
questions (65 question types and 3 answer types) in the
VQAv2 dataset [56] and their associated reference captions
in the MSCOCO Captions dataset [57]. These images are
used to generate adversarial examples and evaluate model
performance on both IC and VQA tasks.
Evaluated Models. We evaluate MABA across diverse
LVLM families, including models widely used in prior
studies [19, 22], such as the BLIP-2 family [2] and
MiniGPT4 [3], as well as increasingly studied models, such
as the LLaVA-OneVision family [6], Phi4-Multimodal [7],
and QwenVL2.5 family [8]. We further include the omni-
architecture MiniCPM-o-2.6 [9] and the native multimodal
InternVL3 family [10] for comprehensive evaluation. All
evaluated LVLMs avoid using the same ViT backbone as the
surrogate model, ensuring that transferability does not benefit
from shared visual encoders.
Implementation Details. Following the configurations in pre-
vious works [21, 24], the adversarial examples are generated
under the ℓ∞ norm constraint with a perturbation bound of
ε = 16/255. For all attacks requiring iterative optimization,
we set the number of steps to 30 and the step size to 3/255.
Regarding surrogate model selection, we use CLIP_ViT-L/14
as the surrogate encoder, of which both the visual and textual
embedding dimensionalities are dv = dt = 768.

For the DFS module, we select layers 12-17 in CLIP_ViT-
L/14 for spectral regularization. We set the hyperparameter
of regularization strength k=10, and β = 2.5.

For the MIA Projector Training Module, we set the pro-
jected embedding dimension to dk = 676, corresponding to
87.5% of the original embedding space. We utilize the Karpa-
thy test split of the MSCOCO dataset for training, paired with
the corresponding ground-truth captions from the MSCOCO
Captions dataset. To instantiate the measurable scoring func-
tion, we employ a Q-Former [58] and adopt the cosine similar-
ity function as the scoring function. Finally, the MIA projector
is trained using the Adam optimizer with an initial learning
rate of 2× 10−4 for 100 epochs. The learning rate decays
by a factor of 0.1 every 40 epochs. The balance parameter
for the loss strength λ is set to 0.36. To better explore the
robustness boundaries, our implementation adopts the vari-
ables augmentation strategy from DRA [34] to enhance attack
stability. This component is orthogonal to our main contribu-
tions, which focus on modality alignment breaking attacks.
Additional results in Appendix A.2 demonstrate that MABA
significantly outperforms DRA.
Baselines. We compare MABA with several representative
transfer-based black-box LVLM adversarial attack methods,
including AttackVLM [22], AnyAttack [24], and FOA [26]. For
AttackVLM, we use CLIP_ViT-L/14 as the surrogate model
and select its most influential image-to-image (AttackVLM-ii)
version. For AnyAttack, we follow its best-performing setup,
adopting the released decoder that is jointly trained over an
ensemble of surrogate encoders (CLIP_ViT-B/32, B/16, L/14)
for generating adversarial examples. For FOA, we use the
same ensemble surrogate encoders as used in AnyAttack,
to ensure a fair comparison. We consistently use a single
CLIP_ViT-L14 as a surrogate model for MABA when com-
paring with ensemble baselines, as it is sufficient to generate
effective attacks.
Evaluation Metric for IC. To assess the linguistic quality
of generated captions, we adopt conventional metrics, includ-
ing BLEU-1, BLEU-4, METEOR, ROUGE-L, CIDEr, and
SPICE. Besides, we adopt GPTScore [59] to better evaluate
semantic similarity. Our GPTScore is computed using the
GPT-4o API between reference captions and generated cap-
tions with an evaluation prompt (See Appendix B for details).
The score ranges from 0 to 1, where 0 indicates semantic
irrelevance and 1 indicates perfect semantic consistency. Fur-
thermore, we further stratify GPTScore into four intervals and
define a set of fine-grained metrics called Semantic Devia-
tion (SD). Each metric is defined as the percentage of sam-
ples whose GPTScore falls within the corresponding interval:
SD@1 ([0.75,1.00]) indicates strong semantic preservation,
SD@2 ([0.50,0.75)) indicates partial degradation or vague-
ness, SD@3 ([0.25,0.50)) indicates semantic drift or broken
meaning, SD@4 ([0.00,0.25)) indicates severe semantic dis-
tortion.
Evaluation Metric for VQA. We adopt the official VQA



Table 1: Evaluation metrics of the image captioning task on evaluated LVLMs under different attack methods. Lower values
indicate worse lexico-syntactic and semantic consistency between generated captions and reference captions.

Source Model Attack Method SPICE BLEU-1 BLEU-4 METEOR ROUGE-L CIDEr GPTScore

BLIP2-OPT6.7B-MSCOCO

Clean 25.57 81.93 42.34 31.57 61.31 150.81 77.26
AttackVLM-ii [22] 23.16 79.09 38.02 29.88 58.37 135.22 73.55
AnyAttack [24] 22.84 78.70 38.44 29.48 58.37 134.84 71.34
FOA [26] 21.93 77.08 35.74 28.84 57.58 125.61 72.04
MABA 17.64 70.25 29.39 24.78 52.04 99.98 56.14

MiniGPT4-Vicuna13B

Clean 17.39 52.29 16.43 23.14 39.66 44.88 63.65
AttackVLM-ii [22] 15.25 46.31 13.87 21.25 37.95 40.72 46.60
AnyAttack [24] 15.78 47.66 14.10 21.69 38.92 42.93 50.59
FOA [26] 12.96 44.83 11.77 19.78 36.61 32.68 46.26
MABA 7.42 35.01 6.83 14.00 28.87 15.14 16.39

LLaVA-OneVision-7B

Clean 25.11 76.97 35.27 31.25 58.90 132.19 81.97
AttackVLM-ii [22] 19.86 63.93 22.76 26.53 49.80 82.44 68.45
AnyAttack [24] 19.05 62.40 22.04 25.51 48.76 80.77 66.23
FOA [26] 16.74 58.81 19.07 24.01 46.72 67.04 57.52
MABA 12.14 51.44 13.78 19.85 41.06 44.90 43.02

Phi4-Multimodal

Clean 23.40 68.88 27.77 28.50 53.69 105.21 73.94
AttackVLM-ii [22] 16.64 62.04 20.84 23.03 47.28 73.94 55.69
AnyAttack [24] 15.21 58.68 18.54 21.58 45.22 67.57 50.31
FOA [26] 14.40 59.49 17.70 21.59 45.41 62.60 47.07
MABA 9.04 48.48 11.48 16.37 38.26 34.05 26.69

QwenVL2.5-7B

Clean 20.44 53.81 14.83 26.47 44.83 46.48 80.47
AttackVLM-ii [22] 15.22 48.45 11.39 22.28 40.46 35.57 62.26
AnyAttack [24] 13.69 45.12 10.23 26.03 38.26 30.81 55.47
FOA [26] 12.57 43.79 9.21 20.01 37.18 25.67 47.20
MABA 7.90 36.27 5.99 15.30 31.84 13.12 26.88

MiniCPM-o-2.6

Clean 21.77 54.05 15.70 26.97 45.31 47.61 79.56
AttackVLM-ii [22] 15.84 53.69 14.93 22.35 43.40 57.81 61.29
AnyAttack [24] 15.13 51.59 13.30 21.21 41.30 52.74 56.41
FOA [26] 12.90 51.42 12.37 19.75 40.05 45.25 43.81
MABA 9.00 43.49 8.61 16.07 34.55 27.33 29.85

InternVL3-8B

Clean 21.76 57.25 17.17 27.04 47.31 61.89 79.82
AttackVLM-ii [22] 16.31 52.70 13.91 23.28 43.43 52.90 68.85
AnyAttack [24] 15.70 50.65 12.66 22.13 41.43 47.92 62.07
FOA [26] 11.81 43.44 8.33 18.89 36.62 25.53 43.01
MABA 7.39 35.81 5.49 14.26 30.62 15.63 27.17

accuracy metric [60], which accounts for variability among
human responses. Given a predicted answer a and the 10
human answers {hi}10

i=1, the accuracy is defined as

Acc(a) = min

(
1
3

10

∑
i=1

δ(a,hi),1

)
, (17)

where δ(a,hi) equals 1 if a = hi and 0 otherwise.

5.2 Transferability across LVLMs

In this section, we evaluate the transferability of MABA on
the IC task and the VQA task. Extensive experiments show
that MABA notably degrades the performance of state-of-the-
art LVLMs on both tasks.

5.2.1 Results on IC Tasks

On the IC tasks, MABA consistently outperforms baseline
attack methods across all evaluated LVLMs, simultane-
ously disrupting both lexical-level consistency and seman-
tic consistency between generated captions and reference
captions.

As shown in Table 1, MABA induces the most significant
performance degradation across all metrics and evaluated

models. Even on the most robust model, BLIP2-OPT6.7B-
MSCOCO, MABA reduces the CIDEr score from 150.81
to 99.98, achieving a larger drop than the state-of-the-art
method FOA, which scores 125.64. On the GPTScore metric,
MABA similarly induces a substantial change, demonstrating
effective compromise of the visual semantics. For example,
on QwenVL2.5-7B, the GPTScore drops from 80.47 to 26.88.

We employ the SD@k metric for a fine-grained analysis
of semantic degradation, with results illustrated in Figure 4.
Given that over 95% of clean images fall within SD@1 and
SD@2, we establish SD@2 as the threshold for an acceptable
semantic boundary. While AttackVLM and AnyAttack largely
preserve this benign pattern, with only a few adversarial ex-
amples assigned to severely incorrect categories (SD@3 and
SD@4), the state-of-the-art FOA induces noticeable semantic
corruption. MABA, however, exhibits strong semantic dis-
ruption across all models, yielding the highest proportion in
the most severely corrupted category SD@4. On average, its
cumulative proportion of SD@3 and SD@4 reaches 55.30%,
significantly surpassing 36.87% achieved by FOA. Detailed
results are provided in Appendix C.

As illustrated in Figure 3, under baseline methods, the gen-
erated captions exhibit slight deviations, while largely pre-
serving the original semantic meaning. In contrast, MABA
induces complete semantically incorrect descriptions that fun-
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Target Caption: A man with a red helmet on a small moped on a dirt road.
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Input
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this vase?
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A vibrant bouquet of purple  and
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vase, set against a colorful striped
background.

A vibrant bouquet of purple flowers
is arranged in a white vase, set
against a colorful striped
background.
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fabric and bamboo.

A vibrant and colorful traditional
costume with intricate patterns and
accessories is displayed against
a wooden background.

Refence Caption:
A vase of light and dark purple

flowers in a white vase.

Figure 3: Comparison of corrupted captions and answers generated under different attack methods.

Table 2: Average VQA accuracy (%) across LVLMs under different attack methods

Attack Method BLIP2-OPT6.7B MiniGPT4-Vicuna13B LLaVA-OneVision-7B Phi4-Multimodal QwenVL2.5-7B MiniCPM-o-2.6 InternVL3-8B

Clean 57.94 47.98 81.47 76.12 81.04 80.19 79.54
AttackVLM-ii [22] 49.70 40.90 70.92 62.19 66.04 67.28 67.93
AnyAttack [24] 50.19 42.27 69.5 59.8 63.68 65.22 66.46
FOA [26] 44.15 39.72 64.8 59.69 61.2 61.13 61.07
MABA 40.40 31.28 60.22 52.38 52.37 54.89 54.17
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Figure 4: Semantic Deviation distribution across evaluated
LVLMs under different attacks.

damentally contradict the original image content.

5.2.2 Results on VQA Task

On the VQA task, although LVLMs exhibit slightly im-
proved robustness compared to the IC task, MABA still
leads the strongest degradation of VQA accuracy across
all evaluated LVLMs.

As shown in Table 2, MABA consistently achieves the
strongest VQA accuracy degradation across all LVLMs.
Specifically, LLaVA-OneVision-7B, which demonstrates the
highest robustness under MABA, suffers a drop from 81.47%
to 60.22%. The quantitative results in Figure 3 further demon-

Table 3: Average VQA accuracy (%) across answer types

Attack Method Yes/No Number Other

Clean 82.74 58.33 67.07
AttackVLM-ii [22] 76.05 44.44 52.67
AnyAttack [24] 75.10 43.90 51.26
FOA [26] 73.46 41.77 45.65
MABA 68.73 35.05 37.60

strate the superior performance of MABA.
We conduct a fine-grained analysis from both the question-

type and answer-type perspectives. MABA reduces the accu-
racy of 32 among 65 VQAv2 question types to below 50% on
average across the evaluated models, indicating widespread
degradation in visual reasoning capabilities. Detailed statis-
tics are provided in Appendix Section D. When analyzed by
answer types, as shown in Table 3, the “yes/no” type demon-
strates the highest robustness, with 68.73% accuracy under
MABA. This robustness may stem from the inherent difficulty
of fully reversing the semantics of salient objects. In contrast,
the “number” type is heavily affected because its predictions
depend on fine-grained features, resulting in a reduced ac-
curacy of 35.05%. The “other” type experiences the largest
overall degradation, with accuracy decreasing from 67.07% to
37.60%. Such results confirm that MABA introduces signifi-
cant disruptions to the multimodal representations required
for complex reasoning tasks.

5.2.3 Results on Commercial LVLMs

To explore the transferability of MABA to commercial black-
box models, we evaluate its performance on IC and VQA



Table 4: Comparison of GPTScore and VQA accuracy under
clean and MABA settings across commercial LVLMs.

Task Attack GPT-5 Claude-4.5 Gemini2.5-Pro

IC Clean 84.49 81.29 84.95
MABA 42.13 43.99 39.11

VQA clean 80.88 72.41 79.71
MABA 62.23 61.38 57.90

Table 5: Comparison of Performance under Clean and MABA
settings across LLaVA variants.

Task Attack LLaVA-OneVision-7B Robust-CLIP Robust-LLaVA-G

IC Clean 81.97 68.52 68.59
MABA 43.02 62.62 66.86

VQA Clean 81.47 68.25 65.56
MABA 60.22 65.15 64.61

tasks across state-of-the-art commercial LVLMs, including
GPT-5, Claude-4.5, and Gemini2.5-Pro. These results in Ta-
ble 4 demonstrate that MABA consistently compromises both
perceptual and reasoning multimodal capabilities across com-
mercial LVLMs, highlighting its broad attack effectiveness.

5.2.4 Results on Robust LVLMs

To investigate MABA against defense methods, we examine
Robust-CLIP [61] and Robust-LLaVA [62]. As shown in Ta-
ble 5, while adversarial fine-tuning offers relatively effective
mitigation, it comes at the expense of clean accuracy. No-
tably, the clean performance of these robust models drops to
a level comparable to that of LLaVA-OneVision-7B under
AttackVLM attack. We further discuss the reasons for the
effectiveness of adversarial fine-tuning in Section 6.

5.3 Factors Influencing the Robustness
In this section, we investigate factors influencing the adver-
sarial robustness of LVLMs using the evaluation tool MABA,
whose leading performance is shown in Section 5.2. Detailed
configurations of the evaluated LVLMs are listed in Table 6.

5.3.1 LLM Scale vs. Visual Encoder Scale

Increasing the scale of LVLM has been widely recognized as
an effective approach to improving general performance [63].
Inspired by this, we investigate whether scaling the LLM or
the visual encoder contributes to improving the adversarial
robustness of LVLMs. To this end, we conduct experiments
on three representative LVLM families: LLaVA-OneVision,
QwenVL2.5, and InternVL3, each employing a fixed visual
encoder with varying LLM sizes.

When the architecture and scale of the visual encoder
are fixed, increasing the LLM scale has a limited impact
on the robustness against visual adversarial examples.
As illustrated in Figure 5, for example, QwenVL2.5-3B and
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Figure 5: LLM Scale vs. Visual Encoder Scale: GPTScore of
three LVLM families on IC Tasks.

QwenVL2.5-72B achieve similar GPTScore under MABA
despite the large difference in LLM scale.

Adversarial robustness tends to increase with the scale
of the visual encoder. Within the InternVL3 family, mod-
els equipped with larger visual encoders consistently exhibit
stronger adversarial robustness than those using smaller en-
coders. Although LLM scales are not strictly controlled within
InternVL3 variants, we attribute the significant robustness
boost from InternVL3-1B–14B to InternVL3-38B/78B pre-
dominantly to the visual encoder expansion. This aligns with
the previously observed minimal impact of LLM scale on
robustness. The above phenomenon can be explained by the
LVLM pipeline described in Section 2.1: When visual in-
puts are perturbed by adversarial perturbations, the LLM
faithfully reasons over flawed tokens. Thus, increasing the
LLM scale yields negligible improvements against visual
adversarial attacks, whereas scaling up the visual encoder
enhances adversarial robustness.

5.3.2 Number of Trainable Modules

As shown in Table 1, BLIP2-OPT6.7B-MSCOCO exhibits
strong adversarial robustness on the MSCOCO caption-
ing task when using the EVA-G visual encoder, whereas
MiniGPT4-Vicuna13B performs poorly under attack despite
sharing the same encoder. A key distinction may lie in the
number of trainable modules: MiniGPT4-Vicuna13B only op-
timizes a linear adapter, keeping the rest modules of the model
frozen, whereas BLIP-2-OPT6.7B-MSCOCO jointly trains
both the encoder and the adapter. Therefore, we study how
the extent of module unfreezing, i.e., which and how many
model components are made trainable, affects adversarial
robustness.

To this end, we evaluate multiple BLIP2 variants with
the EVA-G encoder under different training settings, com-
paring pretrained versions that update only the adapter with
MSCOCO-finetuned versions that jointly update the visual en-
coder and the adapter. We additionally include InstructBLIP-
Vicuna13B and MiniGPT4-Vicuna13B for comparison, which
follow similar backbone-frozen training strategies but differ
in trainable parameters.

LVLM’s robustness tends to improve as more model



Table 6: Module configurations of evaluated LVLMs. (*) denotes trainable; (-) denotes frozen. Visual encoder parameter counts
are shown in parentheses. Gray rows indicate model configurations that exhibit stronger robustness under evaluation.

Model Visual Encoder Adapter LLM
BLIP2-OPT2.7B, OPT6.7B, FlanT5XL EVA-G (1B) (-) Qformer (*) OPT2.7B, OPT6.7B, FlanT5XL (-)
InstructBLIP-Vicuna13B EVA-G (1B) (-) Qformer (*) Vicuna13B (-)
BLIP2-OPT2.7B, OPT6.7B, FlanT5XL-MSCOCO EVA-G (1B) (*) Qformer (*) OPT2.7B, OPT6.7B, FlanT5XL (-)
MiniGPT4-Vicuna13B EVA-G (1B) (-) Qformer (-) + Linear (*) Vicuna13B (-)
Phi-4-MultiModal SigLIP-SO400M (400M) (*) 2-Layer MLP (*) Phi4-mini (3.8B) (*)
LLaVA-OneVision-3B, 7B, 72B SigLIP-SO400M (400M) (*) 2-Layer MLP (*) Qwen2-3B, 7B, 72B (*)
QwenVL2.5-3B, 7B, 72B QwenViT (~600M) (*) 2-Layer MLP (*) Qwen2.5-3B, 7B, 72B (*)
InternVL3-1B, 2B, 8B, 14B InternViT300M-v2.5 (304M) (*) 2-Layer MLP (*) Qwen2.5-0.5B, 1.5B, 7B, 14B (*)
InternVL3-38B, 78B InternViT6B-v2.5 (6B) (*) 2-Layer MLP (*) Qwen2.5-32B, 72B (*)
MiniCPMo-2.6, MiniCPMv-2.6 SigLIP-SO400M (400M) (*) Perceiver Resampler (*) Qwen2.5-7B, Qwen2-7B (*)
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Figure 6: Ablation for numbers of trainable modules: conven-
tional Image Captioning metrics across BLIP2 families and
MiniGPT4 under MABA.

modules are trainable. As illustrated in Figure 6, across all
BLIP2 variants, the MSCOCO-finetuned versions exhibit sig-
nificantly improved adversarial robustness while also achiev-
ing slightly better clean performance. Similarly, InstructBLIP-
Vicuna13B, which involves more trainable parameters, consis-
tently achieves better clean accuracy and adversarial robust-
ness than MiniGPT4-Vicuna13B. These observations align
with previous findings [63], which suggest that unfreezing
more modules improves the quality of vision-language knowl-
edge acquisition in LVLMs. Taken together, our results in-
dicate that vision-language knowledge built upon a minimal
number of trainable parameters or modules may be more
susceptible to adversarial perturbations.

5.3.3 Specialists vs. Generalists

There exists a trade-off between LVLM capability expan-
sion and adversarial robustness. Notably, BLIP2-OPT6.7B-
MSCOCO exhibits exceptional robustness on the IC task, as
shown in Table 1. This is attributed to its fine-tuning on the IC

task. However, this extreme specialization comes at the cost
of degraded performance on other tasks. A similar pattern ex-
tends to the comparison between single-image and generalist
models. LLaVA-OneVision-7B, which maintains a concen-
trated focus on single-image tasks, demonstrates stronger
robustness on both single-image IC and VQA tasks, as shown
in Table 1 and Table 2, compared to other models that learn
rich multi-image and video knowledge. These observations
suggest that focusing on specific tasks tends to enhance ad-
versarial robustness for the targeted tasks, while expanding
general capabilities may lead to robustness forgetting, similar
to the knowledge forgetting observed in [64].

5.4 Further Analysis
Mechanism Study: Discriminative Feature Suppression.
We evaluate the impact of different attacks on the High-
frequency Components of visual representations across
widely adopted visual encoders in LVLMs. Specifically, we
perform SVD on the output of the first normalization layer
following the self-attention layer in the last transformer block
of each model, and visualize the top 10 and top 11-50 normal-
ized singular values in descending order, as shown in Figure 7.
All attack methods suppress the top 10 singular values across
the evaluated visual encoders, with stronger attacks inducing
a larger decrease, while the singular values ranked 11–50 ex-
hibit a relative increase. This suggests that one underlying
mechanism of adversarial attacks is to weaken the most
prominent discriminative features, allowing adversarial
features to dominate the representation and alter the final
prediction. The DFS module explicitly amplifies this effect
by suppressing the top-k singular values, redistributing infor-
mation into other components of the spectrum. Such spectral
changes are preserved across evaluated visual encoders, ex-
plaining why DFS enhances the cross-model transferability.
Hyperparameter Sensitive Analysis. We analyze the sensi-
tivity of the hyperparameters in the DFS module, focusing on
the proportion of suppressed singular values k and the suppres-
sion intensity exponent β. We vary the proportion of k from
0% to 25%, and β within [1.5,3.5]. As shown in Figure 8,
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Figure 7: DFS effect: average normalized singular value spec-
tra of evaluated visual encoders under different attacks.
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Figure 8: Effect of the hyperparameters k and β on MABA,
evaluated on QwenVL2.5-7B. For the β analysis, we fix the
proportion of k at 5%. For the k analysis, we fix β = 2.5.

optimal attack performance is achieved when the proportion
of k is 5% (corresponding to k = 10) and β is 2.5. Suppressing
a small proportion of singular values achieves good perfor-
mance, aligning with the feature redistribution mechanism
illustrated in Figure 7. Excessively large β leads the noise to
overfit discriminative feature suppression at the expense of
semantic deviation, thus reducing MABA’s effectiveness.

6 Limitation and Discussion

Limited Effectiveness on Commercial LVLMs. We ob-
serve weaker attack efficacy on commercial LVLMs com-
pared to open-source models. While GPT-4 claims to pro-
cess all modalities within a single network, public technical
reports [65] do not detail the underlying multimodal archi-
tecture. We attribute MABA’s degradation to potential archi-
tectural gaps, where complex alignment mechanisms of com-
mercial models hinder transferability. Nevertheless, MABA
retains effectiveness against commercial LVLMs. This demon-
strates that leveraging mutual information simulates modality
alignment to a certain extent. Improving surrogate design to
approximate the unknown alignment mechanisms remains an
open problem.
Limited Effectiveness on Robust LVLMs. MABA exhibits
limited attack efficacy against robust models. This result

aligns with established empirical findings, confirming that
sufficient adversarial training serves as a potent mitigation
strategy against black-box adversarial attacks [66,67]. Specif-
ically, the strategy employed in Robust-LLaVA [62], which
unfreezes the projector for joint fine-tuning with the adversar-
ially trained visual encoder, effectively fortifies the modality
alignment process, thereby serving as a robust countermeasure
against MABA. Nevertheless, even the best robust models still
incur a substantial cost in clean performance, lagging behind
undefended models. Consequently, balancing the trade-off
between maintaining clean performance and achieving adver-
sarial robustness [68] remains a critical direction for future
research.
Impact of Surrogate Architecture Selection. As shown
in Table 1, MABA maintains robust transferability across
LVLMs with diverse ViT structures. MiniGPT-4, in particu-
lar, exhibits the lowest adversarial robustness. Given that its
encoder differs from our surrogate primarily in depth, this
confirms that higher architectural similarity further boosts
the performance of MABA. Additionally, we observe that in-
creasing the surrogate model’s depth further improves attack
transferability, consistent with findings in [25, 26].
Adaptation to Targeted Adversarial Attack. This work
validates that extending surrogate capabilities via the MIA
projector and amplifying discriminative feature suppression
effectively improve transferability. Theoretically, MABA can
be adapted for targeted attacks by modifying the surrogate
adapter’s construction and imposing targeted constraints on
the energy-redistributing DFS module. Given the distinct
attack paradigms illustrated in Figure 1, we leave this explo-
ration to future work.

7 Conclusion

In this work, we proposed MABA, a black-box untargeted
adversarial attack framework for evaluating the robustness of
LVLMs. By simultaneously disturbing both the visual encod-
ing and modality alignment phases, MABA achieved state-of-
the-art black-box attack performance on advanced LVLMs.
Extensive evaluations show that MABA causes an average
58.37% drop in semantic metrics for image captioning and a
31.63% drop in accuracy for VQA. We then proposed several
practical guidelines for building more robust LVLM systems,
spanning model selection, training, and system design.
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Ethical Considerations

This work aims to advance the understanding of adversarial
robustness in LVLMs by proposing a novel black-box adver-
sarial attack, Modality Alignment Breaking Attack (MABA),
designed exclusively for research and evaluation purposes.
The primary goal is to reveal new vulnerabilities introduced
by the multimodal architecture of LVLMs, thereby enabling
the community to build more robust systems.

Stakeholders and Potential Impact The stakeholders
potentially affected by this work include: (1) AI safety re-
searchers and model developers, who can benefit from MABA
to evaluate and strengthen LVLM models against adversarial
attacks. (2) Deployed system operators, who manage LVLM-
based systems and could face service disruptions if MABA
techniques were misused. (3) End users, who rely on LVLM-
based systems in applications such as education, healthcare, or
assistive technologies, could experience compromised service
integrity.

The research process and its publication may have differ-
ent impacts on these groups. For the research community,
MABA serves as an evaluation tool for assessing black-box
robustness, helping researchers develop more robust LVLMs.
For system operators, misuse of MABA could disrupt service
functionality. For end users, such misuse could compromise
service integrity. These risks should be carefully considered
and addressed before the large-scale deployment of LVLM
applications.

Mitigation of Negative Impacts To minimize potential
harm, all experiments are conducted under controlled con-
ditions using publicly available, non-sensitive datasets. No
personal, biometric, or proprietary data is used. We do not
release attack-ready scripts targeting proprietary APIs.

We show that existing adversarial training strategies can
mitigate MABA to some extent, and we highlight multimodal
alignment consistency as a promising new defense direction.
Furthermore, MABA reveals that current adversarial attacks
follow consistent patterns in suppressing discriminative high-
frequency features, which could be leveraged to design more
general detection and defense strategies.

Decision to Conduct and Publish The decision to conduct
this research stems from our goal to explore new adversarial
vulnerabilities introduced by the multimodal architecture of
LVLMs. MABA investigates robustness challenges that rep-
resent attack surfaces fundamentally different from those in
unimodal systems. We recognize that adversarial examples
represent inherent vulnerabilities of models that pose persis-
tent threats to system functionality throughout the deployment
lifecycle. Early identification and understanding of these vul-
nerabilities enable researchers to build more robust models
and develop effective defenses before such weaknesses are
exploited in real-world systems.

As LVLM applications become increasingly prevalent
across various domains, we believe it is essential to share

our findings with the research community to facilitate the de-
velopment of more robust systems. Open-source publication
allows researchers worldwide to understand these alignment-
based vulnerabilities, validate our results, and contribute to
collective defense efforts. This approach aligns with responsi-
ble disclosure practices in AI safety research. We have chosen
to disseminate our work through peer-reviewed publication
to ensure proper evaluation and oversight by the research
community, balancing the need for transparency with the im-
perative of responsible knowledge sharing.

Open Science

We affirm that this paper complies with open science policies
by promoting transparency, reproducibility, and accessibility
in research. The data, methodology, and findings presented in
this paper are openly available for review and replication.

Dataset and Models. The datasets and model architectures
used in this research are all open-source. Therefore, the re-
sults and findings of this study can easily be replicated and
validated by other researchers in the field.

Source Code. The source code of the proposed MABA is
publicly available at https://github.com/LeeZSir/MABA.
An archived version is also provided on Zenodo at https:
//zenodo.org/records/17958814 to ensure long-term ac-
cessibility. This resource enables researchers and practitioners
to implement and evaluate MABA in their own experiments,
thereby supporting further investigation into model robust-
ness.
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A Comparison with VLP attack

To further validate the effectiveness of MABA in disrupting
the modality alignment process, we extend our evaluation to
vision-language pretraining (VLP) models on the image-
text retrieval (ITR) task. The ITR task aims to retrieve rel-
evant images given a text query and vice versa, thereby as-
sessing a model’s ability to align visual and textual semantics
across modalities. Regarding the selection of evaluated mod-
els, we include representative VLP models, namely CLIP [27],
ALBEF [38], and TCL [39].

A.1 Experiment setup
For the ITR task, we adopt MSCOCO [57] and
Flickr30k [69], both providing aligned image-text pairs
for bidirectional retrieval. On MSCOCO, we randomly
select 1,000 images from the Karpathy test split [55] to

generate adversarial examples, which are further used for ITR
evaluations. On Flickr30k, we use its standard 1,000-image
test set to generate adversarial examples specifically for ITR
evaluation.

We report Attack Success Rate (ASR) for both Image-to-
Text Retrieval@1 (IR@1) and Text-to-Image Retrieval@1
(TR@1), where @1 denotes the top 1 retrieved result. ASR
is defined as the percentage of samples where the ground-
truth pair originally ranked at the top 1 fails to remain at that
position after perturbation, indicating a successful disruption
of modality alignment.

We compare MABA with established adversarial attack
baselines for VLP models, including SGA [33], DRA [34],
and SAAET [35]. For a fair comparison, all adversarial ex-
amples are generated under the ℓ∞ norm constraint with a
perturbation bound of ε = 16/255. For attacks requiring itera-
tive optimization, we set the number of steps to 30 and the step
size to 3/255. In all VLP evaluations, we adopt CLIP_ViT-
B/16 as the surrogate model, with both visual and textual
embedding dimensionalities set to dv = dt = 512.
MABA Configuration. For attack parameter settings and sur-
rogate model selection, we remain consistent with the baseline
configuration. For the DFS Module, we select layers 4–9 in
CLIP_ViT-B/16 for spectral regularization. The regulariza-
tion is applied to the outputs after the layer normalization
that follows the multi-head self-attention module in each
Transformer block, ensuring consistency with the analysis
framework described in [49]. We set the number of dominant
singular values to suppress to k = 10, and the regularization
weight to β = 2.5. For the MIA Projector Training Module,
we set the projected embedding dimension at dk = 448 for
CLIP_ViT-B/16, which corresponds to 87.5% of the origi-
nal embedding space. The training data are consistent with
the downstream test data, utilizing the same image-text pairs
sampled from MSCOCO and Flickr30k. To instantiate the
measurable scoring function m : Rdk ×Rdk → R, we employ
a Q-Former module and adopt the cosine similarity function
introduced in [58] as scoring functions. The MIA projector is
trained using the Adam optimizer with an initial learning rate
of 2×10−4 for 100 epochs, which decays by a factor of 0.1
every 40 epochs. The balance parameter for the loss strength,
λ, is set to 0.36.

A.2 Results on ITR Task

MABA consistently outperforms all evaluated attack meth-
ods in terms of Attack Success Rate (ASR). Among existing
methods, SA-AET achieves the highest attack success rates on
Flickr30K and MSCOCO. On Flickr30K, MABA achieves an
ASR improvement of +2.94% in TR@1 and +4.29% in IR@1
on CLIP-ResNet50, which relies solely on image-text con-
trastive loss for modality alignment. On TCL, which employs
a cross-attention mechanism for multimodal fusion, the im-
provements reach +9.70% and +5.71% in TR@1 and IR@1,



Table 7: Attack Success Rate (%) on Flickr30K and MSCOCO (Source: CLIP-ViTB/16)

Flickr30K MSCOCO

Attack Method CLIP-ViTB/16 CLIP-CNNRes50 ALBEF TCL CLIP-ViTB/16 CLIP-CNNRes50 ALBEF TCL

TR@1 IR@1 TR@1 IR@1 TR@1 IR@1 TR@1 IR@1 TR@1 IR@1 TR@1 IR@1 TR@1 IR@1 TR@1 IR@1

SGA [33] 100.0 99.94 56.7 59.31 29.3 33.93 28.66 35.1 100.0 99.85 56.98 61.36 31.51 37.56 25.31 28.82
DRA [34] 100.0 100.0 75.73 77.67 48.8 55.52 49.32 55.0 100.0 100.0 71.23 77.67 50.44 53.6 44.84 47.79
SA-AET [35] 100.0 100.0 80.84 80.0 60.9 64.55 58.69 61.74 100.0 100.0 76.78 78.76 55.14 60.48 53.92 56.1
MABA 100.0 100.0 83.78 84.29 67.26 68.76 68.39 67.45 100.0 99.92 85.61 85.61 63.57 65.08 62.32 60.51

respectively. On MSCOCO, MABA achieves more consistent
gains across diverse models, improving TR@1 by an aver-
age of +8.22% and IR@1 by +5.29% over SAAET. These
results demonstrate that MABA maintains strong modality
alignment disruption capabilities across architectures with
different alignment strategies.

B Prompts

B.1 Prompts for Tasks
For IC tasks, BLIP2-OPT6.7B-MSCOCO uses the default
prompt “a photo of”, MiniGPT4-Vicuna13B adopts “De-
scribe this image in detail.”, and other models are prompted
with “You are doing the image captioning task. Describe this
image in one short sentence only.”

For VQA tasks, BLIP2-OPT6.7B-Pretrain and MiniGPT4-
Vicuna13B adopt their default question-answering format

“Question: {} Answer: {}”, and other models use “You are
doing the VQA task. Please answer the following question in
a word or short phrase.”

B.2 Prompts for IC Evaluation
We employ GPT-4o to evaluate the semantic consistency be-
tween generated captions and reference captions. The result-
ing GPTScore is assigned in the range [0,1], where 0 indi-
cates completely different meanings and 1 indicates identical
meanings. The evaluation prompt is defined as follows:

Main Objects (40%): Key objects from the reference should
be present. Matching any one reference sentence is sufficient.
Extra objects are acceptable. Actions & Relationships (30%):
The main actions and relationships must be preserved, focus-
ing on “who does what to whom”. Attributes (20%): Core
attributes such as color, size, and number should be correct.
Fluency (10%): The caption should be clear and grammatical,
with minor errors tolerated.

Add up to +0.1 for especially clear or faithful meaning.
Deduct up to −0.1 for serious errors or irrelevant content.

B.3 Prompts for VQA Evaluation
For models that cannot directly generate short answers (e.g.,
BLIP2-OPT6.7B-Pretrain and MiniGPT4-Vicuna13B), we

employ GPT-4o-mini to compute VQA accuracy. The evalu-
ation prompt is defined as follows:

Question: {} Generated Answer: {} Human Answers: {}
Compute the VQA accuracy using the official formula:

Accuracy = min
(n

3
,1
)
,

where n denotes the number of human answers that semanti-
cally match the model-generated answer.

Return only the VQA score as a single number between 0
and 1, without any explanation or additional text.

C SD@k Scores across Evaluated LVLMs

We present the distribution of SD categories across different
LVLMs under various attack methods in Table 8.

D Statistics based on VQA Question Types

We report the counts of per-question-type VQA accuracy
intervals across LVLMs under MABA in Table 9. Note that
the VQA accuracy of MiniGPT-4-Vicuna13B and BLIP2-
Pretrain are computed directly by GPT-4o-mini and thus
excluded from the statistics.

E Mechanism Study of MIA Projector

Based on the visual encoders evaluated in our experiments,
we further select their corresponding source CLIP models
to perform a max-sliced mutual information (mSMI) anal-
ysis. We report the average mSMI values between visual
and textual embeddings under different attack methods on
CLIP_ViT-L/14, EVA-G, and SigLIP-SO400M. The mSMI is
estimated using cosine similarity as the measurable function,
and computed according to Equation (14). As shown in Fig-
ure 9, stronger attacks result in larger reductions in mSMI
across evaluated CLIP models. By employing the MIA pro-
jector to generate adversarial examples in a modality-aligned
representation subspace, MABA learns to effectively disrupt
modality alignment, consistently yielding the largest drops in
both metrics across all evaluated models. This confirms that
incorporating the projector into the attack pipeline enhances
attack effectiveness.



Table 8: Distribution of Semantic Deviation categories (in %) across LVLMs under different attack methods

Source Model Attack Method SD@1 (%) SD@2 (%) SD@3 (%) SD@4 (%)

BLIP2-OPT6.7B-MSCOCO

Clean 72.72 23.23 3.065 0.41
AttackVLM-ii [22] 62.44 28.30 8.16 1.11
AnyAttack [24] 59.05 31.55 7.89 1.52
FOA [26] 57.70 28.70 9.10 4.50
MABA 37.09 30.69 18.19 14.02

MiniGPT4-Vicuna13B

Clean 43.72 37.49 16.58 2.21
AttackVLM-ii [22] 22.03 33.10 36.26 18.51
AnyAttack [24] 27.85 32.09 25.03 15.04
FOA [26] 24.22 27.33 21.72 26.73
MABA 4.94 8.78 17.76 68.52

LLaVA-OneVision-7B

Clean 82.14 15.54 2.32 0.00
AttackVLM-ii [22] 57.73 27.84 11.24 3.20
AnyAttack [24] 52.34 29.23 12.42 6.01
FOA [26] 38.90 26.10 17.80 17.20
MABA 20.95 25.10 23.38 30.57

Phi4-Multimodal

Clean 64.34 26.06 9.19 0.40
AttackVLM-ii [22] 30.45 32.26 25.23 12.06
AnyAttack [24] 25.65 27.57 28.57 18.21
FOA [26] 24.80 24.70 25.80 24.70
MABA 9.52 13.78 25.03 51.67

QwenVL2.5-7B

Clean 80.10 17.68 2.12 0.10
AttackVLM [22] 44.53 29.15 17.31 9.01
AnyAttack [24] 37.25 25.51 21.86 15.28
FOA [26] 25.30 24.80 22.80 27.10
MABA 11.08 12.49 22.66 53.78

MiniCPM-o-2.6

Clean 79.88 17.29 2.63 0.20
AttackVLM-ii [22] 40.99 28.34 21.36 9.31
AnyAttack [24] 35.62 31.18 20.28 12.92
FOA [26] 22.80 22.40 24.80 30.00
MABA 11.63 16.46 24.69 47.22

InternVL3-8B

Clean 80.42 17.46 2.12 0.00
AttackVLM-ii [22] 50.30 30.39 13.62 5.69
AnyAttack [24] 45.33 28.80 16.73 9.13
FOA [26] 19.90 25.80 23.80 30.50
MABA 9.80 14.24 23.94 52.02

Table 9: Counts of per-question-type VQA accuracy intervals across LVLMs under MABA

Source Model 0∼25% 25%∼50% 50%∼75% 75%∼100%
LLaVA-OneVision-7B 5 18 26 16
Phi4-Multimodal 12 15 23 15
QwenVL2.5-7B 9 19 22 15
MiniCPM-o-2.6 11 16 21 17
InternVL3-8B 14 39 11 1
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Figure 9: MIA projector effect: average mSMI of evaluated CLIP models under different attacks.
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