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Abstract
Perceptual hash functions have been designed to detect mul-

timedia copyright violations and illegal content. To achieve
their purpose, they map inputs that are perceived as similar to
close outputs. For many widely deployed schemes, however,
both the design strategy and detailed specifications remain
proprietary. Governments are now considering their exten-
sion to Client-Side Scanning (CSS) for end-to-end encrypted
services, verifying content against illegal material before en-
cryption. In 2021, Apple presented a detailed proposal for
CSS based on the NeuralHash perceptual hash function. After
strong criticism over privacy and security concerns, Apple
withdrew the proposal, but NeuralHash remains deployed on
all devices, with its current purpose undisclosed. In theory,
brute-force collisions for NeuralHash (96-bit hash value) re-
quire 248 evaluations. Shortly after the NeuralHash release,
researchers showed it is easy to craft perceptually dissimilar
collisions, to incriminate any user by sending an innocent
image sharing the same hash value as illegal content. This
work shows a more serious weakness: when inputs are re-
stricted to human faces, we found several collisions between
perceptually different images after only 216 hash function
evaluations. Unlike targeted attacks, our black-box approach
requires no knowledge of the hash function design. We also
demonstrate a high false negative rate (images that should
share the same hash but do not). We further confirm the gen-
erality of our approach by studying PhotoDNA, Microsoft’s
widely deployed 1152-bit perceptual hash function. In the
case of PhotoDNA, we found near-collisions at thresholds
significantly lower than previously reported, appearing after
between 214.6 and 217 evaluations depending on the threshold
used. This is the first work to demonstrate exact natural colli-
sions in NeuralHash and to identify natural near-collisions in
PhotoDNA at such low thresholds. These results cast serious
doubts on the suitability of these designs for large-scale client
scanning, as they produce high false positive and false neg-
ative rates, and highlight the need to reassess their security
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and feasibility, particularly for large-scale applications where
privacy risks and false positives have serious consequences.

Coordinated Vulnerability Disclosure. As part of our re-
search, we followed coordinated vulnerability disclosure pro-
cedures by timely notifying Apple and Microsoft of our find-
ings. Apple informed us that they had reproduced all of our
results without exception, acknowledged the issues, and were
investigating solutions. We have entered constructive discus-
sions with Microsoft. We can confirm that the results pre-
sented for PhotoDNA in this paper are accurate for the version
currently deployed. These exchanges have been focused on
addressing the shortcomings we identified.

1 Introduction

Unlike cryptographic hash functions that produce completely
different outputs for even small input changes, perceptual hash
functions produce the same or similar outputs for perceptually
similar inputs. This allows for the detection of perceptually
similar multimedia content such as images, videos, or sounds.

Perceptual hash functions are widely used to detect copy-
right violations [30, 59], identify problematic content such
as Child Sexual Abuse Material (CSAM) [3] or terrorist con-
tent [16], and allow biometric authentication [35]. Comparing
hash values allows detection without exposing the content.
The US National Center for Missing and Exploited Children
(NCMEC) has reported a sharp increase in CSAM detec-
tions in recent years [53]. NCMEC and researchers such as
Bursztein et al. [12] and Farid [26] have called for automated
detection methods, including perceptual hashing, to address
this problem. At the same time, the rise of end-to-end encryp-
tion has further hindered centralized detection.

In response, the UK [64] and the European Union [15] have
proposed Client-Side Scanning (CSS), which scans content di-
rectly on user devices before encryption, enabling authorities
to intervene before it is shared [3,41,44]. CSS has faced strong
criticism from academics, industry and NGOs (see Abelson



et al. [1] for an overview). Experts warn that it enables mass
surveillance, undermines privacy rights, and creates a chill-
ing effect. Once deployed, such systems could be extended
beyond CSAM detection to other criminal content, political
dissent, or the identification of whistleblowers and journal-
ists. Although some proposals aim to detect CSAM while
preserving privacy [7], the technologies deployed offer weak
privacy guaranties and remain vulnerable to false positives
and evasion. Members of the EU Parliament [10] and experts
have issued open letters and public statements highlighting
these concerns [54, 55].

This paper evaluates two widely deployed perceptual hash
functions: Apple’s NeuralHash [3] and Microsoft’s Pho-
toDNA [52]; the latter is used by NCMEC, hundreds of tech
companies, and all Microsoft services for online CSAM de-
tection. We focus on false positives (perceptually different
images with identical or close hash values) and false nega-
tives (perceptually similar images with different hash values).
Earlier work on NeuralHash [60] showed that it is easy to
cryptanalyse the function by creating false positives through
image manipulation. Here, we consider large-scale deploy-
ments where legitimate unmodified image sharing could still
lead to false accusations.

In its Q&A report [2] on NeuralHash, Apple addressed
concerns about false positives:

"Will CSAM detection in iCloud Photos falsely report
innocent people to law enforcement? No. The system is
designed to be very accurate, and the likelihood that the
system would incorrectly identify any given account is
less than one in one trillion per year."

The European Commission’s 2023 report to Parliament and
the Council on PhotoDNA [22] states:

"The most widely used tool is Microsoft PhotoDNA, used
by over 150 organizations. PhotoDNA has been in use
for more than 10 years and has a high level of accuracy.
The rate of false positives is estimated at no more than 1
in 50 billion, based on testing."

However, the estimate “1 in 50 billion”’ originates from a
2019 report by its creator, Farid [25], which does not explain
or justify the methodology used to derive this estimate.

To our knowledge, no independent and rigorous evaluation
has confirmed these claims. We thus analyze the efficiency
and accuracy of both functions at scale, assessing their suit-
ability for real-world use. Our findings show that large-scale
deployment of either NeuralHash or PhotoDNA would in-
evitably result in a substantial number of false positives, even
in the absence of image manipulation.

The remainder of this paper is organized as follows. Sec-
tion 2 introduces perceptual hashing and defines perceptually
identical content. Section 3 examines the properties of Neu-
ralHash, focusing on the collision behavior for different types
of images. Section 4 presents quantitative results and colli-
sion examples for NeuralHash. Section 5 reports PhotoDNA

collision results. Section 6 analyzes the impact of these col-
lisions on large-scale deployments. Section 7 discusses the
limitations of our work and the applicability of our results to
CSAM detection. Finally, Section 8 summarizes our findings.

Disclaimer. We unequivocally condemn the creation and
distribution of CSAM, which are serious crimes that must be
addressed in our digital society. This paper aims to inform
discussions on the efficacy and implications of deploying
perceptual hashing and Client-Side Scanning at scale. Our
analysis of NeuralHash and PhotoDNA is not a critique of
Apple, Microsoft, or anti-CSAM initiatives, but highlights the
risks of a large-scale deployment of perceptual hash functions.
These functions serve as case studies underscoring the need
for accuracy and robustness to avoid false positives. We hope
that this work fosters further research and dialog to combat
CSAM while balancing effectiveness and privacy.

2 Background

This section defines perceptually similar content, outlines
the properties and building blocks of perceptual hash func-
tions, and reviews major designs.

2.1 Perceptually Identical Content
Although content can consist of images, video, audio, and 3D
or immersive environments, this paper limits itself to the first
category which is the target of NeuralHash and PhotoDNA.
Perceptually similar images are those that appear identical
or nearly identical to a human observer. From a human per-
ception perspective, similarity between images is typically
characterized by the following factors, among others:

• Color Consistency: Images with minor differences in
brightness, contrast, or color balance but the same over-
all composition are considered perceptually similar. For
example, an image with slightly adjusted brightness re-
mains perceptually similar to its original.

• Structural Similarity: Images with similar shapes,
edges, and textures, even after minor geometric trans-
formations such as rotations, translations, or small distor-
tions, are considered perceptually similar. For instance,
an image and its slightly rotated version would be per-
ceptually similar.

• Content Preservation: Images with the same core con-
tent but reduced resolution, compression artifacts, or
added overlays, such as watermarks or logos, are still
perceptually similar, provided these modifications do
not obscure the underlying scene. For example, a high-
resolution image and a compressed or watermarked ver-



sion with some loss of detail are perceived as the same
image.

• Noise Robustness: Images with minor noise additions,
such as random pixel variations, or distortions, such as
blurring, which do not significantly alter the perceived
content, are considered perceptually the same. For in-
stance, an original image and one with a limited amount
of Gaussian noise are perceptually similar.

These four factors form the basis for our notion of per-
ceptual similarity and are used consistently throughout the
paper. They define the criteria by which images are classified
as perceptually similar or distinct in our experiments, and all
evaluations of collisions, near-collisions, and false positives
or negatives are grounded in this definition to reflect human-
perceived similarity rather than purely numerical differences.

Although some mathematical metrics [11, 14] can capture
individual aspects of perceptual similarity, they do not ac-
count for all of these factors. We therefore assess perceptual
similarity directly using the above criteria rather than relying
solely on existing similarity metrics. Section 3 provides the
exact definition used.

2.2 Properties
While cryptographic hash functions and perceptual hash func-
tions share some similarities, they have different purposes
and thus different properties. Both efficiently process large
inputs and reduce them to short outputs in a deterministic way.
However, in the context of perceptual hash functions the dis-
tinction between natural collision and collision is important.
A natural collision refers to the event in which two inputs
share the same output, without any intentional modification
aimed at forcing their hash values to be equal. More gener-
ally, a collision corresponds to inputs sharing the same hash
value regardless of whether the inputs have been modified or
not. For simplicity, and unless stated otherwise, in this paper,
we will refer to natural collisions simply as collisions, and
to collisions resulting from modified inputs as non-natural
collisions.

Given this terminology, the properties [21,26] of perceptual
hash functions in the context of image hashing are:

• Preimage resistance: Similar to the case of crypto-
graphic hash functions, preimage resistance refers to the
infeasibility of finding for a value H(x) any input x′ such
that H(x′) = H(x). Note that this requirement extends to
cases where equality is replaced by a distance condition
d(H(x),H(x′))≤ τ, where d denotes a metric such as the
L1 or L2 distance (see Definitions 3 and 4 in Section 5
for details), and τ is a predefined (low) threshold. An
additional requirement is the inability of an adversary
to reconstruct or infer meaningful information about the
original input x from its hash value H(x).

• Second preimage resistance: Given x1 and its hash
value H(x1), it should be computationally infeasible to
find an unmodified input x2, perceptually different from
x1, such that H(x2) = H(x1). Note that for a perceptual
hash function, it is trivial to find a distinct but percep-
tually identical input x2 with H(x2) = H(x1). Similar to
preimage resistance, this notion can be extended with a
distance function.

• Illegitimate collision resistance: Perceptual hash func-
tions should ensure that perceptually different inputs
yield distinct or sufficiently distant hash values. More
formally, it should be computationally infeasible to find
two perceptually different inputs x1 and x2 such that
H(x1) = H(x2) or d(H(x1),H(x2)) ≤ τ. Note that this
can be a natural collision (occurring between random
inputs) or collision obtained by carefully modifying in-
puts.

• Accuracy: Perceptual hash functions should produce
the same (or similar) hash values for perceptually iden-
tical or very similar inputs. This property ensures that
minor variations in the input (such as slight changes in
brightness or minor cropping in an image) do not result
in significantly different hash values.

2.3 Perceptual Hashing Process
First-generation perceptual hash functions do not involve deep
learning techniques. Examples include pHash [68] and Mi-
crosoft’s PhotoDNA [59]. These designs typically rely on
hand-crafted features and transformations to generate hash
values that are robust to minor input changes.

Deep perceptual hash functions [45, 46], on the other hand,
are based on a Machine Learning (ML) model. They involve
training deep neural networks to learn feature representations
that capture perceptual similarity. Deep perceptual hash func-
tions are less common, as they are more recent. Research
includes hashing for image retrieval [69], for label predic-
tion [66], and for CSAM detection [3]. Perceptual hash func-
tions typically follow similar sequences of steps to generate
hash values [21].

The first step is preprocessing, which prepares the input
image by normalizing it into a standardized format. This of-
ten involves resizing the image to fixed dimensions, such as
(360× 360) pixels, and normalizing pixel values to a spe-
cific range, e.g., [−1,1]. Additional preprocessing may in-
clude computing image gradients or converting the image to
grayscale. In deep perceptual hash functions, preprocessing
relies on an ML model to extract features, in addition to or in
place of these traditional steps.

The next step is hash value extraction, where specific image
features are selected to derive the hash value. The features
depend on the application. Common methods include com-
puting the average color of the image, its gradient, or using



techniques such as Locality-Sensitive Hashing [28, 34] and
Binary Reconstructive Embeddings [40].

Finally, the generated hash values are converted to binary
strings and compared to other hash values using a comparison
technique. The Euclidean distance [21, 26, 59] is the most
common metric for comparisons.

2.4 Perceptual Hash Function Designs
Perceptual hash functions have been developed and deployed
since the early 2000s [21]. We mention in the following some
of the most notable designs and their applications.

One of the earliest implementations of perceptual hashing
for content identification was YouTube’s Content ID [30].
Content ID identifies copyrighted material to assist copyright
holders in managing their rights.

The 2010 thesis of Zauner [39, 68] provides a detailed
introduction to perceptual hash functions and introduces the
open-source construction pHash, which inspired several other
designs.

PhotoDNA [52] was developed by Microsoft and Farid in
2009. It is widely used for content moderation [59] and on
platforms such as Gmail, Twitter, Facebook, Reddit, and Dis-
cord to detect illegal content, particularly CSAM. Despite its
widespread use, some successful attacks have been reported
(see Section 2.7).

eGlyph [16], based on PhotoDNA, was implemented by the
Counter Extremism Project (CEP), a nonprofit international
policy organization combating extremist ideologies, with the
help of Farid. In 2018, eGlyph was used to detect extremist
videos on YouTube.

In 2019, Facebook (now Meta) released PDQ and
TMK+PDQF [23] as open-source perceptual hash functions
based on pHash [18]. These functions are designed to en-
hance the identification and moderation of prohibited content,
in particular CSAM, across Facebook’s platform and beyond.
The PDQ function is designed for images, while TMK+PDQF
targets videos.

Apple introduced in 2021 NeuralHash [3], a perceptual
hash function specifically designed for CSAM detection [9].
NeuralHash uses a convolutional neural network (CNN) to
generate hash values from images, with the aim of detecting
illegal content.

2.5 NeuralHash
NeuralHash has been designed to identify known CSAM
images stored in iCloud Photos by comparing image hash
values on the device to a database of known CSAM hash val-
ues provided by child safety organizations such as NCMEC.
The deployment of NeuralHash involved integrating the hash-
ing algorithm directly into the iOS operating system. When
an image is uploaded to iCloud Photos, NeuralHash gener-
ates a hash value that is compared against the database. If

a sufficiently high number of matches are found to meet a
predefined threshold, the corresponding content can be de-
crypted, reviewed, and, if confirmed, the user may be reported
to the authorities. The Apple approach has raised significant
public debate and controversy. As a consequence, Apple of-
ficially withdrew the proposal and postponed the large-scale
deployment of the CSAM detection system. Nonetheless,
NeuralHash has been embedded in all Apple devices.

NeuralHash was designed to operate in conjunction with
the Apple CSS framework. At a high level, Apple employs a
mechanism based on derived cryptographic keys and thresh-
old secret sharing to match content on user devices with en-
crypted reference material stored on the server. This approach
is intended to ensure that a minimum number of matches
is required before any decryption occurs. For a detailed de-
scription of the CSS protocol, including Apple’s use of cryp-
tographic headers and threshold cryptography, we refer the
reader to the Apple technical report [3] and to Appendix A of
the full version of this paper [43] .

For our experiments, we extracted the neural network
and hash matrix used by NeuralHash from an iPhone with
firmware version 16.2. We then used [67] to convert the Neu-
ralHash model into ONNX format, allowing us to run Neural-
Hash across platforms and devices.

2.6 Microsoft PhotoDNA

Unlike NeuralHash, PhotoDNA relies exclusively on tradi-
tional image processing operations. Although Microsoft has
never publicly disclosed the exact algorithm, several leaks
have enabled researchers to obtain equivalent black-box im-
plementations. The publicly available code allows retrieval
of corresponding PhotoDNA hash values for any image in-
put. However, except for some high-level descriptions of Pho-
toDNA [25], as of the date of submission there is no publicly
available information detailing the mathematical steps used
to compute a PhotoDNA hash value. The exact algorithm
therefore remains undisclosed, and PhotoDNA can only be
computed in a fully black-box setting. Nevertheless, the high-
level description of PhotoDNA, as presented by Farid in [24],
is summarized in Appendix A of the full version of this pa-
per [43].

In this paper, we use leaked code [37] to execute PhotoDNA
in a black-box setting. This implementation, derived from
previously disclosed materials, has also been referenced in
prior work [5, 57, 59].

2.7 Related Work

Perceptual hash functions have been studied in academic pa-
pers for over two decades. Farid provided a comprehensive
introduction to the topic in 2021 [26], detailing the funda-
mental techniques and challenges. Du, Ho, and Cong present



in [21] a survey of perceptual hashing techniques and their
applications.

Recent research in perceptual hashing has primarily fo-
cused on non-natural collisions (as defined in Section 2.2)
and information leakage. Information leakage refers to the
risk of leakage of information about the input from its hash
value.

One prevalent method of attacking perceptual hash func-
tions is through gradient-based hash attacks, which impercep-
tibly alter pixels to achieve specific outputs [13,17,19,61,62].
Various optimization techniques have been proposed to im-
prove the effectiveness of these attacks [29, 48, 56].

Several papers have analyzed the resistance of perceptual
hash functions to image modifications and the difficulty to
recover original images from their hash values. This includes
research on the robustness of perceptual hash functions de-
rived from pHash [20,36] and attempts to reconstruct original
images using Binary Reconstructive Embeddings instead of
Locality-Sensitive Hashing [65].

Recent work has revealed a series of attacks that exploit
vulnerabilities in the internal structure of NeuralHash and
other perceptual hash functions. In addition to information
leakage and preimage reconstruction attacks [8, 32], Strup-
pek et al. [60] showed how to create second preimages for
attacking NeuralHash, where input images were impercepti-
bly modified to produce a non-natural collision. They also
published a proof-of-concept implementation (other tools for
second preimages can be found in [6, 38]). Struppek et al.
further described classification attacks, in which hash values
are used to categorize inputs, achieving a maximum success
rate of 52% in some categories.

Similarly, attacks on pHash have shown how images can
be manipulated to produce specific hash values [31]. Addi-
tionally, partial inversion of the inputs from PhotoDNA hash
values has been demonstrated using neural networks [5].

Despite this research on cryptanalyzing perceptual hash
functions and NeuralHash and PhotoDNA in particular, there
remains a significant gap in the evaluation of these func-
tions concerning empirical false positive rates and their per-
formance in black-box settings. This gap underscores the
necessity of our analysis, which aims to evaluate the perfor-
mance, accuracy, and false positive rate of NeuralHash in the
context of large-scale CSAM detection.

3 Analysis of Perceptual Hash Functions

This section introduces the datasets used for both NeuralHash
and PhotoDNA, and defines what we refer to as a perceptually
identical image. We then report our observations on the distri-
bution of NeuralHash outputs and the (non-)independence of
the hash bits. For both the distribution and independence ana-
lyzes, we begin with observations for different image types
and then estimate the corresponding theoretical probability of
collisions. For brevity, we present detailed observations only

for NeuralHash; however, we obtained similar observations
and identical conclusions for PhotoDNA.

3.1 Image Sets
We are using two distinct datasets in our analysis. The first
consists of non-human images from the PASS dataset [4].
The second contains celebrity face images from the CelebA
dataset [47]. Within the CelebA dataset (N = 202599 im-
ages), we identified at least Ndup = 4629 duplicates or per-
ceptually similar images, i.e., images that should ideally map
to the same hash value. These databases were chosen be-
cause they contain relevant data without violating the privacy
of normal users. The size is sufficient to obtain statistically
meaningful results while still allowing for manual verification
of similarity.

Examples of identical and perceptually similar pairs are
shown in Figure 1. Our primary goal is to evaluate whether
hashing face images with perceptual hash functions yields
different results compared to non-human images. Specifically,
we aim to analyze the number of collisions and the statistical
properties of individual bits of the hash values.

(a) Identical images (b) Different filter

(c) Very close pose

Figure 1: Perceptually similar images

We selected face images for two main reasons: first, to
approximate a use case related to CSAM detection, as such
images often contain faces; second, to reflect their prevalence
on mobile devices, making this a realistic scenario.

We also introduced different levels of blurring to stress-test
the stability of the hashing functions. Facial blurring is likely
to occur in CSAM (to hide the identity of perpetrators); our
results show that blurring can induce a disproportionately
high number of false positives and false negatives, reinforcing
the instability we observe. Including blurred faces, therefore,
strengthens the robustness evaluation by ensuring that the
analysis covers realistic degradations encountered in practice.

Based on these criteria, we constructed six image sets: non-
human images, human face images, and human face images



with varying levels of blurring. An example of each type is
shown in Figure 2. Throughout the paper, the abbreviation BF
stands for blurred faces, and we refer to the six image types
as follows:

• Non Human: images from the PASS [4] dataset.

• Non BF: images from the CelebA dataset [47].

• Light BF: CelebA images with light blur.

• Medium BF: CelebA images with medium blur.

• High BF: CelebA images with high blur.

• BF only: CelebA images with blur applied only to the face
region.

(a) Non Human (b) Non BF (c) Light BF

(d) Medium BF (e) High BF (f) BF only

Figure 2: Examples of the six types of images used

3.2 Statistical Properties of Hash Values

This section presents both a theoretical analysis and exper-
imental results to assess the properties of perceptual hash
functions. We analyze the statistical distribution of hash val-
ues and test the independence of individual bits of the hash
values using probabilistic models. In parallel, we conducted
experiments on large-scale datasets to validate these theoreti-
cal findings, using NeuralHash as a primary example before
extending our evaluation to PhotoDNA.

3.2.1 Distribution

We first experimentally analyze the distribution, in particular
the uniformity and variance, of NeuralHash bit values for
different types of image. We then introduce three propositions
that help determine the theoretical number of hash function
evaluations required before obtaining an illegitimate collision.

Experiments. As stated in Section 2, the distribution of
the individual output bits of a hash function must be uniform
with a small variance to prevent information leakage about
the input and to resist second preimage and collision attacks.

To compute the average distribution of NeuralHash bits for
each image type, we hashed 30000 randomly selected images
from each set. For each type of image, we count, for each
of the 96 bits, how often it equals 1 or 0. The results for the
Non Human and Non blurred faces types are presented in
Figure 3a, where the percentage of times each bit is equal
to 1 is plotted. Under a Bernoulli model with n = 96 bits
and p = 1

2 , the expected proportion is 50%, with standard
deviation σ = 1/(2

√
n); hence, all points should lie within

the range 35%–65% (i.e., ±3σ).
For Non Human images, the results meet expectations, with

the percentage of bits equal to 1 uniformly distributed around
50%. In contrast, for Non blurred human face images (pink
dots in Figure 3a), a significant number of bits deviate from
being equal to 1 about 50% of the time. For Non Human
images, none of the output bits equals 1 less than 35% or more
than 65% of the time. In contrast, for human face images, 30
bits fall outside this range, with even 2 bits being less than
20% or more than 80% of the time equal to 1.

The results for the four remaining image types are pre-
sented in Figure 3b. Hash values are even less uniformly
distributed than for Non blurred faces. For lightly blurred im-
ages (orange dots), 39 bits fall outside the 35%−65% range.
For images with only the face blurred (green dots), 49 bits fall
outside the range. For medium blurred images (black dots),
51 bits fall outside the range, and for highly blurred images,
61 out of the 96 bits fall outside the 35%−65% range.

Theoretical Collision Probability with the independence
hypothesis. An illegitimate collision corresponds to the
event in which the hash values of two perceptually different
images are the same. For regular hash functions, this event
should be exceedingly rare. For a uniformly distributed 96-
bit hash value (NeuralHash), where each bit is independent
of the others, the birthday paradox [27] states that the aver-
age number of hash values required before encountering an
illegitimate collision is 248.

Assuming that all bits of the hash value are mutually inde-
pendent and considering the observed distribution for each
dataset, Proposition 1 provides the probability that two hash
values are identical. Proposition 2 provides the expected num-
ber of hash values required before the first illegitimate colli-
sion. To make this result more practical, Proposition 3 pro-
vides a tight bound on this expectation.

Proposition 1. Consider a hash value of n bits and a vector
p for which the i-th element pi denotes the probability that
the i-th bit of the hash value is equal to 1 (0 ⩽ pi ⩽ 1). If En

p



(a) Non Human vs. Non blurred faces (Non BF)

(b) Blurred Human Faces

Figure 3: Bit distributions for each image type

denotes the event that two hash values are equal, then

P(En
p) =

n

∏
i=1

(p2
i +(1− pi)

2) .

Proof. The proof is provided in Appendix A.

Proposition 2. Denote by P(En
p) the probability that two

n-bit hash values with distribution p are equal and define
U = 2n. The expected number of hash values to compute
before the first collision E(Dn

p) is equal to:

E(Dn
p) = 2+(U +1)× y

U(U+1)
2 +

U−1

∑
x=1

y
x(x+1)

2

with y = 1−P(En
p) .

Proof. The proof is provided in Appendix A.

The exact computation of E(Dn
p) is infeasible due to the

sum over the U elements (U = 296 for NeuralHash and U =
21152 for PhotoDNA). However, Proposition 3 gives a bound
for E(Dn

p) that is computationally efficient.

Proposition 3. Denote by P(En
p) the probability that two

n-bit hash values with distribution p are equal and define

U = 2n. The expected number of hash values to compute
before the first collision E(Dn

p) is upper bounded by:

E(Dn
p)≤ 1+(U +1)× y

U(U+1)
2 +

θ2(0;y
1
2 )

2× y
1
8

,

with θ2(0;y
1
2 ) the Jacobi theta function θ2(z;q) with z = 0

and q = y
1
2 and with y = 1−P(En

p) .

Proof. The proof is provided in Appendix A.

Conclusion on distribution. Using Proposition 3 together
with the NeuralHash distributions observed in Figure 3, we
construct Table 1. Since the observed distributions deviate
from the uniform distribution (i.e., bits are not equal to 1
exactly 50% of the time), the table provides the theoretical
number of hash evaluations required before the first illegiti-
mate collision for each image type.

Table 1: Expected number of hash operations before the first
illegitimate collision using NeuralHash

Type
Non

Human
Non
BF

Light
BF

BF
only

Medium
BF

High
BF

E(Dn
p) 247.8 243.5 241.1 238.9 237.5 234.1

From Table 1, we conclude that, except for Non Human
images, the expected number of hash values to compute be-
fore the first NeuralHash illegitimate collision is significantly
lower than the theoretical value 248. For other image types,
the expected number of hash values to compute before an
illegitimate collision varies between 243.5 (Non blurred faces)
and 234.1 (High blurred faces). Note that these values assume
that every hash value bit is independent of the others. If this
independence does not hold, the expected number of hash
values before reaching an illegitimate collision decreases sub-
stantially.

3.2.2 Independence of Bits

In the previous section, we assumed the independence of
the hash bits. Here, we test this hypothesis. If the bits are
truly independent, the value of any bit j should not provide
information about the value of another bit i with j ̸= i.

Simple Matching Coefficient. The simple matching coeffi-
cient (SMC) is a statistic ranging from 0 to 1 used to compare
the similarity of symmetric binary vectors. When two vectors
are identical, the SMC is equal to 1; when they differ com-
pletely (opposite values at all positions), the SMC is equal to
0. For two independent random binary vectors, the expected
SMC is 0.5. It is worth noting that while the SMC can detect
non-independence, it cannot confirm independence.



For two bits from the same hash value h, Definition 1 gives
mi, j(h), the simple matching value computed for bits i and
j only, denoted h(i) and h( j) respectively. Definition 2 then
extends this notion to define the SMC over a sample of N hash
values of n bits.

Definition 1. For a hash value h, mi, j(h) is defined as:

mi, j(h) =

{
1 if h(i) = h( j)

0 if h(i) ̸= h( j) .

Definition 2. Consider a set Dn
p of ℓ ordered hash values of

length n. Given hk, the k-th element of Dn
p, the SMC of bits i

and j is defined as:

SMCi, j(Dn
p) =

1
N
·

ℓ

∑
k=1

mi, j(hk) .

By definition, ∀i, j, SMCi, j(Dn
p) = SMC j,i(Dn

p) and
SMCi, j(Dn

p) = 1 when i = j.

The Simple Matching Matrix (SMM) of a set Dn
p is obtained

by computing the SMC for every pair of bits. This SMMis used
to compute the similarity between every pair of bits of hash
values from each of the six image types.

Bits Sample Similarity. For each image type, the SMM is
computed using Definition 2 and from 30000 random hash
values per set. Table 2 summarizes, for each set, the values of
the NeuralHash SMM that fall within different ranges, from
0.0–0.1 (pairs of bits almost always opposite) to 0.9–1.0
(pairs almost always equal). For independent bits, 100% of
these values should fall within the range 0.4–0.6.

Conclusion on Independence. Table 2 shows that for Non
Human images, only 0.22% of NeuralHash values fall outside
the 0.4–0.6 range, corresponding to 20 of the 9120 possible
pairs. A sufficient number of values are close to 0.5, which is
not enough to conclude dependence.

However, for all other image types, a significant number
of NeuralHash values fall outside the 0.4-0.6 range. For Non
blurred face images, 13.97% of pairs are out of range. For
blurred faces, this percentage ranges from 23.3% (Light BF)
to 47.75% (High BF). For the blurred face only set, 30.39%
of the values lie outside the range.

These results indicate that, except for Non Human images,
NeuralHash bits are not independent. Consequently, Table 1
likely overestimates the number of hash values required before
an illegitimate collision.

4 NeuralHash Collisions Observed in Practice

The results from Section 3 show that, except for Non Hu-
man images, NeuralHash collisions will occur far earlier than
the theoretical bound of 248 evaluations.

Therefore, we hashed all 202599 images of each set, search-
ing for illegitimate collisions between hash values. We clas-
sified collisions as legitimate when the colliding hash values
correspond to images that are identical or perceptually sim-
ilar, and as illegitimate (false positives) when the colliding
hash values correspond to perceptually different images. In
the few cases where colliding images could not clearly be
classified as perceptually similar or not, we conservatively
treated them as legitimate. We then determined the number of
illegitimate collisions (false positives) and illegitimate non-
collisions (false negatives). For the Non Human dataset, we
observed no illegitimate collisions for either NeuralHash or
PhotoDNA, resulting in a false positive rate of zero. Conse-
quently, this dataset is omitted from the tables and figures
in the following sections, which focus on datasets exhibiting
non-zero false positive and false negative rates.

4.1 Illegitimate Collisions (False Positives)

We effectively found numerous collisions between perceptu-
ally different images, confirming the existence of false pos-
itives in practice. The number of illegitimate collisions for
each image type, as well as the number of hash evaluations
required before the first collision, are presented in Table 3.
Since some collisions involve more than two images (multi-
ple images sharing the same hash), we count the number of
illegitimate collisions as the number of images sharing their
hash values with at least one perceptually different image.

Table 3 shows that out of the N = 202599 hash values
computed for each image type, the Non Human set is the
only one without any illegitimate collisions. All other image
types exhibit several illegitimate collisions. The number of
false positives observed in sets of only N = 202599 images
suggests much higher collision rates when millions or billions
of images are hashed. Section 6 presents estimates for large-
scale scenarios.

Figure 4 presents an example of a collision obtained for
each image type. In particular, for all blurred face images
(light, medium, and high), there are hash values shared by
three or more perceptually different images. For example,
three light blurred images sharing the same hash are shown
in Figure 4e. For the medium blurred face set, eight different
hash values are each shared by three images, and four hash
values are each shared by four images. For the highly blurred
face set, such collisions are even more frequent, with two hash
values each shared by five different images.

A new version of NeuralHash appears to have been de-
ployed on macOS devices since early 2024, without any offi-
cial explanation from Apple. We evaluated the false positive
rates of this updated implementation; detailed results are pro-
vided in Appendix B. These results are very similar to those



Table 2: Similarity score (SMC), in percentage, for each type of image

Type
SMC

0–0.1 0.1–0.2 0.2–0.3 0.3–0.4 0.4–0.5 0.5–0.6 0.6–0.7 0.7–0.8 0.8–0.9 0.9–1

Non Human 0.0 0.0 0.0 0.18 48.6 51.18 0.04 0.0 0.0 0.0
Non BF 0.0 0.0 0.29 6.97 43.05 42.98 6.56 0.13 0.02 0.0
Light BF 0.0 0.02 1.1 10.72 38.62 38.07 10.48 0.96 0.02 0.0
BF Only 0.0 0.2 2.7 11.64 33.93 35.68 12.7 2.89 0.26 0.0

Medium BF 0.0 0.33 3.53 15.7 31.47 29.69 14.76 3.88 0.64 0.0
High BF 0.2 1.69 6.67 15.75 26.45 25.8 13.64 7.61 2.08 0.11

Table 3: NeuralHash False positives and false negatives for
each image type

Non
BF

Light
BF

BF
only

Medium
BF

High
BF

# illegit. coll. 12 12 6 126 270
# images involved in

illegit. coll. (q) 24 25 12 260 588

False pos. rate (%) 0.01 0.01 0.005 0.13 0.29
# hashes before
first illegit. coll. 216.1 215.2 216.1 212.6 211.6

# legit. coll. (Nlegit) 1559 1513 1005 1864 2333

False neg. rate (%) 64.7 65.9 77.3 57.9 47.3

obtained with the previous model, leading us to the same
conclusions regarding false positive rates.

4.2 False Negatives
As defined in Section 3.1, we identified at least Ndup = 4629
images in the CelebA dataset that should produce legitimate
collisions. Given Nlegit observed legitimate collisions, the
minimum false negative rate (FNR) is computed as in Equa-
tion (1):

FNR = 100 ·
Ndup −Nlegit

Ndup
. (1)

Table 3 reports the legitimate collisions observed and the re-
sulting FNR. Note that Ndup is a lower bound: in the medium
and highly blurred sets, additional legitimate collisions may
occur when distinct images become perceptually identical
after blurring. Despite this, many such cases are missed, indi-
cating a substantial false negative issue.

For the Non blurred face, Light blurred face, and Blurred
faces Only image types, a significant number of perceptually
identical images do not share the same hash values. In the
Blurred faces Only set, this rate reaches 77.3%. These results
indicate that the function does not reliably detect perceptually
identical images. This ratio should be considered together
with the false positive rate. For the Blurred faces Only set, for
instance, the number of illegitimate collisions is lower than in

(a) Non BF (b) BF Only

(c) Medium BF (d) High BF

(e) Light BF

Figure 4: Examples of NeuralHash collisions observed for
each image type

other sets, but the number of legitimate collisions is also lower.
This suggests that the function is particularly inaccurate when
only faces are blurred.

It should be noted that our experiments consider only exact
collisions in NeuralHash, whereas Apple’s published docu-
ments [3] indicate that near-collisions are also taken into
account. Including near-collisions would likely reduce the
false negative rate, since more perceptually identical images
would map to sufficiently close hashes. However, because the
false positive rate is already prohibitively high in practice,
accepting near-collisions would only exacerbate the problem
by dramatically increasing the number of false positives.



5 PhotoDNA Collisions Observed in Practice

To assess whether the vulnerabilities identified in NeuralHash
are inherent to the design of perceptual hashing, we conducted
similar black-box experiments on Microsoft’s PhotoDNA.
Like NeuralHash, PhotoDNA is widely deployed for content
moderation and is the primary function used by NCMEC to
detect CSAM. PhotoDNA produces a 1152-bit hash value and,
as indicated by Microsoft [25, 26, 52], near-collisions under
a given threshold are used to flag similar images. Given the
large size of the hash value, exact collisions are expected only
for identical images, making near-collisions the mandatory
mechanism for detecting perceptually similar ones.

In this section, we present the near-collisions and false
negatives observed for PhotoDNA under different thresholds.
For clarity and brevity, we focus on Non blurred face images,
since the results already vary significantly with the threshold.
As with NeuralHash, even slight blurring further increases the
number of illegitimate collisions.

5.1 Experimental Setup
PhotoDNA’s design requires comparing hash values using a
distance metric, typically L1 or L2, since perceptually similar
images yield close but not identical hash values. Thus, the
choice of threshold directly determines whether two images
are considered near-collisions.

Definition 3. Given two hash vectors x,y ∈ Rn, the L1 dis-
tance is defined as:

L1(x,y) =
n

∑
i=1

|xi − yi| ,

Definition 4. Given two hash vectors x,y ∈ Rn, the L2 dis-
tance is defined as:

L2(x,y) =

√
n

∑
i=1

(xi − yi)
2.

Circumventing PhotoDNA’s detection mechanism requires
finding perceptually different images whose hash values fall
below the similarity threshold. Microsoft has not disclosed the
specific distance metric used for PhotoDNA matching or the
precise threshold values that they apply. However, previous
research [36,59] has analyzed the function and recommended
using the L2 distance metric with a threshold between 150
and 175. According to this study, these values prevent false
positives while ensuring more than 99% true positive detec-
tion. Additionally, [57] employs the L1 distance metric and
suggests that setting an L1 threshold of 1800 allows to avoid
all false positives.

On the basis of these observations, we conducted experi-
ments using the CelebA dataset. Specifically, we computed
PhotoDNA hash values for all Non blurred face images using

the implementation provided in [37]. We then computed the
distances L2 and L1 between all pairs of images, counting
both legitimate collisions (cases where perceptually identical
images yield similar hash values) and illegitimate collisions
(cases where perceptually distinct images yield similar hash
values). This methodology mirrors the approach we employed
for NeuralHash, enabling a direct comparison of results.

In Sections 5.2 and 5.3, we present the results using the L2
distance. The results for the L1 distance, with a threshold at
1800 as in [57], are less favorable to PhotoDNA. Thus, for
brevity and to remain conservative, we present the results for
the L2 distance in this section. Results for the L1 distance are
provided in Appendix F of the full version of the paper [43].

5.2 Illegitimate Collisions (False Positives)

Figure 6 presents the number of legitimate and illegitimate
collisions according to the L2 distance. Although [59] extends
the analysis up to a distance of 500, we limited our study
to 225 as beyond this threshold the number of illegitimate
collisions increases dramatically.

Table 4 summarizes the number of illegitimate collisions
and the number of hash evaluations required before the first
illegitimate collision for the two representative thresholds
(150 and 175). Figure 5 provides concrete examples of near-
collisions observed at thresholds 150 (Figure 5a) and 175
(Figure 5b). For a threshold of 150, only 1 illegitimate col-
lision is observed, corresponding to a false positive rate of
0.001%, with the first illegitimate collision appearing after
approximately 217 hash evaluations. Increasing the threshold
to 175 results in 32 illegitimate collisions (false positive rate
0.03%) and reduces the number of hash operations before the
first illegitimate collision to 214.6.

(a) Threshold 150 (b) Threshold 175

Figure 5: Examples of PhotoDNA near-collisions observed
with L2 distance at thresholds 150 and 175

Previous work [59] reports the first illegitimate collision
at an L2 distance between 200 and 225, claiming no false
positives below 200. In contrast, our experiments identify the
first illegitimate collision at a much lower distance of 144
and show that raising the threshold even moderately (e.g., to
175) significantly increases the false positive rate. Although
the rates reported in Table 4 may seem low for small-scale
deployments, they would become significant when hashing
millions or billions of images, as discussed in Section 6.



Table 4: False positive and false negative results for
PhotoDNA with L2 distance at thresholds 150 and 175

Threshold 150 175

# illegit. collisions 1 32

# images involved in illegit. coll. (q) 2 64

False positive rate (%) 0.001 0.03

# hashes before first illegit. coll. 217 214.6

# legit. collisions (Nlegit) 3506 3800

False negative rate (%) 24.1 17.8

5.3 False Negatives

Table 4 reports the number of legitimate collisions for each
threshold and the corresponding false negative rates, com-
puted using Equation (1) with Nlegit from Table 4. For thresh-
old 150, the false negative rate is 24.1%, while at threshold
175 it decreases to 17.8%. These results contradict previous
claims in [57, 59] that thresholds in the range 150–175 can
maintain a false negative rate below 1% while eliminating
false positives. While a threshold of 150 does indeed produce
a relatively low false positive rate (one illegitimate collision
after only 217 hash operations, which is a high rate for large-
scale applications), it comes at the cost of missing nearly one
quarter of perceptually identical images. Conversely, increas-
ing the threshold to 175 improves the number of legitimate
collisions but also substantially raises the false positive rate.
This trade-off limits the effectiveness of PhotoDNA for large-
scale deployment and contrasts sharply with the claims made
by Microsoft [25] and previous studies [59].

Figure 6: PhotoDNA near-collisions according to L2 distance

6 Estimation for Large-Scale Applications

In this section, we use the empirical results obtained on the
CelebA dataset, consisting of N = 202599 images, to estimate
the expected false positive and false negative rates in the

context of large-scale CSAM detection. We first present the
probabilistic model used for our estimations. We then apply
this model to NeuralHash and PhotoDNA.

6.1 Model Used for Approximation
To estimate the number of illegitimate collisions when hash-
ing more images than in our current sets, we approximate the
security by the equivalent output length of a uniform hash
function with independent bits. This approach provides a
worst-case scenario, ensuring that our estimates are conser-
vative. In [42], Lamberger et al. propose a similar method
for estimating the effective size of uniform, independent hash
values when accounting for collisions and near-collisions.

Given the birthday paradox [27], we can estimate the num-
ber of images that share hash values. Let q denote the number
of images that illegitimately share their hash values with at
least one other image. For uniformly distributed and indepen-
dent hash values, Equation (2) provides this estimate for a set
of N images.

q = N

(
1−
(

2n −1
2n

)N−1
)

. (2)

To address the non-uniformity and interdependence of
bits observed in both NeuralHash (n = 96) and PhotoDNA
(n = 1152), we approximate each function by an ideal hash
producing n′ < n uniformly distributed and independent bits.
If the observed collision rate exceeds the 2−n rate expected
from an ideal n-bit hash function, then the function must ex-
hibit reduced entropy (due to biased or correlated bits or other
structural patterns) and thus behaves, in terms of collision
probability, as though it had only n′ effective independent
bits. Approximating it by an ideal uniform hash of length n′

preserves the relevant collision behavior while yielding a con-
servative upper bound, as any deviation from uniformity can
only increase the likelihood of collision. This allows us to ap-
ply standard probabilistic models to estimate the probability
of a collision.

We derive Equation (3) as a reformulation of Equation (2):

n′ ≈− log2

(
1−
(

1− q
N

) 1
N−1
)
. (3)

We compute n′ from Equation (3) using the values of
q given in Table 3 (for NeuralHash) and Table 4 (for
PhotoDNA), with N = 202599−Ndup = 197970 unique im-
ages,1 where Ndup = 4629.

The obtained value n′ represents the size of an equivalent
hash function with uniformly distributed and independent
output bits. We then apply the standard birthday bound (Equa-
tion (2)) for any number N of hash values to approximate
the expected number of illegitimate collisions for each image

1We subtract the Ndup duplicate images, as these correspond to legitimate
collisions.



type, and we validate this approximation against our experi-
mental dataset. Tables 5 and 6 present the resulting n′ values
for NeuralHash and PhotoDNA, respectively.

6.2 Estimation of NeuralHash Performance at
Large Scale

We extrapolate the number of illegitimate collisions for each
image type to assess false positives in large-scale deploy-
ments. Figure 7 compares the approximated (blue) and ob-
served (orange) number of collisions for medium and highly
blurred images, showing a close match between theory and
experiment. For other types (Non BF, Light BF and BF only),
the number of false positives on the full 96-bit output is too
small for a meaningful comparison; however, as validated
on 56-bit subsets in Appendix C, the approximation remains
accurate.

The consistency between observed and predicted false pos-
itives confirms the reliability of our approximation method.
Table 5 summarizes the effective hash size n′ for each image
type and the corresponding estimated false positive rates for
sets of 1 million, 10 million, and 100 million images; in what
follows, M denotes one million.

Table 5: Estimated NeuralHash equivalent hash size (n′) and
false positive rates

Type
Non
BF

Light
BF

BF
only

Medium
BF

High
BF

Size of
equivalent
hash (n′)

30.7 30.6 31.9 27.2 26.0

Estimated false positive rate
Approx. for
1 M hashes 0.06% 0.06% 0.03% 0.65% 1.48%

Approx. for
10 M hashes 0.55% 0.63% 0.25% 6.36% 13.84%

Approx. for
100 M hashes 5.46% 6.18% 2.52% 48.25% 77.51%

From Table 5, we observe that the estimated false posi-
tive rates range from 0.03% to 1.48% for 1 M hash values.
For 10 M hash values, the rates increase significantly, rang-
ing from 0.25% to 13.84% depending on the image type.
At 100 M hash values, the false positive rates become criti-
cal, with values between 2.52% and 77.51%, indicating that
large-scale deployments would inevitably lead to substantial
numbers of illegitimate collisions.

These results highlight a clear trend: the probability of false
positives increases rapidly with the number of hash values
considered. While these estimates focus on the behavior of
NeuralHash in isolation, Apple’s system-level deployment
incorporates additional safeguards beyond single-hash match-
ing. Public statements by Apple engineers indicate that an

account is only flagged after a threshold number X of match-
ing images, and that further verification steps may be applied
before a report is generated.2 Such mechanisms can substan-
tially reduce the effective false positive rate by requiring mul-
tiple independent matches and enabling subsequent human
review. Nevertheless, our results demonstrate that Neural-
Hash itself exhibits weak collision resistance relative to other
perceptual hashing functions. Similar, though less severe, lim-
itations have been observed for related schemes such as PDQ
in prior work [18, 23, 57]. One potential mitigation strategy
is to increase the effective output length of these hash func-
tions; however, our findings indicate that careful design is
required to achieve sufficient robustness at large scale. More-
over, longer hash outputs necessarily increase the amount of
information leaked about the input images.

(a) Medium BF

(b) High BF

Figure 7: Estimated and observed number of illegitimate col-
lisions on 96-bit NeuralHash

6.3 Estimating PhotoDNA Performance at
Large Scale

Using Equations (2) and (3), we analyzed PhotoDNA results
for the Non-Blur Face type, considering thresholds 150 and
175. The results are presented in Figure 8. Table 6 reports
effective hash sizes: ∼34 bits (threshold 150) and ∼29 bits
(threshold 175).

2In public technical presentations, Apple engineers have stated that this
threshold is on the order of 30 matching images, although no formal specifi-
cation has been released.



Figure 14 in Appendix F of the full version of this pa-
per [43], compares estimates and observations for thresholds
175 and 220. Since only one collision is observed for a thresh-
old of 150, the comparison is not meaningful in that case.
For thresholds 175 and 220, the estimates closely match the
observations, validating the approximation.

Table 6 also reports false positive rates for sets of 1 M,
10 M, and 100 M images. For 1 M hash values, the false posi-
tive rate remains low (below 0.2%), but it already increases
noticeably for 10 M hash values, reaching 0.05% for threshold
150 and 1.6% for threshold 175. For 100 M hash values, the
false positive rates increase dramatically: 0.51% for thresh-
old 150 and 16.1% for threshold 175. These values indicate
that even under the stricter threshold of 150, the number of
false positives becomes non-negligible at large scales,3 while
under the threshold of 175, the collision rate becomes pro-
hibitively high. At threshold 175 (as suggested in [59]), false
positive rates exceed those of NeuralHash, despite the much
larger 1152-bit output of PhotoDNA. Most importantly, Ta-
ble 6 shows that for 100 M images, false positive rates are
prohibitive for both thresholds.

Figure 8: Estimated number of PhotoDNA illegitimate colli-
sions for Non blurred faces images at thresholds 150 and 175

Table 6: Estimated PhotoDNA equivalent hash size (n′) and
false positive rates for thresholds 150 and 175

Threshold 150 175

Size of equivalent hash (n′) 34.2 29.2

False positive rate

Approx. for 1 M hashes 0.005% 0.16%

Approx. for 10 M hashes 0.05% 1.6%

Approx. for 100 M hashes 0.51% 16.1%

Our analysis of PhotoDNA reinforces the conclusions
drawn from NeuralHash: perceptual hash functions currently
deployed for content moderation exhibit false positive and
false negative rates that become problematic when applied to

3It nevertheless remains impractical, as even a single illegitimate collision
among 202599 images is already unacceptable.

human faces. In particular, operating PhotoDNA at a threshold
of 175 leads to error rates that are incompatible with reliable
automated moderation, while lowering the threshold to 150
reduces false positives at the cost of a substantial increase in
false negatives. Although such a configuration may still be
manageable with extensive human verification and an appeal
process, the number of false positives would still be signifi-
cant, raising concerns about the scalability and robustness of
these approaches as well as privacy concerns.

7 Limitations and Applicability to CSAM De-
tection

There may be concerns whether our experiments on face
images directly generalize to CSAM detection. We contacted
stakeholders with access to CSAM data, but at the time of
submission had received no positive response. We plan to
continue discussions with these stakeholders to seek a solution
that enables independent evaluation while respecting privacy
constraints.

Next, we provide arguments supporting the relevance of
our results to CSAM detection. We focused on human faces, a
category directly relevant to CSAM, which likely contributes
to the high number of (near-)collisions observed. Evaluating
additional image categories is left as future work, as is the
study of potential classification attacks should similarly biased
or distinctive hash distributions arise for other content types.

We further observe that the false positive and false negative
rates measured on relatively small datasets raise concerns
about large-scale deployment. While real CSAM datasets
may exhibit somewhat lower error rates, the discrepancy with
commonly claimed rates, differing by several orders of mag-
nitude, suggests that such claims may not accurately reflect
operational behavior. This interpretation is consistent with
Meta transparency reports: in 2024, Meta reported a false pos-
itive rate of 0.12% after appeals [51], with similarly low but
non-zero rates in 2023 and 2022 [49, 50]. These values are in
line with our estimates in Table 6, but they are achieved at the
cost of substantial human verification, appeal mechanisms,
and temporary storage of incorrectly flagged content, raising
privacy concerns. Moreover, such systems have already led
to documented cases with severe consequences for falsely
flagged individuals [33]. In parallel, PhotoDNA is continually
updated to address these issues, with ongoing efforts aimed
at reducing false positives and improving appeal procedures.

The use of the CelebA dataset may introduce biases, as it is
relatively narrow (mostly frontal celebrity faces with limited
contextual and demographic diversity), which could influence
collision rates; hence, it is probable that it does not capture
the variability present in real CSAM material. In addition,
CelebA has a significantly imbalanced racial composition,
with more than 70% of images belonging to the white racial
group [58], and it is unclear whether the individuals depicted



have provided explicit consent for their inclusion. These fac-
tors raise broader concerns about representativeness, potential
demographic bias, and ethical data collection practices.

Nonetheless, CelebA provides a standardized human-
centered corpus that supports controlled experiments and
manual verification, which is essential given the practical
constraints of evaluating false positives at scale. We therefore
use it as a starting point rather than as a definitive model of
real-world data. Future work will extend our evaluation to
more diverse datasets to assess the possibility of generalizing
our conclusions.

8 Conclusion

By analyzing NeuralHash and PhotoDNA as examples of
real-world perceptual hash functions, our work has demon-
strated fundamental flaws in their application to CSAM detec-
tion. Specifically, we showed that NeuralHash and PhotoDNA
exhibit extremely high false positive rates when applied to
human faces, regardless of whether they are blurred, and si-
multaneously suffer from very high false negative rates, even
for unmodified facial images. These findings indicate that
these functions are not reliable in detecting perceptually iden-
tical content. The impact of these observations is larger, since
our attacks do not require the specific structure of descrip-
tion of these perceptual hash functions. In addition, in 2008,
Microsoft, NCMEC, and Farid jointly defined explicit require-
ments for perceptual hash functions for CSAM detection, as
formulated in [24]:

“Any technology must satisfy the following require-
ments:

1. Analyze an image in under two milliseconds
(500 images/second);

2. Misclassify an image as child pornography
(CP) at a rate of no more than one in 50 bil-
lion;

3. Correctly classify an image as CP at a rate of
no less than 99%; and

4. Do not extract or share any identifiable image
content (because of the sensitive nature of
CP).”

The Requirement 4 has already been challenged in the lit-
erature [5]. Our work is the first to demonstrate that both
NeuralHash and PhotoDNA fail to satisfy requirements 2
and 3. In particular, instead of achieving the “one in 50 bil-
lion” false positive rate (i.e., 2× 10−11), we observe false
positive rates ranging from 10−3 to more than 10−1 depend-
ing on the dataset and scale, i.e., many orders of magnitude
higher. Similarly, instead of meeting the 99% correct clas-
sification requirement, both functions exhibit false negative

rates that are consistently above 20%, and in some cases ex-
ceed 60%. Importantly, Apple has confirmed our findings
for NeuralHash through their coordinated vulnerability dis-
closure process. These results reinforce the urgent need for
transparency: both the design and the testing procedures of
perceptual hash functions should be made public, especially
given that they are already deployed in practice.

The scale of the inaccuracies we identify raises important
concerns for real-world deployment. In particular, a large-
scale use of NeuralHash would likely result in a substantial
number of innocent users being flagged, while remaining rela-
tively easy to circumvent for individuals deliberately sharing
illegal content. This imbalance undermines both the effective-
ness and the fairness of the system.

For PhotoDNA, the trade-offs are intrinsic to the design
of the system. The thresholds currently used in practice ap-
pear to achieve a manageable false positive rate, but only at
the cost of higher false negative rates and a significant re-
liance on human verification and appeal processes. These
procedures can take considerable time, during which affected
users may experience account suspension or deactivation, po-
tentially leading to reputational harm and loss of access to
personal data. Even when accounts are eventually restored,
such consequences raise concerns regarding proportional-
ity, user trust, and privacy. Together, these observations sug-
gest that weak perceptual hash functions, such as NeuralHash
and PhotoDNA, present substantial challenges when used for
large-scale CSAM detection. The potential harms and privacy
implications therefore warrant careful consideration when
weighing the benefits of deploying such systems.

It remains an open problem whether new perceptual hash
functions with longer hash values can be designed that pro-
vide a better distribution of outputs for relevant inputs such
that they resist black-box attacks. Note that increasing the
output size means that more information is provided about
the inputs, increasing the risk of preimage attacks or leakage
of information about the inputs.

The design of perceptual hash functions that can resist
white-box attacks is a much harder open problem, in par-
ticular because Client-Side Scanning means that the design
cannot be kept secret. Recent research has shown that, for
current designs, it is easy to construct false positives and false
negatives in a white-box setting.

Even if accurate and reliable perceptual hash functions
were available, the use of Client-Side Scanning remains highly
problematic due to the risk of function creep and abuse.
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Ethical Considerations

The research for this work complies with the ethical guidelines
of USENIX. Our research was conducted in the context of the
recent proposals of the European Union for the mandatory
detection of Child Sexual Abuse Material using client-side
scanning mechanisms, similar to the NeuralHash system pro-
posed by Apple in 2021. The study was carried out with the
purpose of evaluating the feasibility, effectiveness, and poten-
tial risks of using perceptual hash functions in this setting, as
described in relevant technical reports and draft regulations.
More in particular, the research intends to verify the public
claims of false positive rates (1 in 50 billion for PhotoDNA
and 1 in 1 trillion for NeuralHash, cf. Section 1); to the best
of our knowledge, there is no scientific evidence available to
substantiate these claims.

In our investigation, no human subjects were involved and
we have restricted our use of human images to a public image
set of celebrities. As discussed in Section 3.1, the use of the
CelebA dataset introduces constraints on the demographic
representativeness of the analysis, which should be taken into
account when interpreting our results.

Consistent with responsible research practices, we docu-
ment the public sources that we have used and limit access
to additional information that could enable misuse (cf. Open
Science section below).

We have followed coordinated vulnerability disclosure pro-
cedures by timely notifying Apple and Microsoft of our find-
ings. At the time of submission, Apple had confirmed that
they had reproduced all of our results without exception, ac-
knowledged the issues, and were investigating solutions. We
have entered constructive discussions with Microsoft. We can
confirm that the results presented for PhotoDNA in this pa-
per are accurate for the version currently deployed. These
exchanges have focused on addressing the shortcomings we
identified.

As recommended in the Menlo Report, we assessed both
the potential benefits and harms of the research we conducted
for all stakeholders, namely CSAM victims, innocent users
who may be falsely accused of possession or dissemination of
CSAM, and companies developing and deploying perceptual
hash functions.

After careful consideration, we conclude that our research
does not pose a negative impact on CSAM victims. Our work
does not affect, and is not expected to affect the false negative
rate in a way that would reduce the detection of CSAM. More-
over, in light of our findings and given that the overall trade-off
is widely regarded as positive by industry stakeholders and
reflected in existing legislation, it is unlikely that companies
would discontinue CSAM detection as a consequence of our
work.

The potential impact of our research on companies is pri-
marily reputational, as all other potential impacts were com-
municated to Apple and Microsoft in a timely manner, en-

abling them to account for the identified issues and explore
possible mitigation strategies. In particular, organizations and
providers with access to CSAM data can conduct additional
research to assess whether the observed increase in false posi-
tives and false negatives extends to their datasets. False posi-
tives affect the privacy of innocent users, whereas false neg-
atives reduce the effectiveness of CSAM detection. If the
resulting parameters would not be acceptable in terms of true
and false positive rates, improved designs for perceptual hash
functions can be developed and deployed. In this way, the
impact of our results on innocent users and service providers
involved in CSAM detection can be minimized, while victims
of CSAM can be better protected.

Finally, we expect our work to have a positive impact on
innocent users by serving as an independent evaluation of per-
ceptual hash functions. By pointing out the risks of increased
false positives our work may result in the introduction of addi-
tional mitigation measures. We hope that our findings will be
considered by institutions and policymakers when proposing
regulations that mandate the use of perceptual hash functions.

Our results indicate that the large-scale deployment of
currently available perceptual hash functions for automated
client-side CSAM detection may present significant societal
risks and potential harm to a large number of citizens.

Open Science

All datasets and perceptual hash implementations used in
this study are from publicly available sources. In partic-
ular, we used the CelebA dataset, which can be down-
loaded at: https : / / www . kaggle . com / datasets /
jessicali9530/celeba- dataset

For applying NeuralHash, we rely on publicly released
implementations available at:

• AppleNeuralHash2ONNX: https : / / github . com /
AsuharietYgvar/AppleNeuralHash2ONNX

• nhcalc: https://github.com/KhaosT/nhcalc

For computing PhotoDNA hash values, we use the open-
source implementation:

• jPhotoDNA: https : / / github . com / jankais3r /
jPhotoDNA/

In accordance with open science principles, we only use
publicly accessible datasets and code. We do not release any
additional datasets, trained models, or artifacts that could en-
able misuse. Any derived materials, code, or scripts specific
to our experiments will be made available to legitimate re-
searchers upon request, following ethical review.

https://www.kaggle.com/datasets/jessicali9530/celeba-dataset
https://www.kaggle.com/datasets/jessicali9530/celeba-dataset
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https://github.com/jankais3r/jPhotoDNA/
https://github.com/jankais3r/jPhotoDNA/


A Proof of Propositions 1 to 3

Proof of Proposition 1
Proposition 1. (Restated) Consider a hash value of n bits and
a vector p for which the i-th element pi denotes the probability
that the i-th bit of the hash value is equal to 1 (0 ⩽ pi ⩽ 1). If
En

p denotes the event that two hash values are equal, then

P(En
p) =

n

∏
i=1

(p2
i +(1− pi)

2) .

Proof. Let Hn
i, j denote the first j bits of the i-th hash value of

n bits, and let an
i , bn

i be the first i bits of two given hash values
of size n. En

p is thus the event that the two strings an
n and bn

n
are equal. We have:

P(En
p) = ∑

h=Hn
i,n

P(an
n = h)P(bn

n = h) = ∑
h=Hn

i,n

P(an
n = h)2

= (p2
n +(1− pn)

2) ∑
h=Hn

i,n−1

P(an
n−1 = h)2 .

The result follows by recurrence over the remaining n− 1
bits.

Proof of Proposition 2
Proposition 2. (Restated) Denote with P(En

p) the probabil-
ity that two n-bit hash values with distribution p are equal
and define U = 2n. The expected number of hash values to
compute before the first collision E(Dn

p) is equal to:

E(Dn
p)=2+(U +1)y

U(U+1)
2 +

U−1

∑
x=1

y
x(x+1)

2 with y=1−P(En
p).

Proof. P(En
p) denotes the probability of a collision between

two hash values, and Dn
p denotes the random variable repre-

senting the number of hash evaluations required before en-
countering the first collision. The probability that the first
collision occurs after x hash function is denoted byP[Dn

p = x].
AsP[Dn

p < 2] = 0 andP[Dn
p >U +1] = 0, and as there are

a maximum of U = 2n different hash values. By definition:

U+1

∑
i=1
P[Dn

p = i] = 1 and: E(Dn
p) =

U+1

∑
x=2

x×P[Dn
p = x] .

We first define P[Dn
p = n]. The probability P[Dn

p = 2] is
the probability that a collision occurs after 2 hash evalua-
tions, which is simply: P[Dn

p = 2] = P(En
p) . The probability

P[Dn
p = 3] is the probability that a collision occurs after ex-

actly 3 hash evaluations. This is the probability that the first
two hash values are different, multiplied by the probability

that the third hash value matches one of the first two. There-
fore:

P[Dn
p = 3] = (1−P(En

p))× (1− (1−P(En
p))

2) .

Similarly, the probability P[Dn
p = 4] equals:

P[Dn
p = 4] = (1−P(En

p))
3 × (1− (1−P(En

p))
3) .

This approach generalizes to obtainP[Dn
p = n], the probability

that a collision occurs after exactly n hash operations with
(3 ≤ n ≤U +1):

P[Dn
p = n] =

(
n−2

∏
i=1

(1−P(En
p))

i

)
× (1− (1−P(En

p))
n−1) ,

which simplifies to:

P[Dn
p = n] = (1−P(En

p))
(n−2)(n−1)

2 − (1−P(En
p))

(n−1)n
2 .

The expected number of hash values to compute before the
first collision is given by E(Dn

p), which is expressed as:

E(Dn
p) =

N+1

∑
x=2

x×P[Dn
p = x] ,

which is equivalent to:

E(Dn
p) = 2×P(En

p)+
N+1

∑
x=3

x×P[Dn
p = x] .

Substituting the expression for P[Dn
p = x] and expanding the

sum, we obtain:

E(Dn
p) = 2P(En

p)+
(
3(1−P(En

p))−3(1−P(En
p))

3)+ . . .

+
(
(U +1)(1−P(En

p))
(U−1)U

2 −(U +1)(1−P(En
p))

U(U+1)
2

)

Reordering the terms, we then obtain:

E(Dn
p) = 2×P(En

p)+2× (1−P(En
p))+(1−P(En

p))

+(U +1)× (1−P(En
p))

U(U+1)
2

+
U+1

∑
x=4

(
(x+1)(1−P(En

p))
(x−2)(x−1)

2 −x(1−P(En
p))

(x−2)(x−1)
2

)
.

Simplifying the terms of the sum and shifting the bounds by
changing the variable x to x− 2, we include the term (1−
P(En

p)) as the first term of the sum:

E(Dn
p)=2+(U +1)(1−P(En

p))
U(U+1)

2 +
U−1

∑
x=1

(1−P(En
p))

x(x+1)
2

With y = 1−P(En
p), we conclude that

E(Dn
p) = 2+(U +1)× y

U(U+1)
2 +

U−1

∑
x=1

y
x(x+1)

2 .



Proof of Proposition 3
Proposition 3. (Restated) Denote with P(En

p) the probabil-
ity that two n-bit hash values with distribution p are equal
and define U = 2n. The expected number of hash values to
compute before the first collision E(Dn

p) is upper bounded by:

E(Dn
p)≤ 1+(U +1)× y

U(U+1)
2 +

θ2(0;y
1
2 )

2× y
1
8

,

with θ2(0;y
1
2 ) the Jacobi theta function θ2(z;q) with z = 0

and q = y
1
2 and with y = 1−P(En

p) .

Proof. From Proposition 2 we have:

E(Dn
p) = 2+(U +1)× y

U(U+1)
2 +

U−1

∑
x=1

y
x(x+1)

2 .

As
U−1

∑
n=0

y
n(n+1)

2 ≤
∞

∑
n=0

y
n(n+1)

2 we thus have:

U−1

∑
n=1

y
n(n+1)

2 ≤−1+
∞

∑
n=0

y
n(n+1)

2 . (4)

Using the Jacobi theta function θ2(z;q) with z = 0 and q = y
1
2

we obtain:

θ2(0;y
1
2 ) = 2× y

1
8 ×

(
∞

∑
n=0

y
n(n+1)

2

)
.

By introducing the Jacobi function in the right hand side of
Equation (4), we conclude that E(Dn

p) satisfies

E(Dn
p)≤ 1+(U +1)× y

U(U+1)
2 +

θ2(0;y
1
2 )

2× y
1
8

.

B False Positives for the 2023 NeuralHash De-
sign

The NeuralHash files deployed on macOS devices have been
updated around the end of 2023. The new model uses seeds
in fp16 and is trained with fp16 precision (instead of fp32 for
the previous model). Apple has not provided any official com-
munication regarding this change. This update is surprising
as Apple announced in December 2022 that it canceled its
plan to scan photos on Apple devices for CSAM.

Previous attacks on NeuralHash were conducted in a white-
box setting, meaning the attackers had full knowledge of the
model. With this new model, which has not yet been reverse-
engineered, it is currently impossible to fully understand or
manipulate the inner workings of the algorithm, especially
the CNN involved.

However, it is still possible to run NeuralHash using the
files present on a device through code available on the GitHub
project [63], without detailed knowledge of the internal pro-
cesses. We applied our collision attacks using this method,
and the results in Table 7 are very similar to those obtained in
the previous section.

Table 7: False positives for each image type for the fp16
model of NeuralHash

Type
Non

human
Non
BF

Light
BF

BF
only

Medium
BF

High
BF

# illegit.
collisions 0 12 50 90 > 500 > 1000

The results indicate that, except for non-blurred face im-
ages where the rate of illegitimate collisions decreased, all
other types showed a significant increase in illegitimate col-
lision rates, particularly for medium and highly blurred face
images. Therefore, the use of this new model does not alter
the conclusions. On the contrary, it tends to exacerbate the
issues highlighted.

C Approximation and observation of Illegiti-
mate Collision on NeuralHash

(a) Non BF and Light BF

(b) BF only

Figure 9: Observed and aproximated number of illegitimate
collisions on randomly selected 56 bits NeuralHash

For some image types, the number of illegitimate collisions
observed on the full 96-bit NeuralHash output is too low



to reliably verify that the approximation from Equation (3)
matches the experimental results. To address this, we repeat
the analysis using only a randomly selected subset of 56 bits
from the hash values, which increases the expected number
of collisions and allows a meaningful comparison between
theory and experiment.

We still report the 96-bit results for completeness, even
though the collision counts are insufficient for firm conclu-
sions (Figure 7). The 56-bit verification results, shown in
Figure 9, confirm that the observed number of illegitimate
collisions closely follows the values predicted by the birthday
paradox when assuming a uniformly distributed and indepen-
dent hash output. This supports the use of the same approx-
imation for the full 96-bit results and for all image types in
the subsequent analysis.
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