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Abstract

Software signing is the most robust method for ensuring the
integrity and authenticity of components in a software supply
chain. Legacy key-managed signing tools (e.g., OpenPGP)
burdened practitioners with key management and signer iden-
tification, creating both usability challenges and security risks.
A new class of identity-based signing tools automate many of
these concerns, but little is known about their usability and its
effect on their adoption and effectiveness in practice. A usabil-
ity evaluation can clarify the extent to which identity-based
designs succeed and highlight priorities for improvement.

To fill this gap, we conducted the first usability study of Sig-
store, a pioneering and widely adopted exemplar of identity-
based signing. Through interviews with 17 industry experts,
we examined (1) the problems and advantages associated with
practitioners’ tooling choices, (2) how and why their signing-
tool usage has evolved over time, and (3) the contexts that
cause usability concerns. Our findings illuminate the usability
factors of identity-based signing tools and yield recommenda-
tions for toolmakers, adopting organizations, and the research
community. Notably, components of identity-based tooling
exhibit different levels of maturity and readiness for adop-
tion, and integration flexibility is a common pain point but
potentially mitigable through plugins and APIs. Our results
will help identity-based signing toolmakers further strengthen
software supply chain security.

1 Introduction

The reuse of software components in modern software pro-
duction creates complex supply chains that are susceptible
to the unauthorized introduction of code [6, 31, 84,97]. To
mitigate this risk, engineers need provenance—evidence of
actor authenticity and artifact integrity [10]. Software signing
provides the strongest guarantee of provenance currently avail-
able [88] and has thus been widely advocated by academia,
industry consortia, and government regulators [13,21,32,92].

Like other security practices, the effectiveness of software
signing in practice depends on the availability and usabil-
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ity of tools that support it. Traditional signing tools such as
OpenPGP are famously challenging to use [96], with several
“Why Johnny Can’t Encrypt”—inspired studies consistently
revealing usability challenges that limit adoption [37,72,96].
In recent years, identity-based systems (e.g., Sigstore [100],
OpenPubKey [15], SignServer [74]) have been introduced
that automate much of the process using short-lived keys and
external identity providers [15]. However, despite growing
adoption driven by recent supply chain attacks and efforts
to lower usability barriers [28, 89, 100], we lack evidence
about the usability of these identity-based tools and need to
understand how that affects adoption in practice [60]. The
innovations in identity-based approaches to signing motivate
the need to evaluate how usability concerns affect their adop-
tion and effectiveness. A usability evaluation can clarify the
extent to which identity-based designs succeed, highlight how
they compare to legacy key-managed signing approaches, and
surface priorities for improvement.

To this end, we offer the first empirical study of the usability
of identity-based software signing tools. Our work examines
Sigstore, a pioneer identity-based signing tool that has seen
rapid uptake across major open-source ecosystems [48,58,81],
cloud-native projects, and corporations [76—78,95], involving
a large number of engineers worldwide. We interviewed 17
experienced security practitioners to investigate the usability
concerns that drive or discourage Sigstore’s adoption. We
adopted an exploratory data analysis approach, because this
study addresses a new class of tools that has not previously
been analyzed. Our analysis centered on two aspects: practi-
tioners’ direct experiences with Sigstore and their perceptions
of its usability relative to other signing tools.

Our study highlights the usability factors practitioners
weigh when adopting identity-based software signing tools.
We show that while identity-based signing tools ease legacy
key-managed challenges, adoption is still constrained by inte-
gration hurdles, privacy concerns, and organizational factors.
Second, our results provide adopting organizations with in-
sight into the readiness levels of these tools, helping them
manage adoption risks. Finally, we offer toolmakers and de-



signers concrete directions for improving identity-based sign-
ing tools. Together, these findings provide formative feedback
situated in real-world usage contexts.

In summary, we make the following contributions:

1. We report on the difficulties and advantages of using
Sigstore, an identity-based software signing tool.

2. We discuss how practitioners’ choices of software sign-
ing tools change over time and the factors influencing
those decisions.

3. We discuss how organizational deployment contexts in-
fluence the usability concerns raised by practitioners.

Significance: Our work contributes to the security of soft-

ware signing tools and, more broadly, to software supply
chains. By unpacking the usability factors that promote and
hinder Sigstore’s adoption, we inform the ongoing refinement
of its workflows and provide a template for evaluating and
improving similar identity-based signing solutions. Because
Sigstore exemplifies other identity-based software signing
tools, our findings can be generalized to guide the design and
implementation of this class of software, ultimately advancing
usability (and thus security) across the software supply chain.

2 Background & Related Works

In this section, we review software signing technologies (§2.1)
and usability assessments (§2.2).

2.1 Software Signing

Software signing ensures the authorship and integrity of a soft-
ware artifact by linking a maintainer’s cryptographic signature
to their software artifact. From literature, the implementation
of software signing is shaped by several factors: the software
artifacts to be signed (e.g., driver signing [14]), the root-of-
trust design (e.g., public key infrastructure/PKI [101]), and
ecosystem policies (e.g., PyPi [87] and Maven [80]).

2.1.1 Software Signing Tools

Software signing tools can be broadly grouped into two fami-
lies [89]. Legacy key-managed tools such as GPG [1] follow
a conventional public-key model, relying on long-lived asym-
metric key pairs and delegating key-management responsi-
bilities to the signer; trust is typically established through
endorsements by other signers. In contrast, identity-based
signing tools (described as “Next-generation signing” by
Schorlemmer ef al. [89]) automate key management by is-
suing short-lived, ephemeral certificates tied to a signer’s
identity via external OpenID Connect (OIDC) or OAuth
providers. This “keyless signing” approach, exemplified by

Sigstore [100], OpenPubKey [15], and SignServer [74], re-
duces long-term key handling and often embeds transparency
and auditability through append-only logs. We discuss the
architecture and workflow of identity-based signing in §4.2
using Sigstore as a case study.

2.1.2 Tooling Effects on Signing Adoption

Previous studies [28, 55, 88] recognize that tooling influences
whether and how software signing is adopted. For example,
Schorlemmer et al. [88] perform a measurement study of sev-
eral software package registries, identifying tooling as a key
determinant of signature quality; their results indicate that
“dedicated tools” lead to higher-quality software signatures.
Kalu et al. [55] examine the implementation and adoption of
signing in real-world organizational settings, highlighting tool
usability as a central technical challenge for using software
signing in practice. Their study focuses on how organizations
incorporate signing into their existing software delivery pro-
cesses, without centering on any particular tool. Although
these works highlight tooling, and, in the case of Kalu et al.,
usability, as important concerns, they do so only at a high
level and provide little concrete guidance on what makes a
signing tool usable or unusable in practice.

In this study, by contrast, we examine the specific usability
of identity-based signing tooling, using Sigstore as a case
study. We concretize formative usability concerns for Sig-
store and extend Kalu ez al.’s [55] work by specifying which
features and design choices make identity-based signing tools
like Sigstore usable or unusable in practice, and by translating
these findings into concrete improvement guidance.

2.2 Usability Studies in Software Signing
2.2.1 Usability — Definition and Evaluation Approaches

Tools enable engineers to adopt new software development
practices [85]. A usable tool is one whose functionality ef-
fectively supports its intended purpose, achieving product
goals [60,61]. Studies assessing implementation strategies of
tools are typically framed as usability evaluations [3].

To evaluate a tool’s usability, studies typically follow a
usability evaluation framework [3]. There are two kinds of
approaches. Summative work measures a tool’s effective-
ness [11,52], e.g., by task success rates, completion time, and
user satisfaction. Formative assessments provide feedback
to guide ongoing improvement [60, 93]. Given our aims, we
took a formative approach. We considered several forma-
tive frameworks [57,86,90,94] and found that Cresswell et
al.’s four-factor framework [54] best explained our data. That
framework is summarized in Figure 1.

Usability depends on the context in which a tool is used.
Many factors, such as organizational objectives, personnel,
policies, and compliance requirements, can make a tool us-



able in one setting and impractical in another [29,96]. This
contextual aspect informs our study design.

2.2.2 Empirical Studies of Signing Usability

The usability of legacy key-managed signing tools, often stud-
ied in the context of encryption, remains a significant chal-
lenge. Whitten and Tygar’s seminal study, “Why Johnny Can’t
Encrypt” [96], found PGP 5.0’s interface too complex for non-
experts, a problem that persisted in PGP 9 [72], especially
around key verification, transparency, and signing. Subse-
quent work [9,17,71] has underscored the public-key model’s
inherent complexity. Several works have subsequently exam-
ined the use and automation of signing in specific domains,
such as social media conversations [23, 36, 38].

These prior usability studies of signing tools are limited
in applicability to software signing. Much of these works
have focused on communication contexts such as email and
message encryption, where users have less technical exper-
tise [27,56] than software engineers securing their software
supply chains. These studies also examine only legacy key-
managed signing technologies. We contribute the first usabil-
ity study of identity-based software signing tools.

3 Knowledge Gaps & Research Questions

Our literature review shows a gap in formative assessments
of software signing tools. Furthermore, no study has exam-
ined identity-based signing tools, which are structurally and
functionally different from legacy key-managed signing tools.
We therefore ask:

RQ1: What usability strengths and weaknesses of identity-
based software signing tools shape their adoption in
practice?

RQ2: What factors drive practitioners to adopt, retain, or
replace software signing tools over time?

4 Methodology

We investigated our research questions with a case study. Fig-
ure | summarizes our methodology. This section details our
research design, including the study rationale (§4.1), case
study context (§4.2), instrument design (§4.3), data collec-
tion (§4.4), and analysis procedures (§4.5).

Our Institutional Review Board (IRB) approved this work.
The protocol number is Purdue-IRB-2023-841.

4.1 Rationale for Case Study

We selected the case study method for our research because it
allows for an in-depth exploratory examination of our chosen
case, enabling a deeper understanding of the usability fac-
tors that influence the adoption of a software signing tool in

practice [34, 45,70, 99], rather than a broad but superficial
cross-analysis [67]. In selecting Sigstore, we adhered to the
criteria outlined by Yin [99] and Crowe et al. [34]. Specifi-
cally, we considered the intrinsic value and uniqueness of the
case study unit (high), access to data (adequate), and risks of
participation (low). In §6 we discuss generalizability.

4.2 Case Study Context — Sigstore

Following guidelines outlined by Runeson & Host [70], we
describe the importance of our selected case study context
and the technical details of the system.

4.2.1 Sigstore in Practice

Sigstore provides keyless signing, where developers authen-
ticate using existing OIDC identities (e.g., GitHub, Google)
instead of generating and distributing long-lived keys. It is-
sues short-lived (ephemeral) certificates that simplify key
management and reduce long-term security risks compared
to legacy key-managed signing tools. Within 13 months of
its public release in 2021, Sigstore recorded 46 million ar-
tifact signatures [48]. It has since gained broad adoption
across open-source ecosystems (e.g., PyPI [58], Maven [81],
NPM [79]) and major companies (e.g., Autodesk [78], Veri-
zon [77], Yahoo [98]). Given its rapid uptake, integration into
critical ecosystems, and pioneering design features, Sigstore
provides a compelling case study for examining the usability
of identity-based software signing tools.

4.2.2 Sigstore Components & Workflow

Following Newman et al. [100], we outline Sigstore’s archi-
tecture, components, and workflow to orient the reader.

Cosign: Command-line and library support for creating,
verifying, and bundling signatures and attestations. In-
tegrations may differ across ecosystems (e.g., GitHub
Actions vs. Maven plugins).

Identity Provider: Services such as GitHub or Google
that authenticate signers and issue short-lived identity
tokens (e.g., via OpenID Connect).

Fulcio (Certificate Authority): Issues ephemeral signing
certificates after verifying the signer’s OIDC token.

Rekor (Transparency Log): Append-only ledger that
records each signing event and certificate issuance.

Monitors and Verifiers: Tools that validate the signer’s
identity, certificate status, and signature integrity.

Figure 2 summarizes the Sigstore software signing work-
flow. First, the signer authenticates with an OIDC provider
to obtain a short-lived token. Next, the certificate authority
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Figure 1: Study Methodology and Usability Framework. We developed our interview protocol by reviewing academic and grey
literature on software signing, then conducted 17 practitioner interviews. Data were analyzed through thematic analysis and
mapped onto Cresswell’s formative usability evaluation framework [54]. The framework organizes usability concerns into four
factors: Technological (T) — technical characteristics such as performance, ease of use, and data integrity; Social/Human (P) —
user experience, and correct use of features; Organizational (O) — internal factors such as training, leadership, and resource
support; and Macroenvironmental (M) — external influences including regulation, economics, and ecosystem community.
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Figure 2: Sigstore Signing Workflow. The software author
requests a certificate from a certificate authority, which con-
firms the signer’s identity through an identity provider. The
signature and signer’s identity are recorded in a transparency
log, which the verifier can monitor to confirm the validity of
the signature upon downloading the signed package.

Fulcio verifies this token and issues a one-time signing cer-
tificate. The signer then uses Cosign to apply that certificate
to the software artifact. Finally, Rekor logs the certificate and
signature, and verifiers retrieve entries from both Fulcio’s
log and Rekor to confirm the signer’s identity and ensure the
certificate and signature remain valid.

4.2.3 Commonality with other Identity-Based Tools

Sigstore, like other identity-based signing tools such as Open-
PubKey [15], AWS Signer [4], and SignServer [74], shares
core functionality in signer identity management and au-
tomated key handling. However, unlike Sigstore, most of
these tools do not include a built-in certificate authority
(e.g., OpenPubKey) or a transparency log (e.g., OpenPub-
Key, SignServer); instead, such services must be added via
external integrations. We therefore use Sigstore as a focal

case, while expecting many of our observations to transfer to
similar identity-based signing tools.

4.3 Instrument Design & Development

Per §2.2, our study is a formative usability study. This type
of evaluation offers methodological flexibility and prioritizes
input from experienced practitioners to better articulate a
system’s usability concerns and produce actionable guid-
ance [60]. To elicit long-form, context-rich opinions and de-
tailed observations, we employed semi-structured interviews
to examine various aspects of tooling usability (e.g., imple-
mentation challenges, perceived benefits, and comparisons to
other signing tools), following guidelines from Saldafa [73].
This approach allowed us to pose a consistent core of ques-
tions across all participants while probing unique aspects of
each participant’s circumstances.

Sigstore is an emerging (though maturing) technology, and
case study research recommends exploratory designs in such
contexts [70,99]. To develop our interview protocol, we there-
fore pursued open, inductive inquiry to capture the full range
of practitioner usage experiences. After this exploratory phase,
we mapped our findings onto a formal usability framework,
ensuring it reflected practitioners’ experiences rather than
constraining data collection to preconceived categories (§4.5).
Therefore, in constructing the protocol, we:

1. Reviewed grey literature, Sigstore blogs [75] and usage
reports [7,49,76-78,91,95], to ground our questions in
real-world implementations and updates.

2. Used a snowball review of top papers on signing primi-
tives [28, 100] and relevant empirical studies (see §2) to
identify gaps and avoid redundant questions. We seeded
the review with works from prominent cybersecurity and
software engineering venues (e.g., USENIX Security,
IEEE S&P, ICSE, FSE) published in the past 10 years.



Table 1: Summary of interview protocol. See §9 for the full
protocol.

Topic Sample Questions

A. Demographics ‘ What is your role in your team?

Table 2: Demographics. For Role, “Senior management” are
senior managers/directors/executives; “Technical leader” are
senior/lead/partner/principal engineers; and “Engineer” and
“Manager” are junior staff. We add interview duration to an
extended version of this table (Appendix C).Table 6 gives
organizational info.

B. Contextual Informa-
tion (Risks & Use of
Signing)

Can you describe any specific software supply chain
attacks (e.g., incidents with 3rd-party dependencies,
code contributors, OSS) your team has encountered?

How does the team use software signing to protect
its source code (what parts of the process is signing

required)?

C. Signing Tool Usabil-

ity Questions

Cl. What factors did the team consider before adopting this
tool/method (Sigstore) over others?

C2. What was the team’s previous signing practice/tool be-
fore the introduction of Sigstore?

C3. How does your team implement Sigstore (which com-
ponents of Sigstore does the team mostly use)?

C4. Have you encountered any challenge(s) using this tool
of choice?

CS. Have you/your team considered switching Sigstore for

another tool?

Next, we refined our interview protocols through a series of
initial interviews [12]. We first conducted practice interviews
with the secondary authors of this work, followed by pilot
interviews with the first two interview subjects. We modified
our protocol after practice and pilot, affecting 8 questions. .

Table | summarizes our final interview protocol”. After
the demographic section (Topic A), our interview instrument
consisted of two main topics (B & C). Topic B comprised
contextual questions about the supply chain risks that prompt
signing and how signing is implemented across the software
production process (e.g., where signing is required vs. op-
tional, which artifacts are signed, and relevant workflow/pol-
icy constraints). Topic C presented questions to assess the
usability of the signing tool(s) used by the participant’s or-
ganization, including perceived strengths and weaknesses,
adoption rationale, implementation details, challenges, and
any considerations about switching tools.

4.4 Data Collection

Population: Our study investigates signing tools using a case
study of the Sigstore tool ecosystem. Accordingly, our partici-
pant pool focused on current and prospective users of this tool.
Furthermore, since our research questions pertain to organiza-
tional decision-making, we targeted expert practitioners who
either oversee software signing compliance or manage the
infrastructure of their respective teams or organizations.

To recruit this target population, we employed a non-
probability purposive and snowball sampling approach [5].

!Protocol revisions are summarized in the technical report appendix; see
Appendix C.

2Questions in the protocol reflect our screening criteria (expert users of
signing infrastructure), with later questions building on earlier answers.

ID Role Experience  Software Type

P1 Research leader 5 years Internal POC software
P2 Senior mgmt. 15 years SAAS security tool

P3 Senior mgmt. 13 years SAAS security tool

P4 Technical leader 20 years Open-source tooling

P5 Engineer 2 years Internal security tooling
P6 Technical leader 27 years Internal security tooling
P7 Manager 6 years Security tooling

P8 Technical leader 8 years Internal security tooling
P9 Engineer 2.5 years SAAS security

P10 Engineer 13 years SAAS security

P11 Technical leader 16 years Firmware

P12 Technical leader 4 years Consultancy

P13 Senior mgmt. 16 years Internal security tool
P14  Research leader 13 years POC security software
P15  Senior mgmt. 15 years Internal security tooling
P16  Senior mgmt. 15 years SAAS

P17  Manager 11 years Security tooling

We leveraged the personal network of one of the authors to
send an initial invitation to members of the 2023 KubeCon
(hosted by the Linux Foundation) organizing committee, who
were also part of the In-toto [39, 51] Steering Committee
(ITSC). This initial invitation yielded 6 participants. We then
expanded our recruitment through snowball sampling, relying
on recommendations from initial participants (4) and authors’
contacts (7) to recruit an additional 11 participants. We report
on data from 17 participants.’

Participant Demographics: Our subjects were experienced se-
curity practitioners responsible for initiating or implementing
their organization’s security controls or compliance. They thus
had relevant context to assess their organization’s strategies
for adopting software signing tools. Subjects came from 13
distinct organizations, all companies. Relevant demographics
are in Table 2. Thirteen participants reported their organiza-
tions use Sigstore. Two use internally developed tools and two
rely on Notary v1 and PGP signing. Those four participants
enrich our findings, as their experiences shed light on usability
factors that hinder adoption of Sigstore by non-users.

Interviews: We conducted our interviews over Zoom. Each
interview lasted ~50 minutes. The lead author conducted
these interviews. We offered each subject a $100 gift card as
an incentive in recognition of their expertise.

Survey Attempt: We recognize the importance of data tri-
angulation in case studies and therefore fielded a follow-on
survey to complement our interviews. We deployed a survey
to validate and model the prevalence and stability of our in-

3We conducted 18 interviews. Participant 18 was a senior security expert.
‘While aware of the organization’s overall use of signing, they reported limited
knowledge of the signing tool’s specific operation and deployment.

4POC: Proof of concept software: early-stage software that may be pro-
ductized.



terview themes over time and across contexts. We tested our
survey instrument in two practice runs with two members of
our research team. Despite five months of repeated solicitation
in the Sigstore community, we received only 13 completed
responses, of which 7 were sufficiently complete for analy-
sis (see §9). This regrettably echoes the well-documented
difficulty of recruiting participants from highly specialized
populations [83].

Data triangulation is encouraged but not mandatory in
case study research. As Stake notes, combining multiple data
sources strengthens the substantiation of constructs and hy-
potheses, yet practical constraints necessarily shape feasible
designs [82]. We encountered such constraints.

4.5 Data Analysis

We analyzed data in two stages: an interpretive—exploratory
thematic analysis, and then a retrospective mapping of emer-
gent themes onto a formative usability framework.

First, we adopted an interpretive and exploratory [35] ap-
proach for initial analysis, as recommended for studies charac-
terized by substantial uncertainty [69]. In our case, this uncer-
tainty concerned how organizations adopt software signing
as a security method, a decision that varies with organiza-
tional policies, security expectations, perceived threats, and
customer requirements. This orientation motivated the use
of a reflexive thematic analysis lens [8]. At the same time,
we aimed to generate concrete, usable guidance for tool de-
signers. To increase the systematicity and transparency of our
process, we therefore incorporated selected coding-reliability
practices, structured early coding, and agreement checks [66].
In short, reflexivity grounds our insights, and these reliability
practices help make them more communicable and actionable.

Second, because our work is a usability study, we situated
the exploratory findings in a usability context by applying a
formative usability framework retrospectively to our induc-
tively generated results. This retrospective mapping of emer-
gent themes onto existing constructs is an established inter-
pretive strategy in qualitative analysis. This method uses prior
constructs to structure and extend inductively derived findings
while preserving empirical grounding (e.g., [19,30,42]).

Memoing & Codebook Creation. Two analysts par-
ticipated in this analysis stage. After transcription’ and
anonymization, we began with data familiarization [24]. Dur-
ing Familiarization, the main analyst(’ read all interviews, and
the secondary analyst read three transcripts to calibrate.
Next, the two analysts independently memoed a subset
of 6 anonymized transcripts through three rounds of review
(2 transcripts per round) and discussion, following the rec-
ommendations of O’Connor & Joffe [66] and Campbell et

SInterview recordings were transcribed by www.rev.com using human
transcription to address spoken accents.
The lead author is the main analyst in this study.

al. [53]. This process improved reliability of the analysis
while making efficient use of resources.’ After each round,
we discussed emerging codes in meetings, which produced
506 coded memos in total. We distilled these memos into a
codebook (36 categories) over several multi-hour meetings.
Next, to assess the reliability of the coding process, we
combined the techniques outlined by Maxam & Davis [50]
and Campbell et al. [53]. Specifically, we randomly selected
an unanalyzed transcript, which we coded independently. Fol-
lowing Feng et al.’s [41] recommendation, we used the per-
centage agreement measure’ to evaluate consistency, as both
analysts had contributed to developing the codebook. We ob-
tained an 89% agreement score, suggesting a stable coding
scheme [53,66]. We resolved disagreements by discussion.

Codebook Revision. Following the reliability assessment
of our codebook and given the substantive agreement
recorded, the main analyst proceeded to code the remaining
transcripts in two batches of six and five transcripts per round,
respectively. The lead analysts revisited earlier coded tran-
scripts throughout. In the first batch, six new code categories
were introduced, which were subsequently reviewed by the
other analyst. The same analytical process was applied to the
final five transcripts, leading to the addition of four new code
categories, which were subsequently reviewed by the other
analyst. Notably, of the 10 codes added during this phase of
codebook refinement, only three provided new insights into
the data. By mutual agreement between both analysts, these
were categorized as minor codes.

To assess the adequacy of our sample size and analysis, we
calculated code saturation for each category in our codebook.
Following the recommendations of Guest et al. [44], we mea-
sured the cumulative number of new codes introduced in each
interview (Figure 6). We saw saturation after interview #12.
Each interview yielded a median of 15 codes.

Thematic Analysis & Usability Analysis Next, following
Braun & Clarke [8], we derived initial themes from our code
categories (see Table | for protocol focus). This reflexive
thematic analysis provided an inductive account of partici-
pants’ experiences and practices. The lead analyst generated
the themes and then discussed and refined them with feedback
from the secondary analyst.

From the emergent themes, we interpreted our findings
using a formative usability framework. Lacking formative us-
ability studies set in similar contexts in the Software Engineer-
ing literature, we followed advice [22,40,43] to seek theory
from adjacent disciplines. Surveying candidate frameworks

7 Although there is no consensus on the ideal proportion of data to use,
O’Connor and Joffe note that selecting 10-25% is typical [66]. We randomly
selected six transcripts ( ~35% of our dataset) to develop our initial codebook.

8Calculated as:

(matching code assignments / total code assignments) x 100
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Figure 3: Self-Reported Evolution of Software Signing Tools.
Sankey diagram showing participants’ self-reported transi-
tions between previously used and current signing tools in
their organizations. Flows (e.g., from no signing to Sigstore)
reflect participant accounts, not our observations.

beyond SE, we found three groups: formative usability assess-
ments of software systems [86]; applications of technology
systems in other disciplines [54,57,94]; and general usability
frameworks [90]. Among these, we selected Cresswell ef al.’s
four-factor TPOM framework (Technology, People, Organiza-
tion, Macro-environment) [54] since it best aligned with our
inductively generated themes (see Figure 1). Our intent was
to synthesize those themes into higher-level conceptual group-
ings that correspond to established usability determinants of
adoption. The TPOM categories also suggest interventions,
e.g., People issues may not be resolved via Technology.

We then conducted a framework-informed analysis, map-
ping the emergent themes to the TPOM factors to refine and
structure our interpretations. The lead analyst mapped our
earlier generated themes and then discussed and refined the
mappings with feedback from the secondary analyst.

5 Results

We begin by presenting a Sankey diagram (Figure 3) that il-
lustrates the distribution of our participants between Sigstore
and non-Sigstore users, and how their teams changed signing
tool usage over time. Many participants (6) transitioned from
using no tools to Sigstore. Others transitioned from existing
tools to Sigstore: 3 from implementations that had some com-
binations of GPG/PGP (of which one practitioner reported
combining PGP with Skopeo [68]), 2 from Notary, and 2 from
proprietary or internal tools. 4 subjects did not adopt Sigstore.

To understand the usability concerns that Sigstore adopters

face; and why practitioners did (and did not) change tools, we
structure the results by RQ using Cresswell’s framework.

Table 3: Summary of Practitioner-Reported Advantages of
Using Sigstore. Practitioners cited Sigstore’s technological
and macroenvironmental factors as advantages.

Topics & Associated Examples Subjects
Technological Factors

Ease of Use 8 subjects

1. Signing Workflow & Verification P1,P2,P7,P9,P14-17
2. Setting up with automated CI/CD actions P9

3. No key distribution problems Pl

Use of Short-lived Keys & Certificate 3 subjects P2, P3, P15
Signer ID Management 4 subjects

1. Use of OIDC(Keyless) to authenticate signers P3, P5, P10, P12
Compatibility with Several New Technologies 4 subjects

1. Integrability with SLSA build P16

2. Integrability with several container registries/technolo- P12, P14

gies

3. Integrability with several cloud-native applications P15

Presence of a Transparency Log 3 subjects

1. Transparency logs increase security P5, P14

2. Evaluation of signing adoption using logs P9

s Bundling Signatures With Provenance Attestations

2 subjects P3, P4

Reliability of Service 1 subject P7

Macroenvironmental Factors

Free/Open-Source 2 subjects P71, P17

5.1 RQI1: Strengths & Weaknesses of Sigstore

The first aim of our research work was to ascertain from the
experiences of our subjects the strengths and weaknesses they
have experienced while using Sigstore.

5.1.1 Sigstore Strengths

We extracted the benefits our participants experienced while
using Sigstore from their responses. These reflections capture
their firsthand experiences with Sigstore. We grouped their
responses into eight categories as summarized in Table 3.
When mapped to the Cresswell framework, these factors fell
into two categories: Technological and Macroenvironmental.

Technological Factors We identified five factors:

Ease of use: This was the most frequently discussed ad-
vantage of Sigstore over other tools. Participants commonly
highlighted the simplicity of the Sigstore workflow. As P7
(security tools, cloud security) put it, “I don’t really know of any
other options that provide the same conveniences that Sigstore
provides... It really is just one command to sign something
and then one more command to verify it, and so much of the
work is handled by Sigstore.” Other ease-of-use advantages
mentioned were the seamless integration of the Sigstore work-
flow into CI/CD automation using GitHub Actions and the
reduced complexity of key management.

Identity management for Signers: Sigstore’s integration of
OIDC identity management was a strength per our partici-
pants. In legacy key-managed software signing, signer identity
is often an ad-hoc feature and may be optional for the signing
authority. In Sigstore, however, this behavior is integrated with
the Fulcio certificate authority as an identity management step




before creating a signature. Participants greatly valued the
elimination of the key generation and distribution phase, as
it streamlined the signing process by reducing the time spent
distributing keys to key servers and searching for keys. This
aligns with the intuition that identity management is easier
than key management for developers [100]. P16 (SAAS, SSC
security tool) highlights this point: “I can associate my identity
with an OIDC identity as opposed to generat[ing] a key and
keep[ing] track of that key...I could say, ‘Oh, this is signed
with [Jane]’s public GitHub identity’...that’s much better.”

Compatibility with Several New Technologies: A portion
of our participants reported that Sigstore’s integration and
compatibility with a wide range of modern technologies pro-
vided a significant advantage. The mentioned technologies
included security tooling such as SLSA build attestations, as
well as containerization technologies and cloud computing
applications. In most cases, the resources required to set up
connections to these technologies were minimal or nonex-
istent. P12 (consultancy, cloud OSS security) states, “a lot of
clients are getting into signing their containers... Sigstore is
the easy choice because it just works on any registry, and
integrating it to Kubernetes is easy.”

Use of Short-lived Keys/Certificates: Participants appreci-
ated Sigstore’s enforcement of short-lived keys and certifi-
cates. Some signing tools require users to manually set ex-
piration times for cryptographic elements such as keys and
certificates at the time of generation. That customizability also
introduces the risk of long-lived cryptographic materials, in-
creasing the likelihood of compromise. Participants preferred
Sigstore’s automated management of key and certificate life-
times. As P2 (SAAS, SSC security tool) stated, “PGP, you still
have to figure out the key distribution problem....Sigstore uses
short-lived keys, that solves a lot of those issues.”

Presence of a Transparency Log: Adopters valued the ability
to audit signing actions. Sigstore’s transparency log provides a
tamper-resistant record of all changes to an artifact’s metadata,
a functionality not offered by other signing systems.

P9 (SAAS, SSC security): “From a higher level, we're going
to use a transparency log to determine what was actually
signed and what was written into that transparency log.”

Macroenvironmental Factors.  Free/Open-Source: Sig-
store’s open-source nature was also highlighted by partici-
pants as a key advantage. They noted that this reduces both
setup and maintenance barriers, particularly for users leverag-
ing Sigstore’s public deployments.

P7 (security tools, cloud security): “I think it’s amazing that
Sigstore is free and public.”

This enthusiasm reflects both the appeal of free/open-source
(FOSS) software and the practical benefits of public acces-
sibility. However, note that open-source # free; enterprises
may pay for private deployments, support, and integration.

Table 4: Summary of Practitioner-Reported Difficulties Using
Sigstore. Difficulties are grouped by Cresswell factors.

Topics & Associated Examples Subjects
Technological Factors

Transparency Log Constraints 6 subjects

1. Not suitable for private setup P2, P3, P6, P14, P17
2. Use in air-gapped/offline conditions P2, P3, P9
Performance & Rate Limits 6 subjects

1. Rate limiting problems P3, P7, P14, P15

2. Latency concerns P6
Integrations & Tooling 3 subjects
1. GitLab/Jenkins Po

2. Other unsupported technologies P16

3. Attestation storage P1
Documentation (Technical Aspects) 6 subjects
1. Private instance setup documentation P9, P12, P15
2. Other documentation / usage issues P1, P14, P17
Private Instance: Infra & Cost 2 subjects
1. Infra requirements & maintenance cost P5, P6
Fulcio / Timestamping Workflow 1 subject

1. Timestamping issues P3

2. Fulcio—OIDC workflow P3
Software Libraries 1 subject

1. Unsupported software libraries P7

Social / Human Factors

Log Monitoring Burden 1 subject

1. Effort to monitor logs P2

Support & Maintenance 3 subjects
1. Lack of dedicated support & maintenance P15, P2, P6
Organizational Factors

Regulatory Suitability (Cross-factor) 1 subject

1. Not suited for regulated organizations — M & O P3
Macroenvironmental Factors

Community Maturity/Support 1 subject

1. Limited community support P15

5.1.2 Sigstore’s Weaknesses

We summarize the difficulties reported by participants in us-
ing Sigstore in Table 4. As we detail, most of these weak-
nesses mapped to multiple usability factors.

Macroenvironmental & Organizational The primary
weakness along this dimension related to Sigstore’s use in
large enterprise contexts.

Enterprise Adoption Limitations: Many of our participants
mentioned that Sigstore is not suited for large enterprise ap-
plications. The issues reported by participants include rate
limiting—where Sigstore restricts the number of signatures
that can be created per unit time—along with latency concerns,
where the service’s turnaround time for a large volume of sig-
natures is problematic. Additionally, participants highlighted
the lack of dedicated support and maintenance teams due to
Sigstore’s open-source nature, as well as its unsuitability for
organizations in regulated sectors for the same reason.

P7 (security tools, cloud security): “We were relying on the
public Sigstore instance, and I don’t think it could meet our
signing needs in terms of just the capacity of signatures we
needed as an enterprise [rate limit].”

P3 (SAAS, SSC security tool): “For customers that are very
large in scale, the biggest of the Fortune 100, or customers



operating in very highly regulated environments, I think
operating your own Sigstore instance within that air-gap
in a private environment could be valuable. And I think it
depends on the amount of software you're producing and
the frequency with which you’re producing it.”

Technological Factors. We identified seven technological

issues.

Transparency Log Issues: While the transparency log bun-
dled with Sigstore was highlighted as a major advantage by
participants, it was also a significant concern. Their concerns
stemmed from the public nature of the log, where sensitive
artifact metadata from company assets could be exposed in
a publicly accessible record. Another common issue raised
was the log’s usability in air-gapped [64] environments. Ad-
ditionally, participants noted the manual effort required to
continuously monitor and manage the log. Most of these par-
ticipants were in the process of experimenting with setting up
the transparency log at the time of the interviews.

P6 (security tooling, digital technology): “We’ve got some
teams piloting Rekor, for instance, for different traceability
usages...I'm all for the transparency log, but we...have to
be careful who it’s transparent to at what [time].”

Setting up Private Sigstore Instance: Sigstore’s customizabil-
ity was a feature frequently utilized by participants. However,
it was also associated with certain challenges. The primary
issues identified included limited documentation on setup,
scarce community usage information, and the infrastructure
requirements for private deployments. Issues here were pri-
marily related to participants’ need for support resources,
which were macroenvironmental and social in nature.

P15 (internal security tooling, aerospace security): “There’s
not a big enough community of practitioners, or help
to...deploy Fulcio, like on premises.”

Other Documentation Issues: Overall, the documentation for
Sigstore, along with practical usage information and support,
was found to be insufficient. Participants noted that updates
to the documentation lagged behind changes in the Sigstore
product and that there was a lack of clarity regarding the use
of different Sigstore components. P17 (security tooling, internet
service) highlights this, “I would say the documentation lacks
a bit. Just I think if you look at the documentation, it was
updated quite a long time ago, like the ReadMe file. And so if
we could have these different options saying that, okay, if you
are starting over, this is how you can do rekor and Fulcio.”

Integration to Other Systems: Participants also expressed a
desire for a wider range of compatible technologies beyond
what Sigstore currently supports. Commonly mentioned in-
tegrations included other CI/CD platforms such as Jenkins
and GitLab, as well as attestation storage databases. These
limitations were often attributed to Sigstore being an emerg-
ing technology, as highlighted by P16 (SAAS, SSC security tool),

“The weakness is not everything supports it. There’s a lot of
weaknesses around...its being a newer technology.”

Fulcio Issues: Some Sigstore issues were also tied to its
certificate authority’s (Fulcio) time stamping capabilities, and
implementation of OIDC for keyless signing. Fulcio acts as
an intermediary using OIDC identities to bind to a short-lived
certificate, this was criticized by P3. P3 also commented on
the lack of timestamping support in early versions of Fulcio.

P3 (SAAS, SSC security tool): “We do have some concerns
about the way Fulcio operates as its own certificate au-
thority. So we’ve been looking at things like OpenPubkey
as something that removes that intermediary and would
allow you to do identity-based signing directly against the
OIDC provider. And then I think the other big thing that
we did, because Sigstore originally didn’t support it, was
time-stamping. We want to ensure that the signature was
created when the certificate was valid.”

Offline Capabilities: Another reported limitation of Sigstore
is the absence of offline verification capabilities using offfine
keys. This issue is related to the transparency log’s inability
to function in air-gapped environments. However, in this case,
participants specifically desired the ability to use Sigstore’s
signing and verification features in offline scenarios.

Software Libraries: The programming libraries of Sigstore
were also reported as a challenge, particularly when partici-
pants sought to embed signing capabilities directly into appli-
cations. They noted the absence of well-supported, easy-to-
use client libraries, which forced them to rely on workarounds
such as shelling out to the CLIL

5.1.3 Impact of Issues on Sigstore Component Use

We assessed the effect of participants’ reported problems with
Sigstore on their usage of each component. By component,
nine subjects use Cosign, nine use the Fulcio certificate au-
thority, and nine use the OIDC keyless signing and identity
manager. Eight use the Rekor transparency log. Only four use
Gitsign and only two make use of customized components
and local Sigstore deployments.

Among these, our data shed the most light on local de-
ployments and the Rekor log. For local deployment, several
participants cited difficulties with documentation and setup.
Only two successfully deployed private instances, likely due
to these challenges (Table 4, §5.1.2). The Rekor transparency
log presents a mixed case, with both high adoption and sig-
nificant reported issues. Of the eight participants who used it,
three were still in the pilot phase. Although Rekor was recog-
nized as a key factor driving adoption due to its strengths, it
also faced a high number of reported issues, indicating that,
despite its benefits, challenges persist for some participants.

Other Components Without Mention. Although partic-
ipants shared experiences with primary signing workflow
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Figure 4: Tools vs. Evaluation Criteria. Reported usability issues across organizational contexts. Heatmaps show the number
of unique participants raising each issue; darker cells indicate higher concentrations of reports. Abbreviations: DOC =
Documentation (technical); TIME = Fulcio / Timestamping Workflow; INTEG = Integrations & Tooling; LOG = Log Monitoring
Burden; PERF = Performance & Rate Limits; COST = Private Instance: Infrastructure & Cost; REG = Regulatory Suitability
(Cross-factor); SUPP = Support & Maintenance; TLOG = Transparency Log Constraints; CMAT = Community Maturity/Support.

components, discussion of other ecosystem elements was no-
tably absent. In particular, there was very little mention of
log witnessing [47] or monitoring [2] for either Fulcio or
Rekor. This is notable because transparency solutions rely
on these parties to help ensure log integrity and detect log
misbehavior. The lack of discussion may suggest that practi-
tioners are either not yet engaging with these components or
may not fully recognize their importance in the correct use
of the ecosystem. We believe future work should examine
gaps in user understanding and develop concrete user stories
and guidance to help practitioners verify witnesses and use
monitoring information effectively.

5.1.4 Effects of Organization and Signing Tools on Iden-
tified Usability Concerns

To provide additional context for the usability issues identified
above, we highlight three observations from our analysis of
organizational size and participant roles. See Figure 4 for
visualizations.

Large and small organizations share similar pain points.:
Across both large and small organizations, the densest cells
occur for topics related to private/air-gapped deployments,
transparency-log constraints, and documentation for cus-
tomized/ private instances. In large organizations, technical
leaders frequently surface additional concerns around support
and maintenance expectations. In contrast, smaller organiza-
tions are more willing to combine Sigstore with other tooling
to compensate for gaps. Notably, large organizations in our
sample were more likely to retain internal/proprietary solu-
tions or delay full Sigstore adoption. A usability lesson here
is to prioritize private-deployment guidance (including mon-
itoring playbooks), clarify support boundaries, and provide
migration patterns and user stories for mixed stacks.

Scale effects: rate limits and latency concentrate in larger

orgs: Performance and rate-limit issues are most promi-
nent in medium/large organizations, consistent with higher
CI/CD concurrency. This suggests the need for prescriptive
CI recipes (e.g., batching, caching, retries/backoff, and con-
currency guidance) alongside clearer Fulcio/OIDC and times-
tamping failure-mode documentation.

Medium organizations tend to “work around” with plain Sig-
store: Participants from medium-sized organizations more of-
ten stick with plain Sigstore and work around gaps rather than
self-host. This group benefits most from concise integration
blueprints (GitHub/GitLab/Jenkins), ready-to-use attestation
storage patterns, and targeted documentation updates, rather
than heavy private-infrastructure guidance.

5.2 RQ2: Why Practitioners Change Tools
5.2.1 Drivers of Adoption Among Sigstore Users

For participants who adopted Sigstore, we asked which fac-
tors—prior to adoption—influenced their decision (or their
organization’s decision) to switch. Their responses fell into
three main categories: macroenvironmental factors (e.g., reg-
ulations and user communities), human/social factors (e.g.,
prior experience with signing tools), and technological factors
(e.g., Sigstore’s unique capabilities).

Most of our participants chose to switch to Sigstore due
to poor experiences with previous tools and due to perceived
advantages associated with Sigstore. See Appendix C for the
full summary of factors.

Contributions to Sigstore: Being part of the Sigstore commu-
nity as contributors was a major reason for adopting Sigstore.
Some participants (e.g., P6) stated that their organizations
have a policy of contributing to open-source communities




they intend to adopt. Others noted that their organizations
were relatively new compared to Sigstore—meaning that Sig-
store had already existed before these organizations were
established, and some of their members had contributed to
Sigstore before joining their respective organizations. Addi-
tionally, some participants mentioned that key members of
their organizations were directly involved in the initial devel-
opment of the Sigstore project. P14 (POC software & security
tool, cloud security) reflects this, “I'd say many of the early
staff, the first 10 to 20 staff were involved in the Sigstore
community. There’s not just our interest as a company in a
Sigstore, but there’s a lot of personal ties to Sigstore.” While
this pattern may partly reflect our interview sample, it high-
lights how prior involvement and community ties can strongly
shape adoption decisions—a dynamic that could also apply
more broadly in open-source ecosystems.

Available Sigstore Functionalities: Sigstore’s functionalities
also influenced its adoption. Several participants were drawn
to the transparency log (as highlighted in §5.1.1).

PS5 (internal security tool, cloud security): “Sigstore has other
features, like you can use your OIDC identities, like your
GitHub identities as well, to do the signing, [and] they also
maintain a transparency log.”

Integration with existing technologies also affected their
decision. As P1 (POC software, digital technology) said, “Factors
I considered were, ..., the existence of tools to use it.”

Regulations and Standards: The impact of regulations and
standards on adopting Sigstore was significant among our
participants. Some participants who previously used other
tools (2) switched to Sigstore due to security frameworks and
standards recommending it as a best practice. Additionally,
the remaining participants (2) noted that regulations (e.g.,
EO-14028) played a role in their decision to adopt Sigstore.

P5 (internal security tool, cloud security): “...standards actu-
ally really helped to convince everyone that we should be
doing this ... But once a standard is put in place, once the
requirements are set, then it just sped up the process.”

User Community & Trust Of Sigstore Creators: The large
user community of Sigstore also motivated its adoption among
participants. Conversely, participants P1 and P14 cited GPG’s
smaller user base as a drawback. In addition, some partici-
pants expressed trust in industry consortia such as the CNCF
(Cloud Native Computing Foundation), noting that Sigstore’s
development and governance under CNCF gave it additional
legitimacy and credibility compared to tools maintained by
smaller, independent groups.

P3 (SAAS, SSC security tool): “We do defer often at the

higher-level projects to different foundations. So we would

be more likely to trust something from the CNCF...[than]
independent developer projects.”

GPG & Notary Issues: Issues with previously existing tools
played a major role in practitioners’ decisions to switch to Sig-

store. Both GPG- and Notary-based signing implementations
were reported as problematic. GPG has long been criticized
for key management challenges and usability concerns, and
our participants echoed these issues, citing additional factors
such as low adoption rates, steep learning curves, and limited
integration with modern technologies. Notary-related issues
primarily concerned customer demands, compatibility with
other technologies, and infrequent updates. Key and iden-
tity management challenges were common to both GPG and
Notary. Meanwhile, users of proprietary signing tools faced
difficulties with complex setup processes.

5.2.2 Considerations from Non-Sigstore Users

In this section, we highlight reasons mentioned by practi-
tioners that have stopped them (or their organization) from
switching to identity-based tools like Sigstore (see Table 5).
We also report issues experienced by these non-Sigstore users
that have prompted a consideration (or in some cases partial
adoption) of these identity-based tools.

Table 5: Non-Sigstore Users: Reasons for Not Adopting Sig-
store. This table summarizes the reasons non-users gave for
not adopting Sigstore, grouped by their current signing tool
and mapped to our usability framework theme.

Tool Subjects Reason (Topic)

Internal tool P8, P11 (1) Third-party security risk from tool T — P11, P8
(2) Organizational use cases O — P8
(3) Centralizing organization’s code signing O — P8

(4) Organization’s open source policy O — P8

Notary-V1 P10
PGP P13

(1) Tool owned by organization O — P10

(1) Sigstore privacy concerns T — P13
(2) Trust in Sigstore’s maintainers M — P13

Barriers to Considering Sigstore: As highlighted in Table 5,
most reasons for non-adoption were organizational.

P8 (internal security tool & cloud APlIs, internet services):
“When it comes to open source projects and open source
stuff, our organization is skeptical. Policy and everything
drives teams away...There’s also the ongoing risk of having
a product that’s built outside continually shipping code and
being integrated into this product, where it deals with sensi-
tive material. We do evaluate these things, but the scrutiny
against code written outside of the company is extreme, and
with good reason given the [supply chain] context.”

Other notable issues arose from technical concerns, like pri-
vacy risks associated with Sigstore’s public instance and
Macro environmental concern of the inherent risk of relying
on a third-party tool maintained by open-source contributors.

Factors Motivating Consideration for Sigstore: When prac-
titioners were asked about issues with their current tools
and potential fixes, most pointed to problems with existing
tools as their main driver to alternatives, e.g., incorporating
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Figure 5: Push-pull-barrier heatmap.

identity-based features into internal tools or partially adopt-
ing new solutions. Although some subjects reported draw-
ing design inspiration from identity-based workflows, none
specifically mentioned Sigstore. P11 (firmware & testing soft-
ware, social technology) states, “I’'m sure ... [the internal sign-
ing tool] was influenced by [an open-source identity-based
tool]...they adopted it and made the right tweaks internally.”
Lack of transparency and integration of these tools to other
platforms were also common. We summarize these factors
in Appendix C.

5.2.3 Effects of Organizational Context

Combining the results in §5.2.1 and §5.2.2 (Table 5) with
organizational size, former signing tools, and current signing
tools reveals several patterns. We summarize these in the
Push-pull-Barrier heatmap (Figure 5).

Push, Pull, and Barrier Factors Influencing Adoption.
We grouped issues raised by participants into Push, Pull, and
Barrier factors. We define these factors drawing on Bansal et
al.’s Push-Pull-Mooring framework for consumer switching
behavior [25]. Push factors are problems with prior tools that
drove current users toward Sigstore. Pull factors are attrac-
tions of the new tool (and ecosystem). Barriers are reasons
that stalled or prevented adoption.

While large organizations exhibit the greatest number of
barriers, they report push and pull factors in roughly similar
measure. By current-tool status, many push factors come
from teams now using Sigstore alongside other mechanisms
(e.g., attestations, internal tooling, PGP), which often reflects
phased introduction of Sigstore into existing processes (and
vice versa). A summary of the coded factors appears in Ap-
pendix C. A usability takeaway is that switching is primarily
driven by human/social push (e.g., frustration with legacy
workflows) and only secondarily by pull from Sigstore fea-
tures and regulatory pressure (Sigstore being referenced by
some standards). Thus, even as technical innovations “pull”
adoption, community-building and other social supports also
materially “push” change.

Non-Adoption Reasons Are Often Organizational and
Non-Technological. Non-adoption reasons are often orga-
nizational and non-technological. Although non-adopters are
both pushed by shortcomings in internal tools and pulled by
identity-based capabilities, adoption frequently stalls due to
organizational constraints such as risk posture, support ex-
pectations, or regulatory requirements. This pattern is not
unique to software signing—similar dynamics have been
observed in other infrastructure domains (e.g., cloud tech-
nologies [16])—but it is particularly salient here because
identity-based signing tools must be trusted across organi-
zational boundaries. Our interpretation is therefore not that
identity-based tools have failed, but rather that their technical
attractiveness has created demand for more mature deploy-
ment models: private instances, enterprise-grade support, and
stronger service guarantees.

Tool Migration Patterns. In our sample we observe recur-
ring migration paths: PGP — Sigstore (sometimes retaining
PGP during transition); Notary vI — Sigstore or Notary v2;
and internal/proprietary — Sigstore (or hybrid). Organiza-
tions mostly transition between tools slowly. Larger organiza-
tions are more likely to prefer internal/hybrid arrangements
(reflecting policy, privacy, and support concerns), whereas
small/medium organizations are more likely to adopt “pure’
Sigstore sooner, using hybrids as transitional steps or to meet
offline/private constraints.

bl

6 Discussion

We highlight the main takeaways from our results. This re-
search is a case study of identity-based software signing tools
(described in §2.1) using Sigstore. We discuss implications for
this class of tools along three axes: a technological readiness
assessment, their transformative potential, and the implica-
tions of the observed usability patterns.

6.1 TRLs and Identity-Based Signing Tools

Because Sigstore, our exemplar of identity-based signing, is
relatively recent, the maturity of its core capabilities is un-
even. Understanding this maturity helps organizations as-
sess implementation risk and prioritize investment [62]. Our
usability study provides a preliminary signal. Drawing on
participant reports and interpreting them through the Tech-
nology Readiness Level (TRL) lens [62], we note that TRL
is a technology-maturation framework (not a usability scale).
In practice, lower TRLs (concepts, prototypes) tend to sur-
face mostly technical concerns, while higher TRLs (opera-
tional environments) bring non-technical constraints (orga-
nizational fit, governance, support/SLAs, regulation) to the
foreground. Our results fit this progression: fechnological
factors were most frequently discussed. Several capabilities,



e.g., short-lived (ephemeral) keys, OIDC-based signer identity,
and GitHub Actions workflows, received consistently positive
mentions across different organizational contexts, suggesting
higher maturity for these components (and analogous features
in similar identity-based tools). In contrast, capabilities such
as private/self-hosted deployments and operation in regulated
environments surfaced moderate friction, indicating mid-level
readiness and a need for stronger documentation, reference ar-
chitectures, and support pathways. For organizations that have
not yet adopted identity-based tools, these findings suggest
comparatively lower risk for the first set of capabilities, while
private/regulated deployments warrant careful evaluation and
piloting. These assessments are preliminary and should be
read in light of our case-study scope.

From Sigstore to the Broader Class: Sigstore demonstrates

that identity-based signing can work at scale (across multi-
ple organization sizes and use contexts in our sample), serv-
ing as a proof-of-concept for the class. Where we observed
Sigstore-specific friction (e.g., private Fulcio/Rekor deploy-
ments, public-log privacy trade-offs), the underlying class
implications are clear: enterprise deployment models, integra-
tions, and operational guardrails are the next maturity hurdles
for identity-based signing generally.

6.2 Transformative Potential

Sigstore, as the most widely deployed exemplar of identity-
based signing, goes well beyond the minimal OIDC—key bind-
ing model offered by alternatives like OpenPubKey. In addi-
tion to identity-based signing and short-lived keys, Sigstore in-
tegrates a transparency log (Rekor) and broad ecosystem com-
patibility with attestations, container registries, and CI/CD
workflows. Participants repeatedly emphasized these addi-
tional capabilities as unique differentiators, even while report-
ing usability frictions.

This dual reality—strong adoption coupled with persistent
friction—underscores Sigstore’s role as a living testbed for
both practice and research. Sigstore is already being lever-
aged in production ecosystems (e.g., Maven, PyPI, Kuber-
netes) and has catalyzed new research trajectories, such as
privacy-preserving transparency [28] and diversified identity
provisioning [20]. The broader implication is that Sigstore is
not merely a tool to be adopted, but an infrastructure on which
future signing solutions and empirical studies can (and are) be-
ing built. Widespread adoption makes its usability challenges
consequential — and resolving them has cascading benefits
across the supply chain. Its design decisions and shortcom-
ings provide researchers with concrete leverage points for
advancing the next generation of signing tools.

6.3 Usability Lessons for ID-Based Signing

While our results reveal different adoption drivers between
Sigstore users and non-users, there exists some shared usabil-

ity concerns—between Sigstore users and non-users (§5.2).
Both groups reported similar technological issues, particularly
around integration with other systems and the transparency
of signing infrastructures. This suggests cross-cutting con-
cerns that affect not only Sigstore users but also non-users.
A preliminary look at enhancement/issue trackers for other
identity-based signing tools (e.g., OpenPubkey) shows similar
themes [65]. Building on these observations, we distill action-
able lessons for identity-based tools and outline opportunities
for future work.

Automated Cross-Platform Integrations: To fully leverage
flexibility, practitioners need maintained integration modules
for popular CI/CD systems, registries, and orchestration plat-
forms. Missing integrations and sparse documentation force
teams to build custom connectors, increasing misconfigura-
tion risk and undermining security guarantees.

Need for Inter-Platform Standards: Standardization of infor-
mation exchange is a typical problem for new infrastructure
(e.g., SBOM [18]). Identity-based signing would benefit from
uniform schemas for transparency events and identity asser-
tions. Recent efforts like DiVerify [20], which harmonizes
identity provisioning across multiple OIDC providers, take a
step toward smoother data flows between signing components,
transparency services, and external toolchains.

Verification Workflow: A core supply-chain property is
transparency of actors and artifacts, which requires reliable,
usable verification of signer identities [10]. Prior work re-
ports verification pain in both organizational and open-source
settings [55, 89]. Although Sigstore provides multiple veri-
fication paths (Cosign CLI, transparency log), participants
reported log-related usability issues and limited automation
elsewhere. Further automating verification would better real-
ize the security benefits of this tool class.

Privacy Concerns: Privacy concerns emerged prominently
around Sigstore’s Rekor transparency log: five of the six
participants who reported concerns with Rekor cited pri-
vacy as a significant issue. Similar concerns also surfaced
for keyless signing via OIDC. These are not unique to Sig-
store [28] but reflect broader tensions in cryptography be-
tween transparency and confidentiality. This underscores the
need for privacy-preserving designs (e.g., selective disclosure,
redaction regimes, witness policies) that balance auditability
with confidentiality. In Creswell’s terms, these concerns span
macroenvironmental (policy/regulation), organizational (data
governance and risk posture), and human/social (developer
risk perception) factors, reinforcing that privacy is not solely
a technical hurdle but a cross-factor adoption barrier.

Usability as a Limit on Realized Security: For security tools,
usability problems are barriers to realizing effective secu-
rity [46]. When tools are hard to use, their features may be
partially deployed, misconfigured, or disabled [46]. Our find-
ings show this in the context of identity-based signing: for
example, rekor transparency-log usability concerns mean that




some corporate users avoid the log feature, despite Sigstore
supporting more privacy-preserving setups (which seem to be
unusable in their context). As a result, these users miss the
full auditability the log can provide. For example, P3 (SAAS,
SSC security tool) said, “Well, I think there’s definitely reasons
we haven’t adopted some things like Rekor, and the biggest
reason for that is being able to validate everything offline in
our capped(air-gapped) environments. And so there’s not a
whole lot of value for us in having something in the trans-
parency log if we can’t prove somewhere else without access
to Rekor, that it’s in the transparency log.”

Population Scope & Future Populations: Our study primarily
sampled experienced practitioners operating within organiza-
tions, which shapes both the opportunities and frictions we
observed. Usability needs likely differ for other communi-
ties and skill levels—e. g., individual open-source maintainers,
small/startup teams, and security novices. In light of the biases
from our particular sample, we recommend further research
that (1) uses organizational contexts and user personas as a
primary selection criterion; and (2) considers distinct signing
use cases for a more fine-grained understanding.

6.4 Contrast to Prior Work

Prior Work on Adjacent Secure Communication Tools: We
restate that most prior work performs in-vitro usability exper-
iments with novices using general-purpose encryption tools
(email, messaging clients). In contrast, we studied expert prac-
titioners in-vivo focused on identity-based software signing
for software supply chain security. We observe some similari-
ties in usability factors, eg integration with existing technolo-
gies [23] and trust in the tool [23, 36, 71]. We also observe
differences: our study design gives us insight into organiza-
tional and regulatory constraints, and tool adoption/migration
pathways (§5.2.3, §6.1).

Generalizability to Other Software Engineering Tools: Be-
yond adjacent secure communication tools, our findings also
speak to other classes of software engineering tools. Our find-
ings reinforce several adoption factors noted in prior literature
on open source tools [63], such as ease of use, compatibility
with existing technologies, and integration flexibility, which
were especially salient for identity-based signing tools like
Sigstore. They also highlight additional considerations that
may generalize to other classes of secure software engineer-
ing tools example the role played by macroenvironmental
factors like the tooling community, and regulations [59].

Furthermore, our results suggest adoption patterns not
widely discussed in existing research. In particular, we ob-
serve the emergence of a migration pathway model, where
teams incrementally adopt identity-based tools. Several non-
Sigstore users reported experimenting with or partially in-
tegrating smaller solutions, such as OpenPubKey and TUF,
to meet specific needs like key delivery and management.

This suggests a stepwise transition process in tooling adop-
tion that may be common across emerging tool ecosystems.
This model can also be important to understand and further
propose a streamlined organizational adoption pathway for
software engineering tools.

7 Threats to Validity

To discuss the limitations of our work, we follow Verdecchia
et al.’s [33] recommendation to reflect on the greatest threats
to our research. In addition, we discuss how our perspectives
may have influenced our research (positionality).

Construct Validity: Cresswell’s framework targets health
IT, where “tooling” denotes integrated clinical systems, so
applying it to software signing carries construct risks. We
mitigated risks by inductively validating themes (from its core
factors) against practitioner interviews, ensuring our adapted
constructs reflect signing-tool usability.

Internal Validity: Threats to internal validity reduce the reli-
ability of conclusions of cause-and-effect relationships. An
additional internal threat exists in the potential subjectivity of
the development of our codebook. To mitigate this subjectiv-
ity, we utilized multiple raters and measured their agreement.

External Validity: The primary generalizability threat is that
we recruited from a population biased toward the use of Sig-
store. We viewed this as necessary in order to recruit sufficient
subjects. A second threat arises from the sample size of our
work, which is due to the challenges of recruiting expert sub-
jects. Third, our study relies on an expert population, whose
usability concerns may not reflect those of novice users. An-
other threat is our study’s temporal scope. Interviews were
conducted between November 1, 2023, and February 9, 2024,
capturing Sigstore users’ experiences during that period. Sig-
store has changed since then, but not the core workflows and
components. We believe our findings remain relevant.

Statement of Positionality: The author team has expertise
in software supply chain security in general and software
signing methods in particular. They also have expertise in
qualitative research methods. This background qualifies the
team to design, conduct, and analyze the data described in this
study. In addition, one of the authors is a Sigstore contributor.
Their inclusion enabled the author team to better interpret and
contextualize some of the interview data. To avoid bias, this
author was not involved in developing the research design or
conducting initial analysis of the results, but provided insight
in later analysis.

8 Conclusion

Software signing underpins supply chain security by guaran-
teeing provenance and integrity, yet its effectiveness depends
on usable tooling. Identity-based systems like Sigstore reduce
legacy key-managed burdens of key management and signer



identification, but our study shows that adoption is shaped
by both strengths and frictions. Identity-based workflows,
ephemeral keys, and CI/CD compatibility ease use, while
integration gaps, transparency log privacy concerns, and or-
ganizational constraints remain barriers—especially in large
enterprises.

By surfacing these factors, we show that usability is central
to supply-chain security. Without attention to adoption barri-
ers, even the best technical mechanisms will fail to achieve
their security potential. Our findings reveal uneven maturity
across Sigstore’s components, and suggest lessons for other
signing toolmakers, e.g., OpenPubKey and SignServer, which
share similar design patterns. We recommend that toolmak-
ers prioritize official integrations and configurable privacy
controls to improve usability and trust. By addressing these
challenges, identity-based signing tools can expand the cover-
age of verifiable artifacts and attestations, shrinking supply
chain attack surfaces to improve software security.
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Ethical Considerations

Our study investigates the usability of identity-based soft-
ware signing tools, focusing on Sigstore as an exemplar. We
conducted semi-structured interviews with 17 security practi-
tioners across 13 organizations, analyzing their perspectives
on usability strengths, weaknesses, and adoption dynamics.

Stakeholders & Potential Harms. Following the guidance
of Davis et al. [26], we identify the following stakeholders.

* Direct stakeholders: (i) Interview participants, whose re-
sponses could unintentionally expose their organization’s
practices; (ii) The organizations employing these partici-
pants, which may face reputational, regulatory, or security
risks if weaknesses are revealed; (iii) The research team,
responsible for balancing transparency and confidential-
ity; and (iv) Adversaries, who could misuse disclosed
weaknesses in signing tools or deployment practices.

e Indirect stakeholders: (1) Other software-producing or-
ganizations, who may be affected if the study highlights
industry-wide shortcomings in the signing tool used by
such organizations; (ii) Standards bodies, whose guide-
lines may be challenged; (iii) Software consumers, whose
trust in signed artifacts could be affected; and (iv) The

broader public, for whom systemic weaknesses in sign-
ing infrastructure may undermine confidence in software
supply chains.

Mitigations Implemented. Recruitment Policies: Data
were collected through voluntary interviews, with written
consent obtained prior to participation. Recruitment was con-
ducted through established professional networks; no unso-
licited contact or spamming was used. Participants were free
to decline or withdraw at any stage, and recruitment avoided
any form of coercion. All organizations were treated equally
in data collection and analysis. At no point were sensitive
keys, cryptographic material, or detailed system configura-
tions collected.

Content safeguards: All transcripts were anonymized; nei-
ther participant names nor organizational identifiers appear
in published results. Findings are reported in aggregate at the
thematic level (e.g., categories of usability issues) rather than
specific configurations or vulnerabilities.

Privacy & data minimization: Only de-identified tran-
scripts were retained; analysis outputs emphasize themes
across participants, not individual accounts. No identifiable
deployment details are included in the publication.

Operational safety: We deliberately excluded or general-
ized any descriptions of signing deployments that could aid
adversaries, including specific weaknesses in Sigstore’s com-
ponents. Where risks were mentioned (e.g., transparency log
privacy concerns, private instance deployment issues), results
are presented at the level of usability factors rather than de-
tailed attack vectors.

Participant Welfare. As mentioned earlier, all participants
gave informed consent. Potential distress was minimal,
though participants might experience discomfort when reflect-
ing on organizational challenges. To mitigate this, questions
emphasized practices and perceptions rather than failures, and
responses were anonymized. No deception was involved.

Oversight and Consent Context. The academic institution’s
IRB reviewed and approved the protocol. Prior to consenting,
all participants were informed of the study’s aims and the
confidentiality safeguards in place.

Decision to Proceed and Publish. We judged that the ex-
pected benefits—independent evidence on identity-based sign-
ing tool usability, insights into adoption barriers, and guid-
ance for improving software supply chain security—outweigh
residual risks under the mitigations described above. To mini-
mize adversarial risk, we publish only aggregated themes,
not sensitive technical details, to ensure that our findings
strengthen rather than weaken trust in signing infrastructures.



Open Science

We acknowledge that USENIX Security has an open science
policy: that authors are expected to openly share their research
artifacts by default. The research artifacts associated with this
study are:

* Raw transcripts of interviews
* Anonymized transcripts of interviews
¢ Interview protocol

¢ Codebook

Things we have shared: The interview protocol is a crucial
part of any interview study, since it allows for the critical
review of a study design as well as its replication . Since it is
semi-structured, we include all of the questions asked of all
subjects, as well as examples of the follow-up questions we
asked. We also share the codebook, with codes, definitions,
and example quotes that we coded for each code.

Things we cannot share: For subject privacy reasons, and
for IRB compliance, we cannot share the raw transcripts. We
also choose not to share the anonymized transcripts of the
interviews. Given the high organizational ranks of many of
our subjects, and the small size of the subject pool resulting
from our recruiting strategy, we believe there is a high risk of
de-anonymization even of anonymized transcripts. Therefore,
we do not share the anonymized transcripts.

Artifact Repository: An artifact containing our interview
protocol, codebook, etc. is available at: https://doi.org/
10.5281/zenodo.17969423
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A Code Saturation

We present a saturation analysis of our studies in Figure 6.
The orange trendline (saturation curve) was measured by iden-
tifying the cumulative unique codes present in each interview.
We observe saturation at the 12th interview, indicating that no
new unique codes were identified after participant 12. Addi-
tionally, the green trendline (number of codes) shows that the
lowest number of codes was obtained from subject P4. This is
also reflected in the blue trendline (unique number of codes).
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Figure 6: Saturation curve. Interviews are plotted in the order
in which they were conducted. Each interview covered many
topics in detail (orange line, blue line). However, as the green
line shows, our results saturated (i.e., stopped observing new
perspectives) around interview 12.

B Organizational Demographics

We summarize additional organizational demographic infor-
mation of our subjects in Table 6. This table provides further

https://www.yahooinc.

Table 6: Organizational Demographics. For anonymity, we
only highlight the number of subjects in each organizational
category. Letters A-M are used to denote each organization.

Type Breakdown (#Organizationsl#Subjects)

Organizational Size (Em-
ployee Size)

Small (<100) (4/6), Medium (<1500) (3/4), Large
(>1500) (6/7)

Digital technology (1/3), SSC Security (2/4), Social
technology (1/1), Dev tools (1/1), Telecommunica-
tions (1/1), Cloud security (2/3), Aerospace Security
(1/1), Internet services (2/2), Cloud + OSS Security
(1/1), Cloud + Dev tools (1/1)

Product Area

Subject Distribution A(2),B(3),C(1),D(),E2),F(),G(1),H(),I

(1), J(1), K (1), L (1), M(1)

context for the subject’s organizational size, type of software
product, and how many of our subjects belonged to each or-
ganization.

C Technical Report

A extended version of our paper is available at https://
arxiv.org/abs/2503.00271. The primary difference is its
appendices, which contain the following information:

» Appendix A: Traditional software signing workflow (dia-
gram and narrative description).

* Appendix B: The full interview protocol used in our
study.

* Appendix C: The codebooks used in our analysis, with
illustrative quotes mapped to each code.

» Appendix D: Code saturation analysis.

* Appendix E: Survey results that were omitted from the
main paper due to low-quality data.

» Appendix E.1: Sigstore components mostly used by our
sample population.

» Appendix E.2: Other results omitted from the paper due
to space constraints.

* Appendix E.3: Expanded demographic table.

* Appendix E.4: Summary of factors influencing Sigstore
adoption for Sigstore users (prior to adoption).

* Appendix E.5: Summary of factors influencing consider-
ation of Sigstore among non-Sigstore users.

* Appendix E.6: Additional discussions and implications
of results.

» Table 13: Driver labels (Push/Pull/Barrier) mapped to
concrete codes with factor tags (T/P/O/M) and example
participant IDs.
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