ARTIFACT
EVALUATED

@ usenix

AVAILABLE

Can we estimate privacy vulnerability of individual records? Towards Mitigating
Attribute Inference Attacks on ML Models

Ehsanul Kabir
Pennsylvania State University

Najrin Sultana
Pennsylvania State University

Ninghui Li
Purdue University

Shagufta Mehnaz
Pennsylvania State University

Abstract

Machine learning (ML) has brought transformative applica-
tions across various sectors, including sensitive fields like
healthcare, finance, and customer analytics. However, ML
models are susceptible to privacy leaks, especially through at-
tribute inference and model inversion attacks, raising concerns
for data confidentiality in privacy-critical domains. Existing
defenses pursue much broader objectives than specifically
preventing privacy leakage from attribute inference attacks,
and as a result often fail to provide fine-grained, vulnerability-
aware protection without significant utility costs. Motivated
by this need, we first investigate record-level vulnerability
estimation through NeighVE, an adversary-side tool designed
to identify which individual records are more exposed to infer-
ence. Insights from NeighVE reveal that the record-level risk
of privacy leakage is largely agnostic to model architectures
and attack strategies and is instead governed by dataset-level
characteristics, particularly the distribution of sensitive at-
tributes in the local neighborhood of each record. Building on
this insight, we propose VESL, a subspace-learning—inspired
defense that mitigates attribute-inference leakage while keep-
ing utility loss to a bare minimum. As a byproduct of its
balancing mechanism, VESL also improves fairness across
sensitive attributes and prevents NeighVE from reliably iden-
tifying vulnerable records. As a supporting contribution, we
introduce AttriVET, an estimator that predicts which indi-
vidual records are vulnerable with over 90% accuracy across
diverse scenarios, enabling risk-aware defense design and
auditing.

1 Introduction

Machine learning (ML) has unlocked innovative data applica-
tions across a range of domains, including sensitive fields like
personalized healthcare [2,31], finance [16, 19], and customer
analytics [5, 15]. Although powerful, recent findings reveal
that ML models are prone to privacy leaks, with the potential
for inadvertent exposure of their training data. For instance,

adversaries may determine if specific records were part of
training [12,34,41,42] or, through model inversion, extract
sensitive training data from the model [13,21,36,50]. Such
vulnerabilities hinder the adoption of ML in privacy-critical
sectors, where data confidentiality is non-negotiable.

Model inversion attacks can generally be divided into two
key types: class representative reconstruction [49, 53] and
attribute inference [21,36]. The first type, class representative
reconstruction, involves adversaries attempting to reconstruct
typical or “average” examples of specific classes within the
training data, thereby generating a form of “class template.”
For example, if an adversary has query access to a face recog-
nition model, they may attempt to reconstruct an image sim-
ilar to a target individual’s actual face. Attribute inference,
howeyver, is more intrusive for models that use tabular data,
where attackers can target specific attributes within the data
to recover sensitive details. In this type of attack, the adver-
sary’s objective is to infer sensitive attributes using model
predictions and publicly accessible data of individuals in-
cluded in the training. For example, in the healthcare domain,
an adversary might query using known information about an
individual and uncover sensitive attribute(s) related to their
medical history. This presents a serious privacy concern for
tabular data. Alarmingly, despite tabular datasets” widespread
use in many applications, privacy vulnerabilities in tabular
data are still under-examined [18,21,28,30,36] compared to
other data types like images [3,4,6,17,34,37,51,53].

Recent work [30] shows that by focusing on vulnerable
subsets of data instead of treating all records equally, targeted
attribute inference attacks achieve far greater success than un-
targeted ones. These vulnerable subsets are identified through
a group-level vulnerability ranking method based on angular
difference. This finding prompts a critical research question—
Can attribute inference vulnerability be predicted at the gran-
ularity of individual records rather than coarse groups? Such
predictive capability would allow adversaries to pinpoint the
records for which inference is likely to succeed, thereby en-
abling stronger targeted attacks and, more importantly, gen-
erating insight into the causes of record-level vulnerability



that can guide the design of proactive, vulnerability-aware
defenses. However, moving from group-level to record-level
vulnerability prediction poses a key challenge: group-based
approaches assume access to multiple records from the same
subgroup—an assumption irrelevant for an adversary target-
ing a single individual’s record. To overcome this limitation,
we develop NeighVE (Neighborhood-based Attribute Infer-
ence Vulnerability Estimator), which constructs synthetic
neighbors of the target record and computes angular differ-
ence within this constructed neighborhood to predict the tar-
get record’s vulnerability. Our results show that NeighVE
provides a practical means of identifying records more sus-
ceptible to attribute inference.

Importantly, our use of synthetic neighborhoods in
NeighVE points to a deeper insight: the local neighborhood
of a record may be an underlying contributing factor to its
vulnerability to attribute inference. Our intuition is that the
distribution of sensitive attributes within this neighborhood
closely influences its vulnerability. We formalize this idea
by introducing the metric of neighborhood similarity and
demonstrate that vulnerable and non-vulnerable records ex-
hibit distinct distributions of neighborhood similarity, which
persist across datasets. Neighborhood similarity is defined
solely in terms of data and does not refer to models or attacks,
yet it proves effective in vulnerability estimation across di-
verse models and attack strategies. This consistency suggests
that record-level vulnerability is driven primarily by dataset-
level characteristics. Consequently, neighborhood similarity
serves as a valuable indicator of attribute inference vulnera-
bility, providing a foundation for understanding, auditing, and
defending against privacy leakage.

Building on this key finding, we ask: Can vulnerability
estimation be leveraged to mitigate privacy leakage from at-
tribute inference attacks without incurring prohibitive utility
loss? Pursuing this objective, however, presents unique chal-
lenges. Existing defenses, including differential privacy [20]
and mutual information regularization [47], apply coarse pri-
vacy mechanisms uniformly across all records. While they
reduce attack performance, they do so only at the cost of
substantial model utility [18, 22]. Furthermore, it is essen-
tial to ensure that these defenses do not disproportionately
impact the performance of the ML model on the vulnera-
ble subset of records compared to the non-vulnerable subset,
which could lead to fairness concerns. To address these chal-
lenges, we propose VESL (Vulnerability Estimation-driven
Subspace Learning), a novel technique inspired by subspace
learning [27,48]. VESL constructs multiple balanced subsets
of the original training data, maintaining an optimal propor-
tion between vulnerable and non-vulnerable records. Our
findings show that VESL reduces attribute inference attack per-
formance to that of imputation, an attack that adversaries can
mount without access to the trained model. In other words,
models trained with VESL do not leak more information than
what is already available through simple data statistics. In

addition, VESL renders NeighVE ineffective in identifying vul-
nerable records. Furthermore, VESL maintains utility while
also improving fairness, a byproduct of its dataset balancing
mechanism that distributes vulnerable and non-vulnerable
records more evenly across sensitive attribute values.

Finally, we develop At triVET (Attribute Inference Vulner-
ability Estimation Tool), a defender-side tool for estimat-
ing record-level vulnerability to attribute inference attacks.
AttriVET provides a systematic way to audit privacy risk by
directly estimating which records are most susceptible, of-
fering a practical means to quantify potential leakage before
deploying models in sensitive domains. We empirically show
that AttriVET is capable of accurately predicting a record’s
vulnerability to various attribute inference attacks across a
broad range of scenarios.

Summary of contributions. Our work makes the following
contributions:

O We identify neighborhood similarity as a key dataset-
level factor underlying record-level vulnerability. We show
that vulnerable and non-vulnerable records exhibit distinct
neighborhood similarity distributions, and that this metric re-
mains effective across datasets, models, and attack strategies,
establishing dataset characteristics as the primary driver of
attribute inference risk.

J We develop VESL, a preemptive defense inspired by sub-
space learning. VESL reduces attribute inference risk while
preserving model utility, and as a byproduct of its dataset
balancing mechanism, also improves fairness across sensitive
attributes. Models trained with VESL are significantly more
resilient: attacks perform no better than imputation, and the
precision of NeighVE in identifying vulnerable records drops
sharply.

0 We introduce AttriVET, a defender-side tool for estimat-
ing record-level vulnerability to attribute inference attacks.
AttriVET provides a systematic way to audit privacy risk in
datasets and models by identifying which records are most
susceptible, and we empirically show that it accurately esti-
mates vulnerability across diverse attack strategies, models,
and datasets.

2 Preliminaries

Notations

Table 1 lists the notations used throughout the paper for con-
venience.

Attribute Inference Attack

Let M represent an ML model trained on the dataset D. The
objective of an attribute inference attack is to predict s(x),
the sensitive attribute value of x, a record/instance in ID. The
adversary has query access to M and knowledge of the non-
sensitive portion, A/(x), of the record x. Certain attack vari-



Symbol | Description
D The original training dataset
S Set of all possible sensitive attribute values
M Target model trained on D
Pr(M(.)) | Confidence score output by M
s(.) Sensitive attribute value of a record
A(.) Non-sensitive attribute values of a record
S1,...,87 | All possible sensitive attribute values

V() k-bounded Neighborhood of a record
E() Neighborhood similarity of a record
'] Marginal distribution of sensitive attribute values

Dy Set of vulnerable records
Dy Set of non-vulnerable records
c Correlation between sensitive attribute and output

Table 1: Notations used and their descriptions

ations require the adversary to have additional information,
such as —

Auxiliary Data. D,,, is a set of records sampled from the
same or a different distribution as D. The adversary
knows both A(x) and s(x) for each record X € Dyy.

Marginal Distribution. I'[[]  denotes  the  fraction
of records in DD with each sensitive value, i.e.,
[[si| = W for a sensitive attribute value s;.

Confidence Score-based Model Inversion Attack (CSMIA)

In this attribute inference technique introduced in [36], an
adversary aims to predict the sensitive value of record x with
class label y by querying the model multiple times with x;
where A (x) = AL(x;) and s(x;) = s;, with s; representing the
i-th sensitive value. The model returns predictions y; and
confidence scores conf; = Pr[M (x;) = ;] fori € [1,1]. Based
on these confidence scores and predictions, X is assigned to
one of the three following cases —

Case-1 If only one J; € {$i,...,¥} matches y, X is a case-1
instance. In this case, CSMIA predicts the corresponding
s; as the sensitive attribute.

Case-2 If multiple ; € {J1,...,¥;} match y, x is a case-2 in-
stance. In this case, the one with the highest conf; among
them is chosen and CSMIA predicts the corresponding
s; as the sensitive attribute.

Case-3 If none of the predictions y; matches y, x is a case-3
instance. In this case, CSMIA outputs s; as prediction
where j = argmin (conf;). The rationale is that the actual sen-

Jel]
sitive attribute value is likely to have the least confidence
on the incorrect prediction.

Label Only Model Inversion Attack (LOMIA)

CSMIA requires the ability to query the target model and
obtains the predicted confidence scores for all labels. In [36],

LOMIA is introduced for the case when one gets only a pre-
dicted label from querying the target model. In LOMIA, one
creates an attack dataset D4 from all x from the training
data that returned a true prediction for only one x; (case-1
instances), adding x along with label y as input and s; as out-
put. Formally, D4 = {(xoy,s;) | xis a case-1 instance} where o
denotes the concatenation operation. Subsequently, an attack
model is trained on D 4 and used to infer the sensitive attribute
value on the remaining records.

Imputation Attack

The adversary constructs an attack dataset similar to that used
in LOMIA, but based on auxiliary set D, and then trains an
attack model to infer the sensitive attribute values of records.
Depending on the distributional relationship between Dy,
and the training set, we consider two variants of the imputa-
tion attack [30]: Impl, the ideal imputation attack, assumes
that D, follows the same distribution as the training set,
whereas ImpP, the practical imputation attack, assumes a dis-
tributional shift between the two. Empirically, ImpP performs
significantly worse than both ImplI and existing attribute in-
ference attacks [30].

Angular Difference

To quantify group-level differences in model behavior that
stem from correlations between sensitive attributes and out-
puts, the metric known as angular difference has been intro-
duced in prior work [30]. Given a dataset D with n records
and a trained model M, a confidence matrix C € R"™* 181 is first
constructed, where .S denotes the set of all possible sensitive
attribute values. For each record x € D, the model is queried
with synthetic variants 7 (x) obtained by varying the sensitive
attribute while keeping the non-sensitive attributes fixed. The
resulting confidence matrix is defined as:

C= “Pr(M(x’)) e T(x)]" Wre D] !

where Pr(M (x')) denotes the probability for the predicted
class. Let Y be the set of output labels, and for each y € Y, let
Gy denote the submatrix of C corresponding to records with
predicted label y. A regression line Ly is then fitted through
the |.$|-dimensional points in C,. The angular difference is de-
fined as the average angle between all pairs of such regression
lines: |
A= YR Z Z(L}’ULYZ)
2 ) i y2€Y
YIFV2

This metric captures the divergence in confidence score dis-
tributions across output classes when the sensitive attribute
is perturbed. Larger angular differences indicate greater dis-
parity in model behavior across groups and have been shown
to correlate strongly with increased vulnerability to attribute



inference attacks. Importantly, angular difference can be com-
puted without access to ground truth sensitive attributes, mak-
ing it especially useful in black-box settings where such in-
formation is unavailable.

Mutual Information Regularization

Given a target model M with input distribution X and pre-
dicted output ¥ = M (X), mutual information between X and
Y isdefinedas I(X;¥) = H(Y)—H(Y|X), where H(-) denotes
the entropy function. The goal of the mutual information regu-
larization defense [47] is to minimize this mutual information
and limit the adversary’s ability to infer private information
about X from Y. During neural network training, the loss
function L is modified to L = Lejagsificarion + B X 1(X :¥) to
incorporate this information and loss minimization is per-
formed through gradient descent over all training records.
The parameter [ acts as a hyperparameter that balances
both minimization objectives, achieving an optimal privacy-
utility tradeoff. In neural networks, I(X:Y) is approximated
as —I(Z;Y)+M(Z;X), where Z is the latent representation
of X in the network. For attribute inference attacks, I(Z; X) is
replaced by 1(Z;s(X)) to limit information leakage from the
sensitive data portion s(X).

3 Threat Model

We assume the adversary has the following capabilities:

[d Access to the black-box target model through an ML-
as-a-service (MLaaS) system, i.e., the adversary can query
the model with x and obtain the output label y and the corre-
sponding confidence scores.

[ Full knowledge of the non-sensitive attributes of the
target records.

d Knowledge of the possible values of the sensitive at-
tribute and non-sensitive attributes.

The capabilities described above are standard assumptions
in attribute inference attacks [21, 36, 50]. The adversary’s
goal is to predict the sensitive attribute for a set of target
records. Our objective is to design a vulnerability estima-
tion method that can predict whether a record in the training
set will be correctly inferred by this adversary and then to
create a vulnerability-informed defense to mitigate privacy
leakage from such attacks. We also assume that the adver-
sary cannot poison the training data, a requirement in some
attribute inference attacks [46]. Although data poisoning is
feasible in crowdsourced scenarios, training data is generally
not crowdsourced in privacy-sensitive domains like healthcare
and finance, making our assumption realistic. We further limit
the adversary from having white-box access, as the MLaaS
provider has no incentive to publicize model parameters.

4 Estimating Record-Level Vulnerability

4.1 Vulnerability Estimation from Adversary’s
Perspective

We argue that if a record is vulnerable to attribute inference,
then the records in its immediate neighborhood in the training
data are also likely to be vulnerable. We define a neighbor-
hood as the set of records whose non-sensitive attributes dif-
fer from the target within a bounded distance in the attribute
space. Prior work shows that vulnerability is not uniform but
instead varies across groups [30,36]. Because neighbors share
group membership across multiple attributes, they are subject
to the same group-level risk; thus, when a record is vulner-
able, its neighborhood is also more likely to contain other
vulnerable records. Since angular difference has been effec-
tive for ranking vulnerable groups [30], we hypothesize that
the angular difference of the neighborhood of a record simi-
larly signals its vulnerability: higher n.a.d. indicates a higher
probability of correct inference. To analyze this hypothesis
rigorously, we first formalize the notions of neighborhood and
neighborhood angular difference.

Definition 4.1 (k-bounded Neighborhood). Given a training
dataset D, the k-bounded Neighborhood for each record x € D
is defined as-

Ve(x) ={x' €D | (d(N(x), N(x)) <k)

& x and X' share the same output label }

where d measures the distance between two records.

Definition 4.2 (Neighborhood Angular Difference (n.a.d.)).
Let V(x) denote the k-bounded neighborhood of the target
record X, and let C be the confidence matrix generated by
querying the target model M with Vj(x). Let Y represent
the set of output labels corresponding to records in Vi(x).
Then, the Neighborhood Angular Difference (n.a.d.) is defined
as the average angle between all pairs of lines Ly, and L,,,
where y1,y> € Y. Here, Ly denotes the regression line fitted
through the |S|-dimensional points from C,, the submatrix of
C containing rows corresponding to records with label y.

Synthetic Neighborhood Generation. The definitions above
formalize the concept of n.a.d., but applying this measure in
practice requires determining the neighborhood of the target
record. Since an adversary does not have access to the true
neighborhood in the training dataset, we employ a synthetic
neighborhood generation technique detailed in Algorithm |
that randomly perturbs the target record to create its neighbor-
hood. Because these neighbors are synthetically generated,
they do not have ground-truth labels and must be assigned
labels for n.a.d. computation. For each synthetic neighbor
x/, if any of its sensitive-attribute variants is predicted as the
target record’s label, then X’ is assigned that label; otherwise,
it is assigned the label predicted for the variant least likely



Algorithm 1 Synthetic Neighborhood Generation

Input: M (trained model), x (target record), k (neighborhood bound), m
(number of candidates)
Output: V/(x) (labeled synthetic neighborhood of x)
I: P+ {x'| X is generated by perturbing x s.t. d(A(x), N (X)) < k}

2: VI(x) @

3: for each x’ in P do

4 X {X'|ANE) =N As(X) € 5}

5:  if3Ix" € X st M(x") =y then

6: Yy

7 else

8: X" < min [Pr(M(x")) =y
X

9: y <~ M(x")

10: end if

I Yi(x) < Vi(x) U {(x,y)}

12: end for

13: return 9} (x)

[ Correctly Inferred
B Incorrectly Inferred
1

[ Correctly Inferred
T Incorrectly Inferred
1

Frequency

n.a.d. n.a.d.

Figure 1: Distributions of n.a.d. values for correctly versus
incorrectly inferred records when launching CSMIA (left)
and LOMIA (right) on the Adult dataset.

to be classified as the target record’s label. Finally, the n.a.d.
of the target record is computed on this labeled synthetic
neighborhood.

To examine the effectiveness of n.a.d. in identifying vulner-
able records, we compute n.a.d. values for all the records from
the Adult dataset using the synthetic neighborhood genera-
tion technique above and launch CSMIA and LOMIA to plot
the n.a.d. distributions of correctly and incorrectly inferred
records, as shown in Figure 1. These distributions differ no-
ticeably, with the separation most apparent in the high-n.a.d.
region. Specifically, above 1.02 (the 75th percentile of n.a.d.
values), 83.45% of records under CSMIA and 83.54% under
LOMIA are correctly inferred. This distinction demonstrates
that n.a.d. values are effective in separating vulnerable records
(i.e., those correctly inferred) from non-vulnerable records.
Importantly, even though the neighborhoods used for this
computation are synthetically generated, the results indicate
that local neighborhood characteristics play a central role in
attribute inference vulnerability.

Married Records Single Records
Top 25% Top 25%
n.a.d. n.a.d.
Correctly Correctly
Inferred Inferred
Incorrectly Incorrectly
Inferred Inferred

0 50 100 0 50 100
% of Married % of Single
in Neighborhood (Mean) in Neighborhood (Mean)

Figure 2: Mean proportion of married and single records in
the k-bounded neighborhoods (k=5) of records grouped by
top 25% n.a.d., correctly inferred, and incorrectly inferred by
CSMIA in the Adult dataset.

4.2 Neighborhood and Attribute Inference
Risk

Our analysis with synthetic neighborhoods revealed a deeper
insight: a record’s vulnerability to attribute inference is
strongly influenced by the characteristics of its neighborhood,
particularly the distribution of sensitive attributes. To exam-
ine this effect, we partition married and single records in the
Adult dataset into three groups—top 25% by n.a.d., correctly
inferred, and incorrectly inferred—and for each group com-
pute the mean proportion of married and single records in
their k-bounded neighborhoods (k = 5), with the results shown
in Figure 2. The results demonstrate that vulnerable records—
those in the top 25% n.a.d. group or correctly inferred—are
surrounded by neighborhoods containing higher proportions
of the same sensitive attribute, whereas incorrectly inferred
records exhibit markedly weaker concentrations. Hence, the
fraction of neighbors sharing the same sensitive attribute
value, which we define as neighborhood similarity, serves
as an indicator of a record’s vulnerability level. Formally,
neighborhood similarity is defined as:

Definition 4.3 (Neighborhood Similarity). Let D be a training
dataset, x € D a record with sensitive attribute value s(x), and
Vi(x) the k-bounded neighborhood of x. The neighborhood
similarity of X is defined as

_ X e Uk | sKx)=sx)}

E Vi)

The finding that vulnerable records are surrounded by
neighborhoods with disproportionately high concentrations of
the same sensitive attribute is consistent with long-standing
principles in machine learning. Regularization techniques
such as L2 regularization [45], dropout [44], early stop-
ping [40], and manifold regularization [10] are designed to
smooth model behavior in the vicinity of input points, encour-
aging neighboring records to incur similar loss values. These
principles suggest that the elevated vulnerability of records



Algorithm 2 VESL

Input: D (Training Dataset), I (Inference strategy)
Output: M (Trained Model)
1: VN« attriveT(D) © Vis the set of vulnerable records, N is the
set of non-vulnerable records
2: for eachzin [1,7] do
3 for each i in [1,n] do
4. D« &
5: end for
6
7
8

for each i in [1,/] do
Ve {xeV|sx) =si}
N+ {x e N|s(x) = s}

9: if |V/| > |N/| then
10: Split V! into n equal size non-overlapping subsets Di,... ,IDJ;;
11: D+ N
12: else
13: Split N¢ into n equal size non-overlapping subsets ]DJ’i yenn ,]D)}'(
14: D+ V'
15: end if
16: for each j in [1,n] do
17: Generate the subset D', by sampling \IDJ’,\ elements from I/
18: D]%D]UDIJUD,’
19: end for
20: end for
21: Initialize 6¢
22:  foreachiin [1,n] do
23: 0; T}’ail’l(eg,D,‘)
24: end for
250 g+ Lyn e
26: end for

27: if I =majority-voting then
28: Define M so that for any input x:

29: $ < mode ({&(x)}_|) > majority vote over ensembles predicted
labels & (x)

30: V(x) < {7 ] &(x) =9} > indices of majority-voting ensembles

31: PriM(x) =] < Ve Yiev(x) Prle:(x) = ] > confidence = av-

erage of majority voters
32: elseif I = random-selection then
33:  Define M s.t. M (x) = g(x) Vx where t ~ Uniform([1,T])
34: end if
35: return M

with homogeneous neighborhoods is not incidental, but rather
reflects the very mechanisms through which ML models are
trained to generalize [25].

5 Defense Methodology

5.1 Vulnerability Estimation-driven Subspace
Learning (VESL)

Existing defenses against attribute inference attacks, such as
differential privacy [20] and mutual information regulariza-
tion [47], apply coarse privacy mechanisms uniformly across
all records. While effective at reducing attack performance,
they often do so only at the cost of substantial model util-
ity [18,22]. Because these defenses apply privacy mechanisms
uniformly across all records without distinguishing between
vulnerable and non-vulnerable ones, they impose privacy pro-
tection at a coarse granularity that results in greater utility

loss. This gap motivates the need for defenses that explicitly
take record-level vulnerability into account.

VESL addresses this challenge through two key insights.
First, it is unrealistic to expect that all records can be made
to exhibit the same neighborhood similarity, since neighbor-
hoods overlap and adjusting one record’s neighbors inevitably
affects others. Instead, VESL applies a coarser balancing strat-
egy: for each sensitive attribute value, we construct training
subsets that contain equal proportions of vulnerable and non-
vulnerable records. This balancing reduces the overall skew
that drives attribute inference risk while avoiding large utility
losses. Vulnerable records become less concentrated in ex-
tremely skewed neighborhoods, while non-vulnerable records
are only minimally affected, leading to a more uniform distri-
bution of vulnerability across the dataset.

Second, rather than training a single model on the entire
dataset, VESL splits the training data into multiple subsets and
trains multiple submodels on different balanced subsets. In
subspace learning, each record is placed in only one subset,
while its neighbors may be distributed across others. As a
result, the neighborhood of a record seems more balanced, in
the sense that across subspaces it reflects the global marginal
distribution of the sensitive attribute rather than a consistent
local skew.

Together, these two mechanisms—dataset balancing and
subspace learning—systematically reduce attribute inference
risk without the utility losses characteristic of existing de-
fenses.

Design

Algorithm 2 describes the VESL defense. Line 1 performs the
AttriVET algorithm (described in section 5.2) and finds the
vulnerable and non-vulnerable subset from the training set.
Lines 3-5 initialize the split subsets used for subset learning as
empty with n denoting the number of split subsets. The loop
from line 6 to line 20 loops over all the sensitive attribute val-
ues and populates the split subsets such that there is an equal
number of samples from both the vulnerable subset and non-
vulnerable subset with the specific sensitive attribute value
achieving the desired balancing from our first key insight.
Note that when balancing two unequal-sized sets, there are
two options: either reduce the size of the larger set or increase
the size of the smaller set. The first approach would result in
a loss of training records potentially impacting model utility,
so we opt for the latter by oversampling from the smaller set.
Lines 21 to 23 train a submodel on each of the split subsets and
aggregate them to produce an aggregate model correspond-
ing to that particular data split. A total of 7" such aggregate
models are trained using different random splits of the same
training dataset. An ensemble model is then constructed from
these aggregate models. VESL supports two inference strate-
gies. In the random selection strategy, a query is answered
by choosing one aggregate model uniformly at random. This



randomness provides additional privacy because a record may
appear vulnerable in some aggregates but non-vulnerable in
others, forcing the adversary into inconsistent outcomes. How-
ever, relying on a single aggregate can skew predictions and
reduce utility. To mitigate this, the majority voting strategy
determines predictions by majority vote across all aggregates
and assigns confidence as the average of the majority voters,
providing more stable utility. We refer to these two variants as
VESL-RS (random selection) and VESL-MV (majority voting).

5.2 AttriVET Design

Building on our formulation of neighborhood similarity, we
now present At t riVET, whose objective is to identify whether
a record is vulnerable to attribute inference. Let I denote
the marginal distribution of the sensitive attribute values in
the training dataset, and let £[x]| denote the neighborhood
similarity of x. AttriVET classifies x as vulnerable or non-
vulnerable according to:

Vulnerable, if £[x] > I'[s(x)],
A(x) =

Non-vulnerable, otherwise.

Intuitively, a record is marked vulnerable if the proportion
of neighbors sharing its sensitive attribute value exceeds its
marginal probability in the dataset, indicating an elevated
local concentration of that attribute.

While the described approach applies to categorical sensi-
tive attributes, we follow Mehnaz et al. [36] for non-discrete
attributes by binning value ranges and treating the set of bin
means as categorical substitutes.

6 Experiments

In this section, we describe our experimental setup, datasets,
machine learning models, and performance metrics. We then
evaluate the performance of our proposed vulnerability esti-
mation tools and defense.

6.1 Experimental Setup

Datasets. We use the following three datasets in our experi-
ments: Census19 [11], Texas-100X [38], and Adult [9].

(1) Census-19. Derived from the 2019 US Census Bureau
Database [11], the Census-19 dataset includes over 1.6 mil-
lion records and 12 variables, capturing a wide range of per-
sonal and demographic details of US residents, such as age,
gender, race, marital status, education level, occupation, work-
ing hours, country of origin, and various disability statuses.
The dataset’s objective is to classify individuals by annual
income, with a threshold set at over $90,000. This threshold
is adjusted from the Adult dataset’s $50,000 benchmark to
reflect inflation. In this dataset, marital status is chosen as

the sensitive attribute. While it can take multiple values, we
convert it to binary by labeling all non-married statuses as
single. This grouping of marital status into married and single
is done as part of initial preprocessing.

(2) Texas-100X. The Texas-100X dataset builds on the Texas-
100 hospital dataset [38], originally introduced by Shokri
et al. [42], and contains 925,128 records from 441 hospi-
tals. This expanded dataset includes detailed demographic
and medical information for each patient, such as age, gen-
der, race, ethnicity, length of hospital stay, admission type
and source, diagnosis at admission, discharge condition, to-
tal medical costs, and main surgical procedure. We use the
PRINC_SURG_PROC_CODE column as the output attribute;
however, it is a categorical column with 100 possible values.
Since the other columns lack enough information to train a
model effectively for 100-class classification, we reduce the
100 values into two categories: the top-10 most common surg-
eries and all other procedures, making it a binary classification
problem.

(3) Adult. This dataset [9] is used to predict whether an indi-
vidual earns over 50,000 a year. The dataset contains 48,842
instances and has 14 attributes. Following the preprocessing
technique in [36] we merge the marital status attribute into
two distinct clusters: Married, which includes ‘Married-civ-
spouse,” ‘Married-spouse-absent,” and ‘Married-AF-spouse’;
and Single, which includes ‘Divorced,” ‘Never-married,” ‘Sep-
arated,” and ‘Widowed.” After removing records with missing
values, the final dataset consists of 45,222 records. We split
the dataset and use 35,222 records to train the target models,
and the remaining 10,000 records to evaluate attacks on data
from the same distribution but not in the training set.
Sampling Technique. The Census-19 and Texas-100X
datasets used in our analysis each contain approximately a
million records and we follow the same sampling technique
as used in [30] to get 50,000 records from each. The details
of this sampling technique is provided in Appendix section A.
We set the correlation to -0.4 for Census-19 and 0.4 for Texas-
100X, as these values enable both CSMIA and LOMIA to
achieve strong attack accuracy [30] (around 70%). For the ma-
jority of experiments, we sample an equal number of records
for each sensitive attribute value. In addition, we experiment
with the Adult dataset without using controlled sampling to
create an even more realistic setting.

Sensitive Attribute Selection. We select the MAR column
and marital column, denoting marital status, as the sensitive
attribute for the Census-19 and Adult dataset, respectively.
For the Texas-100X dataset, we pick SEXCODE as the sensitive
attribute to be inferred.

Model Training. In our experiments with the Texas-100X
and Census-19 datasets, 50,000 records are used to create
the training set, and another 50,000 records are randomly
sampled as the test set, ensuring mutual exclusivity. For the
majority of experiments, we use Scikit-learn’s [39] Multi-
layer Perceptron (MLP) implementation as the default model.



The neural network has three hidden layers with 32, 16, and
8 neurons, respectively, and ReLU activation. A 4-layer MLP
adds a 64-neuron layer near the input, while a 2-layer MLP
removes the 32-neuron layer. The output layer is a softmax
with one neuron per output class. The Adam optimizer is used
with a 0.001 learning rate, and training runs for 500 iterations.
Hyperparameters. AttriVET requires a distance threshold,
k, to define a record’s neighborhood, which we set at 5. In
section 16, we perform an ablation study to assess the impact
of varying k on AttriVET’s performance. For distance cal-
culation, we use the following method: individual attribute
distances are summed, with categorical attribute mismatches
contributing a distance of 1. For numerical attributes, the at-
tribute’s standard deviation is calculated, and the numerical
difference between two records is normalized by dividing by
this standard deviation; the resulting value represents the dis-
tance for that attribute. For NeighVE, we generate synthetic
neighbors by randomly selecting up to k non-sensitive cat-
egorical features and replacing each with a value sampled
uniformly from that feature’s categories. In our experiments,
we set the number of subspaces in VESL to 5, corresponding to
the number of subsets constructed during each split. We use 5
random splits of the training dataset, resulting in an ensemble
of 5 aggregate models. In our evaluation of NeighVE, we use
2000 neighbors and a distance threshold of 4.

Metrics. We evaluate our approach along three dimensions:
attack performance, model utility, and fairness. Attack per-
formance is measured using accuracy, precision, recall, and
F1-score, with precision, recall, and F1 averaged across all
sensitive attribute values. Model utility is assessed by test
accuracy on the target task. Fairness is evaluated using two
standard measures: equalized odds difference (EOD) [14] and
demographic parity difference (DPD) [14].

6.2 Performance of AttriVET

Because VESL depends on AttriVET to partition records into
vulnerable and non-vulnerable sets, we begin by validating
AttriVET before turning to the evaluation of VESL. We eval-
uate the effectiveness of AttriVET by comparing it against
the correctness of predictions made by the attacks which we
refer to as prediction validity. For a target record x, the predic-
tion validity under attack 4 is the boolean value of s(x) = 54,
where s 4 is the sensitive attribute value predicted by the adver-
sary. We then use accuracy, precision, recall, and F1-score to
measure how closely the vulnerability predicted by AttriVET
matches prediction validity. Since AttriVET is the first vul-
nerability predictor specifically addressing attribute inference
attacks, we have no baseline for direct comparison.

The performance of AttriVET in predicting vulnerability
against CSMIA and LOMIA is shown in Table 2. The vulner-
able status determined by AttriVET aligns well with predic-
tion validity for the sensitive attribute in all datasets. Under the
LOMIA attack, performance is essentially near-perfect, with

almost no misclassified records. Although CSMIA produces
slightly lower scores than LOMIA, AttriVET continues to
perform at a level that is both robust and practically mean-
ingful for detecting record-level vulnerability. Importantly,
AttriVET’s high performance is consistent across Census19,
Adult, and Texas100, demonstrating that the tool generalizes
well to datasets with different characteristics. The confusion
matrices further reinforce this observation: the number of
false negatives and false positives remains extremely small
compared to the large volume of correct predictions. This
shows that AttriVET does not only excel at detecting vul-
nerable records, but is equally effective at recognizing non-
vulnerable ones, making it a reliable mechanism for compre-
hensive record-level vulnerability auditing.

The effectiveness of AttriVET is rooted in its reliance on
neighborhood similarity. By directly measuring how closely
a record’s neighborhood reflects its own sensitive attribute,
AttriVET captures the very local concentration effects that
make some records more exposed to attribute inference. The
near-perfect accuracy under LOMIA and consistently strong
results under CSMIA suggest that neighborhood similarity is
not just a correlating factor but a primary contributor to record-
level vulnerability. In other words, records that AttriVET
identifies as vulnerable are precisely those where neigh-
borhood composition amplifies inference risk, underscoring
neighborhood similarity as the fundamental driver behind
attribute inference vulnerability.

6.3 Effectiveness of VESL

We launched CSMIA and LOMIA on models trained by both
variants of VESL to evaluate the effectiveness of our proposed
defense. Because VESL-RS selects an ensemble model at ran-
dom for each inference and may exhibit performance vari-
ation, we report results averaged over five runs. In addition
to the no-defense baseline (i.e., models trained without any
privacy-preserving techniques), we implement a modified
version of mutual information regularization [47], called Se-
lected Mutual Information Regularization (SMIR), to serve as
a comparative baseline. SMIR calculates information loss ex-
clusively on vulnerable records rather than across all records.
Further details on this baseline are provided in Appendix
section B.

An effective defense should meet the objectives of mit-
igating attack performance, maintaining model utility, and
preserving fairness, all of which VESL achieves, as demon-
strated in the following paragraphs.

Mitigating Attack Performance

Tables 3 and 4 report the accuracy, precision, recall and F1
scores of CSMIA and LOMIA attacks on models trained
with VESL-MV and VESL-RS, as well as the no-defense and
SMIR baselines. An effective defense should reduce the per-



CSMIA LOMIA
Dataset | Accuracy [ Precision | Recall [ Fl-score | TP [ TN | FP [ FN [Accuracy | Precision [ Recall [ Fl-score | TP | TN [ FP [FN
Census-19 87.93 88.80 | 93.64 | 91.16 |31101 | 12865 | 3922|2112 | 98.54 98.80 | 99.11 98.96 | 34603 | 14668 | 420 | 309
Adult 97.43 97.76 98.58 | 98.17 | 24296 | 10020 | 557 | 349 97.85 98.51 98.45 | 98.48 | 24483 | 9983 | 370 | 386
Texas-100X | 94.28 94.93 96.83 | 95.87 |33226| 13912 | 1774 | 1088 | 99.30 99.82 | 99.19 | 99.50 |34936 | 14716 | 64 |284

Table 2: Accuracy, Precision, Recall, F1-score, and confusion matrix of AttriVET in identifying vulnerable records when the
adversary launches CSMIA and LOMIA on models trained with Census-19, Texas-100X, and Adult datasets.

Census-19 Adult Texas-100X

Defense | Accuracy [ Precision | Recall | Fl-score | Accuracy | Precision [ Recall | Fl-score | Accuracy | Precision | Recall | Fl-score
No Defense 66.42 66.58 66.42 66.34 69.96 75.64 68.95 67.48 68.63 68.68 68.63 68.61
Random 50.06 50.06 50.06 50.06 49.96 49.96 49.96 49.94 49.73 49.73 49.73 49.73
Imputation 65.84 65.85 65.84 65.84 66.28 7491 65.02 61.99 69.03 69.03 69.03 69.03

SMIR 50.09 50.09 50.09 50.09 49.86 49.86 49.86 49.83 49.98 49.98 49.98 49.98
VESL-MV 37.03 36.99 37.03 36.98 62.76 65.16 61.82 60.15 55.58 55.67 55.58 55.41
VESL-RS 46.12 42.61 46.12 38.87 61.19 61.64 61.47 61.11 53.12 58.01 53.12 44.67

Table 3: Performance of CSMIA on the Census-19, Texas-100X, and Adult datasets under both variants of VESL, a baseline
model with no defense, and the SMIR defense. Imputation and random attack performance is also added for comparison.

formance of attribute inference attacks, ideally bringing it
down to or below the performance of baseline attacks that do
not rely on access to the target model—such as the practical
imputation attack (imputation) [28,30], which exploits statisti-
cal correlations between non-sensitive and sensitive attributes,
or the random attack, which predicts sensitive attributes uni-
formly at random. The performance of these baseline attacks
reflects the level of inference possible without access to the
model. Thus, if a defense reduces the attack performance to
that of imputation or the random attack, it implies that the
release of the model does not contribute to additional pri-
vacy leakage. Accordingly, we also report the performance of
imputation and random attacks for comparison.

The results show that both variants of VESL consistently
reduce the performance of attribute inference attacks below
that of the imputation baseline across all evaluation settings.
In particular, VESL-RS drives attack performance close to, or
even below, that of a random attack in most cases, underscor-
ing its effectiveness in mitigating privacy leakage. While the
reduction achieved by VESL-MV is less pronounced than that
of VESL-RS, it still consistently lowers attack performance
beneath the imputation baseline—an attack strategy avail-
able to an adversary without model access. This demonstrates
that models trained with VESL-MV do not leak more infor-
mation than what an adversary could already obtain through
imputation. Importantly, defenders can adopt VESL-RS when
near-zero privacy leakage is required.

Although the SMIR defense can reduce attack performance
to nearly that of a random attack, this privacy gain comes at
the expense of substantial utility loss, as shown in the next
section, limiting its practicality in real-world applications.
This indicates that, although both SMIR and VESL leverage
AttriVET to identify vulnerable records, VESL is more effec-
tive at utilizing the insights from vulnerability estimation to

defend against inference attacks.

Can the adversary benefit by flipping predictions when
accuracy falls below random? In some cases, most notably
Census-19, the attack performance on models trained with
VESL falls below that of a random attack. Given the binary
sensitive attribute used in this evaluation, one might expect
the adversary to improve performance by simply flipping pre-
dictions, thereby exceeding random attack performance. How-
ever, even under this adjustment, attack performance remains
below the imputation baseline. In the worst case, observed for
VESL-MV on Census-19 under LOMIA, the accuracy, preci-
sion, recall, and F1-score are 64.89, 64.92, 64.89, and 64.97,
respectively—all lower than the corresponding imputation
attack. Thus, the adversary gains no advantage beyond what
could already be achieved without model access. Therefore,
our proposed defense, VESL, effectively mitigates the risk of
privacy leakage resulting from model release.

Maintaining Model Utility

Table 5 reports the test accuracy of models trained using both
variants of our proposed defense VESL, the SMIR baseline,
and the no-defense baseline on the Census-19, Adult, and
Texas-100X datasets. The results indicate that both variants
of VESL incurs only a slight reduction in test accuracy com-
pared to the no-defense baseline in all scenarios. This minor
utility loss is a reasonable tradeoff for the privacy protection
against attribute inference attacks provided by VESL. While
VESL-RS sacrifices more utility, VESL-MV offers a stronger bal-
ance, enabling defenders to preserve high task accuracy while
reducing privacy leakage. In contrast, SMIR experiences sub-
stantial utility degradation, with test accuracy dropping to
around 50% in all cases except the Adult dataset—effectively
reducing the model to random guessing. Other existing de-
fenses, such as Differential Privacy [1], similarly suffer from



Census-19 Adult Texas-100X

Defense | Accuracy [ Precision | Recall | Fl-score | Accuracy | Precision [ Recall | Fl-score | Accuracy | Precision | Recall | Fl-score
No Defense 69.82 69.83 69.82 69.82 70.61 75.42 69.67 68.49 70.44 70.44 70.44 70.44

SMIR 49.59 49.58 49.59 49.51 49.84 49.84 49.84 49.82 50.14 50.14 50.14 50.14
Random 49.93 49.93 49.93 49.93 50.10 50.09 50.09 50.07 49.77 49.77 49.77 49.77
Imputation 65.84 65.85 65.84 65.84 66.28 7491 65.02 61.99 69.03 69.03 69.03 69.03
VESL-MV 35.11 35.08 35.11 35.08 65.76 66.28 65.27 65.01 55.33 55.35 55.33 55.28
VESL-RS 36.34 36.30 36.34 36.29 62.89 63.69 62.24 61.59 52.42 52.42 52.42 52.41

Table 4: Performance of LOMIA on the Census-19, Texas-100X, and Adult datasets under both variants of VESL, a baseline
model with no defense, and the SMIR defense. Imputation and random attack performance is also added for comparison.

[ Defense [ Census-19 | Adult [ Texas-100X |

No Defense 79.37 84.48 80.48
SMIR 50.29 75.65 50.30
VESL-MV 76.35 79.13 76.08
VESL-RS 75.60 77.59 75.08

Table 5: Test accuracy of both versions of our proposed de-
fense (VESL), SMIR, and the no defense baseline on the
Census-19, Texas-100X, and Adult datasets.

Census-19 Adult Texas-100X
Defense EOD [ DPD EOD [ DPD EOD [ DPD
No Defense 0.310 0.484 0.307 0.338 0.379 0.562
VESL-MV 0.034 0.206 0.068 0.193 0.038 0.234
VESL-RS 0.029 0.208 0.092 0.190 0.029 0.218

Table 6: Fairness impact of both variants of VESL on the
Census-19, Texas-100X, and Adult datasets. Results are
shown in terms of EOD and DPD.

significant performance loss when applied in this context [47].
Overall, VESL offers the most favorable utility-privacy trade-
off among all evaluated defenses against attribute inference
attacks.

Preserving Fairness

Because VESL involves strategic sampling during preprocess-
ing, it is important to assess whether this process introduces
any fairness concerns. Table 6 reports the EOD and DPD
for the proposed defense on the Census-19 and Texas-100X
datasets. In all cases, both versions of VESL reduce EOD and
DPD, indicating improved fairness after applying the defense.
This improvement appears to result from the dataset balancing
mechanism, suggesting that fairness arises as a byproduct of
the privacy protection measure.

6.4 Evaluation of NeighVE

In Section 4.1, we observed clear separation in the n.a.d. dis-
tributions of correctly and incorrectly inferred records when
launching CSMIA and LOMIA on Adult. To assess whether
NeighVE generalizes, we repeated the experiment on Census-
19 and plotted the corresponding n.a.d. distributions in Fig-

ures 3(a—b). In this case, the differences between the distribu-
tions are much smaller for both attacks. Whereas roughly 84%
of records in the top 25% of n.a.d. values were correctly in-
ferred in Adult, the proportion drops to 69.95% under CSMIA
and 73.98% under LOMIA in Census-19. The overall attack
accuracies in Census-19 are 66.42% (CSMIA) and 69.82%
(LOMIA). Thus, NeighVE fails to identify subsets with attack
accuracy substantially exceeding the global average, indicat-
ing that its effectiveness is not consistent across datasets. We
attribute this limitation to the use of synthetically generated
neighbors, which may be of lower quality in certain datasets.
In future work, we plan to explore improved techniques for
record-level vulnerability estimation from the adversary’s
perspective to better capture such risks.

VESL can prevent NeighVE from identifying correctly
inferred records. While VESL lowers overall attack accu-
racy, it remains important to ask whether an adversary using
NeighVE might still gain an advantage by focusing on records
with high n.a.d. values. To investigate this, we plot n.a.d.
histograms for correctly and incorrectly inferred records on
Adult models trained with VESL-MV, shown in Figures 3(c—d).
The resulting distributions are nearly indistinguishable, with
no region where correctly inferred records dominate. In the
top 25% of records ranked by n.a.d., only 74.34% and 74.90%
of records are correctly inferred for CSMIA and LOMIA re-
spectively, compared to roughly 84% without defense. This
indistinguishability is also observed for VESL-RS, indicating
that both variants are robust against targeted attacks. These
findings demonstrate that NeighVE no longer isolates subsets
with elevated attack performance under VESL, confirming the
defense’s ability to mitigate targeted inference.

6.5 Ablation Study
Effect of Model Architecture on AttriVET

Although AttriVET is fundamentally dataset-driven, an im-
portant question is whether its effectiveness depends on the
model architecture, since adversarial success rates can vary
across model types. To examine this, we evaluate AttriVET
on Census-19 models trained with three architectures: MLP,
XGBoost, and Random Forest, with results shown in Table 7.
Overall, AttriVET achieves strong performance across all
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Figure 3: Histogram of n.a.d. on model trained on Census-19 dataset with no defense (a-b) and on Adult dataset with VESL-MV
(c-d). The distribution for correctly and incorrectly inferred records by CSMIA (a,c) and LOMIA (b,d) are plotted separately.
The red dotted lines indicate the 75th percentile threshold for respective scenarios.

\ CSMIA LOMIA |
Model | Accuracy | Precision | Recall | Fl-score | Accuracy [ Precision | Recall | Fl-score |
MLP 87.93 88.80 93.65 | 91.16 98.54 98.80 99.11 98.96
XGB 97.63 98.35 98.27 | 98.31 99.43 99.55 99.63 | 99.59

RF 77.60 95.73 77.55 85.69 95.74 97.84 96.15 | 96.99

Table 7: Accuracy, Precision, Recall, F1-score, and confusion
matrix of AttriVET in identifying vulnerable records when
the adversary launches CSMIA and LOMIA on different ar-
chitecture models trained on Census-19.

‘ Dataset — ‘ Census-19 ‘ Texas-100X ‘

Scenario — | S-1 S-2 S-3 S-1 S-2 S-3
CSMIA 98.91 | 87.93 | 89.94 | 99.27 | 94.28 | 93.45
LOMIA 99.86 | 98.54 | 98.71 | 99.98 | 99.30 | 99.87

Table 8: Accuracy of AttriVET across models trained on
Census-19 and Texas-100X subsets with varying distribution
of sensitive attribute values. S-1, S-2, and S-3 contains 25%,
50%, and 75% single records for Census-19 and male records
for Texas-100X respectively.

settings, with accuracy, precision, and F1-scores consistently
high. XGBoost yields the strongest results, with near-perfect
performance under both CSMIA and LOMIA. MLP also per-
forms very well, particularly under LOMIA, though recall
dips slightly under CSMIA (93.65%). Random Forest exhibits
lower overall accuracy (77.60% under CSMIA) and reduced
recall (77.55%), however, even in this weaker case, AttriVET
maintains strong F1-scores of 85.69 and 96.99 under CSMIA
and LOMIA, respectively, underscoring its robustness. Taken
together, these results suggest that model architecture has
only a limited effect on record-level vulnerability estimation.
Instead, dataset-specific factors, particularly neighborhood
similarity, play a much larger role in determining vulnerabil-

1ty.

Effect of Distributional Skew on AttriVET

Thus far, we have evaluated AttriVET under balanced sce-
narios where the training datasets contain equal numbers of

records for each sensitive attribute value. A natural question is
whether skewed distributions affect its ability to estimate vul-
nerability. To study this, we vary the distribution of sensitive
attributes in Census-19 and Texas-100X, constructing three
subsets for each with 25%, 50%, and 75% of records hav-
ing marital status single for Census-19 and gender male for
Texas-100X (S-1, S-2, S-3 in Table 8). Across all scenarios,
AttriVET maintains consistently high accuracy under both
CSMIA and LOMIA, with results nearly identical to those
obtained in the balanced case. Even under severe skew, accu-
racies remain above 87.9% for CSMIA and above 98.7% for
LOMIA in Census-19, and near-perfect across all scenarios
in Texas-100X. These results demonstrate that distributional
skew has little to no effect on AttriVET’s capability, reinforc-
ing the conclusion that record-level vulnerability estimation
is governed primarily by neighborhood similarity rather than
distribution of sensitive attribute.

Causality Between Neighborhood Similarity and Infer-
ence Success

To test whether neighborhood similarity causally influences
prediction validity, we performed a counterfactual interven-
tion. We selected 100 random records from the Census-19
dataset. Further, we altered the local neighborhood (within a
radius of 5) for each to contain an equal mix of Married and
Single records. Each modified dataset was used to train a new
model, resulting in 100 models. Using CSMIA and LOMIA
to infer the sensitive attribute for each target record, we ob-
served success in 51 and 49 cases, respectively—consistent
with random guessing. By reducing neighborhood similarity
to match the relative frequency, we removed the attacker’s ad-
vantage. These findings support the claim that neighborhood
similarity has a causal effect on a record’s vulnerability.

Effectiveness of VESL on Non-Binary Sensitive Attributes

To evaluate the performance of VESL on non-binary sensi-
tive attributes, we considered race (4 classes: White, Black,
Asian, Others) as the sensitive attribute on Census-19. We



CSMIA LOMIA
Defense | Accuracy | Fl-score | Accuracy | Fl-score

No Defense 51.25 35.94 71.61 40.85
VESL-MV 46.04 33.89 40.81 23.54
VESL-RS 41.66 32.57 40.39 22.05
Imputation 67.61 46.96 67.61 46.96

Table 9: Accuracy and F1-score of VESL in identifying vulner-
able records under CSMIA and LOMIA on Census-19 when
race (4 classes) is used as a non-binary sensitive attribute,
comparing no defense, VESL variants. Imputation attack per-
formance is also added for comparison.

trained models with no defense and both variants of VESL,
and launched both CSMIA and LOMIA, as reported in Ta-
ble 9. Both versions of VESL reduce LOMIA’s accuracy from
71.61% to about 40% on this 4-class race attribute. In this
setting, At t riVET identifies vulnerable records with 84.41%
accuracy. Even before applying VESL, CSMIA underperforms
compared to imputation on race; applying VESL further di-
minishes its effectiveness. Overall, the results demonstrate
that VESL remains effective in mitigating attribute inference
attacks on non-binary sensitive attributes.

Effectiveness of VESL on Other Existing Attribute Infer-
ence Attacks

A defense should not be tuned only to a few specific types of
attribute inference attack. Our goal in designing VESL is to mit-
igate the underlying leakage, rather than CSMIA’s/LOMIA’s
specific heuristic. We demonstrate that vulnerability is driven
by neighborhood similarity—a dataset-level property that
is independent of a particular attack—and that AttriVET,
which utilizes only this quantity, accurately predicts vulner-
able records across models. VESL reshapes neighborhood of
records and reduces sensitivity of output to the sensitive at-
tribute. We chose CSMIA/LOMIA [36] in our evaluation
because prior work reports that they outperform earlier meth-
ods: attacks that rely on auxiliary datasets [28] often achieve
accuracy close to or below imputation when the auxiliary and
target distributions differ [30] and other methods based on
simpler heuristics [21,50] are subpar sometime underperform-
ing than random baseline [36]. Nevertheless, we evaluate the
WCALI attack [50] on Census-19. Under no defense, WCAI
achieves 64.35% accuracy and 63.50% F-1 score, while impu-
tation yields comparable performance with 64.05% accuracy
and 63.07% F-1 score. This marginal improvement over im-
putation illustrates WCAI’s limited inference capability in
this setting. Applying VESL-MV and VESL-RS yields similar
WCALI performance, with accuracies of 64.04% and 64.00%
respectively. Despite not using auxiliary data, AttriVET pre-
dicts vulnerable records with 72.92% accuracy.

Evidence that VESL Learns from the Sensitive Attribute

We trained models on all three datasets without the sensitive
attribute and observed similar performance to models trained
with VESL variants (see Appendix C.3). This raises the ques-
tion of whether VESL reduces leakage by suppressing use of
the sensitive attribute altogether. To validate this, we com-
puted SHAP-based [35] global feature-importance rankings
for all three scenarios. In Census-19 containing 13 attributes,
MAR remains the fourth most important both with and with-
out defense. In Adult (10 features), marital shifts from first
to third but remains highly influential. In Texas-100X (10
features), SEXCODE moves from second to roughly seventh
(VESL-RS) or eighth (VESL-MYV), yet continues playing a
meaningful predictive role. This confirms that models still
learn from the sensitive attribute, sometimes to a reduced ex-
tent that ensures downstream leakage is low. Since removing
sensitive attributes is not always feasible in practice, VESL al-
lows models to retain this information while reducing privacy
leakage. The detailed results from SHAP-based analysis is
also presented in Appendix C.3.

Fairness Analysis on Vulnerable Records

We further evaluate whether VESL preserves utility on vul-
nerable records. Across Census-19, Adult, and Texas-100X,
accuracy on vulnerable records closely tracks overall accu-
racy: on Census-19 it is 76.12% versus 76.78% overall, on
Adult 79.31% versus 79.79%, and on Texas-100X 77.69%
versus 76.87%. This indicates that applying VESL does not
degrade predictive performance on vulnerable records.

7 Related Works

Notable Works in Attribute Inference

In [22], Fredrikson et al. introduced model inversion attacks
for linear regression models, later expanding these attacks to
non-linear ML models in [21]. The latter study defined two
categories of model inversion attacks: attribute inference, in
which the adversary tries to uncover sensitive attributes in
the dataset, and class representative reconstruction, aimed at
recreating instances similar to those in the training data. Gong
et al. and Jia et al. [23,24,29] applied attribute inference at-
tacks in social media contexts, where adversaries infer private
attributes from public information. These attacks rely on users
publicly disclosing private attributes, making them applicable
only when private-public attribute pairs can be collected to
match the target distribution. Mehnaz et al. [36] introduce
CSMIA and LOMIA, with LOMIA the first to show that at-
tribute inference attacks can be launched without requiring
confidence scores, demonstrating the limitations of score-
masking defenses. Jayaraman et al. [28] propose a white-box
attribute inference attack that identifies the hidden neurons
most correlated with the sensitive attribute, using their output



for predictions. Kabir et al. [30] demonstrate that targeted
attribute inference attacks can achieve significantly higher ac-
curacy by leveraging angular difference, a group-level metric
that serves as an effective indicator of collective vulnerabil-
ity. Motivated by this, we incorporate a modified version of
angular difference in our proposed tool NeighVE, enabling
the adversary to identify subsets with a high concentration of
vulnerable records.

Vulnerability Estimation Works in Inference Attacks

Existing research highlights various techniques for assess-
ing privacy risks, focusing predominantly on membership
inference attacks , which attempt to identify whether specific
data samples were part of a model’s training dataset. Kumar
and Shokri [33] provides a tool for measuring privacy risk
by simulating membership inference attacks, which helps or-
ganizations evaluate their data’s vulnerability. However, this
approach can be misleading, as it may not lead to effective
defenses in all attack scenarios due to the model owner’s lack
of knowledge about the exact attack strategy and hyperparam-
eters. Bai et al. [7] offers a method based on clustering to
identify which data points are at higher risk, enabling proac-
tive privacy assessments before data is shared. However, this
method applies only to class representative reconstruction at-
tacks and cannot be extended to attribute inference attacks on
individual records. Song and Mittal [43] introduces a “privacy
risk score” to capture individual sample vulnerabilities against
membership inference attacks, offering a detailed approach
to risk assessment by capturing sample-specific vulnerabili-
ties. Yeom et al. [50] investigate how the influence, defined
as the extent to which changes in a sensitive attribute affect
predictions, impacts vulnerability to attribute inference at-
tacks. Their analysis reveals that while attacker advantage
grows with initial increases in influence, it decreases as the
influence becomes more significant. This analysis, however,
is applicable at the dataset level rather than the individual
record level.

Defenses against Attribute Inference Attacks

Wang et al. [47] propose mutual information regularization as
a defense against model inversion attacks, including attribute
inference attacks. However, this approach results in a substan-
tial decrease in model utility, rendering it an unacceptable
tradeoff. Dibbo et al. [18] investigate fairness constraints as a
defense against attribute inference attacks, but find them to
be ineffective.

8 Limitation and Future Work

Our proposed defense, VESL, provides the strongest privacy
protection against attribute inference attacks while incurring
the least utility loss among existing defenses. However, in

many ML applications, even minimal utility loss is undesir-
able. As future work, we plan to explore advanced techniques
such as fine-tuning [52] and knowledge diffusion [26] to
eliminate utility degradation entirely. A key limitation of the
adversary-side vulnerable records identification tool NeighVE
is its inconsistent effectiveness across datasets, as the qual-
ity of synthetically generated neighbors can vary; future
work will explore more advanced techniques for construct-
ing neighborhoods to achieve stable performance. Our pro-
posed defender-side vulnerability estimation tool, AttriVET,
is designed for centralized machine learning settings, where a
single party has access to the entire dataset. In decentralized
frameworks such as federated learning [32], each client only
has access to its local data, making it infeasible to compute
record-level vulnerability using AttriVET. This limitation
also poses challenges for applying VESL in federated settings.
As part of future work, we aim to extend the core ideas behind
AttriVET and VESL to develop effective vulnerability estima-
tion and privacy defense mechanisms tailored for federated
learning environments.

9 Conclusion

We present a novel framework to address the growing privacy
risks associated with attribute inference attacks in machine
learning models. Motivated by the need for vulnerability-
aware defenses, we first developed NeighVE, an adversary-
side estimator that uses synthetic neighborhoods and angular
difference to estimate record-level vulnerability without re-
quiring sensitive attribute labels. Although its performance
is not consistent across all datasets, NeighVE revealed the
central role of neighborhood similarity as a key dataset-level
factor underlying record-level vulnerability. Building on this
insight, we proposed VESL, a subspace-learning—inspired de-
fense that balances vulnerable and non-vulnerable records
across sensitive attributes. VESL reduces attribute inference
risk to the level of imputation attacks—ensuring no more leak-
age than an adversary could achieve without model access—
while preserving model utility and improving fairness as
a byproduct of its balancing mechanism. Moreover, VESL
nullifies NeighVE, preventing adversaries from isolating vul-
nerable records for targeted attacks. Finally, we introduced
AttriVET, a defender-side tool that predicts record-level vul-
nerability with over 90% accuracy across diverse scenarios,
enabling systematic auditing and risk-aware defense design.
Together, these contributions establish neighborhood simi-
larity as the primary driver of record-level vulnerability and
provide both auditing and defense mechanisms that advance
the state of privacy-preserving machine learning.
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Ethical Considerations

We consider the ethical considerations of this work through a
stakeholder-based analysis, explicitly considering the Menlo
Report principles [8] in the context of both the research pro-
cess and publication.

Stakeholders. The primary stakeholders impacted by this
work include individuals whose records appear in the public
datasets used for evaluation, machine learning practitioners
and organizations that train and deploy models on tabular data,
and the broader research community studying privacy risks
and defenses. The datasets used in this work are publicly avail-
able and de-identified; as a result, no individuals are directly
affected by the research procedures, and no personally iden-
tifiable information is accessed or processed. Practitioners
and deploying organizations can use the proposed methods to
assess and reduce record-level privacy leakage prior to model
deployment. While the paper also introduces an adversary-
side vulnerability estimation tool to characterize attack feasi-
bility, its potential misuse is mitigated by the accompanying
defense, which is shown to nullify the effectiveness of such
attacks. The research community is impacted through the
introduction of methods for estimating record-level vulnera-
bility from attribute inference attacks and reducing such risk,
which may shape future works in record-level vulnerability
estimation and vulnerability-guided defense design.

Impact. Before proceeding with this research, we considered
the potential benefits and harms of both the research process
and publication across all identified stakeholders, following
the ethical principles articulated in the Menlo Report [8]—
Beneficence, Respect for Persons, Justice, and Respect for
Law and Public Interest. For individuals represented in the
datasets, the principle of Respect for Persons is satisfied by
the exclusive use of publicly available, de-identified data, en-
suring that no privacy expectations, consent requirements, or
individual rights are implicated. For practitioners and deploy-
ing organizations, Beneficence applies through the provision
of methods that enable assessment and reduction of record-
level privacy leakage prior to deployment. For the research
community and society at large, Beneficence is reflected in
improving understanding of attribute inference risks and ef-
fective defenses, supporting safer use of machine learning in
sensitive domains. Consideration of the principles of Justice
and Respect for Law and Public Interest did not reveal addi-
tional concerns, as the work does not differentially impact any
group and does not involve unlawful data access or violations
of terms of service. We identify no tangible harms arising
from the research or its publication, as the work does not

involve human subjects, private data, or exposure to harmful
content. Potential indirect harms related to adversarial misuse
are limited and addressed through the defensive mechanisms
evaluated in this work.

Mitigations. The potential harms relevant to this work pri-
marily concern privacy leakage through attribute inference
attacks. These risks are directly addressed by the core contri-
butions of the paper, which are explicitly designed to identify,
quantify, and mitigate such leakage. The research process
itself introduces no additional harms, as all experiments are
conducted on publicly available, de-identified datasets and do
not involve human subjects, private data, or interaction with
individuals. While the paper includes an adversary-side vul-
nerability estimation tool for analysis purposes, any potential
misuse is mitigated by the accompanying defense, which is
shown to substantially reduce or nullify the effectiveness of
such adversarial capabilities. As a result, the work does not
introduce unmitigated harms beyond those already present in
existing machine learning deployments and instead reduces
the overall risk of privacy leakage.

Decision. The decision to proceed with this research and to
publish its results was reached by considering both potential
harms and benefits, as well as the avoidance of any violation
of individual rights. From a Beneficence perspective, the work
provides concrete methods for identifying and mitigating at-
tribute inference risks, thereby reducing privacy leakage in
machine learning systems and supporting safer deployment
in sensitive domains. From a Respect for Persons perspective,
the research does not implicate individual rights, as it relies
exclusively on publicly available, de-identified datasets and
does not involve human subjects, consent, or expectations of
privacy. These analyses lead to the same conclusion: con-
ducting and publishing the research introduces minimal risk
while offering clear privacy-preserving benefits. Given this,
we determined that proceeding with and disseminating the
work is ethically appropriate.

Open Science

We fully support the principles of open science as out-
lined in the USENIX Security 2025 Open Science Pol-
icy. To promote the principles of reproducibility and trans-
parency, we provide the full codebase including all scripts,
binaries and datasets required to replicate our experiments
at https://zenodo.org/records/17905133. Because the Texas-
100X dataset is subject to licensing restrictions, the attached
artifact does not contain the original dataset but detailed in-
structions for obtaining and using it.
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A Sampling Technique

1. Let n represent the desired number of samples for the
training data. Additionally, let m denote the ratio of
samples with negative sensitive values to samples with
positive sensitive values, making it the inverse of the
marginal prior. Let ¢ represent the desired correlation
between the sensitive attribute and the output.

2. Let ni represent the number of samples with positive
sensitive values and positive output values. Let n; rep-
resent the number of samples with positive sensitive
values and negative output values. Similarly, let n™"
and n_ represent the number of samples with nega-
tive sensitive values and positive and negative output
values, respectively. Here, the subscript represents the
sensitive value and the superscript represents the out-

NNty
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put value. n* = |

A.1 Correctness Proof of Sampling Technique

Let, s and y denote sensitive attribute and output respectively
and n denote total number of records. According to definition,
V(nEs?—n(Ls)?) (nXy? —n(Ly)?)
Now, )y essentially means the sum of output values of n
records. Since, the output can either take 0 or 1 and takes
1 a total of nf +n" times, Yy =nt +n' and Yy* = ni x
12 +nt x 12 = nf +n . Similarly, Y5> = Y5 = nl +n.
Substituting these values in equation | and performing a few
algebraic operations we get,
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According to our requirement, the number of positive sam-
ples (n] +n7") is equal to the number of negative samples
(n} +n_) and the ratio between positive and negative samples
(ni-&-n;

nt4n”
above we get,

) is m. If we combine n +n . +nt +n_ = n with the

n
+ +_ - - _
n++n7fn++n7f§

, nt4n =

+ —
n+—|—n+=m7+1



[ Dataset —» ] Census-19 [ Texas-100X |

[MPDepth> | 4 [ 3 [ 2 | & [ 3 [ 2 |
CSMIA 82.27 93.04 92.60 77.74 93.89 99.31
LOMIA 96.44 98.68 99.76 97.12 99.61 99.96

Table 10: Vulnerability prediction accuracy of AttriVET on
the Census-19 dataset for 4-layer, 3-layer, and 2-layer MLP
architectures with CSMIA and LOMIA.

[ Dataset = | Census-19 [ Texas-100X |
[MPDeph> | 4 [ 3 [ 2 | 4 [ 3 [ 2 |
CSMIA 63.99 67.10 63.43 61.36 66.05 68.71
LOMIA 69.46 69.00 68.82 69.68 68.99 68.85

Table 11: Attack accuracy of CSMIA and LOMIA on the
Census-19 dataset for 4-layer, 3-layer, and 2-layer MLP ar-
chitectures.

Substituting all these in equation 2 we get,

n
m+1X§ )

toum —nxnt =cJm
n+><n_—n+><n_—c m X

Substituting n1 with 5— nt and n with 5 —n_ we get,

n

m+1 @

n_ —nt =cymx

Now we can solve to get the values of n_ and nt first,
and using those to get the values of ni and n7 as shown in
section 6.1. Note that, these values are integers which is why
the fractions are rounded up using floor and ceiling. Therefore,
the sampled records may not have the exact correlation as ¢
but the difference would be negligible for our purpose.

This sampling approach ensures that the desired correlation
and marginal prior are achieved, while maintaining an equal
number of positive and negative output samples.

B Selective Mutual Information Regulariza-
tion Details

With the added capability of computing vulnerability level
of individual records, we introduce a key modification to
the mutual information regularization defense [47]: mutual
information loss is calculated only for records within the vul-
nerable subset, minimizing mutual information between the
sensitive attribute and output for these records alone. We refer
to this modified defense approach as selective mutual infor-
mation regularization (SMIR). In our experiments, we set the
loss balancing hyperparameter B to 0.5, as lower values ren-
der SMIR ineffective in reducing attack performance across
dataset scenarios.
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Figure 4: (a) Contour plots of confidence gaps from models
trained with no defense and with VESL-RS on the Census-
19 dataset (marginal prior 0.5). (b) Histogram showing the
distribution of records with confidence gaps in the range
[—0.001,0.001] for the VESL-RS model. Red (blue) bars cor-
respond to records correctly (incorrectly) inferred by CSMIA.

C Ablation Study of AttriVET

C.1 Impact of Model Architecture on

AttriVET

Since AttriVET is computed on the training dataset with-
out model training, it is important to investigate whether
model architecture influences AttriVET’s vulnerability es-
timation. To examine this, we use the Census-19 dataset and
train 4-layer, 3-layer, and 2-layer MLPs (detailed architecture
in section 6.1). This setup represents a scenario with semi-
skewed sensitive attribute values. After training, we launch
both CSMIA and LOMIA on each model. AttriVET then
computes the vulnerability of each record, and we evaluate its
alignment with prediction validity from each attack model pair.
Table 10 presents AttriVET’s vulnerability prediction accu-
racy for these scenarios. The results indicate that AttriVET‘s
vulnerability prediction accuracy is high in all cases except
with the 4-layer model under CSMIA, where there is a slight
decrease. Table 11 presents the attack performance of CSMIA
and LOMIA across all models, showing that CSMIA’s accu-
racy is also low in the 4-layer MLP case. This observation
reinforces our earlier point: when attack performance is poor,
vulnerability prediction accuracy also drops slightly but still
high enough to not cause any concern. Notably, LOMIA’s
performance in the 4-layer MLP case remains stable. In this
scenario, the added depth causing overfitting and reduced
smoothness in a record’s vicinal area, reducing the correlation
between confidence gap and neighborhood similarity.

C.2 How Does VESL Mitigate Attribute Infer-
ence Attacks?

Let, the confidence gap of a record be the difference between
the model’s confidence in predicting its true label and the



[ Defense | Census-19 [ Adult [ Texas-100X |
No Defense 79.37 84.48 80.48

WOUT-SENS 78.47 81.97 76.56
VESL-MV 76.35 79.13 76.08
VESL-RS 75.35 78.06 75.02

Table 12: Test accuracy of both variants of VESL compared
to the no-defense baseline and a model trained without the
sensitive attribute (WOUT-SENS).

highest confidence it assigns to any version of that record
with a different sensitive attribute value. CSMIA typically
infers records correctly when the confidence gap is positive,
incorrectly when it is negative, and randomly when it is zero.
To counteract this, the dataset rebalancing and model aggre-
gation steps in VESL are designed to drive the confidence gap
toward zero across the dataset. During training, each data split
assigns each record to only one subset. The confidence gap for
a given record under any aggregate model from a split is, on
average, lower in magnitude than under the no-defense base-
line. However, this reduction alone is insufficient to ensure
that the performance of attribute inference attacks approaches
that of a random guess. In the final stage of VESL, an ensem-
ble model is constructed that either randomly selects one of
the aggregate models during inference or performs majority
voting among the aggregate models. Because a record’s neigh-
bors differ across splits, the confidence gap values it receives
from each aggregate model vary—some being positive, others
negative. This symmetry results in an equal probability of
a record having a positive or negative confidence gap in the
ensemble. Consequently, the expected number of correctly in-
ferred records by CSMIA matches that of incorrectly inferred
ones, and similarly for LOMIA, effectively neutralizing the
attack advantage.

To illustrate this, we compare confidence gap distribu-
tions from models trained with and without VESL in Fig-
ure 4(a). The contour plot shows a high density of points
along the x-axis, indicating that many records trained under
VESL have confidence gaps near zero. Indeed, approximately
60% of the training set have a confidence gap magnitude be-
low 0.001. Figure 4(b) plots the histogram of these records’
confidence gaps, revealing nearly equal numbers of positive
and negative values. This near-symmetry implies that VESL
makes it equally likely for records to be correctly or incor-
rectly inferred. Since LOMIA relies on case-1 instances from
CSMIA to construct its attack dataset, the diminished quality
of CSMIA predictions under VESL leads to weaker LOMIA
performance as well.

C.3 Evidence that VESL Learns from the Sen-
sitive Attribute

Here, we present detailed results from evaluating models
trained without the sensitive attribute, as well as SHAP-based

Target Model VESL-MV

Feature Mean Std Mean Std

SCHL 0.095813 0.000256 | 0.121295 0.000272
AGEP 0.056643 0.001207 | 0.044278 0.001181
WKHP | 0.043789 0.001162 | 0.046429 0.001463
ST 0.022865 0.000186 | 0.026032 0.000182
SEX 0.019333  0.000697 | 0.038655 0.000667
COW 0.016425 0.000347 | 0.010927 0.000301
MAR 0.016144  0.000757 | 0.029084 0.000679
RACIP | 0.013247 0.000574 | 0.022751 0.000647
WAOB | 0.005496 0.000197 | 0.002948 0.000200
DREM | 0.002399 0.000248 | 0.005531 0.000258
DEAR | 0.000775 0.000225 | 0.000869 0.000201
DPHY | 0.000613 0.000183 | 0.002368 0.000225
DEYE | 0.000471 0.000120 | 0.001053 0.000154

Table 13: SHAP feature importance for Census-19 under the

target model without defense and VESL-MV.

Target Model VESL-MV

Feature Mean Std Mean Std

marital 0.043387 0.002063 | 0.043387 0.002063
capitalgain 0.037287 0.001735 | 0.037287 0.001735
sex 0.027870 0.001638 | 0.027870 0.001638
education 0.021647 0.001474 | 0.021647 0.001474
occupation 0.017387 0.000881 | 0.017387 0.000881
work 0.014383 0.000828 | 0.014383 0.000828
capitalloss 0.009247 0.001243 | 0.009247 0.001243
hoursperweek | 0.008097 0.001892 | 0.008097 0.001892
race 0.002253  0.000604 | 0.002253 0.000604
fnlwgt 0.001633 0.001634 | 0.001633 0.001634

Table 14: SHAP feature importance for Adult under the target
model without defense and VESL-MV.

feature-importance analyses with and without defense. Ta-
ble 12 reports test accuracy when the sensitive attribute is
removed from training, compared against the no-defense base-
line and both variants of VESL. Table 13 reports SHAP-based
global feature-importance rankings for Census-19, Table 14
reports the corresponding results for Adult, and Table 15
reports results for Texas-100X under the target model and
VESL-MV.

C.4 Effect of Distance Threshold on Vulnera-
bility Prediction

In this experiment, we vary the hyperparameter k, which rep-
resents the neighborhood radius in AttriVET, from 2 to 5
and measure its effect on AttriVET’s vulnerability prediction
accuracy to determine the ideal value of k. Table 16 shows
the vulnerability prediction accuracy for these scenarios when
CSMIA and LOMIA are launched on a model trained on
Census-19 dataset. The results indicate that higher k values
yield higher vulnerability prediction accuracy, though with
a diminishing rate of increase. For instance, the accuracy in-
crease from k = 2 to k = 3 is more pronounced than from



‘ Target Model [ VESL-MV |

Feature | Mean Std [ Mean Std |
ADMITTING_DIAGNOSIS | 0.221641 0.000264 | 0.276771  0.000260
SEX_CODE 0.044995  0.001057 | 0.005612  0.000613
PAT_STATUS 0.014371  0.000151 | 0.012123  0.000158

SOURCE_OF_ADMISSION | 0.009835 0.000264 | 0.013557 0.000312
TYPE_OF_ADMISSION 0.008265  0.000310 | 0.012828 0.000367
ETHNICITY 0.007750  0.000501 | 0.006581 0.000592
RACE 0.004299  0.000512 | 0.000653 0.000567

Table 15: SHAP feature importance for Texas-100X (0.5)
under the target model without defense and VESL-MV

[ Distance threshold, & [ 2 [ 3 [ 4 [ 5 l
CSMIA 86.97 | 89.23 | 89.86 | 89.94
LOMIA 93.47 | 97.28 | 98.44 | 98.71

Table 16: Vulnerability prediction accuracy of AttriVET with
varying distance threshold on the Census-19 dataset with
CSMIA and LOMIA.

k =4 to k = 5. However, increased prediction accuracy is
beneficial in constructing a more robust defense, as it allows
the defender to identify the set of vulnerable records more
accurately. Therefore, we select k = 5 as the standard distance
threshold across the other experiments in the literature.
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